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1. Introduction
The goal of this document is to describe the data anonymization procedure that is applied
to the data collected by the Knowdive workgroup and collaborators. The final goal is to
enable the GDPR compliant distribution of such datasets. Some of these data are
abstracted from personal data (e.g., the data collected from projects like the EC funded
project WeNet and SmartUnitn). In this case, the overall strategy is to set up the entire
process so that the data to be distributed are fully anonymized and therefore outside the
scope of GDPR.

In this context, we consider a dataset anonymous if it provides “information which does not
relate to an identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer identifiable” (GDPR
recital 26)[3] and further specified in [4]. We take this statement in its most restricted
sense, meaning that it must be impossible to recognize a person even using additional
external sources. This objective is reached both by abstracting the original data as needed
and also by defining precise constraints under which it will be possible to use a certain
dataset. In practice the datasets which will be distributed are guaranteed to satisfy all the
requirements, indications, guidelines and suggestions described in [4].

For the purpose of this document, we use the following terminology to define the objects
being anonymized:

- Dataset: devoid of any modifiers, refers to a set of various types (possibly from
multiple sources) of data that are logically used together.

- Dataset file: represents information from a single data source. Examples include
accelerometer, location and time diaries (for more examples see section 4)

- Dataset Package: one or more dataset files that have been put together for
distribution while making sure the anonymity of the resulting package is maintained
(for examples see section 5).

It must be noted that, while the principles that we follow are general and independent of
the specific datasets, the specifics of how anonymization is enforced are highly dependent
on the Collected Data. To deal with this problem, this document is organized as follows:

1. It reports the principles in their full generality;
2. It describes the specifics of any data anonymization problem and the procedure

which has been developed to deal with it.

As such, this is just a version of a document which will keep evolving and will be updated
based on what we learn and do when new types of datasets are produced/required. The
date in the title defines the version of the document.

This document is structured as follows. The Overall process is presented in Section 2. The
first step, so called Data Collection, is presented in Section 3. The second step, so called
Dataset file anonymization, is presented in Section 4. The third step, so called Dataset
package anonymization, is presented in Section 5. The fourth and last step, so called
Dataset package Distribution, is presented in Section 6. The document ends with the
conclusion in Section 7.
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2. The Process
The current procedure for the generation of datasets is organized in four steps (we focus
below on the anonymization steps):

1. Data collection: this is the first step during which the data is generated. This step is
performed in a modality which is fully compliant to the rules of GDPR. In certain
cases, e.g., the project WeNet, the data is collected also from states outside the
European Union. In these cases, we follow the recommendation from the European
Commission and we collect data according to the GDPR rules of one of the member
states. Specifically, we follow the Italian legislation. The result of this process is
what we call the Collected Data, a dataset that contains all data as collected. This
Collected Data is delivered to the Data Controller through secure means, and will
be kept by the Data Controller for a fixed period of time before being irrevocably
deleted.

2. Dataset file anonymization: this step is performed as part of a more general step of
Data Preparation during which the data are normalized, cleaned and prepared for
future uses. This step immediately follows the data collection and is performed over
the Collected Data, resulting in dataset files which are stored in a secure storage.
During this step the Collected Data is abstracted into a set of dataset files which,
when analyzed in isolation, are either fully anonymized or, in very few limit cases,
are pseudo-anonymized. While they guarantee anonymization over most single
dataset files, these steps do not give full guarantees of anonymization when the
dataset files are jointly analyzed.

3. Dataset Package anonymization: this step is performed after a request is received,
and it is performed based on the terms of the request itself. This step is part of the
more general step of Package Preparation during which a dataset is prepared for
distribution. The overall goal is to guarantee anonymization, namely that the joint
use of multiple dataset files will not lead to the de-anonymization of the dataset as a
whole. This step may result in further anonymization steps for the dataset
(generating a new Anonymized Dataset Package) or, as an extreme case, in the
refusal of distribution of specific composition of datasets.

4. Data Distribution: the above steps guarantee that the data distributed is fully
anonymous and therefore out of the scope of GDPR. As a last step, in order to
guarantee unintended uses of the datasets, the datasets are distributed based on a
license and following a precise distribution procedure. Here we present only the
highlights, a full description is provided in another document under preparation [2].

3. Step 1 - Data collection
The majority of collected data are not privacy critical. An example of the type of data
collected, for instance in the 2020 WeNet collection can be found in the Descriptor
document [1]. In this section we concentrate on that small part of data which may raise the
problem of person identification. The following of this section consists of two parts. The
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first part explains the types of data collected during the experiment while the second part
shows the private information that existed in the collected data.

Notice how in the following the data are described based on the type of source (e.g., the
user, sensors) and not in terms of the device used to collect them which may vary from
data collection to data collection campaign. The 2020 WeNet collection Descriptor
document [1] provides an example of how the various types of data described below can
be collected.

3.1.  Types of data

There are five types of data that are collected;

1. User information
2. Synchronic data from an online survey answers (using, e.g., the LimeSurvey tool)
3. Diachronic sensor data collected via physical devices (e.g., via the iLog app running

on a smart phone).
4. Diachronic user answers to time diaries collected via physical devices (e.g., via the

iLog app running on a smart phone).
5. User interactions, among humans, and with the machine, most often in free text, for

instance collected via Chatbots

In the user information, profiling data such as name, email address, age, gender etc. are
collected.

In the synchronic data type, users are asked various questions and their corresponding
responses are collected. The following questions are just some examples of this data type;
“How often do you attend classes?”, “Which chatbots you have installed on your
smartphone?”, “How much do you agree with the following statement?” etc.

In the diachronic sensor data type, both software and hardware sensor streams are
collected from the user’s mobile device through a mobile application. Accelerometer,
Location, Step Counter are just a few examples of sensor data.

In the diachronic user answers type, various questions are sent to the users continuously
at regular intervals such as every 30 minutes or every hour until the end of data collection
period and their responses to the questions are collected. For example; the collected data
is answers to the questions such as “What are you doing?”, “Where are you?”, “How is
your mood?” etc.

In user interactions, the first type of information which is exchanged occurs in interactions
among users intermediated by the machine, the second type is between the user and
machine, for instance when the user providing specific information.

3.2.  GDPR critical data

The privacy relevant information which might be found in the five types of collected data
listed above is as following;

1. User information
o Participant information like name, email address, department, age, etc.

o Each file has a unique user id that can be used to link to the user’s email.
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2. Survey answers
o Answer list from questionnaires.

3. Sensor data
o GPS coordinates.

o The name and Bssid of the Wifi network that the user is connected to.

o The name and address of the Wifi networks that are available for the user to

connect.
o The name and address of the Bluetooth devices that are available for the

user to connect.
o The name and address of the Bluetooth low energy devices that are

available for the user to connect.
o The Cellid of the Cellular network that the user receives a signal from.

4. Answers to time diaries
o No privacy-aware user answers encountered so far

5. User interactions
○ Free form text directly typed by the user that may contain proper names.

4. Step 2 - Dataset file anonymization
This section details the different anonymization operations applied to make each of the
different dataset files almost always anonymous on its own, and pseudo-anonymous in a
limit set of cases describe below. This means that, after the application of the procedures
described below, each of the files becomes (modulo the limit cases mentioned above)
anonymous when considered in isolation of all other dataset files. We have one section for
each of the five types of data listed above.

4.1. User information

We have the cases described below.

4.1.1.   Participant Information

We have two sources of participant information.

4.1.1.1. Experiment information

A user list is stored in the experiment database which contains participant’s information
like email address and corresponding user ids. This user list is prepared to be shared with
the data controllers to be kept until the end of the project. Because in some cases data
controllers need to reach out to all or some of the participants about the data collection
process to make sure that everything is ok. This list is encrypted with GPG encryption
software before sharing with the data controllers. The decryption key is sent only to data
controllers using a secure channel.
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4.1.1.2. Demographics

Other than the user list, some data about the user may contain demographic information
as well such as age, gender, department etc. All of them are removed, coded or
generalized, following the same procedure explained in section 4.2 in detail.

4.1.2.   User Id

Each sensor data file contains a unique user-id for each user. That is why anonymizing the
user-id is one of the most important steps in the data anonymization procedure. The
user-id anonymization consists of two steps. In each step, the Pseudonymization
technique is used. Pseudonymization is basically replacing one attribute (typically a unique
attribute) in a record by another as stated in the EU Article 29 Data Protection Working
Party Opinion 05/2014 on Anonymization Techniques [4], Section 4.

Pursuant thereto, the first step is replacing the unique user id column for each of the
participants that exist in every file with another unique identifier. As replacement technique
used we have identified the following two options:

● A hash function applied to the original user id: with a function that cannot be
reversed (SHA-256 cryptographic function is used to perform the hashing). This
ensures that it is computationally very hard to obtain the original Id by reverting the
hashing function.

● Encryption with a secret key: in this case, the key will be deleted at the end of the
anonymization process before distributing the anonymized data to avoid the
possibility of tracing the identification of each data subject by decrypting the data
set if one is aware of the key.

Both techniques produce alphanumeric identifiers that are collision-free (no two users are
able to have the same identifier) and cannot be traced back to the original information. So
far only the first has been used.

After this operation, the second step consists of replacing alphanumeric identifiers with
integer values. This is done by using a dedicated randomization technique. Notice how the
resulting unique integer identifier, because of the cryptographic operations and
anonymization techniques mentioned above, cannot be linked back to the original dataset.

It is important to observe that, for each different dataset, a separate randomization is
applied. For example, if a unique identifier is replaced with the integer 10 in a dataset, the
same unique identifier will be replaced with another integer in another dataset. This will
prevent singling out and make linkability even harder, as indicated in [4].

4.2.  Survey answers

The answers to all personal and identifying information such as names, surnames, email
addresses are completely removed at this step. Furthermore, some other variables such
as department names and ages are coded and aggregated in order to arrive at the right
level of privacy protection and scientific value for the measurements, we present three
examples below:

● L0 Survey: no further changes are applied to the survey responses. Under this
assumption, the anonymization is postponed to the next step. This approach is
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particularly useful when it is hard to anticipate the possible uses of the data. The
use of this option is facilitated also by the fact that these types of data are very
small in size and are therefore fast to anonymize. Examples of the type of
anonymization done in the next phase are described in the next item (i.e., L1
Survey, L2 survey).

● L1 Survey: individual responses are anonymized in order to reduce the
identifiability of the participants even more. Some examples are presented below.

1. Birthdate: generalized to age classes of the relevant age groups in the
population without making them identifiable (e.g. under 19 years, 19 to 21
years, 22 to 24 years, 24 to 28 years, over 28 years).

2. Nationality: either generalized Local/Foreign or to the continent
granularity.

3. Department: generalized to department classes (e.g., human sciences,
engineering, natural sciences)

4. Suburb and zip code where people live: deleted by default. Variations
from this will be considered on a case by case basis before distribution.   

5. City of residence: reduced according to the distance to the university (e.g.
same city than the university, within 50km of the university)

6. Sleeping place: generalized in categories (e.g., University infrastructure,
her/his own home, other)

7. Profession and education of the parents:

▪ With items selected from menu: generalization using international

standards (EGP, ISEI and  ISCED with 5 classes)

▪ With written annotations corresponding to the answer other: deletion

of written notes and encoding as from the previous case

▪ (optional) merge of mother and father information in one field

8. Living partners will be generalized in categories (e.g. living alone, living
with friends, living with family, others).

● L2 Survey: Same as L1 survey but with much more radical anonymization,
performed going at higher levels of abstraction provided by the standards used,
e.g., those mentioned above.

4.3.  Sensor data

We have the cases described below.

4.3.1.   Location

There are two techniques used to anonymize location information.

4.3.1.1.    Point of Interest (POI)

If latitude and longitude do not change for a period of time then a Point of Interest (POI)
tag is added to the stream. For each POI the elapsed time in seconds is added to the
stream. GPS longitude and latitude readings are removed. The Point of Interest
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corresponds to the general area (suburb, city, region) and the closest general places (bar,
restaurant, lake, etc). They are computed by extracting the coordinates of a manually
compiled list of public spaces socially relevant.

The Point of Interest procedure does the following operations step by step

1. Aggregate GPS readings in time slots of 1 minute. The centroid of the points is
taken.

2. Take the earliest point, identified by latitude and longitude.
3. Collect the subsequent points that fall into the error radius around the point taken at

step 1.
4. If the difference between the first and the last point timestamp is greater than X

minutes, where X is a script parameter, the GPS readings are substituted with a list
of POIs falling in the error radius of the points, otherwise, skip to the estimation of
the area.

The result is that GPS coordinates are converted into the corresponding general places
and areas around the user.

4.3.1.2.    GPS Round-down (RD)

In this approach, the geographic and time coordinates of the GPS points are deliberately
truncated to reduce the accuracy (and thus its privacy-related impact) of the
measurements.

Several combinations of space and time round-down can be used to arrive at the right
level of privacy protection and scientific value for the measurements. We present below
three such examples:

● L0 round-down: The data set is left as is with the User Id computed as Described in
Section 4.1.2. Under this assumption, the anonymization is postponed to the next
step. The reasons are the same as those for option L0 Survey, as introduced
above. This approach is particularly useful when it is hard to anticipate the possible
uses of the data. The use of this option is made difficult by the fact that these types
of data are very large in size and are therefore long to anonymize (in some of the
cases so far we may take more than one week of computation time in a powerful
machine). This is why this option is used rarely (so fare never used). Examples of
the type of anonymization done in the next phase are described in this section (i.e.,
POI, L1 round-down, L2 round-down).

● L1 round-down: the year of the timestamp and the last decimal point for latitude and
longitude is deliberately truncated from the location sensor. For user-grade GPS
devices, removing one decimal place introduces an error of between 11 and 40
meters of ray in each measurement. Furthermore, dates are radically changed to
avoid identification. A typical example is to eliminate completely the date leaving the
day of the week (i.e., Monday, …, Sunday) with at most the season.

● L2 round-down: the last two decimal points for latitude and longitude are truncated
(resulting in an error between 111 and 400 meters being introduced in the
measurements). Furthermore, the dates may be changed to a different year and/ or
month.
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The L0-L2 different levels of anonymization are motivated by the different levels of
precision that different studies require. L1 and L2 cases are associated with truncated
timestamps, where the year is usually deleted or moved. Furthermore, in the case of the
L0 and L1 datasets, further analyses must be performed to verify that full anonymization is
guaranteed. Examples are deletion of the month, and/or of the day, preservation of only
the weekdays (Monday, Tuesday, …), and maybe of the season.

4.3.2.   WIFI Network Connected to

Here the goal of anonymization is the elimination of semantic information. The
anonymization is done by replacing the name and bssid (used to describe sections of a
wireless local area network) columns of the wifi network that the user is connected to with
a unique identifier. The identifiers are the same across all times a wifi network is
recognized, also across multiple users, and the same string is always converted in the
same code.

To accomplish this a hash function applied to the wifi network name: with a function that
cannot be reversed (SHA-256 cryptographic function is used to perform the hashing). This
ensures that it is computationally very hard to obtain the original value by reverting the
hashing function.

The result is that the name and bssid of the wifi network the user is connected to in each
dataset file are replaced with hashed identifiers that cannot be converted back into their
original values.

4.3.3.   WIFI Networks Available

Similar to above we are eliminating the semantic information. The result is that the name
and address of the available wifi networks in each dataset file are replaced with hashed
identifiers that cannot be converted back into their original values.

4.3.4.   Bluetooth Devices

Similar to above we are eliminating the semantic information. The result is that the name
and address of the Bluetooth devices in each dataset file are replaced with hashed
identifiers that cannot be converted back into their original values.

4.3.5.   Bluetooth LE (Low Energy) Devices

Similar to above we are eliminating the semantic information. The result is that the name
and address of the Bluetooth low energy devices in each dataset file are replaced with
hashed identifiers that cannot be converted back into their original values.

4.3.6.   Cellular Network Info

Similar to above we are eliminating the semantic information. The result is that the cellid
(that represents the base transceiver station) of the cellular networks in each dataset file is
replaced with a hashed identifier that cannot be converted back into their original values.

4.4.  Answers to time diaries

So far, we have found no privacy-aware information belonging to the dataset files of this
category.
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4.5.  User Interactions

We have the cases described below

4.5.1.   Linguistic free form text

Free form text strings directly typed by the users are anonymized by replacing all proper
names identified in the original string with a hashed version (using SHA-256 cryptographic
functions). This is the same technique used for the anonymization of Wifi Networks. The
identifier is the same across all times a proper name is recognized.

When dealing with person names, whenever possible the name of the person is replaced
by the corresponding identifier of the userid, for the person being named. While doing this,
however, two types of impossibility exist: (i) technologically impossible to recognize the
person (because of very complex natural language processing and/ or the use of partial
names or nicknames), and (ii) even if possible, not done because could endanger
anonymization. In any case the process is fully privacy compliant with only the risk of
sometimes losing information useful for the data analysis.

5. Step 3 – Dataset package anonymization
With each of the dataset files now anonymized separately, this section will discuss how to
produce datasets that include one or more of these dataset files while remaining
anonymous. We report below a few observations on the process.

Observation 1: In this step, new anonymization operations may need to be applied either
to the individual dataset files or globally to the whole dataset. This applies in particular for
all those cases which the data was only minorly modified in the previous step, for instance:
L0 Survey, L0 round-down and L1 round-down. The previous section provides examples of
how this step of anonymization of a single dataset file are performed. The key difference is
that Step 3 is performed after the data request has been made and, therefore, the data
anonymization can be custom-tailored to the specific anonymization needs of the resulting
dataset.

Observation 2: It is important to observe that Id linking between the different dataset files
inside a dataset package is an important element to be considered. While it is important
that users in all dataset files are linked (for example user survey ids are linked to user
sensor ids) for the same dataset; special measures, and more specifically, reissuing ids for
different distributions for each new distribution, are enforced to exclude the possibility of
easily finding links in the data belonging to different distributions. This operation is
enforced by the license that must be signed in order to get a dataset. However, this extra
step is taken ad further guarantee.

Observation 3: The main focus of the anonymization performed in this step is on the
interplay of the precision of the GPS, (the sensor which is most telling about the user
behavior, in particular when collected for a certain length of time), the date/ time
information, and the personal information collected via surveys. Notice how both GPS and
survey information are anonymized at 2 levels of granularity where the second level is very
extreme, close to being information-less. The bluetooth or wifi and cellular network
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information, anonymized as described in the previous section, is hardly ever an issue, in
our experience so far.

We provide below a set of concrete examples of complex datasets, fully anonymous,
which we have had the opportunity to prepare so far and which (the names of the files
have no real meaning, but are reminiscent of possible intended users).

5.1. Sociology Dataset Package 1

Aimed mainly to the study of human behavior, as it is done for instance in sociological
research, this Dataset Package includes:

- Location: POI,
- Date: no deletion
- L1 Survey
- Network Sensors, namely the wifi, cellular and Bluetooth sensors,
- User Events, namely sensors that contain high-level information about the activities

the user is performing (e.g. running app in device, device screen on/off, user is
moving)

Since the main focus in this study is on human behavior, this data set can afford only
minimal location information (POI). Only the most common places are used in this dataset
package, those places socially relevant where everybody goes, thus being useless from
the point of view of identification.

5.2. Sociology Dataset Package 2

Aimed mainly to the study of human behavior, as it is done for instance in sociological
research, this Dataset Package includes:

- Location: L2 round-down
- Date: Year deletion
- L1 Survey,
- Network Sensors, namely the Wifi, cellular and Bluetooth sensors,
- User Events, namely sensors that contain high-level information about the activities

the user is performing (e.g. running app in device, device screen on/off, user is
moving)

This dataset package has a motivation which is similar to the previous one. The difference
is that the points of interests are substituted with continuous GPS. To avoid identification,
and also because not relevant to these types of studies the GPS is made very imprecise,
up to 400 meters with a minimum of 100+ meters of ray. Furthermore, the date information
is made ambiguous by deleting the year part to make the data much more anonymized.

5.3.  Machine Learning Dataset Package

Aimed mainly for training Machine Learning models with user movements and activities,
this Anonymized Dataset Package includes:

- Location L1 round-down,
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- Date: Keep only days of the week and season information. Dates completely
deleted,

- L2 Survey,
- Inertial sensors, namely sensors that describe the movement of the device (e.g.

accelerometer, magnetometer, gyroscope),
- User events

With the focus on training models to detect user activities, a more abstracted version of the
Survey responses is used here; with this less precise sociological information, the location
data can be given with intermediate levels of abstraction (L1 round-down). This is the level
of precision below which machine learning would become hopeless.

5.4.  A la carte

Other Anonymized Dataset Packages can be requested according to the research
objectives of the requesting institutions. Nevertheless, additional time (in the order of
weeks) will be needed to process this type of requests in order to: i) check that the
requested combination of dataset files does not endanger the integrity of the
anonymization of the resulting package; and ii) carry out the additional anonymization
operations that may be required (which depending on the source dataset, may be a very
time-consuming process).

Some examples of a la cart packages are:

- Only sensor information (L1 round-down), all the sensors, useful for unsupervised
machine learning,

- The same as above plus time surveys, useful for supervised machine learning,
- Only time surveys, to learn behavioral patterns,
- Only L1 survey, for sociological studies.

6. Step 4 - Dataset package distribution
The details of the distribution process are described in [2]. Here we report only the
highlights for what is relevant in this content. The distribution is organized as follows:

1. After pseudo-anonymization, the data set are stored in a secure repository,
2. The dataset packages metadata are published in a catalogue which can be

searched and navigated. This catalogue gives access to general documentation but
not to the dataset,

3. When a someone selects a package, possibly a la carte, she has to fill a request
form directly accessible from the catalogue site; providing a first set of relevant
information

4. If the request is accepted, then the requester is asked to sign a license,
5. When the signed license is filled, then the dataset if made available for download at

a secret URL, for a limited amount of time (default time: 24h).
6. After 24h the link is removed and the dataset deleted or stored in the repository if of

interest.
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The license mentioned above the Terms of Use of the dataset package. We exemplify
below some of the conditions that the license will contain:

- The use of data must be fully compliant with the terms approved by the people
providing the data.

- The use of data must have to be only within the purpose and according to the terms
written in the license.

- It is not allowed to distribute the datasets to third parties.
- It is not permitted to publish the datasets in any public place (e.g., a website).
- It is mandatory to follow any further constraints which arise by during the

anonymization of the datasets;
- It is requested to reference the dataset used in the analysis, in any document,

according to the terms defined in the license.

7. Conclusion
This is an ongoing document which will evolve and keep track of all the processes that we
use in the anonymization process. This document covers both the general principles as
well the specifics of how the single data anonymization procedures are implemented.

This document is meant to be complete. In other words, this document MUST contain all
the procedures that have been implemented up to the data reported in its table
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