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Abstract—Task failures in decentralized Internet of Things
(IoT)-edge computing environments not only lead to inefficiencies,
increased latency, and resource wastage but can also introduce
system instability and cause application malfunctions. These
failures may arise due to network disruptions, resource con-
straints, or inefficient task scheduling, ultimately affecting the
overall reliability and performance of IoT-edge systems. This
study presents a novel Long Short-Term Memory (LSTM)-
based Federated Learning (FL) framework for proactive task
failure prediction, ensuring adaptive scheduling and -efficient
resource utilization. Unlike existing conventional methods, our
approach personalizes failure prediction per device, addressing
heterogeneous execution characteristics while preserving data
privacy. By integrating LSTM with FL, we improve the failure
detection accuracy and reduce unnecessary task executions. We
first trained all models using Federated Learning (FL) and
then conducted a comparative analysis of Convolutional Neural
Networks (CNN), Gated Recurrent Units (GRU), and LSTM. Our
findings show that LSTM achieves the highest accuracy and F1
score, while CNN excels in recall and energy efficiency. These in-
sights validate the effectiveness of our FL-based failure prediction
framework and highlight the advantages of model personalization
for dynamic decentralized IoT-edge environments.

Index Terms—Decentralized, Internet of Things, Federated
Learning, Edge Computing, Task Failure Prediction, Adaptive
Scheduling, Privacy Preservation

I. INTRODUCTION

IoT and Edge computing have emerged as a fundamental
paradigm in modern decentralized and distributed systems,
enabling low-latency data processing for applications such
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as autonomous vehicles, smart cities, and industrial automa-
tion. Federated Learning (FL) offers a privacy-preserving
approach to decentralized model training, allowing edge de-
vices to collaboratively refine models without exposing raw
data. However, despite its advantages, FL-based IoT-edge
computing systems suffer from task execution failures, which
arise due to limited computational resources, unpredictable
network conditions, and fluctuating energy availability [1]].
These failures lead to inefficiencies, increased latency, and
suboptimal resource utilization, necessitating a proactive and
energy-efficient failure prediction mechanism. Existing FL
methodologies focus mainly on optimizing resource allocation
and client selection [2]], [3]], but lack real-time predictive
mechanisms for task failures. Conventional task scheduling
frameworks either assume perfect resource availability [4]]
or react to failures after they occur, resulting in inefficient
system performance. Additionally, traditional approaches do
not account for heterogeneous device constraints, leading to
generalized models that fail to capture device-specific failure
risks [5]. A personalized FL approach that accurately predicts
task failures before execution is critical to improving sys-
tem reliability, reducing energy consumption, and improving
decision-making in dynamic decentralized IoT-edge environ-
ments.



A. Problem Statement

Despite advancements in Federated Edge Learning (FEEL),
the absence of real-time task failure prediction leads to ex-
cessive resource wastage and increased system instability.
Existing methods emphasize secure model aggregation [6],
communication-efficient scheduling [7]], or hierarchical learn-
ing architectures [8]], but the investigation of an integrated so-
lution (i.e., combining failure prediction, privacy preservation,
and energy-aware scheduling) is overlooked and has not been
yet examined by researchers.

Current FL-based scheduling approaches optimize training
efficiency but do not proactively anticipate task failures [9]. On
the other hand, IoT-edge devices operate under strict energy
budgets, making it necessary to integrate power-aware failure
prediction [[10]. Traditional task failure models require data
centralization, introducing privacy concerns and communica-
tion bottlenecks [4]]. Generic models do not account for device-
specific execution conditions, leading to inaccurate failure
estimations [_2].

To address these gaps, we propose a Long Short-Term Mem-
ory (LSTM)-based FL framework for proactive task failure
prediction, ensuring efficient scheduling and adaptive resource
utilization in decentralized IoT-edge computing environments.

B. Contributions

In this paper, we introduce a novel FL-based task failure
prediction framework that integrates LSTM networks to pre-
dict failures in real time and optimize energy-efficient task
scheduling. Our contributions are summarized as follows:

o We develop an LSTM-based model that analyzes sequen-
tial execution data to estimate failure probabilities before
task execution, preventing inefficiencies.

+ We employ Federated Personalization to fine-tune failure
prediction models per device, capturing heterogeneous
execution characteristics. Our framework leverages Fed-
erated Personalization within a decentralized IoT-Edge
computing setup, where LSTM-based Federated Learning
adapts to individual device behaviors.

o Unlike traditional failure prediction techniques, our
method enables on-device learning within a decentralized
IoT-Edge computing framework. By leveraging LSTM-
based Federated Learning, only encrypted model updates
are shared, reducing communication overhead while en-
suring personalized task failure prediction.

e Our approach integrates real-time failure prediction with
adaptive scheduling, dynamically reallocating resources
to prevent unnecessary failures.

Our manuscript is organized as follows. In Section |lI} we
briefly overview the related works, covering the main existing
methods and their limitations. We present our method in
Section The experimental setup and results are presented
in Section Finally, we conclude the paper in Section

II. RELATED WORK

FL has been widely studied in edge computing environments
for various applications, including task scheduling, energy

efficiency, and security. However, most existing methods fail
to address the problem of real-time task failure prediction,
energy-aware scheduling, and personalized FLL models. This
section critically reviews the most relevant works and high-
lights their limitations.

Cao et al. [1] introduced a Multi-Task Asynchronous
Federated Learning (MTAFL) framework that optimizes re-
source allocation and client scheduling to minimize system-
wide energy consumption. While their approach improves
learning efficiency, it does not incorporate real-time failure
prediction, making it ineffective for dynamic environments
where task failures must be anticipated. Jiang et al. [11]]
proposed a specialized FL scheme (CuFL) algorithm tailored
to heterogeneous edge computing devices. Their work im-
proves model adaptability but does not consider resource
constraints or task failure prevention, which limits its ap-
plicability in energy-constrained systems. Kang et al. [10]
explored an optimization-based task assignment mechanism
using blockchain for FEEL. Their approach improves task
reliability through device evaluation but lacks predictive fail-
ure mechanisms, assuming that optimal task allocation alone
is sufficient to prevent execution failures. Sun et al. [2]
proposed a dynamic scheduling framework for FEEL that
optimizes energy constraints by predicting the computational
and communication energy required for training. However,
their method does not account for the effect of task failures
on overall system performance, leading to inefficiencies in
real-world applications. Zeng et al. [3] investigated energy-
efficient radio resource allocation for FEEL by adjusting
the bandwidth distribution. Although their study effectively
reduces energy consumption, it does not address task execu-
tion failures, which remain a critical challenge in resource-
constrained edge environments. Shi et al. [4] proposed a task
scheduling mechanism in Mobile Edge Computing (MEC)
that integrates FL with collaborative computing. Their method
reduces task completion time but does not include predictive
modeling for failures, which can lead to ineffective task
execution strategies in high-variance workloads. Li et al. [5]]
developed a blockchain-based hierarchical FL system (PoFEL)
for security and privacy preservation. While their approach
ensures secure model aggregation, it does not account for
real-time failure prediction, making it unsuitable for energy-
sensitive edge applications that require proactive adaptation.
Hu et al. [6] explored FL-based energy-efficient task schedul-
ing with Lyapunov optimization for wireless networks. Their
work optimizes scheduling but does not integrate personalized
FL models, making it less adaptable to heterogeneous edge
devices with varying failure risks. Deng et al. [[7] presented
a semi-asynchronous FL approach with trajectory prediction
for vehicular edge computing. While their method accounts
for dynamic behavior in mobile edge devices, it does not
incorporate failure prediction, which is crucial for maintaining
task reliability. Cai et al. [8] introduced an optimization
framework for task scheduling in FL with energy-efficient
strategies. However, their work does not personalize failure
prediction models, leading to potential inefficiencies in device-



specific training.

Our proposed approach addresses the limitations (i.e., ab-
sence of real-time task failure prediction, and lack of personal-
ized FL models for heterogeneous edge devices) by integrating
FL with real-time failure prediction using LSTM models,
energy-efficient task scheduling, and optimization of federated
personalization. By proactively predicting failures, our model
ensures improved task reliability, reduced energy consumption,
and adaptive learning for heterogeneous IoT-edge devices in
decentralized systems.

A. Comparison with Existing Works

Table [I| provides a comparative analysis of our approach
with existing methods.

TABLE I
COMPARISON OF FEDERATED LEARNING-BASED METHODS

Method Failure Energy Personalization
Prediction Awareness
Cao et al. [1] X v v
Jiang et al. [11]  x X v
Kang et al. [10] x v X
Sun et al. [2] X v X
Shi et al. [4] X v X
Li et al. [5] X X v
Deng et al. [7] X X v
Our Approach v v v

III. PROPOSED METHOD

In this section, we present our proposed methodology for
task failure prediction using FL, ensuring decentralized train-
ing while maintaining data privacy.

A. Federated Learning Workflow

Our proposed approach employs FL to train a distributed
LSTM model for task failure prediction while preserving user
data privacy. The methodology follows these key steps:

1) Local Training at Edge Devices: Each edge device
trains an LSTM model using historical task execution
data, including CPU load, memory usage, energy con-
sumption, and network conditions.

2) Model Update Sharing: Instead of transmitting raw
data, edge devices send model weight updates to the
aggregation server, reducing communication overhead
while maintaining privacy.

3) Federated Model Aggregation: The server aggregates
the received updates using Federated Averaging (Fe-
dAvg) [12], where updates from multiple edge devices
are combined using a weighted averaging strategy to
form an improved global model.

4) Global Model Distribution: The updated global model
is redistributed to edge devices for further local training
and refinement, ensuring continuous learning across the
system.

To facilitate a better understanding of the proposed FedAvg-
based task failure prediction, we present the FL process in

Updated Global Model
Redistribution

Model
Aggregation

((KD

Base
station
.

=
®

Edge server 2
Local Local
Model Model l
update update
Training Training
! " -
S S S S

Fig. 1. Overview of the proposed Federated Learning Workflow for Task
Failure Prediction.

Base
station

7'y

Algorithm [I] and its corresponding workflow illustration in
Figure [1]

Algorithm 1 Federated Learning for Task Failure Prediction
1: Initialize global LSTM model M,
2: for each FL round t = 1,2,...,7 do
3:  Server selects a subset of edge devices S; and dis-
tributes M, to them

4:  for each device ¢ € S; in parallel do

5: Train local LSTM model M; using task failure his-
tory

6: Compute failure probability P},;

7 if P}ail > Tfail then

8 Trigger task rescheduling for device ¢

9: end if

10: Compute local model update AM; = M; — M,

11: Send AM; to the server

12:  end for

13:  FedAvg Aggregation:

14: My < My +13,cs, wiAM; {Federated Averag-
ing with learning rate n}

15:  Server updates and redistributes M|

16: end for

B. Privacy-Preserving Training

FL ensures privacy preservation by keeping raw data
on local IoT-edge devices in a decentralized system. To
further reduce communication overhead, we implement an
event-triggered update mechanism, which selectively transmits
model updates only when significant changes are detected. The
mechanism consists of the following steps:

o Adaptive Update Triggering: Model updates are trans-

mitted only if a significant deviation in local training met-
rics is observed, preventing unnecessary communication.



o Dynamic Client Selection: Clients are selected dynami-
cally based on computational capacity and network avail-
ability, ensuring load balancing and efficiency.

The computed failure probability is then compared against
a predefined threshold (T'q4). If P}ail > T'fq41, the system
triggers task rescheduling to mitigate potential execution fail-
ures.

IV. EXPERIMENTAL SETUP AND RESULT EVALUATION

To evaluate our proposed approach, we conducted exper-
iments on a Linux workstation equipped with an NVIDIA
TITAN Xp GPU, 62 GB of memory, and CUDA v11.7. The
framework was implemented in Python, utilizing PyTorch for
model training and the Flower framework to simulate the FL
environment.

Each experiment involved a total of five clients, where each
client received unique data subsets for local training. The
hyperparameters used in our experiments are summarized in
Table

TABLE II
HYPERPARAMETER CONFIGURATION USED IN THE EXPERIMENTS.
Hyperparameter Value
Learning rate 0.0005
Number of communication rounds 50
Local epochs per client 30
Batch size 64
Input size 12
Hidden size 64
Number of layers 2
Output size 12

This setup ensured an effective evaluation of our method
in a FL scenario, leveraging distributed data across multiple
clients while optimizing model performance.

A. Dataset

The simulation environment uses EdgecloudSim to simulate
computing, network and vehicle mobility, as discussed in our
previous work [[13]], [14]. Training data are created using a ran-
dom orchestration policy in various load scenarios, following
[13]], [14]].

EdgecloudSim simulates computing and networking re-
sources for a transportation edge computing system, while
Simulation of Urban MObility (SUMO) generates vehicle
traces.

WLAN, MAN, WAN, and GSM-based cellular networks
are simulated in EdgeCloudSim using a single server queuing
model. Using the MMP/M/1 queuing model [15]], which
considers Poisson arrival rate and task size, a wrapper class
manages these communication standards’ task size and trans-
mission latency.

It should be noted that the current EdgeCloudSim GSM
model oversimplifies real-world GSM networks. Instead of the
simple GSM model, a 5G model with the Closed-IN (CI) path
loss model was used to simulate frequency, distance, and a
realistic path loss exponent. For further details, see the [13]],

[14]. In addition, the more details on the relationship between
energy-efficiency and relaibility can be found in this work [16].

We determine the nearest edge data center based on signal
strength within one Kilometer (km) and choose the one with
the strongest signal. We simulated one car moving into the
SUMO map and edge data centers, assigning it to a base
station ID based on signal strength.

This simulation, EdgeCloudSim, generates a comprehensive
dataset on energy consumption across mobile devices, edge
servers, and cloud computing infrastructure [[14f]. To assess the
efficiency of edge computing, EdgeCloudSim systematically
monitors power usage trends.

A key aspect of this dataset is the tracking of CPU en-
ergy consumption, capturing power usage during both active
processing and idle states. Task energy consumption is deter-
mined based on computational workload, measured in Million
Instructions Per Second (MIPS), effectively representing the
dynamic power demands of processor activities.

B. Baselines

To validate the effectiveness of our proposed FedAvg-based
LSTM model for task failure prediction, we compare it against
two widely used deep learning architectures: Convolutional
Neural Networks (CNN) and Gated Recurrent Units (GRU),
which are tested with FL under the same setup as LSTM.
These models serve as strong baselines due to their effective-
ness in pattern recognition and sequential data processing. We
select CNN as a baseline because it excels at feature extraction
and has been successfully applied in various classification
tasks. However, CNN is not optimized for capturing temporal
dependencies, which are crucial for predicting task failures in
dynamic edge computing environments. GRU, on the other
hand, is a kind of recurrent neural network that efficiently
models sequential dependencies while reducing computational
overhead compared to LSTM. It provides a balance between
performance and efficiency, making it an ideal baseline for
comparison.

C. Experimental Results

The results of our comparative analysis across the different
neural architectures considered are presented in Table The
evaluation metrics include accuracy, precision, recall, F1 score,
energy consumption based on the dataset from [14], and task
completion time, ensuring a comprehensive assessment of each
method’s performance. Additionally, we analyze task failure
rates across different numbers of vehicles and the number of
connected devices per edge server over time.

The LSTM model achieves the highest accuracy (84.04%)
and F1 score (79.33%), indicating its superior overall pre-
dictive capability. GRU, on the other hand, demonstrates the
highest precision (88.38%), suggesting that it makes fewer
false-positive predictions. CNN significantly outperforms the
other models in recall (85.65%), meaning it is less likely to
miss positive instances. Regarding energy consumption, CNN
consumes the least power (74.25]J), whereas LSTM performs
best in terms of task completion time (2.63s).



TABLE III
SUMMARY OF THE NUMERICAL RESULTS.

Method Accuracy Precision Recall F1 Score Energy Consumption (J) Task Completion (s)
CNN-FL (Baselinel) 64.10 = 3.32 5494 + 325 85.65 + 3.36 66.85 + 2.31 74.25 + 11.31 2.94 + 1.20
GRU-FL (Baseline2)  83.91 4+ 2.28 88.38 + 3.57 70.63 + 442 79.13 4+ 3.48 69.93 + 15.86 3.63 + 1.04
LSTM-FL 84.04 + 236 87.54 £ 423 7257 +£278 79.33 £ 2.96 81.67 £+ 15.60 2.63 £+ 1.09

The best accuracy of LSTM can be attributed to its ability
to retain long-term dependencies through its gating mecha-
nism, which allows it to capture sequential information more
effectively. This makes it well-suited for tasks requiring tem-
poral dependencies. GRU’s higher precision suggests that it
is more selective in its positive predictions, possibly due to
its simplified gating mechanism, which reduces the likelihood
of overfitting compared to LSTM. CNN achieves the best
recall, likely because it focuses on feature extraction rather
than temporal dependencies, making it better at identifying
positive instances even if some are false positives.

To further understand model performance, we analyze the
confusion matrices for all three architectures, as shown in
Figure 2] LSTM exhibits the highest true positive rate, main-
taining a balance between sensitivity and specificity. GRU,
although competitive, shows slightly higher misclassification
rates compared to LSTM. CNN struggles with distinguishing
between classes, particularly in scenarios where precision is
critical. The misclassification in CNN likely arises due to its
inability to capture sequential relationships, leading to errors
when distinguishing between temporally similar instances.

Figure [3] illustrates the task failure rate as a function of
the number of vehicles. LSTM and CNN models maintain
relatively lower failure rates across varying vehicle counts,
whereas GRU exhibits more fluctuations, indicating inconsis-
tencies in handling task load variations. The results highlight
that LSTM offers a stable and reliable performance in dynamic
conditions. The fluctuations in GRU can be attributed to
its sensitivity to parameter tuning, which affects its learning
stability over different workload conditions. CNN’s stability in
failure rate suggests that it relies on spatial feature extraction
rather than sequential dependencies, making it less susceptible
to variations in workload.

Figure [] illustrates how energy consumption varies across
processing levels as the number of vehicles increases. The
device-level curve rises most steeply, indicating that local pro-
cessing becomes substantially more energy-demanding with
a larger fleet. In contrast, energy consumption at the edge
increases at a moderate rate, demonstrating the benefit of of-
floading computation to nearby servers. The cloud-level curve,
with its lower slope, confirms that centralized processing is
the most energy-efficient, which is likely due to its optimized
resource utilization. Overall, these results reveal a clear trade-
off: while device-level processing minimizes latency, it incurs
high energy costs, whereas cloud processing, though more
efficient, may introduce additional latency. Edge computing
thus serves as a balanced alternative.

The Figure [5]shows the relationship between edge server

training load over time and time in Federated Learning for
edge vehicular networks is typically non-linear and dynamic,
influenced by vehicle density, mobility patterns, communica-
tion delays, and computational constraints at the edge.

Finally, Figure [6] presents the number of connected devices
per edge server over time. Fluctuation patterns indicate that
edge servers experience dynamic connectivity demands. The
LSTM-based system exhibits a more balanced allocation of
connected devices across servers, whereas GRU and CNN
exhibit sharp transitions, leading to potential load imbalance
issues. The sharp transitions in GRU and CNN may be due
to their inability to smooth variations over time, resulting
in abrupt changes in device allocation. LSTM’s ability to
handle sequential dependencies helps regulate the distribution
of connected devices over time, preventing extreme imbal-
ances. However, the observed variations suggest that rather
than maintaining a strictly uniform distribution, the model
dynamically adapts to changes in device connectivity patterns.

Overall, the results demonstrate that the LSTM is the most
reliable model for achieving high accuracy, stability, and task
efficiency. Although GRU performs well in precision, it suffers
from higher fluctuations in task failure rates. CNN, despite
having the best recall and the lowest energy consumption,
struggles with misclassification errors. These insights guide
the selection of models for real-time and energy-efficient
applications in FL and edge computing scenarios. The findings
highlight the importance of selecting the appropriate model
based on the specific requirements of the task, balancing
precision, stability, and computational efficiency.

D. Discussion and Analysis

Our preliminary experimental results demonstrate the po-
tential of FL for task failure prediction in IoT-edge computing
for decentralized systems. By leveraging deep learning models,
including LSTM, GRU, and CNN, we enhance task execution
reliability while maintaining energy efficiency and privacy
preservation. However, several challenges remain.

Traditional FL approaches optimize resource allocation but
lack real-time failure prediction, leading to inefficiencies [[10],
[L1]. While recent studies introduce adaptive scheduling [1]],
they do not incorporate predictive modeling. Our framework
integrates personalized FL with predictive modeling to ad-
dress dynamic edge environments [7]. Unlike conventional
FL models that assume homogeneous device capabilities [[17]],
our approach adapts to heterogeneous execution conditions,
improving accuracy and reducing computational overhead.

Despite its advantages, our framework has limitations. The
accuracy of deep learning-based predictions depends on the
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Fig. 2. Confusion matrices for LSTM, GRU, and CNN models. The LSTM model exhibits superior classification performance, whereas CNN suffers from a

higher misclassification rate.
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Fig. 3. Task failure rate as a function of the number of vehicles for LSTM,
GRU, and CNN. LSTM demonstrates comparatively smoother variations,
indicating better stability in handling task failures over different numbers of
vehicles, while GRU shows fluctuating performance.

quality and quantity of local training data, making performance
inconsistent between devices. Future research should explore
transfer learning for better generalization [18]]. Additionally,
FedAvg does not account for device reliability variations.
Alternative aggregation methods, such as hierarchical aggre-
gation [[I]] or reputation-based worker selection [10], could
improve the robustness of the model.

Further improvements include adaptive client selection us-
ing reputation-based or reinforcement learning approaches
[7]l, optimizing energy efficiency while maintaining model
precision [1]], and implementing privacy-enhancing mecha-
nisms such as homomorphic encryption or secure multiparty
computation [I8]]. Performing the deployment of the model on
real-world edge computing infrastructures would validate
its practical performance [[17]. Addressing these challenges
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Fig. 4. Simulated energy consumption (in arbitrary units) as the number of
vehicles increases from 200 to 1000. The device-level energy consumption
rises most steeply, followed by the edge level, while the cloud level exhibits
the lowest increase in energy consumption.
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Fig. 6. Number of connected devices per edge server over time, highlighting
the dynamic allocation patterns of LSTM, GRU, and CNN models.

will enhance the scalability and reliability of FL-based task
failure prediction in edge computing.

V. CONCLUSION AND FUTURE RECOMMENDATIONS

This research presented a FL-based framework integrating
multiple deep learning models, including LSTM, GRU, and
CNN, for proactive prediction of task failure in IoT edge
computing for decentralized systems. By combining real-time
failure prediction with adaptive scheduling, the proposed ap-
proach improves system reliability, reduces resource wastage,
and improves energy efficiency. Our experimental results
demonstrate that personalized federated models outperform
conventional methods by capturing device-specific execution
characteristics while maintaining privacy. In the near future,
we will test the proposed approach in smart city applications.
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