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„ “It’s a dangerous business, Frodo, going out your door.

You step onto the road, and if you don’t keep your feet,

there’s no knowing where you might be swept off to.”

— John Ronald Reuel Tolkien, The Fellowship of the Ring

(1954)





AI Statement

No portion of this thesis, be it conceptual, textual or visual,

is the product of generative artificial intelligence.
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in the hope that this would set them free.

But that only permitted other men

with machines to enslave them.”

— Frank Herbert, Dune

(1965)





Abstract

Superconducting quantum computers are yet to reach the fault-tolerant regime, and thus the

tantalising promises behind quantum algorithms are laid barren. To cross this knowledge-

concealing wasteland, one must first understand how both intrinsic and extrinsic noise

hinders the reliability of quantum computing systems. Most recently, in fact, external

impinging particle events have been discovered to be one of the causes behind sudden

bursts of information loss in these devices. Modelling such events with standard methods

is a masterfully complex endeavour, which is ultimately hampered by computational costs

in terms of memory and time. There is a growing requirement for an accurate fault model

able to characterise a qubit’s interaction with impinging particles, and more generally, the

performance of full algorithms on quantum computers in the presence of radiation. Such

a fault model would be the first of many other steps, paving the way for research on new

quantum error correction and mitigation algorithms, and ultimately giving scientists a new

instrument for tackling and understanding this ever growing issue. Reaching such goal

requires the efficient simulation of quantum systems, both at the algorithmic and device

level, pushing against the known limitations and bottlenecks imposed by these methods.

The first objective is to understand the feasibility of quantum circuit simulations with

the available computational methods, underlining bounds and limitations. This paved the

way to provide a physically accurate noise model for the interaction of impinging particles on

superconducting qubits, the most widespread and scalable technology for building quantum

computers. The model has been devised to be easy to interpret and simulate, whilst being

highly expressive and tunable, in order to keep up with future technological advancements

in the field. The following step has been to leverage the fault model to develop methods and

techniques apt at testing the reliability of Quantum Error Correction (QEC) and quantum al-

gorithms alike. This includes methods for detecting the presence of radiation-induced faults

at runtime, and applying partial information reconstruction methods. A deeper understand-

ing of the effects of radiation also prompted the modelling and study of hardware hardening

techniques. At last, the interoperation of quantum and classical computing systems has
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been investigated in the context of the reliability of hybrid machine learning algorithms,

which are going to play an ever important role in the high performance computing systems

of the future.

These contributions press on in the quest for knowledge, impacting the quantum com-

puting stack, correlating logical and physical quantum circuit design, and widening the

understanding of how to prevent faults in quantum computing systems, quickening the

advent of fault-tolerant quantum computation.

Keywords: quantum computing, reliability, superconducting, distributed computing, fault

modelling
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1
Introduction

Do we really need quantum computers?

One could blindly argue in favour of this, however, the real boundary that separates classical

computation from quantum computation is yet to be thoroughly defined. The quantum

computing paradigm, since its theoretical inception by one of the forefathers of modern

physics R. Feynman in 1982 [1], served to extend the classical definition of computation.

This was done in order to better describe the quantum properties of nature, namely lever-

aging superposition and entanglement. This followed the hypothesis that an experiment, a

purposefully built physical system in that sense, can be said to be performing computations

under specific conditions [2]. Many quantum algorithms would then be proposed, promising

quadratic or exponential speedups, and never-before-seen efficiency per operation when

compared to classical compute systems [3, 4], a highly debated concept, later generalised as

quantum advantage [5]. In recent years, thanks to the widespread access to simulators and

quantum devices over the cloud, researchers have been able to quickly expand the reach

of Quantum Computing (QC) to fields such as finance [6], chemistry [7], biomechanics [8]

and machine learning [9, 10].

It is well known that simulating quantum systems with classical machines, namely through

the Schrödinger-Feynman method [11], incurs in exponential bottlenecks both in terms of

memory and compute time, scaling according to the size of the encoded Hilbert space

[12]. Although alternative simulation techniques have been proposed over recent decades,

such as tensor network contraction [13, 14] and decision-diagram methods [15, 16], they all

feature unique limitations that prevent them from simulating arbitrarily complex universal
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Chapter 1. Introduction

quantum circuits. Such limitations put forth the need to build real quantum computers,

where quantum algorithms pose the stark requirement of fault tolerance onto the quantum

bits (qubits) used for execution.

In the last four decades, research has shifted from a few experimental hardware imple-

mentations to a blossoming of industry-grade quantum computers [17, 18], albeit with limited

functionality. This widened the reach of such technologies, making quantum computers

available to researchers around the world via cloud and in-premises access. However, the

nature of current quantum devices is still a far cry from the expected reliability require-

ments of quantum algorithms. Currently, Noisy Intermadiate Scale Quantum (NISQ) [19]

devices make use of error mitigation at the physical qubit level, to reduce the statistical

impact of fault events on the computation results provided by the quantum computers [20].

Further hardware-level noise reduction comes at a high cost, being limited by engineering

constraints, thus prompting the adoption of software-level solutions, namely QEC codes

[21]. The simplest error correction code requires 5 physical qubits to encode a single bit of

quantum information, with considerably limited fault tolerance [22]. While intrinsic noise is

a generally well understood phenomenon over which QEC is developed and tested, extrinsic

fault events are yet to be fully understood. In the context of superconducting quantum

computers, a notable sensitivity to extrinsic radiation events has been recently highlighted

[23, 24], as detailed later. Overcoming this source of faults is a critical step in paving the

way to reach fault-tolerant quantum algorithms.

1.1 Literature review

This section acts as the backbone to follow the topics of interest of the thesis. Starting

from an outline of quantum computing theory and simulation, follows a general descrip-

tion of the major quantum computer technologies. After a more detailed grounding on

superconducting qubits, follows a presentation of intrinsic noise, immediately followed by a

quantum error mitigation and correction. The topic of the interactions between radiation

and superconducting qubits is covered at the end of this section.

1.1.1 Quantum information theory

Quantum computing, from an information standpoint, is an extension over C2 of classical

binary computing. The minimum unit of quantum information is a qubit, a controllable two-

level quantum mechanical system, acting as the counterpart of the classical bit. Any classical

algorithm can thus be easily mapped onto a quantum algorithm, although this leads to no
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advantage to be gained per se. The alleged advantages of quantum computing stem from the

exploitation of properties unavailable in a classical information setting, namely superposition

and entanglement. The former allows a qubit to partake multiple different states at once,

whilst the latter manifests a linking between multiple qubits into a higher-level object which

displays non-classical correlation patterns amongst its constituent elements.

It is worth specifying the differences between a bit and a qubit from an information

standpoint. In the classical domain, a binary state 𝜓 is defined as a linear combination over

two bases, exclusively taking the value of either one. These bases are vectors in a linear

space, and can be defined using Dirac’s notation.

|0⟩ =
[
1

0

]
, |1⟩ =

[
0

1

]
(1.1)

Conceptually, it may help to think of a classical binary state as having unit probability

of being in either base, and zero probability of being in the other, at any point in time. This

implies that the sum of the two squared probabilities equals unity, as such 𝑎2 + 𝑏2 = 1

𝜓 = 𝑎 |0⟩ + 𝑏 |1⟩ , 𝑎, 𝑏 ∈ {0, 1}. (1.2)

In the quantum information domain, a qubit
��𝜓〉 is defined over those same two bases,

while withholding the exclusivity requirement. This property is called superposition, imply-

ing that a qubit can simultaneously exist in the two basis states with a given probability

amplitude, by defining 𝛼, 𝛽 ∈ C

��𝜓〉 = 𝛼 |0⟩ + 𝛽 |1⟩ , 𝛼, 𝛽 ∈ C. (1.3)

Again, the square of an amplitude represents the probability for the qubit to collapse on

that basis state when observed. The conservation of the sum of probabilities is still enforced,

as such 𝛼2 + 𝛽2 = 1.

Entanglement describes the ability of two qubits to share a non-classical correlation that

acts on the information stored in two or more qubits. This makes it so that, by observing

one of the entangled qubits, one can infer information regarding the state of the other qubits

without observing them. This second property sprouted issues with the locality of quantum

mechanics in the well-known Einstein-Podolsky-Rosen (EPR) paradox [25], later solved by J.S.

Bell [26], which defined the minimum set of these namesakes entangled quantum states.

These two qubit states cannot be decomposed in a linear combination of two independent

qubits, such as
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|Φ+⟩ = 𝛼 |0⟩ ⊗ |0⟩ + 𝛽 |1⟩ ⊗ |1⟩ = 𝛼 |00⟩ + 𝛽 |11⟩ . (1.4)

Entanglement is believed to be the fundamental resource responsible for achieving

algorithmic improvements over classical information processing, although superposition plays

an important role as well. This is reflected in the fact that circuits with low entanglement

have been proven to be trivial to simulate with classical algorithms in logarithmic time [27].

These two fundamental qubit properties are retained for as long as a qubit is not

observed directly. In fact, measuring the state of a qubit inherently destroys the quantum

information stored therein, forcing it to collapse in either of the measurement bases, due

to the observer effect [28]. Any following measurement will always yield the same classical

output with unit probability. Retrieving the output distribution of a qubit thus involves

the extraction of multiple separate samples. Given an arbitrary quantum state
��𝜓〉, the

measurement operator 𝑀𝑚 and its conjugate transpose 𝑀†𝑚 define the probability of

observing 𝑚 as 𝑃 : ℱ −→ [0, 1], where the function ℱ represents the collection of possible

outcome events

𝑃(𝑚) =
〈
𝜓
��𝑀†𝑚𝑀𝑚

��𝜓〉 . (1.5)

Following this first measurement, the system collapses in a classical state and is condi-

tioned on having measured 𝑚, according to the Born rule [29]

��𝜓〉 −→ 𝑀𝑚

��𝜓〉√〈
𝜓
��𝑀†𝑚𝑀𝑚

��𝜓〉 . (1.6)

Measurement is thus a unitary operator performing a projection onto an orthonormal

basis. The matrix form of the measurement operators 𝑀0 and 𝑀1 for the Z basis is defined

as the self outer product of the basis states

𝑀0 = |0⟩ ⟨0| , 𝑀1 = |1⟩ ⟨1| . (1.7)

One can compute the probability of a qubit to be measured in state |1⟩ as follows〈
𝜓
��𝑀†1𝑀1

��𝜓〉 = 〈
𝜓
�� |1⟩ ⟨1| ��𝜓〉

= (𝛼∗ ⟨0| + 𝛽∗ |1⟩)(|1⟩ ⟨1|)(𝛼 |0⟩ + 𝛽 |1⟩)
= |𝛽|2.

(1.8)

Substituting this result in the measurement equation, conditioned on having measured

|1⟩, always returns the same classical state
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Figure 1.1: Bloch sphere of an arbitrary quantum state.

��𝜓〉 −→ 𝑀1

��𝜓〉√〈
𝜓
��𝑀†1𝑀1

��𝜓〉 =
1

|𝛽| |1⟩ ⟨1| (𝛼 |0⟩ + 𝛽 |1⟩) =
𝛽

|𝛽| |1⟩ ≈ |1⟩ . (1.9)

A qubit can be visualised on the Bloch sphere with unit radius, mapping the quantum

state onto a vector via spherical coordinates, thus parameterised by the radial distance 𝜌,

the polar angle 𝜃 and the azimuthal angle 𝜙. This mapping lets one re-parametrise the 𝛼

and 𝛽 probability amplitudes in terms of 𝜃 and 𝜙 as follows

𝛼 = cos

(
𝜃
2

)
, 𝛽 = 𝑒 𝑖𝜙 sin

(
𝜃
2

)
. (1.10)

as defined over the closed intervals 𝜃 ∈ [0,𝜋] and 𝜙 ∈ [0, 2𝜋] in R. As such, 𝛼 ∈ R,

whilst 𝛽 ∈ C. An arbitrary quantum state can be written as

��𝜓〉 = 𝜌

(
cos

(
𝜃
2

)
|0⟩ + 𝑒 𝑖𝜙 sin

(
𝜃
2

)
|1⟩

)
. (1.11)

The quantum states defined over 𝜌 = 1 are called pure states, and lie on the surface

of the Bloch sphere, as shown in Figure 1.1. These states describe with unit probability the

information encoded in the quantum system. Points inside the sphere’s volume are mixed

states [12], with 𝜌 ∈ [0, 1). These states are instead described as groupings of multiple pure

states, each with its own probability, summing to one over the grouping.
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1.1.2 Quantum circuits

An algorithm employing qubits is generally expressed as a quantum circuit. These circuit

representation are derived from Penrose’s notation [30], and are read from left to right,

following the flow of information. Quantum circuits involve an ensemble of qubits being

addressed through the sequential application of unitary operators, or quantum gates. These

gates can operate on single qubits, or on multiple qubits, and are represented by 2𝑁 × 2𝑁
unitary matrices, with 𝑁 being the number of qubits addressed by the gate. The most basic

single-qubit operators include the Pauli X, Y, Z gates and the basis-swap Hadamard gate,

represented by the following matrices

𝑋 =

[
0 1

1 0

]
, 𝑌 =

[
0 −𝑖
𝑖 0

]
(1.12)

𝑍 =

[
1 0

0 −1

]
, 𝐻 =

1√
2

[
1 1

1 −1

]
(1.13)

Multiple qubit gates are generally employed to generate entangled states, and are usually

composed of one or more control qubits that condition the execution of a certain operation

on one or more target qubits. A prime example of this is the Controlled-not (CNOT) gate,

that conditionally applies an X gate to a single target qubit if the control qubit is in the |1⟩
state. The matrix representation of the CNOT gate is

𝐶𝑁𝑂𝑇 =


1 0 0 0

0 1 0 0

0 0 0 1

0 0 1 0


(1.14)

Representing any arbitrary quantum algorithm requires the definition of a universal

quantum gate set, similarly to the classical information domain. The fundamental property

of this set is its ability to express arbitrary operations as the composition of a limited number

of instructions, a key requirement for universal quantum computers. The Clifford gate set,

which contains all the gates composed of H, S (𝑆 =
√
𝑍) and CNOT gates, is a non-universal

quantum gate set. Notably, quantum circuits decomposable to the Clifford gate set can be

classically simulated in polynomial time [12].

Figure 1.2 shows the quantum circuit that encodes the |Φ+⟩ Bell state: the two qubits

are initialised in state |0⟩, then the first qubit is put in the equiprobable superposition state

|+⟩ and is used as the control of a CNOT gate, after which the second qubit is entangled
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Figure 1.2: |Φ+⟩ Bell state quantum circuit.

with the first. The sequence of gates that compose this quantum circuit are represented by

the following equation:

|Φ+⟩ = 𝐶𝑁𝑂𝑇 · (𝐻 ⊗ 𝐼) · |00⟩ = 1√
2
|00⟩ + 1√

2
|11⟩ (1.15)

Since the measurement of a qubit yields a classical bit, the execution of a quantum circuit

on a real quantum device yields a single classical output bit string. In order to extract an

approximate output distribution of the possible quantum states, one must retrieve multiple

samples of the same quantum circuit. This collection of samples converges to the element-

wise square of the state vector made of the probability amplitudes of each possible quantum

state in the system. Experimental results and expected theoretical results oftentimes differ,

due to noise phenomena such as imperfections in the qubits, in the execution of the

quantum circuit, and the number of samples made. An example of this process is presented

in Figure 1.3, depicting the theoretical output distribution of the Bell circuit on the top and

the experimental output distribution obtained from a real quantum device, an IBM Falcon

r4T processor over 1024 measurement shots, on the bottom.

Quantum circuits are thus defined at a logical, high abstraction level, only to be later

converted into sequences of quantum gates, the ones that can be directly carried out by the

architecture of each specific quantum device. This transpilation process involves mapping the

quantum circuit onto a system of imperfect components, taking into account optimisations,

noise reduction metrics[31], and hardware routing constraints.

1.1.3 Quantum simulation methods

Quantum computation can be used to refer to multiple and well separated methods. The

most widespread and well-known approach is that of universal gate-based quantum com-

puting, which employs a set of quantum operators sequentially applied to qubits. Other

approaches include Quantum Adiabatic Computing (QAC) and Quantum Annealing. The
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Figure 1.3: Theoretical and hardware measured outputs of the Bell circuit.

former evolves a system according to Quantum Adiabatic theorem from a starting Hamil-

tonian to a target Hamiltonian by never leaving the ground state. The latter employs the

properties of quantum tunnelling to evolve a Hamiltonian towards its ground state. This

thesis will solely cover universal gate-based quantum computation.

The scientific achievement of exascale compute capability has been just recently reached

[32], and one may argue that conquering the next computational threshold will involve hybrid

quantum-classical systems [33]. Supercomputing systems that leverage this hybrid union are

already in place, although with limited capacity on the quantum accelerator side of things

[34]. It is thus important to understand which algorithms should be executed on a quantum

accelerator, and which algorithms should be simulated, as the gap steadily shrinks in select

scenarios [35], converting them into quantum-inspired classical algorithms. Crucially, testing

and validation of quantum algorithms, and fidelity measurement of real quantum devices’

outputs must still be done through classical simulation, to double-check results and ensure

correct operation. With the increasingly higher optimisation of specialised software libraries

over commodity hardware accelerators, the rapid simulation of small quantum algorithms

is becoming more and more easy to accomplish [36–39].

Multiple simulation methods for universal gate-based quantum computing have been

developed to perform quantum information processing, from state vector simulation and

tensor network contractions, to stabilisers theory, p-block simulation [15, 40], or branching-

based techniques [41], as described in Table 1.1. The scaling of those methods depends

on specific factors: the number of qubits N, the number of quantum gates m, the bond
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Quantum simulation methods
Methods Memory Run time Precision

State Vector 𝑂(2𝑁 ) 𝑂(𝑚2𝑁 ) Exact
Density Matrix 𝑂(22𝑁 ) 𝑂(𝑚22𝑁 ) Exact

MPS/MPO 𝑂(𝑁𝜒2) 𝑂(𝑁𝜒6) Approx.
Tensor Network 𝑂(2𝑁 + 𝑚) 𝑂(𝑒𝑊 ) Both

Stabiliser 𝑂(𝑒𝑚𝑇 ) 𝑂(𝑒𝑚𝑇 ) Approx.

Table 1.1: Properties of quantum simulation methods.

dimension 𝜒, the treewidth of the tensor network derived graph W and the number of T

gates 𝑚𝑇 . They can be compared over the scaling of memory and time requirements, the

approximate or exact nature of results, and the capability of simulating the noise present

in a quantum computer. A better exploitation of current classical computation resources

may lead to efficient simulation of small quantum subroutines, or the offloading of part of

the quantum information processing, possibly reducing or annulling the queries made to

cloud-based quantum computers for problems requiring a low number of qubits.

Full state simulators leverage the Schrödinger-Feynman method, which keeps track of

the whole description of a quantum system, either in the form of a state vector or a density

matrix: this approach scales exponentially in terms of time and memory, but provides exact

results, and may be adapted to simulate the noise regimes of current quantum devices.

The simulation of quantum circuits using these approaches involves dense vector-matrix

multiplications. This is the most common and general technique used to solve quantum

circuits, and numerous implementations have been made available over the years, with

various degrees of performance and efficiency [36, 42–44]. A single datacentre-grade GPU

with 64 GB of Video Random Access Memory (VRAM) can simulate up to 32 qubits with the

state vector approach, or 16 qubits with the density matrix approach, as 16 bytes are needed

to store a double precision complex number. This technique can be efficiently distributed

over multiple accelerators and compute nodes by slicing the state vector or the density

matrix, though it suffers from diminishing returns in strong scaling, as increasing the qubit

register size by one requires doubling the compute and memory resources.

Tensor based approaches, such as Matrix Product States and Operators (MPS/MPO) and

Tensor Network contractions trade accuracy and expressiveness for computation speed, and

provide partial results by probing a small portion of the final quantum state’s probability

distribution [13, 14]. The input qubits are converted in one-dimensional tensors, while

single and double-qubit gates are encoded in two-dimensional and four-dimensional tensors,
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respectively. Tensors are arranged and multiplied together following a specific ordering,

which impacts the dimensionality of the intermediate tensors, in turn affecting performance

[45–48]. These techniques are generally employed to simulate quantum algorithms which

boast low circuit-level entanglement, achieving considerable speedups in time, and lighter

memory requirements [10, 36, 47, 49–53]. As such, the result provided by these techniques

will be the amplitude of a subset of correlated bit strings, or the expectation value of a

measurement operator, both describing a subset of the solution’s probability distribution.

Algorithms such as the Variational Quantum Algorithm (VQE) or the Quantum Approximate

Optimisation Algorithm (QAOA) are encoded in circuits that can easily take advantage of

this reduced solution expressiveness.

At last, Stabiliser simulators work on the assumption that most or all the operations in

a circuit are contained in the Clifford group [12], a non-universal set of gates which can be

efficiently applied by following predefined rules and requiring little to no actual multiplication

of variables. The applicability of this last technique is mainly geared towards QEC algorithms

[54], which predominantly leverage Clifford gates. However, it is not efficient for simulating

quantum circuits which leverage extensive superposition, a foundational property of most

computationally-relevant quantum circuits.

Recent papers have demonstrated that GPU-based quantum simulation approaches

can bridge the gap between the capabilities of current quantum computers and classical

supercomputers [55], although hardware-specific parallel quantum simulation methods had

been introduced long time before in both the single-GPU [56, 57] and distributed settings

[58]. Plenty of review articles have addressed and measured the effectiveness of classical

approaches for quantum circuit simulation. Some of those works were limited to state

vector simulation approaches only [59–61], comparing the overall computational efficiency

for a small set of quantum circuits on GPU accelerators, whilst others proposed hybrid

Central Processing Unit (CPU)-GPU systems for heterogeneous quantum simulations that

could outperform GPU-only implementations [62] alongside communication optimisations

for this hybrid setting [63]. Other works have, instead, only considered the performance of

tensor network contractions, focusing on problem-specific optimisations to improve GPU-

based simulation performance [64], or on general approaches for tensor network simulation

[65]. It must be noted that most of the benchmarking suites available in the literature are

meant to test real hardware performance [66, 67], without focusing on the performance

boundaries between classical simulation techniques and quantum computers.
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1.1.4 Quantum computer technologies

In the last decade, progress in the various technologies used for building quantum devices

has reached commercial applications. Three main candidate technologies can be identified

at present time, namely photonic circuits, ion traps, neutral atoms and superconducting

chips [68].

Photonic circuits generally make use of Mach-Zehnder interferometers and waveguides

to map probabilistic quantum gates through photon-photon interactions, which are then

measured through single photon detectors to reconstruct the circuit’s output distribution.

The optical properties of these devices are strongly dependent on both the materials and the

production processes employed, and in turn impact the accuracy of the devices themselves.

Although this technology features the fastest gate times, researchers are facing fabrication

and scaleability concerns, which, together with their characteristic limited programmability,

is hampering their adoption.

Ion traps use electromagnetic pulses to spatially constrain single ions, which are then

addressed through specific laser wavelengths for the application of quantum gates, measuring

their fluorescence to reconstruct the state of the qubits. Despite their excellent quantum

gate fidelity, ion traps face serious scaling issues, besides the comparatively slow operational

times with respect to other technologies.

Neutral atoms refer to the usage of Rydberg atoms in opto-magnetic traps, which lock

in place, address and move atoms. This approach shares some conceptual similarities

with ion traps, with the advantage of guaranteeing all to all qubit connectivity. However,

implementation of quantum gates are severely limited, and multi qubit gates require a slow

interaction between proximal atoms.

At last, superconducting quantum computers make use of Josephson junctions to build

superconducting current loops which boast separate energy levels addressable via microwave

pulses. The cheap costs of fabrication, fast gate implementations, and ease of scaleability,

since it can be manufactured with a nanoscale photolithography process similar to those of

classical Complementary Metal-Oxide-Semiconductor (CMOS) transistors [69], have made

this technology more accessible and compelling than the others, despite the relatively

high error rates and low coherence of information. Amongst the superconducting qubit

implementations, one of the most widely employed is the transmon qubit. It acts as an

anharmonic quantum oscillator, where a Josephson junction, a superconductive electronic

component, introduces a non-linearity in a standard Inductance-Resistance-Capacitance

(LRC) circuit that significantly enlarges the energy band gap between the first and the second

excited states. This results in a quantum system with two discrete states, a so-called |0⟩
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ground state and an excited |1⟩ excited state, whilst higher energy quantum states remain

unused under nominal conditions. Superconductive qubits need to be operated at extremely

low temperatures, in the milli-Kelvin regime, in order for the Josephson junctions to reach

past their critical temperature regime.

Amongst these candidate options, a large portion of the research and industrial interest

has been devoted to the latter technology. Given this, and the aforementioned advantages

of the technology, this thesis mainly focuses on the superconducting quantum computers.

In this context, universal gate-based quantum computers have surpassed the one-thousand

noisy qubits mark [70], and classical computers have already fallen behind in terms of fully

simulating the behaviour of such large machines in specific problems [71], although some of

these demonstrations have been highly contested [18]. However, quantum computers are

still prone to errors and faults, as the technology is far from being mature.

1.1.5 Intrinsic noise characterisation

Each qubit implementation faces reliability challenges, as qubits are exceptionally complex

to implement and control. Amongst the available technologies, the superconducting trans-

mon qubit is highly promising and widely adopted. Superconducting qubits encode quantum

information in the two-level system of an anharmonic oscillator circuit, which is built using

Josephson junctions. The main engineering challenge of this technology stems from the re-

quirement of keeping the whole quantum chip well below the critical temperature necessary

for observing a supercurrent. This generally leads to operational temperatures of around

10 𝑚𝐾, but novel technologies show promising performance even at temperature over 200

𝑚𝐾 [72]. The biggest hurdle is thus to isolate the system enough to preserve its quantum

properties [73]. However, in order to couple the system with control logic, isolation from the

environment is inevitably compromised. This makes the whole system extremely suscepti-

ble to manufacturing quality of the qubits, due to the complexity of controlling the stimuli,

cross talk amongst proximal qubits, and the readout of the results, in addition to introduc-

ing inevitable interactions with the environment through slight differentials in temperature

and pressure, and electromagnetic interference [73, 74]. These spurious interactions thus

introduce unwanted noise into the system.

A superconducting device’s ability to retain information varies over time. It can be quan-

tified through two separate metrics, the spin-lattice coherence time (𝜏1) and spin-relaxation

time (𝜏2) [19]. The former, 𝜏1, refers to the natural energy decay time of an excited qubit in

state |1⟩ to the ground state |0⟩. It is the argument of the inversely decaying exponential

defining the probability of a qubit to have collapsed to the ground state as a function of
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time. The latter, 𝜏2, is the minimum interval before a qubit’s state gets affected by external

interference or by neighbouring qubits, thus degrading to a classical mixture of states. It

is the argument of another inversely decaying exponential, which instead represents the

probability over time for a qubit to have degraded into a classical mixture of states. These

metrics are used to model the decoherence of a two-level quantum system. Current qubit

implementations grant a quantum state stability slowly transitioning towards coherence

times greater than 1.4 ms [75–77], and thanks to special gate composition and pulse schedul-

ing techniques, quantum gate fidelity now ranges from ∼ 85% to upwards of ∼ 99% [78–82].

Technological improvements, however, are reaching their limits, and any further upgrade

is bound by design and development costs [68, 83, 84]. As a consequence, retention and

relaxation errors shorten significantly the computationally-useful lifetime of a qubit, inducing

an alteration in the qubit state, together with independent gate and measurement error

rates, which are referred to as intrinsic noise, a general phenomenon that inevitably reduces

quantum information retention in the qubit, ultimately leading to information loss. Supercon-

ducting quantum computers are also subject to imperfections in the application of quantum

gates. This leads to both errors in the preparation of quantum states and errors in the

output measurements.

The intrinsic noise profile of a quantum computer is rarely simulated up to this degree

of precision, as doing so requires a thorough physics-informed model. It is common practice

in the literature to compose such intrinsic noise models through the usage of Pauli operators,

under the umbrella terminology of depolarisation error models [85]. The uncorrelated nature

of these models follows the definitions of intrinsic noise provided in the literature [19]. A

general depolarising noise model is parameterised by a physical error rate 𝑝, which is meant

to match the average measured error rate of a real quantum computer. This physical error

rate rules the probabilistic insertion of a Pauli operator after each gate operation 𝒪, or

before each measure operatorℳ in a quantum circuit. When performing two-qubit gate

operations, an equally sized error gate is similarly employed, defined as the tensor product

of two independent ℰ noise operators: ℰ2 � ℰ ⊗ ℰ. It is important to underline that this

model introduces errors independently across all qubits, such that those errors show no

correlation amongst each other.

An accurate definition of this intrinsic noise model would require the physical error rate

to increase over time, following the same behaviour of 𝜏1 and 𝜏2. Considering that the

coherence time of modern superconducting quantum computers is orders of magnitude

longer than the execution time of a single quantum circuit, it is reasonable to assume for

the physical error rate to remain constant throughout a simulation. One of the most widely

employed depolarising noise models is the superconducting-inspired 1000 ns cycle (SI1000)
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noise model [86].

1.1.6 Quantum error mitigation and correction

The most notable obstacle preventing quantum technology from thriving is reliability. Despite

the tremendous technological advancements of recent years, quantum hardware designers

are still facing issues in merging the reliability and scalability aspects of quantum computers

[87–92]. Significant improvements are still necessary to fill the gap between current NISQ

devices and large-scale fault-tolerant requirements of quantum algorithms. To reach past this

limit in the quantum setting, the main solution is to employ error detection and correction

algorithms able to work with quantum information.

Single qubit-level errors can be mitigated and corrected via iterative hardware-level

error mitigation and calibration techniques [93–95]. This is generally done by leveraging

extensive physical measurement data to calibrate control signals and optimise quantum gate

implementations. These approaches are highly resource intensive, and aim at normalising

qubit accuracy and quality across a single quantum chip, though their effect on improving

quantum information retention are limited.

Error correction for classical information, in a simplified picture, makes use of data

replication and parity measurements to reduce the error rate associated to memories or

communication protocols: making a reliable system out of a set of unreliable parts [96].

Similarly, QEC [21, 97, 98] employs multiple physical qubits to encode quantum information

in a higher level structure, a logical qubit [21, 99–101]. Due to the no-cloning theorem [102],

however, there is no way to accurately replicate arbitrary quantum information, so one does

not simply reuse classical error correction algorithms. As such, a set of data qubits are

used to encode information, observer qubits are used to detect joint parity changes of the

data qubits. This parity information is obtained from stabiliser measurements, which are

non-entangling projective measurements storing the joint parity of a set of data qubits into

an observer qubit that act as the foundation of QEC [96, 103]. Each observer qubit shares

one data qubit with at least one other observer qubit, and computes the joint parity of

at least two data qubits. An example of parity extraction for a bit-flip repetition code is

presented in Figure 1.4

Once a QEC measurement round has been completed, the parity information of all the

stabilisers is collected into a error syndrome, a classical vector of boolean variables. A true

value represents an odd parity for that stabiliser, whilst a false value represents an even

parity. In this context, stabilisers that have measured an odd parity are labelled as defects

of the syndrome. The error syndrome is then processed to locate and correct errors in the
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Figure 1.4: Parity extraction in the repetition code.

data qubits for a given computational basis [99, 104, 105]. Commonly used syndrome bases

are the Z-basis for bit-flips and the X-basis for phase flips, although it must be noted that

the set of possible syndromes is infinite, as it is possible to define an infinite number of

arbitrary unitary operators on a qubit. As such, the error correction capabilities of surface

codes are always going to be limited by the expressiveness of the syndrome set chosen.

The first implementation of a surface code was presented on a bidimensional mesh with

periodic boundaries (i.e. a torus), distributing data and observer qubits in a draughtboard

pattern [106], later followed by a single error correcting code [107]. Subsequent implemen-

tations circumvented the periodic boundary condition by rotating the pattern, as in the

rotated surface code [108], opening the way for engineering real device implementations

[98]. This reduces the planar connectivity requirement amongst qubits to a degree of at

most four, making this code easily implementable in current quantum hardware. The idea of

this approach is to spatially relate all the stabiliser measurements that detect an error over a

decoding step. This is done by matching the error syndromes closest to each other, forming

loops that can be shrunk down to a point and then applying the corresponding syndrome

correcting operators. Quantum error correction codes are generally parameterisable by

code distance 𝑑 and number of repetitions 𝑟. The distance measure is directly proportional to

the number of data qubits over which quantum information is replicated: the surface code

requires 2𝑑 physical qubits for each logical qubit at distance 𝑑. The number of repetitions

identifies how many times the stabilisers in the QEC code must be re-measured over time

to complete a round of correction, and generally scales as 𝑂(𝑑). As such, a single stabiliser

qubit may be measured multiple times during the execution of a single round of correction,

producing separate stabiliser measurements.

The process of decoding an error syndrome involves making a prediction of its most likely

generators, in order to issue corrective operators apt at reverting its effects and preserving

the quantum information encoded therein [109, 110]. The set of stabilisers includes the
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generators of the parity check matrix of the QEC code. The relations in the parity check

matrix can also be represented in a Tanner graph, a connected graph where each vertex

represents one stabiliser qubit and each edge represents an error mechanism between two

stabilisers. Edges may thus be due to error mechanisms on a data qubit shared between two

stabilisers qubits, or due to error mechanisms on the stabiliser itself. The Minimum Weight

Perfect Matching (MWPM) decoder, one of the most commonly used decoders, leverages the

Tanner graph to infer the errors sources from the error syndrome [110–114]. Other decoding

approaches include tensor network predictors [115], union-finding [116], belief propagation

[117], and machine learning [118].

There is experimental evidence of QEC lowering both the theoretical and experimental

the error rate of quantum devices [99, 104, 105, 119–121] by assembling logical qubits that

improve onto the error rate of the noisy physical qubits that constitute them [93–95].

However, this comes at a high resource cost: multiple physical qubits are needed to encode

a single quantum logical qubit, with an overhead going from 7× [22] to upwards of 49× [98,

120, 121]. Moreover, QEC requires high bandwidth and low latency classical processing power

to keep up with the data generation rate of quantum computers at the decoding step. This

throughput requirement scales with the dimension of the surface code, to the point where

ad hoc hardware solutions are being proposed and developed [122–124].

1.1.7 Radiation induced faults

Despite recorded successes regarding quantum fault tolerance, the lurking shadow of

radiation-induced faults remains a widely undiscussed topic, whilst being a serious threat to

quantum computing progress. In fact, recent experiments and simulations have highlighted

the high susceptibility of superconducting qubits to natural ionising radiation [21, 23, 24,

91, 92, 101, 125–132]. These unpredictable stochastic events alter the state of qubits by

forcing them into decoherence for long periods of time. From a physics standpoint, the fault

mechanism involves the generation of electron-hole (𝑒− − ℎ+) pairs in the silicon substrate

of the quantum chip, which in turn give rise to phonons travelling in the device. Phonons

lead to the localised breaking of Cooper pairs in the Josephson junctions atop the substrate,

forming quasiparticles that disturb the encoded quantum information. Such radiation events

have been unequivocally identified as one of the root causes of spatio-temporally correlated

faults. An example of this physical process is schematised in Figure 1.5.

Most particle interactions deposit enough energy to overcome the threshold and trigger

a fault, with the rate of occurrence of such events measured at once every ten seconds [21].

Radiation induced effect are transient in nature, as the energy absorbed by the substrate is
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Figure 1.5: Radiation impact and generation of electron-hole pairs.

gradually dissipated by recombination soon after the impact and by diffusion later [133]. This

forces qubits into a decoherent state lasting from 25 ms to upwards of 100 seconds [134–136].

For reference, a single NISQ quantum circuit execution lasts for a few hundred nanoseconds,

as such these kinds of faults can corrupt the execution of hundreds to thousands of mea-

surement shots, making sampling ineffective. Such intensity and persistence is orders of

magnitude larger than standard device-intrinsic noise events, effectively impacting multiple

qubits simultaneously, proportionally to the charge deposited on the silicon substrate of the

quantum chip, with aluminium-based ground plates being the most prone to incur in long-

lasting quasiparticle poisoning [137]. Since the logic state of the qubit is not deterministic,

rather than simply inverting a bit-state as it would happen in classical computing, ionising

radiation probabilistically modifies or erases quantum information.

Observation I.I
Radiation induces correlated faults in multiple physical qubits in current NISQ machines,

a type of error syndrome that lies outside of most QEC codespaces.

The effects of noise and radiation on an arbitrary logical qubit |Ψ⟩ are compared in

Fig. 1.6, implemented with five physical qubits correlated by a QEC code. Noise affecting

one physical qubit, being well characterised, can be compensated for without affecting the

logical qubit state. The charge deposited by the radiation event instead spreads across the

whole physical substrate, jeopardising QEC efficacy by generating correlated alterations in

multiple physical qubits, which translates at the logical qubit level in an error syndrome lying

outside the codespace.

This goes in stark contrast with CMOS transistors, where a fault happens only if the
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Figure 1.6: Comparison of the effects of noise and radiation on logical qubits.

deposited energy is sufficient to cross a critical charge threshold and reverse the transistor

state [133, 138]. With the CMOS feature size shrinking trend, the probability of having multiple

bit upsets is increasing [133], being already over 10% in 28nm technologies [139]. However,

most interactions almost exclusively caused by high-energy neutrons, while other impinging

particles such as muons, gamma rays, or low energy neutrons do not deposit sufficient

charge to trigger the fault in a transistor [133].

In a qubit, even a single Cooper pair breakage is sufficient to disturb the equilibrium,

thus affecting the encoded quantum information [23, 24]. Since the energy required to break

a Cooper pair is in the order of milli-electronvolts (meV), even very light interactions are

sufficient to induce a fault [134]. This makes quantum devices prone to errors generated not

only by relatively rare highly interacting particles such as neutrons (13 𝑛/𝑐𝑚2/ℎ at sea level),

but also from the overly abundant flux of muons (60 𝜇/𝑐𝑚2/ℎ at sea level) [140], which end

up being the first cause of radiation events [129], exacerbating the probability of observing

a radiation-induced fault in quantum devices. Moreover, given that this deposited charge

spreads isotropically in the silicon substrate from the particle impact point, the documented

area-of-effect of these events usually involves most, if not all, of the qubits present on
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the quantum chip. Field experiments on a 25 qubits array showed simultaneous chip-wide

radiation-induced faults every tens of seconds [126]. The reported error rate is several

orders of magnitude higher than the one of modern CMOS technology. As a reference,

the whole Titan supercomputer (composed of 14,000 nodes) has an error rate in the order

of one error every few hours [141]. Crucially, while this topic has been deeply investigated

for mission-critical applications on classical transistor-based systems, such as those used in

high performance computing, space exploration, real-time embedded systems or remote

sensing control, the detection and correction of transient faults in quantum computers and

quantum circuits is yet to be fully characterised.

Observation I.II
The radiation-induced fault rate of qubits is orders of magnitude higher than the one

of traditional transistors.

Some of the currently proposed hardware-level solutions to radiation either leverage

underground facilities to reduce the external radiation flux [129, 135, 142–145], employ on-chip

simultaneous error correction specific to frequent and small independent errors [146, 147],

sever the superconductor-substrate coupling [148], engineer higher energy gaps [21, 101, 149,

150], use alternative materials and construction techniques for the quantum chip’s substrate

[151], or employ per-qubit quasiparticle barriers and traps [130, 152–156]. Notably, shielding

techniques are impractical on a scaling standpoint, and can not prevent all radiation events

from reaching the substrate, while gap engineering, suspended qubits, and quasiparticle

traps incur in additional manufacturing costs and scaleability constraints of superconducting

quantum chips on a per qubit basis. Another option would be to replicate quantum chips,

but the redundant chips, to maintain quantum properties, should share a quantum network

and should be able to entangle qubits amongst different chips [157]. These solutions are far

from being final, as high energy events are still very common and disruptive.

The presence of radiation-induced faults prompts the usage of post-selection, discarding

results altered by radiation poisoning [21], thus indirectly increasing the already exorbitant

operation cost of quantum computers. Albeit being helpful in the short term, this is not

a definitive solution to the problem of radiation and has very limited effectiveness, all the

while being inefficient for scaling purposes and wasteful in terms of resources.
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1.2 Research objectives

The main topic of the thesis revolves around how to model, simulate and compensate

radiation faults in superconducting gate-based quantum computers, both at the qubit and

algorithmic levels of abstraction. This follows the research gap between the physics of

radiation events in quantum computers and current reliability solutions in the field. In

fact, while intrinsic noise suppression in quantum computers is well studied, the areas

involving modelling of radiation events, their interaction with quantum algorithms, QEC

codes and classical decoders remain uncharted, since none of them have been designed

with multiple correlated qubit errors in mind. Investigating the correct simulation method to

enact this fault model is another important step in creating a useful and practical tool for the

scientific community. This means first understanding how to represent radiation’s effects

at the quantum circuit level of abstraction. This characterisation opens up new avenues

of research, testing and validating software and hardware solutions, and considering the

effects of logical-level faults in hybrid quantum algorithms. Moreover, it will stimulate new

algorithmic solutions to detect and eventually correct radiation-induced faults in quantum

devices.

The main contribution of this thesis is to create a common ground for radiation reliability

research between the computer science and physical levels of abstraction. Such contribution

will spring forth transdisciplinary research, moving the community closer to the goal of fault-

tolerant quantum algorithms.

1.3 Outline

The thesis is structured as follows. In Chapter 2, a general characterisation of a set of

quantum circuits is presented. From there, the experimental grounding of classical state

vector and tensor network contraction methods is provided, with experimental measures of

distributed quantum simulation performance on modern accelerators. Chapter 3 introduces

the very first iteration of the radiation fault model, compatible with state vector simulators.

This model is first used to investigate the efficacy of small QEC codes, namely repetition and

surface codes, in compensating simulated radiation faults. Afterwards, Chapter 4 defines a

more fine-grained evolution of the radiation fault model, specifically adapted for stabiliser-

based simulation methods. Thanks to better scaleability, this second and more flexible model

is then used to test a suite of large rotated surface codes over a set of syndrome decoders.

A novel algorithm for real-time detection and identification of radiation events in subround

time is presented, along with a tentative approach to reduce the logical error rate of QEC
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at the decoder level. In Chapter 5, the quantum chip representation in the radiation fault

model is extended to accommodate for hardware hardening solutions. The effectiveness of

this cross-layer hardening is measured over a set of rotated surface codes, showing notable

improvements with respect to the baseline non-hardened quantum chip. Reaching outward

from QEC level-faults, Chapter 6 models the effects of radiation at the logical, post-QEC

qubit level, investigating the effects of fault propagation in hybrid algorithms. Specifically,

faults in the quantum portion of an image classification neural network are propagated to

the following classical layers, outlining the misclassification rate of the whole model over two

datasets. Alas, the thesis’ conclusions are drawn in Chapter 7.
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2
Methods for

distributed quantum simulation

The frontier of QC simulation on classical hardware is quickly saturating the hard scalability

limits imposed by computation and memory bottlenecks. Nonetheless, the need to simulate

large quantum systems classically has never been more pressing, as the NISQ devices are yet

to reach fault tolerance, thus still requiring validation. The two most widely employed exact

simulation methods, state vector and tensor network contractions, boast specific limitations.

The exponential memory requirement of state vector simulation, when compared to the

qubit register sizes of currently available quantum computers, quickly saturates the memory

capacity of the top High Performance Computing (HPC) machines. Tensor network contrac-

tion approaches, which encode quantum circuits into tensor networks and then contract

them over an output bit string to obtain its probability amplitude, still fall short on finding an

optimal contraction path, a notably Nondeterministic Polynomial time (NP)-hard problem.

2.1 Objectives

The purpose of this chapter is to understand where the limit for efficient quantum simula-

tion on classical hardware lies, emphasising the computational aspects, such as distributed

performance, scaleability, time and memory footprints of quantum algorithms, with the

This chapter refers to the contents of the article "State of practice: Evaluating GPU performance of state vector and tensor network
methods", written by M. Vallero et al. and published in the Future Generation Computer Systems journal [158].
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objective to find quantum circuit features that correlate to simulation performance. The

questions I seeked an answer for are:

• RQ1: What is the performance of state-of-the-art quantum simulation methods?

• RQ2: Which topological features of a quantum circuit correlate to simulation perfor-

mance, and which simulation approach is more suitable?

• RQ3: Are there limitations to distributed quantum simulation, and if so, can those be

predicted?

I have considered a set of eight widely used quantum subroutines, each in different con-

figurations, performed both single and distributed scaleability experiments on the Leonardo

supercomputer provided by CINECA, correlating performance measures with the metrics

characterising the circuits in the benchmark, and identifying what rules the observed perfor-

mance trends. Specifically, I have performed distributed sliced tensor contractions, analysing

the impact of pathfinding quality on contraction time and correlating both results with

topological circuit metrics. From such observations, given the structure of a quantum circuit

and the number of qubits, I highlight how to select the best simulation strategy, showing

how pre-execution circuit analysis can guide and improve simulation performance by more

than an order of magnitude.

I show that, by profiling quantum circuits with the approach presented in this chapter,

the simulation time can reach a speedup of up to one order of magnitude, especially for large

quantum circuits, on a single GPU. Furthermore, results from distributed tensor contraction

simulations highlighted speedups of more than 364× with respect to single GPU performance,

tracing the impact of pathfinding quality on the contraction performance, obtaining speedups

of up to 4.79× through tuning. The proposed circuit metrics to performance correlation

is achieved by characterising a purposefully selected suite of well-known quantum circuit

subroutines according to objective metrics, and checking how those scale with respect to the

size of the quantum circuit. All the circuits considered are parameterisable over the number

of qubits in the system, and some of them feature additional customisation parameters, such

as layer repetition. Moreover, they have been selected as to have practical applicability in

terms of exact simulation. These same circuits have been simulated on CINECA’s Leonardo

supercomputer, using both state vector and tensor network contraction methods through

NVIDIA’s cuQuantum library [36], highlighting which one boasts the better performance for

each workload. This chapter proposes a practical methodology to pick the most efficient

simulation strategy according to a given set of static characteristics of the circuit.
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The foundational topics on quantum information theory and quantum circuits have been

introduced in Chapter 1, Sections 1.1.1 and 1.1.2. The rest of the chapter is organized as follows.

Section 2.2 introduces two classical algorithms for circuit based quantum simulation, state

vectors and tensor network contractions. Section 2.3 gives a definition of the metrics and

of the quantum circuits considered for this study. Section 2.4 characterises the quantum

circuits according to the aforementioned metrics, then presents performance results with

respect to execution times and peak memory occupancy, scaling of distributed tensor

network contractions and impact of pathfinding resources on tensor network contraction

times. Lastly, Section 2.5 concludes the chapter by expanding on the hereby presented

chapter by opening new paths for investigation.

2.2 Quantum circuit simulation

Quantum simulation can refer to two concepts: either the usage of real quantum devices

to simulate other quantum systems, or the usage of classical machines to compute the

theoretical output of a quantum algorithm. For the sake of clarity, this thesis will always

refer to the latter when talking about quantum circuit simulation. The objective of simulation

is not to thwart the development of real quantum devices, but rather to validate the

outputs of such machines against their theoretical expected outputs. Moreover, given the

still relatively scarce availability of real quantum devices and the limitations of current device

technology, such as low coherence times, quantum simulators provide a means for validating

new and possibly deeper quantum algorithms. There are various approaches to simulate a

quantum circuit, the two main ones that provide exact results are: state vector simulation

[44] and tensor network contraction [45], which are detailed in the following subsections.

The aim of this chapter is to identify how the inherent structure of a quantum circuit

can affect the execution time, so as to preemptively identify which simulation strategy works

best for which kind of circuit, by making use of ad hoc metrics. These metrics provide a

description of the overall structure of the quantum circuit, highlighting critical areas for the

improvement of modern simulators. It will be possible to infer that any other quantum circuit,

reflecting the characteristics provided in this chapter, will scale similarly in terms of simulation.

The main current limitation of state vector simulators is the inherent exponential memory

blowout linked to the system size, that has been tentatively compensated through state

vector compression [43], however the distributed application of vector-matrix multiplications

still scales exponentially on the system size. Tensor networks have already shown promising

results, with useful applications in the field of verification of real quantum computer’s
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Figure 2.1: State-vector multiplication of a single-qubit gate.

outputs [159–161], however due to the limited exploitation of the internal structures of the

circuit-derived graph representation, the contraction path used is not granted to be optimal.

2.2.1 State vector simulation

Quantum states are represented by a wave function, which can be encoded into a state

vector. Given any quantum system of 𝑁 qubits, its corresponding state vector will contain

2𝑁 complex probability amplitudes, one for each possible output bit string. Quantum gates

are applied by splitting the state vector into smaller vectors of size equal to that of the gate

to be applied, then each sub-vector is multiplied with the gate matrix and the resulting sub-

vectors are reassembled in the evolved state vector. The splitting operation is performed

according to the qubits over which the operator is applied. This can be intuitively understood

by considering the ordered set of output bit strings: the probability amplitudes corresponding

to a given sequence of qubits, which depends on the qubit indices the operator acts onto,

are grouped together. An example of this process for both single and two qubit gates is

depicted in Figures 2.1 and 2.2 for a three qubits system. In the former case, a single-qubit

gate is applied to qubit 1, so the amplitude pairs are grouped by following a 0-1 repeated

scheme for the amplitude’s index. In the latter case, a double-qubit gate is applied on qubits

0 and 1, so the amplitude pairs are grouped following a 00-01-10-11 scheme. All amplitude

indices are written in little-endian and ordered top to bottom.

The state vector simulation’s complexity scales linearly in time with respect to the

number of gates [44]. However, the memory footprint of the state vector and the number

of vector-matrix multiplications performed increase exponentially with the number of qubits

present in the system to be simulated, so this approach is not scaleable indefinitely. To

put that into perspective, it is possible to roughly estimate the number of atoms in the
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Figure 2.2: State-vector multiplication of a two qubits gate.

observable universe to be 1082 ≈ 2270 [162]: this means that, by storing a single amplitude

value inside each of them to build a state vector, one could only represent systems with

upwards of 270 qubits. Well known quantum algorithms need significantly more logical

qubits [163], and this is without considering the cost in terms of classical computation

time, which may add up to reach unfathomable time scales [18]. Overall, the state vector

approach is generally convenient when simulating small quantum systems, as it produces a

full description of the output wavefunction. The task of state vector simulation inherently

exposes chances for parallelisation, both for circuit specific approaches [64, 164], and general

circuit-agnostic approaches [36, 165]. Despite the hindrances induced by communication

and memory requirements, state vector simulation can still efficiently simulate quantum

systems of limited size better than other competing methods [60, 166].

2.2.2 Tensor network simulation

Quantum gates and quantum basis states are represented by tensors. The graphical repre-

sentation of a quantum circuit can be read as a Directed Acyclic Graph (DAG), where the

vertices are represented by quantum gates or basis states and the edges are represented

by the qubit wires. The input tensors are the basis states, encoded as follows

|0⟩ =
[
1

0

]
, |1⟩ =

[
0

1

]
(2.1)

All other gates use their standard matrix representation. The contraction of an edge

corresponds to the multidimensional generalisation of the dot product between two tensors

over a shared index. The measurement operators at the end of the quantum circuit are

substituted by open indices. Whenever a full network contraction operation is performed,
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Figure 2.3: Quantum circuit conversion to tensor network.

the output open indices are closed with the conjugate tensors of the basis states that encode

a specific bit string [13]. Doing so, followed by the contraction of the newly closed indices,

produces the probability amplitude of the chosen bit string. Figure 2.3 provides graphical

insight over this process. On the left, an example of a quantum circuit. In the centre, the

circuit gets converted into a tensor network representation, where single and double-qubit

gates become order-2 and order-3 tensors, respectively. On the right, after the tensor

network contraction, one gets the probability amplitude of a specific bit string: by repeating

this process over all output bit strings, one may reconstruct the whole state vector.

It is possible to use tensor networks to reconstruct the whole state vector, by closing

and contracting the output indices over different bit strings, however doing so incurs in the

same limits of the state vector simulator for storing the final vector.

Observation II.I
Tensor network contractions can reconstruct the full state vector, and such process

can be trivially parallelised over different bit-strings.

The memory occupancy of the tensor network grows linearly with respect to the number

of quantum gates and qubits in the system. This approach moves the complexity of simu-

lation to that of finding an optimal contraction path for the tensor network, which is known

to be a NP-hard problem [167]. Efficient heuristics specialised for quantum circuit-derived

tensor networks have been proposed [50, 168], however there is no catch-all solution for this

kind of problem. The pathfinding algorithm used in this chapter [45], despite representing

the state-of-the-art for this class of problems, only strives to optimise having the lowest

possible amount of floating-point operations across the whole contraction process, which

does not prevent the formation of large intermediate tensors, something that inevitably

reduces contraction performance. Besides, as it will be discussed in Section 2.4.4, the opti-

miser may easily be locked in a local minimum in some problems, whereas other problems

feature smoother landscapes in terms of pathfinding complexity. If the contraction path

is not optimal, it may lead to increased computation time, possibly making it less efficient
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than state vector simulation altogether. There is abundant evidence supporting the fact that

tensor contraction can simulate quantum circuits and systems that lie outside the reach

of state vector methods [159, 169]. To the interested reader, I suggest some resources for

tensor network theory by J. Biamonte [14, 170].

2.3 Benchmarks and metrics

To assess the performance of current state-of-the-art simulators and to select the most

efficient one, it is necessary to use a set of metrics and quantum circuits which are rele-

vant and well established in the quantum computing field. I relied on two quantum circuit

benchmarking suites, which are widely recognised in the literature: SupermarQ [66] and

QASMBench [67]. Both of these suites provide their own sets of quantum circuits, that, how-

ever, have been specifically selected for testing the hardware performance of real quantum

devices. For this reason, some of these circuits boast little to no practical use in the context

of noiseless exact simulation, such as the error correcting code circuits in SupermarQ, or

the Greenberger-Horne-Zeilinger.

Observation II.II
Not all quantum circuits generally used for benchmarking are computationally repre-

sentative in a classical simulation environment.

Furthermore, both suites introduce a list of metrics that characterise the topological

nature of static quantum circuits. These metrics provide a measure of topological properties

of the graph derived from the quantum circuit representation, letting me correlate such

properties with the runtime performance statistics.

2.3.1 SupermarQ

In the SupermarQ [66] suite, six metrics are introduced, however I only considered the

ones that have topological significance, referring to all elements which may alter the circuit-

derived graph, that is the relative presence and the disposition of two-qubit or higher size

quantum gates. All metrics range in [0, 1], where higher is closer to 1.

Program communication: This metric measures the amount of interconnections

present in a quantum program, computed as the ratio of the average degree of inter-

action of the quantum circuit in graph form with that of a maximally connected graph with a

number of nodes equal to the number of qubits in the circuit. The term 𝑑(𝑞𝑖) is the degree
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of the i-th qubit.

𝑃𝐶 =

∑𝑁
𝑖 𝑑(𝑞𝑖)

𝑁(𝑁 − 1) (2.2)

Critical depth: The critical depth represents the ratio between the longest chain of

two-qubit operators and the total number of two qubit gates in the circuit. It gives a measure

on whether the program’s output heavily relies on distributed entanglement or not. 𝑛𝑒𝑑
is the total number of two qubit gates on the circuit’s critical depth path, while 𝑛𝑒 is the

number of two qubit gates in the circuit.

𝐶𝐷 = 𝑛𝑒𝑑/𝑛𝑒 (2.3)

Entanglement ratio: This measure is the ratio of the number of entanglement operators,

𝑛𝑒 , with the total number of gates in the quantum circuit, 𝑛𝑔 .

𝐸 = 𝑛𝑒/𝑛𝑔 (2.4)

Parallelism: It is a measure of the number of concurrent operations made in the same

time step, intuitively understood as the degree of compression of the quantum circuit. The

number of gates 𝑛𝑔 is compared with the depth 𝑑 of the program, then such value is

normalised with respect to the number of qubits 𝑛.

𝑃 =

(𝑛𝑔
𝑑
− 1

) 1

𝑛 − 1 (2.5)

2.3.2 QASMBench

The metrics introduced in the QASMBench [67] suite are more tied to the architectural

implementation of physical quantum devices. Follows the definition of the only topologically

significant metric.

Entanglement variance: This metric defines the spread of entanglement amongst the

qubits in the quantum circuit. It checks whether there are a few qubits which feature most

of the connections towards the others, or if all qubits are sharing the same amount of

entangling connections. In a quantum program with 𝑁 qubits, the number of two-qubit

gates acting on the i-th qubit is 𝑛𝑔2(𝑞𝑖), while the average number of two-qubit gates per

qubit is 𝑛𝑔2 .

𝐸𝑉 =
log(∑𝑁

𝑖=0(𝑛𝑔2(𝑞𝑖) − 𝑛𝑔2)2 + 1)
𝑁

(2.6)
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Quantum circuits used as benchmark

Circuit
name

Description Total gates Total multi-qubit gates Ref.

QAOA
Quantum Approximate
Optimisation Algorithm

3
2𝑃𝑁(𝑁 − 1) + 2𝑁 𝑃𝑁(𝑁 − 1) [171]

Random
Random quantum
supremacy circuit

(1 − 𝑘)(𝑁(⌊𝑁/2⌋ + 𝑁%2)) +
𝑘𝑁2 𝑘𝑁(⌊𝑁/2⌋) [18]

QPE Quantum Phase estimation 𝑁(𝑁−1)
2 + 2𝑁 − 1 + ⌊ (𝑁−1)2 ⌋ (𝑁2−𝑁)

2 + 𝑁 − 2 + ⌊ (𝑁−1)2 ⌋ [172]

QFT
Quantum Fourier

transform
1
2𝑁(𝑁 + 1) + ⌊𝑁/2⌋ 1

2 (𝑁2 − 𝑁) + ⌊𝑁/2⌋ [173]

VQE
Variational Quantum

Eigensolver 𝐿(5𝑁 − 1) + 𝑁 𝐿(𝑁 − 1) [7]

Hamiltonian
simulation

One-dimensional
Hamiltonian time evolution 3𝑇(2𝑁 − 1) 𝑇(𝑁 − 1) [66]

Hidden Shift
Find the shift 𝑠 such that

𝑔(𝑥) = 𝑓 (𝑥 + 𝑠) 3𝑁 + 2𝑀 + ⌊𝑁/2⌋ ⌊𝑁/2⌋ [174]

Bernstein-
Vazirani

Hidden bit string extraction 2𝑁 +𝑀 𝑀 [11]

Table 2.1: The quantum circuits included in the benchmark suite.

2.3.3 Benchmark circuits

In order to provide a broad, extensive and scalable evaluation, I considered a specific set

of circuits, selected to encompass some of the applications for quantum computing that do

not leverage the presence of quantum noise. As such, their results are significant in terms

of exact theoretical simulation. The list of circuits, with information regarding usage, scaling

of the number of gates and references, is detailed in Table 2.1. All circuits considered can

be freely expanded over any problem size, making them easily adaptable to benchmark

future hardware and simulation platforms. For the sake of the hereby presented analysis, I

tested all circuit qubit sizes in the range [2 − 32], and subset of those quantum circuits in

the range [32, 40] using tensor contraction.

QAOA: The Quantum Approximate Optimisation Algorithm is a variational circuit that

uses all-to-all connectivity to encode classical problems, such as the max-cut problem. The

algorithm version used in this chapter is the vanilla one [171] with parameter 𝑃 = 1, although

other versions exist, such as the one with ZZ-Swap gates [175].

Random: The Random quantum circuit, notably dubbed Quantum Supremacy circuit in

its original formulation [18], is composed of multiple repeated layers of random gates picked

from the set 𝒢 = {𝐻, 𝑋, 𝑅𝑍, 𝑅𝑋, 𝑅𝑌, 𝐶𝑁𝑂𝑇, 𝐶𝑍, 𝑆𝑊𝐴𝑃}. The number of layers

has been set equal to the number of qubits in the system. Given the random nature of the
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circuit, it is possible to define a lower and an upper bound for the number of gates that

can be found in the circuit. This circuit has been purposefully built to avoid any internal

structure, so as to be as complex as possible to simulate. Despite achieving such a goal, the

applicability for this subroutine to real world problems remains questionable at best.

QPE: The Quantum Phase Estimation subroutine is one of the foundational steps in Shor’s

algorithm, able to solve the order finding problem of a modulo function [3, 172].

QFT: The Quantum Fourier Transform is one of the most widely known quantum sub-

routines, which uses phase encoding to efficiently perform the Fourier transform [173]. This

quantum circuit is a good candidate for simulation, since it is built by the recursive application

of the same operator, possibly giving rise to exploitable internal structures.

VQE: The Variational Quantum Eigensolver is an hybrid quantum-classical algorithm that

uses iterative optimisation to find the ground state of a molecule encoded in a quantum

register [7]. The circuit is built by repeating L times a given structure. For the sake of

simplicity, the version used in this chapter assumes 𝐿 = 1. Its applications focus mainly on,

but are not limited to, the simulation of the bond energies of chemical compounds.

Hamiltonian Simulation: This circuit encompasses a general approach for the encoding

and simulation of the time evolution of a given Hamiltonian in a quantum computer [66].

The circuit is characterised by the repeated application of a quantum subroutine over

𝑇 = total_time/time_step iterations. The benchmark I considered computes the magnetic

interactions of a monodimensional chain of spins.

Hidden Shift: The Hidden Shift quantum circuit is able to find the value 𝑠 of a function

𝑔(𝑥) = 𝑓 (𝑥 + 𝑠) by performing a single query to the function, leveraging the superposition

of all the possible inputs [174]. The term 𝑘 represents the percentage of bits equal to 1 in

the binary representation of the shift value.

Bernstein-Vazirani: This quantum algorithm can solve the problem of finding out the

bit string that satisfies a given function by performing a single query, whilst the classic

algorithm would require at most 𝑁 queries, where 𝑁 is the total number of possible bit

strings [11]. The term 𝑘 is the percentage of bits set to 1 in the binary representation of the

solution.

2.3.4 Leonardo supercomputer

All the simulation results presented in this chapter have been carried out on the Leonardo

supercomputer managed by CINECA, in Italy. This machine is part of the network of

pre-exascale supercomputers financed by the EuroHPC consortium. At the time of its inau-

guration in 2022, Leonardo was the fourth ranking supercomputer in the Top500 list, while
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at the time of writing this thesis, it now occupies the tenth spot on that same leaderboard.

The architecture is subdivided in two main compute partitions. The first is the Data

Centric General Purpose partition, boasting 1536 compute nodes equipped with dual Intel

Sapphire Rapids 56-core Xeon Platinum 8480+ processors and 512 (8x64) GiB of DDR5

4800 MHz volatile RAM. The second is the Booster partition, with 3456 compute nodes

equipped with four NVIDIA Ampere100 80 GB custom GPUs, and Intel Ice Lake Xeon

Platinum 8358 CPU and 512 (8x64) GiB of DDR4 3200 MHz volatile RAM. All compute nodes

are interconnected in a Dragonfly+ topology, via 200 Gbps NVIDIA Mellanox High Data Rate

Infiniband switches.

Leonardo features a measured Linpack performance of 241.20 PFlop/s, and a theoretical

peak of 306.31 PFlop/s, with a peak power consumption at maximum system load of about

7.5 MW.

2.4 Results

In order to find an answer to the research questions of this chapter, I started by charac-

terising the quantum circuits according to the metrics introduced in Section 2.3, to later

perform various simulations, with the objective to relate the metrics with execution time,

memory occupancy, and in the specific case of tensor networks, distributed sliced con-

traction performance and pathfinding efficacy. The simulations have been run using the

NVIDIA cuQuantum library (version v24.03)[36], adapted to the specific needs of the hereby

presented analysis. This gave me access to three different GPU accelerated simulation

backends:

• qsim-cusv: a state vector simulator that uses the cuStateVec backend.

• qsim-cuda: a state vector simulator that uses the cupy backend.

• cutn: a tensor network simulator that uses the cuTensorNet backend for contraction.

All experiments have been run on CINECA’s Leonardo supercomputer. Apart from the

distributed experiments, all other experiments have been run on a single node, using 8

cores of an Intel Xeon Platinum 8358 CPU, 128 GB of Random Access Memory (RAM) and

one NVIDIA Ampere A100 64 GB GPU. The comparative simulations between state vectors

and tensor contractions have all been limited to a problem size of 32 qubits, as that is the

largest state vector that can be represented in a single available GPU, while larger tensor

networks have been simulated later. Given the high computational cost of state vector and
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tensor network methods, CPU-based simulation algorithms have not been considered, since

they would not provide any meaningful comparison in terms of performance.

2.4.1 Quantum circuit properties

Following the results reported in Figure 2.4, each metric has been analysed independently.

The metrics for the Random, Bernstein-Vazirani and Hidden Shift benchmarks have been

averaged over 100 circuit samples, to compensate for the fact that these circuits do not

have a constant topology.

The program communication keeps a constant value of 1 for the QAOA, QPE and QFT

circuits, suggesting that those three algorithms feature at least a two-qubit operation with

each of the other qubits in the quantum register. This means that the resulting topology of

the circuit will be that of a fully connected graph. All other circuits, on the other hand, quickly

drop towards values proximal to 0.1 as soon as the number of qubits in the system increases,

meaning that most of the qubits do not interact directly. This can be explained by circuit

structures where a few qubits interact with all the others, or by circuit structures where all

qubits interact only with their closest neighbours. The main outlier is the Random circuit,

which stabilises at a value of about 0.5, implying that, on average, each qubit interacts with

at least half of the total number of qubits in the circuit.

The critical depth starts at value 1 for most circuits at low qubit sizes and rapidly

drops towards the range [0.08, 0.22] for the QAOA, QPE, QFT, Random and Hidden Shift

benchmarks. This, together with the program communication score, means that the highly

entangled structure of the first three circuits is not due to a chain of two qubit operators.

The Hidden shift and the Random circuits, having both low program communication and

critical depth scores, imply that the derived graph structure is sparsely connected, with a

few "central" qubits sporting most of the two qubit gates towards all other qubits. The

remainder of the quantum circuits in the test suite maintain a constant value at 1.0. This,

together with the program communication metric implies that the graph structure of the

VQE, Hamiltonian simulation and Bernstein-Vazirani circuits can be reduced to that of a

single chain of nodes.

The entanglement ratio attains its maximum value in the QPE and QFT benchmarks, as

those circuits are mainly composed of two-qubit gates. The QAOA and Random circuits are

composed of 40% to 60% by multiple qubit gates, with the former saturating at 60% as

the size of the system increases to 32 qubits, whilst the latter, given its non-deterministic

structure, boasts an average of about 50%. The other circuits, the Hamiltonian simulation,

VQE, Hidden shift and Bernstein-Vazirani, are mainly made of single-qubit gates, which can
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Figure 2.4: The scaling of the considered metrics on the benchmark set.
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get easily processed during tensor network contraction [45], as such their ER scores are

lower, ranging [0.15 − 0.35].
The parallelism metric grows with respect to the circuit size for all the algorithms con-

sidered, with initial values ranging from 0.0 for the QFT to 0.5 for the Random. Generally,

however, the metric’s value saturates to different levels, with the QAOA, Random, QPE, QFT

and Hidden Shift circuits passing the threshold 𝑃 > 0.8 for systems sizes of 32 qubits, sug-

gesting that the density of their derived topology is very high. On the other hand, the VQE

and Bernstein-Vazirani circuits saturate in the range [0.6 − 0.8], suggesting a slightly more

sparse topology. The Hamiltonian simulation circuit saturates at value 𝑃 ≈ 0.5, highlighting

its dependence on sequential processing of quantum information and a lower topological

density.

The entanglement ratio rapidly approaches zero for almost all circuits considered in the

benchmark suite. Notably, the QAOA circuit has a constant variance value of 0.0, meaning

that independently of the circuit size, the number of two qubit operators is evenly split

amongst all the qubit in the system. The QPE, QFT, VQE and Hidden Shift algorithms see

a rapid decrease in the metric’s value, approaching the range [0.0 − 0.05] for circuits of

32 qubits, again hinting at the fact that most of the qubits take part in a similar amount of

multi-qubit operations. The only two exceptions are the Random and the Bernstein-Vazirani

circuits, which instead have a higher value of 𝐸𝑅 ∈ [0.18−0.25]. In the case of the Random

circuit, this is due to the fact that the structure of the circuit does not follow a predefined

scheme, whilst in the Bernstein-Vazirani circuit it is directly depended on the number of 1s

present in the solution binary bit-string of the oracle function.

2.4.2 Single GPU simulation performance

Figure 2.5 details the memory requirements scaling for a general state vector simulator and

the tensor network representations of all the circuits considered in the benchmark.

The memory occupancy for both the qsim-cuda and the qsim-cusv simulators is the

same, as they both have to store in memory the whole state vector of complex probability

amplitudes. Each probability amplitude is stored as a complex-64 single precision binary

number, scaling exponentially in memory, since the size of the state vector is 𝑁 = 2𝑛 , with

𝑛 being the number of qubits in the system. The state vector is updated when applying new

quantum gates, however its size remains unaltered, regardless of how many subsequent

operations are applied to it.

The tensor network representation instead stores the initial state as a sequence (1, 2)
tensors, and each quantum gate as either a (2, 2) order-2 tensor, in the case of single-qubit
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Figure 2.5: Memory usage scaling for state vectors and tensor networks.
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Figure 2.6: Time to solution for the VQE (left) and Random (right) circuits.

operators, or as a (2, 2, 2, 2) order-4 tensor, in the case of a controlled gate, adding two

dimensions of size 2 for each additional input of the operator. As such, the size of the tensor

network representation scales linearly with the number of gates in the quantum circuit and

the number of qubits in the system.

Figure 2.6 provides a side by side comparison of the execution times of the VQE and

the Random circuits. The time performance data has been collected, for each circuit

configuration, as the average time over 10 runs after having performed 3 warm-up runs. The

tensor network time is the sum of the pathfinding time, done in CPU, and the contraction
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Pofiler results for the QFT circuit
qubits qsim-cuda qsim-cusv

memory kernels memory (KiB) memory kernels memory (KiB)

13 1.6 % 98.4 % 88.16 38.7 % 61.3 % 26839.04

14 1.2 % 98.8 % 152.28 39.1 % 60.9 % 26900.48

15 33.2 % 66.8 % 280.53 29.3 % 70.7 % 27033.6

16 33.9 % 66.1 % 537.03 30.1 % 69.9 % 27289.6

21 8.5 % 91.5 % 16435.2 14.3 % 85.7 % 43212.8

22 3.9 % 96.1 % 32952.32 8.0 % 92.0 % 59607.04

23 2.1 % 97.9 % 65873.92 4.0 % 96.0 % 92436.48

24 1.1 % 98.9 % 131717.12 2.1 % 97.9 % 158105.6

25 0.6 % 99.4 % 263413.76 1.1 % 98.9 % 289433.6

Table 2.2: Nsight profile data for the QFT circuit.

time, done in GPU. More than 3244 quantum circuit simulations have been collectively

performed for this experiment. The Nsight profile data gathered from the QFT benchmark

on the qsim-cuda and the qsim-cusv simulators are summed up in Table 2.2. It is noticeable

how the qsim-cuda simulator has the overall fastest performance for circuits with size of 14

qubits or less, after which the performance of the simulator degrades significantly.

The qsim-cuda simulator moves the whole state vector in memory through cache at

once using synchronous memcpy calls, while the qsim-cusv simulator instead splits the state

vector into multiple sub-state vector, invoking multiple asynchronous memcpy operations

and applying the gate separately on each sub-state vector. This leads to overall better

performance for the qsim-cuda simulator in quantum circuits that use less than 14 qubits, as

a single synchronous memcpy operation is required, whilst qsim-cusv suffers the high number

of asynchronous memcpy operations, which outpower the computational intensity of applying

one quantum gate. The shared memory size of the NVIDIA A100, the device used for all

the simulations, is only configurable up to 164 KB: the state vector of a 14 qubits system, at

complex-64 single precision, occupies 128 KB. As soon as the state vector size exceeds that

of the cache, the qsim-cuda simulator is forced to split the state vector into sub-state vectors

(like in the qsim-cusv case), but keeps doing so with synchronous memcpy operations. On the

other hand, the qsim-cusv simulator manages to hide more of the computational complexity

of applying quantum gates by overlapping asynchronous memcpy operations. With problem

sizes larger than 22 qubits, however, the computational intensity of applying a quantum gate

starts to overshadow the advantage of asynchronous Input/Output (I/O), with a degradation

of performance. This performance difference between qsim-cuda and qsim-cusv is largely

38



2.4. Results

due to the memory access patterns of those two simulators. The qsim-cusv simulator can

make use of index bit swapping, which gives it an advantage in cache locality with respect

to the qsim-cuda simulator [36].
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Figure 2.7: Speedup heatmap of qsim-cusv and cutn with respect to qsim-cuda.

In the case of the Hamiltonian simulation, VQE and QAOA circuits, the tensor network

outperforms both state vector simulators. This is a consequence of the fact that these

circuits are mainly composed of single-qubit gates, corresponding to an entanglement ratio

score lower than 0.5, and have a well distributed amount of entanglement across the system,

meaning an entanglement ratio score lower than 0.2. This leads to having small intermediate

tensors during the contraction step, that eventually get merged together into larger tensors

right towards the end of the process. As soon as one of those two metrics grows, the

employed pathfinding algorithm [45] struggles find an optimal contraction path. Moreover,

once all the order-2 tensors have been contracted, the resulting topology resembles that of

a MPS, which is optimal for contraction. This is important information, as the contractions

of order-2 tensors are easy to perform and do not increase the intermediate tensor order

during the contraction process.

Observation II.III
Unstructured and unbalanced tensor networks give rise to large intermediate tensors

during contraction in function of their qubit size and program communication metric,

hindering performance.

The circuit with the worst performance for the cutn simulator is the Random circuit,

which is the only problem where performance degrades by more than an order of magnitude,
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Figure 2.8: Gate usage scaling of the benchmarked circuits by input size. The Y-axis is in
logarithmic scale.

mainly due to its lack of an internal structure, something which can be clearly noticed on

the right of Figure 2.6. In all other benchmark circuits, the performance in terms of time is

comparable to that of a state vector simulator, whilst keeping the reduced memory footprint

of the tensor network representation.

In Figure 2.7, once can see the relative speedup of the qsim-cusv and the cutn simulators

when compared to the qsim-cuda simulator, whose baseline performance is mostly dependent

on the system size, rather than on the number of gates to be processed. Negative speedups

can be observed in the left half of the heatmap, as the qsim-cuda backend outperforms the

two other simulators. On the second half of the heatmap, an appreciable speedup on both

backends can be observed. In the QAOA, Random, QPE and QFT circuits the speedups

range to up to 60× for the cusv backend and up to 53× for the cutn backend. The largest

speedups are measured on the Hidden Shift, Hamiltonian Simulation, VQE and Bernstein-

Vazirani circuits, exceeding by 5000× the speedup value for Hamiltonian Simulation and the

VQE. These last four circuits are the ones that scale more slowly in terms of the number

of quantum gates, as previously seen in Figure 2.8. The circuits have been generated using

𝑃 = 1, 𝑘 = 0.5, 𝑀 = ⌊𝑘𝑁⌋, 𝐿 = 1, and 𝑇 = 1. The main outlier is the Random circuit,

which has poor performance on the cutn backend, with a negative speedup at high qubit

sizes.

Due to limitations in the software environment, given the at-the-time still prototypical

nature of the simulation library, I was unable to extend the analysis to distributed state
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vector simulation, and as such to test larger quantum circuits with this approach. How-

ever, the time to solution trend is evident for both state vector simulators. As previously

discussed in this chapter, and as highlighted in Figure 2.5, the state vector method suffers

from diminishing returns as the problem size grows. This follows the results of large scale

distributed simulations in the literature, which advertise the same single-GPU performance

trends [61].

2.4.3 Distributed sliced tensor contraction performance

In order to understand how the performance of tensor network contraction scales the

number of compute units (GPUs) increases, a strong scaling experiment has been designed.

I have implemented a distributed version of the tensor network contraction algorithm, by

leveraging the cuTensorNet library, Message Passing Interface (MPI) and NVIDIA Collective

Communications Library (NCCL). This let me run scaling experiments for all the circuits

in the benchmark at size 32 qubits, exception made for the Random circuit which was

limited at size 28 qubits. The objective was to test the efficacy of tensor network slicing in

improving contraction efficacy by using an increasing number of GPUs and compute nodes

on the Leonardo supercomputer. The algorithm starts by spawning one MPI process for

each available GPU, and first performs a distributed pathfinding on the whole network. The

best path, selected according to the lowest Floating Point Operations per Second (FLOPS)

count, is broadcast to all other MPI processes through the MPI communicator. The tensor

network is then sliced in a number of subnetworks equal to the number of MPI processes,

in order to provide to each MPI process, and thus each GPU, a comparable amount of

FLOPS to be performed. Each GPU contracts its own subnetwork, and all the partial results

are reduced with a sum operation through the NCCL communicator, that yields the final

amplitude result.

In Figure 2.9, I present the strong scaling of distributed sliced tensor network contraction

performance on circuits of size 32 qubits, with the exclusion of the Random circuit at size

28 qubits, from using 1 GPU going up to 256 GPUs. The number of GPUs (# GPUs) also

corresponds the number of MPI processes, and each point represents the mean of 30

datapoints. The node configuration on Leonardo includes 4 GPUs per node, with each

node being interconnected with an Nvidia Mellanox network, reaching up to 200 Gbit/s

node to node transfer rates. Given the size of the partial results being reduced, network

bandwidth does not act as a computational bottleneck, but rather the arithmetic intensity

of the contraction of the worst subnetwork. The strong scaling results show that not all the

quantum circuits selected in the benchmark exhibit large performance gains, particularly
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Figure 2.9: Strong scaling of tensor contraction at 32 qubits.

the Hidden Shift, VQE, Bernstein-Vazirani and Hamiltonian simulation. These circuits lack

complexity in the structure of their circuit-derived tensor networks, as reported by their

asymptotically decreasing program communication metric in relation to the size of the

quantum circuit: this makes it so that the overall arithmetic intensity of each subnetwork fails

to saturate the GPU’s computational capacity. The QAOA sees a noticeable improvement

in terms of contraction performance, steadily lowering the contraction time from 81 ms on

a single GPU to as low as 19 ms on 16 GPUs, a speedup of more than 4.2×. Likewise, the

Random circuit’s contraction time goes from a mean of 1.89 s when using a single GPU to

about 120 ms in the case with 256 GPUs, a speedup of about 15×. The largest improvements

in the contraction times can be obtained on the QFT and QPE quantum circuits, which drop

more than one order of magnitude in contraction time when going from running on one

GPU to 16 GPUs. This translates in a speedup of more than 294× on the QFT circuit and

a speedup of more than 364× on the QPE circuit, respectively, in lieu of just increasing by

256× the computational resources available. The reason behind this is that those quantum

circuits feature high program communication and entanglement ratio scores, which means

that most of the contraction operations will involve order-4 tensors, which quickly ramps up

the size of the intermediate tensor during contraction. The higher the number of sub-tensor

networks being contracted, the smaller the overall order of the final sub-tensor is going to

be. Scaling the number of GPUs thus prevents the formation of these large sub-tensors,

which get contracted only once in the final reduce step, lowering the overall contraction

time.
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Figure 2.10: Strong scaling of distributed sliced tensor network contraction.

Observation II.IV
Quantum circuits with large program communication and entanglement ratio scores

benefit the most from sliced distributed contraction, reaching super-linear speedups

with respect to a linear increase in computational power.

Albeit some of the benchmark circuits considered have been found to be trivially solvable

even by a single GPU, the presented results show how specific descriptive metrics of a

quantum circuit, namely the program communication and entanglement ratio metrics, can

let one foresee the presence or absence of a computational gain with a distributed sliced

tensor network contraction.

On the topic of evaluating distributed sliced performance, it is still unclear how to

measure weak scaling performance of different quantum circuits, that is measuring the

performance of a problem when scaling equally the problem’s complexity and the available

computing resources. The problems considered in this benchmark are parameterised by

the number of qubits, which does not provide direct control over the problem’s contraction
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complexity, which mainly depends on the treewidth of the tensor network [45]. Nonethe-

less, Figure 2.10 reports the strong scaling of distributed sliced tensor network contraction

performance on the QAOA, QPE and QFT circuits of sizes ranging from 32 to 40 qubits,

scaling from one to 256 GPUs, where the number of GPUs (# GPUs) also corresponds the

number of MPI processes. A contraction time limit of 120 seconds has been imposed on the

pathfinder. In the leftmost subplot, the QAOA circuit, which is the least computationally

intense of the three, is easily handled by a single GPU up to 40 qubits. Most importantly, a

communication bottleneck is observed at 256 GPUs, since the intensity of contracting the

sub-tensor networks is smaller than the time required to reduce all of them to a single scalar.

In the central and rightmost plots, the QPE and QFT circuits, boasting higher computational

intensity, start to exceed the imposed time limit at 36 and 34 qubits, respectively. Notably,

both circuits take better advantage of the large scale, solving 40 qubit circuits when using 32

and 64 GPUs, reaching a communication lower bound at 128 GPUs. Based on these results,

I argue that it could be possible to develop a synthetic parameterisable quantum circuit

that grows in terms of the circuit derived tensor network’s treewidth to actively measure

the weak scaling performance of tensor network contractions. This would most probably

end up being a variation of a Random circuit, which however holds no meaning in terms of

problem solution.

Observation II.V
The complexity of contracting quantum circuit derived tensor networks does not

scale with the problem size, i.e. the number of qubits. As such, specialised synthetic

benchmarks are needed to measure the weak scaling of tensor network contraction.

For the sake of this thesis, following the results hereby presented, I can foresee a

correlation with the strong scaling capacity of the cuTensorNet library in relation to the

program communication metric of a quantum circuit. For quantum circuits with program

communication scores of one can efficiently leverage large multi-GPU acceleration. On the

opposite case, when the program communication approaches zero, one GPU can suffice,

and no advantage is gained from increasing computational resources.

2.4.4 Pathfinding impact on tensor contraction performance

There is a need to classify quantum circuit derived tensor networks according to their

pathfinding complexity. Specifically, was interested in predicting which circuits can be con-

tracted with higher efficiency in correlation to an increase in the resources available to the

pathfinding algorithm. This has been done by investigating how variations in the resources
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Figure 2.11: Pathfinding and contraction time correlation.

available to the cuTensorNet pathfinding algorithm, namely the number of additional samples

performed, impact the contraction time of the quantum circuit derived tensor networks in

the benchmark. In this context, a sample size of 𝑛 indicates that 𝑛+1 pathfinding calls have

been made. The metric object of evaluation is the total time required by the pathfinding

algorithm to sequentially compute all the samples by enforcing a single thread. Although

this search may be easily distributed, the total computation time required by the pathfinder

is still the same. The size of each quantum circuit is kept fixed at 32 qubits, apart from the

random circuit of size 28 qubits, due to representability reasons.

In Figure 2.11, the variation in the pathfinding and contraction time with respect to an

increase in the number of samples is presented, with the pathfinding time in orange and

contraction time in blue, for tensor networks derived from circuits of size 32 qubits, where

vertical bars represent the 90th percentile interval. The number of samples performed by

the pathfinder are executed sequentially in order to extrapolate the total time required for

this computation, whilst contractions are performed using a single GPU, as such different

y-axis limits are used in each separate subplot. These results let me identify three cate-

gorisations for the quantum circuits used in this benchmark: pathfinding-bound problems,

contraction-bound problems and unbounded problems. Pathfinding-bound problems include

the VQE and Hamiltonian simulation circuits, since the complexity landscape of their pos-

sible contraction paths is mostly flat. This means that such circuits provide no advantage

in terms of contraction time when assigning additional resources to the pathfinding algo-

rithm. Contraction-bound problems include the QAOA, Hidden Shift, Bernstein-Vazirani and
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Random circuits, and they are characterised by having a non-trivial pathfinding complexity

landscape, but trivial contraction complexity. This means that providing additional resources

to the pathfinder indeed gives rise to better solutions in terms of total FLOPS in contraction,

but the overall difference in terms of contraction efficiency is unnoticeable. Unbounded

problems include The QFT and QPE problems, since they show an direct correlation be-

tween the amount of resources provided to the pathfinding algorithm and a reduction in the

contraction time. In fact, as the number of samples increases, a speedup can be observed,

both in terms of contraction time of 1.9× on the QPE and of 4.79× on the QFT by increasing

the pathfinding time by about 29×. From these observations it follows that quantum circuits

characterised by an entanglement ratio metric that converges to one map to more complex

pathfinding problems that can efficiently leverage additional pathfinding resources, whilst

if the same metric saturates to values lower than 0.4, the problem is bounded, either in

pathfinding or contraction.

Observation II.VI
Quantum circuit derived tensor networks can be classified in pathfinding-bound prob-

lems, contract-bound problems, and unbounded problems. Only the latter show an

anticorrelation between pathfinding time and contraction time.

Although this result might point towards diminishing returns, it must be noted that the

pathfinding time was purposefully measured sequentially on a single thread, but each sample

is indeed independent of the other, as such using one independent thread and core per

sample is going to keep the real-time pathfinding time constant. Moreover, in terms of

real-world tensor contraction, contractions are performed with a batched approach, where

the contraction path is computed only once, but the actual contraction may be performed

hundreds or thousands of times, thus outweighing the steep initial pathfinding cost. Given

the intense computational cost of pathfinding and its reliance on performing numerous

samples, an open question remains on whether this algorithm can be further accelerated

using GPUs in order to increase the number of concurrent samples while still fitting a low

time bound.

2.4.5 Lessons learnt

The simulation performance is ruled by a plethora of factors. State vector simulators

are inherently limited by the problem size, given the exponential memory requirement,

thus trying to simulate systems larger than ∼ 50 qubits with state vectors suffers from

diminishing returns [43]. Moreover, the distribution of the subvector-matrix multiplications
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scales exponentially over the problem size, hindering the time performance. The main

advantage lies in being able to access the complete set of information encoded in the wave

function. Modern state vector simulators can take advantage of GPU caching in order to

limit the computation time in small scale problems, but still hit a hard memory bandwidth

limit as soon as the cache’s capacity is saturated. Tensor Network contraction has a lot of

potential for problems which embody a structure with well-balanced connectivity, as that of

a structured mesh, as this generates small sized intermediate tensors during the contraction

process. As such, current pathfinding algorithms are optimised for finding such structures,

and struggle whenever the topology becomes more irregular, such as when most of the

entanglement operations in a circuit are concentrated on a few qubits. This is because the

size of the intermediate tensors immediately spikes up, slowing the dot product with the

remainder of tensors. The main advantage of this approach is the fact that it scales linearly

in memory, thus allowing the simulation of larger systems, so long as the circuit’s structure is

favourable for contraction. In fact, by scaling the number of qubits in order to saturate the

memory capacity of an 80GB NVIDIA A100 GPU, assuming that connectivity information

is stored in the shared memory of the machine, one would need more than 7.5𝑘 logical

qubits for a QAOA circuit with 𝑃 = 1, or more than 40𝑘 qubits for the Random circuit, the

two circuits in the benchmark with the highest gate scaling per qubit. Despite the fact that

there is no guarantee of convergence towards an optimal path, tensor network contraction

is the only approach to exact simulation of quantum circuits that can scale favourably to

circuits with dimensions larger than 50 qubits. Previous works show that parallelising the

contraction process is trivial, thus the main bottleneck remains the pathfinding algorithm, a

well-known NP-hard problem [176].

Following the observations in this chapter, circuits which are characterised by an en-

tanglement ratio score greater than 0.2 have a highly unbalanced structure, reducing the

efficacy of the pathfinding algorithm for tensor network contraction. Likewise, if more than

half of the circuit’s gates are double-qubit gates, which amounts to a entanglement ratio

score greater than 0.5, the tensor network approach starts to scale poorly, as stated in

Observation 4. This is due to the presence of large tensors early on during the contraction,

slowing down the overall process. In both of the previous cases is thus suggested to use

a state vector solver. However, if these first two conditions are not met, one must check

for the program communication and the critical depth scores. If they are opposite to one

another, with one being smaller than 0.2 and the other being larger than 0.9, then the best

simulation method is the tensor network contraction. This is due to the fact that, if the

previous conditions about the entanglement ratio and the entanglement ratio scores are met,

a program communication score greater than 0.9 and a critical depth score lower than 0.2
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indicate a circuit structure in which most qubits interact with each other, but there are little

to no repeated interactions. On the other hand, a program communication smaller than 0.15

together with a critical depth score larger than 0.9 indicate a circuit structure composed of

many chained two-qubit interactions amongst the same pairs of qubits. In both cases the

tensor network becomes a pseudo-regular grid, which can be efficiently contracted whilst

keeping intermediate tensor sizes at bay, leading to time performance gains of up to one

order of magnitude.

Program communication is especially important in determining whether a quantum circuit

contraction can be efficiently contracted in a distributed sliced setting. Those circuits display

super-linear speedups with respect to the available compute resources. Moreover, I showed

how this is only justifiable to provide additional pathfinding resources to unbounded quantum

circuit tensor contractions, as they can provide further speedups, whilst all other circuits

can save on using additional resources on pathfinding.

2.5 Chapter summary

This chapter characterised the performance of a selected suite of relevant quantum circuits

when simulated on state-of-the-art simulator backends and high performance hardware. At

first, the circuits have been characterised according to objective metrics that could describe

their topological structure, to later correlate them to the performance of the simulators.

For what concerns RQ1, the results point towards the fact that state vector simulators

become heavily communication bound as soon as the size of the state vector exceeds that

of the GPU’s cache. The overall performance of tensor network contractions can already

outpace the state vector simulator in some of the benchmark problems, whilst keeping a

comparable, albeit slower performance in the remainder of the test runs. The answer to

RQ2 mostly underlined that tensor network contractions perform better in circuits that have

well distributed entanglement amongst the qubits, with a low overall number of two qubit

gates in relation to the total number of gates. In the opposite case, state vector methods

should be adopted for those hard to tackle problems instead. An important observation

relative to RQ3 is that tensor network contractions proved to be highly dependent on the

efficacy of the pathfinding algorithm, while state vectors methods are mostly limited by qubit

count.

It is reasonable to assume that by improving the memory access pattern of a state

vector backend, one may improve the time performance of any benchmark to be simulated.

Similarly, the development of further tensor contraction pathfinding optimisations for harder

48



2.5. Chapter summary

to tackle topologies may push the performance of such backend to become the fastest

simulation approach for quantum circuits, for example by limiting the growth of intermediate

tensors during contraction. This would let one leverage the fact that the representation of

tensor networks in memory enables the validation of larger quantum circuits and computers.

Moreover, the promising scaling of distributed pathfinding and sliced contraction approaches

over large tensor networks have the chance to further close the gap on simulating real

quantum computer. It must be noted that there is an absence of a real-world quantum

algorithm class with parameterisable contraction complexity. The development of such

a class of algorithms would provide means for measuring weak scaling performance of

distributed tensor network contraction libraries, easing performance comparisons between

quantum and classical systems. Future works could investigate the applicability of GPU

accelerated pathfinding algorithms, so as to further improve the path quality and reduce

the overall contraction time in unbounded problems.
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Radiation Faults and

Quantum Error Correction

Reliability is fundamental for developing large-scale quantum computers. Since the benefit

of technological advancements to the qubit’s stability is saturating, algorithmic solutions,

such as QEC codes, are needed to bridge the gap to reliable computation. Unfortunately, the

deployment of the first quantum computers has identified faults induced by natural radiation

as an additional threat to qubits reliability. The high sensitivity of qubits to radiation hinders

the large-scale adoption of quantum computers, since the persistence and area-of-effect of

the fault can potentially undermine the efficacy of the most advanced QEC.

3.1 Objectives

In this chapter, I investigate the resilience of various implementations of state-of-the-art

QEC codes to modelled radiation-induced faults through simulation. Given the advances

in software QEC and the available knowledge about radiation corruption in quantum chips,

this chapter seeks to answer the following research questions:

• RQ1: Are state-of-the-art error correction codes, designed for intrinsic noise, effective

for radiation-induced events?

This chapter refers to the contents of the article "On the Efficacy of Surface Codes in Compensating for Radiation Events in Superconducting
Devices", written by M. Vallero et al., published in the Proceedings of the International Conference for High Performance Computing,
Networking, Storage, and Analysis, and winner of the Best Student Paper Award [177].
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• RQ2: How can one tune and configure the surface code to improve the chance of

correcting also radiation strikes?

• RQ3: Which are the main insights to design future reliability solutions for radiation-

induced corruptions?

The goal is to understand the efficacy of state-of-the-art surface codes against radiation-

induced events, to provide indications on how to configure the code to increase the chances

of correcting the radiation strike, and to give insights on how to design future reliability

solutions. To provide a realistic evaluation, I modelled the radiation-induced fault following

its theoretical definition and experimental observation, considering both the fault’s temporal

and spatial distributions. The model has been translated into a flexible and easy-to-use

quantum fault injection toolkit, which has already been disclosed as open-source library.

The hereby presented extensive analysis is based on over 400 million faults injections and

considers both the repetition and XXZZ surface codes implemented in various fashions. I

detail how physical level faults spread up to the higher-abstraction logical layer and correlate

the code performance with the surface code distance, the number of physical qubits affected,

and the architectural interconnection pattern of qubits. Overall, more than 12 different

configurations have been considered.

I show how surface code performance degrades significantly in the presence of radiation-

induced transient faults, reaching logical error rates of up to 54% and that a single particle

interaction that spreads to neighbour qubits has an effect on the code output which is

worse than corrupting half of the available qubits. The hereby presented analysis highlights

that, with a constant number of physical qubits, the bit-flip repetition code is up to 10%

more effective against radiation than XXZZ. Moreover, by properly selecting the underlying

hardware topology, one can improve the radiation fault correction by up to 7% in the

repetition code and 9% in the XXZZ code.

While several works have evaluated radiation’s effect in quantum devices [21, 23, 24,

91, 92, 125, 127–131] and proposed some physical implementation improvements [21, 146,

147, 150–152], this is the first investigation targeting the effectiveness of surface codes in

correcting radiation-induced events. Some works have considered the impact of an ideal

erasure error due to fabrication errors on QEC, however there is still much to be questioned

about the applicability of these models to the specific issue of radiation [178, 179].

Specifically, I aim at broadening the understanding of surface code performance by:

• Describing a methodology for modelling and injecting particle-induced transient faults

in transmon quantum computers.
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• Analysing the impact of radiation-induced faults over both the temporal and spatial

domain;

• Measuring the conversion rate of a physical level transient fault into the logical level

error of a surface code;

• Detailing how and why surface codes fail, providing guidelines on how to configure the

available codes and fostering the development of new and improved error correction

techniques;

• Providing an easy-to-use tool to test future surface codes implementations with real-

istic fault models;

Since the methodology and framework hereby provided work at software abstraction

layer, it can be directly extended and adapted to any other quantum computer implemen-

tation.

The chapter refers to the background concepts on quantum circuits, intrinsic noise and

radiation events, which have been previously introduced in Chapter 1, Sections 1.1.2, 1.1.5

and 1.1.7. The remainder of the chapter is organised as follows. Section 3.2 describes the

implementation of both the intrinsic noise and radiation-induced fault models. In Section 3.3,

I define the surface code classes that have been tested, to later present an analysis of the

collected data in Section 3.4. The chapter is concluded by summarising the main results

and digressing on the future investigation paths in Section 3.5.

3.2 Noise and Fault Model Formalisation

This Section describes how the previously introduced intrinsic and radiation noise have

been modelled to perform efficient and accurate simulations of the quantum computer’s

behaviour.

3.2.1 Intrinsic noise model

A superconducting device’s ability to retain information varies over time, and depends on the

accuracy associated with performing each quantum gate operation. As such, noise models

are necessary in order to accurately simulate the behaviour of real quantum computers.

Following the common practices found in the literature, I have decided to use a depolar-

isation error model based on unitary Pauli operators, adapted from [85]. The uncorrelated

nature of this noise model’s faults follows the definitions of intrinsic noise provided in the
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literature [19], and surface codes are built and optimised against this kind of depolarisation

noise. The model I have used is parameterised over a physical error rate 𝑝, and acts by

appending an X, Y or Z operator after each gate operation 𝒪 with probability 𝑝

3 , thus

producing uncorrelated errors in time and space:

𝒪
��𝜓〉 −→ ℰ𝒪 ��𝜓〉 with ℰ � √1−𝑝 I +

√
𝑝/3 (𝑋 + 𝑌 + 𝑍) . (3.1)

When performing two-qubit gate operations, an error gate is appended after each one of

them. This error gate is defined as the tensor product of two independent ℰ noise operators:

ℰ2 � ℰ ⊗ ℰ.

Such an error model is frequently used in literature to benchmark the performance

of surface codes, and is inherently defined as one of the main examples of a nice error

basis. Given that surface codes have relatively low circuit depth, including those analysed

in this chapter, their execution time is orders of magnitude lower than the characteristic

T1 and T2 times of modern superconducting quantum computers [77, 180]. As such, the

state coherence difference between the first and last gate operation in the circuit can be

approximated as being constant without incurring a loss in simulation fidelity.

3.2.2 Radiation-Induced fault model

As previously stated, the impact of radiation breaks the quantum equilibrium, causing a loss

of coherence. To model the impact of radiation in the logic state of a qubit, a non-unitary

reset operation is appended to each quantum gate acting on that qubit with probability 𝑝𝑞𝑖 ,

with 𝑖 being the qubit’s index. The energy deposited by the impinging particle, and thus

the probability of applying the reset operation on a qubit, depend on the distance from the

point of impact and decays over time. As such, the fault event hereby modelled evolves

both in the spatial and temporal domains from the locus of radiation, i.e. the qubit from

which the fault spreads.

In the time domain, since the deposited charge in silicon recombines and diffuses [133],

the fault event evolves as a decaying exponential [132, 133, 137] that spikes at the locus of

radiation and wears off to zero as time goes on. Equation 3.2 details the temporal decay

function 𝑇(𝑡) over continuous time 𝑡 ∈ [0, 1], that outputs the probability of generating

quasiparticles in the silicon substrate:

𝑇(𝑡) = 𝑒−𝛾𝑡 , 𝛾 = 10, 𝑡 ∈ [0, 1] . (3.2)

The factor 𝛾 = 10 defines the exponentially decaying presence of quasiparticles in the

silicon substrate, following the experimental rates highlighted in the literature [24, 126, 131].

54



3.2. Noise and Fault Model Formalisation

0.0 0.2 0.4 0.6 0.8 1.0
time [a.u.]

0%

20%

40%

60%

80%

100%
in

je
ct

io
n 

pr
ob

ab
ilit

y

T(t)
̂T(t)

Figure 3.1: Intensity of radiation-induced faults over time.

The estimated time required to execute a shot of the surface code on a real quantum

computer ranges, on average, from ∼ 14 𝜇𝑠 to ∼ 125 𝜇𝑠 [21, 181, 182]. Transient radiation-

induced faults can last for upwards of 100 seconds [126, 134]. Given this order of magnitude

difference, one can approximate the time evolution of 𝑇(𝑡) with a step function 𝑇̂(𝑡), by

sampling the temporal decay 𝑇(𝑡) over 𝑛𝑠 number of samples, as shown in Figure 3.1. For the

sake of this chapter’s analysis, I have selected 𝑛𝑠 = 10, meaning that the function 𝑇(𝑡) has

been sampled over 10 equidistant points in time, granting a reasonable trade-off between

accuracy and performance. Increasing the number of samples comes at the expense of

computational overhead.

In the spatial domain, the deposited charge spreads from the locus of radiation through-

out the quantum chip, diminishing in intensity the further a qubit lies from the impact

point [23]. By following the qubit interconnections in the quantum computer’s architecture,

an undirected graph with fixed weight on each edge of 𝑛 = 1 can be devised, called coupling

map. This behaviour approximates the electron hole pair distributions induced by particle

impacts in silicon over a normalised integer distance 𝑑 [23]. The spatial damping function 𝑆,

parameterised by the minimum distance between two qubits in the coupling map, is defined

as

𝑆(𝑑) = 𝑛2

(𝑑 + 𝑛)2 , 𝑛 = 1 . (3.3)

To parameterise the application of faults on a qubit, the root injection probability sampled

from 𝑇 is thus multiplied by the output of 𝑆. The product of the temporal and spatial domain

fault evolution functions is collectively defined as 𝐹, the transient error decay function

𝐹(𝑡 , 𝑑) = 𝑇(𝑡)𝑆(𝑑) . (3.4)
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Figure 3.2: Intensity of radiation-induced fault with respect to the distance.

The fault probability 𝑝𝑞𝑖 , obtained from sampling 𝐹(𝑡 , 𝑑), is computed on a per-qubit basis,

and it is used to parameterise the application of a reset operator after each gate applied

to that qubit. An example of the spatial evolution of the root injection probability at time

𝑡 = 0 is presented in Figure 3.2. The spatial decay function 𝑆(𝑑) parameterised by the

distance from the locus of radiation at coordinate (0, 0), with a peak of 100%.

3.3 Exploration of Design Space

For this analysis I have considered two of the most widely employed surface codes: the

repetition [21, 183] and the XXZZ surface code [181, 182, 184]. The library used to generate

the parameterised correction codes and decoding their output with the MWPM algorithm

is courtesy of the Qiskit Topological Codes project [185]. While presenting an extensive

evaluation on two cornerstone codes, the hereby described methodology and the analyses

are not tied to a specific code or implementation, and can be adapted to any other current

or future QEC code.
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Figure 3.3: Distance-(5,1) bit-flip repetition code.

3.3.1 Repetition code

The quantum repetition code employs n data qubits to encode the state of one single logical

qubit, by repeating information in what is called a Greenberger-Horne-Zeilinger (GHZ) state,

and additional n qubits to perform stabiliser measurements, necessary to extract error

syndromes. The overall distance of the code is defined as 𝑑 = (𝑑𝑍 , 𝑑𝑋), with either 𝑑𝑍 = 1

for phase-flip protection codes and 𝑑𝑋 = 1 for bit-flip protection codes.

|0⟩ −→
��𝜓0

〉⊗𝑛
, |1⟩ −→

��𝜓1

〉⊗𝑛
(3.5)

This code can either offer protection from bit-flips or phase-flips, according to the basis

chosen for the GHZ state: by using the Z-basis, one encodes bit-flip protection, whilst by

choosing the X-basis one encodes phase-flip protection. The repetition code can detect only

the corresponding encoding basis error on up to ⌊(𝑛 − 1)/2⌋ qubits, so long as those error

events are uncorrelated (whilst radiation events are correlated). The total number of qubits

required to encode a repetition code is 𝑞𝑟𝑒𝑝 = 2𝑛, with 𝑛 = max(𝑑𝑍 , 𝑑𝑋) being odd, and

either 𝑑𝑍 or 𝑑𝑋 being equal to 1. This code is one of the few that have been extensively

tested on superconducting quantum computers [21, 131, 186].

As an example, the circuit structure for the distance-(5, 1) quantum circuit bit-flip

protected repetition code, which uses 10 qubits, is shown in Figure 3.3. The circuit pattern

contains a first stabilisation component, represented by the chain of nearest neighbour

CNOTs controlled by the data qubits and targeting the stabilisation qubits, followed by a

round of syndrome measurements. At the centre of the quantum circuit, in green, one can

observe the repeated application of a logical operation (an X gate) to all the logical qubits,

followed by a second round of syndrome measurement. The code raw output is extracted

by applying an ancilla readout.
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Chapter 3. Radiation Faults and Quantum Error Correction

Figure 3.4: Distance-(3,3) XXZZ surface code.

3.3.2 XXZZ code

The XXZZ surface code is a rotated surface code generated by XXZZ and ZZXX Pauli

strings, clockwise associated with the vertices of each face in a two-dimensional mesh, with

one qubit in each vertex. It is virtually identical to the XZZX code, only varying in terms of

Pauli strings generators for the stabiliser plaquettes [98]. It is an adaptation of the toric code

with non-periodic boundaries [106]. The mesh is defined over two odd integers 𝑑𝑍 and 𝑑𝑋 ,

one for the Z-error stabilisers (i.e. bit flips) and one for the X-error stabilisers (i.e. phase flip).

The overall distance of the code is defined as 𝑑 = (𝑑𝑍 , 𝑑𝑋), with the total number of qubits

required to encode these circuits being 𝑞𝑋𝑋𝑍𝑍 = 2𝑑𝑍𝑑𝑋 . This code has been tested on

superconducting quantum computers, letting researchers achieve logical error rates lower

than those of the physical qubits they are encoded with [182, 184].

As an example of the code’s structure, specifically for the distance-(3, 3) XXZZ surface

code, is shown in Figure 3.4. A total of 𝑛 = 𝑑𝑍𝑑𝑋 qubits are used to encode the data,

𝑚 =

⌊
(𝑑𝑍𝑑𝑋 )−1

𝑛

⌋
qubits are used for measuring Z-basis errors, 𝑚 qubits are used to detect

X-basis errors and one final ancilla qubit is used to perform the raw code readout.
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3.3.3 Simulation parameters

To provide realistic injection data, the quantum computer’s intrinsic noise has been modelled

as a depolarising channel, following the description provided in Section 3.2.1. This intrinsic

noise model is parameterised with probability 𝑝 = 1%[110], unless otherwise noted. In

absence of radiation-induced events all the tested configurations do not present output

errors.

The approximated temporal damping function 𝑇̂(𝑡) has been sampled over 𝑛𝑠 = 10

equidistant points in time.

All simulations refer to a 5× 6 bidimensional lattice as the coupling map, except for the

architectural analysis in Section 3.4.4.

For both of the analysed surface code classes, each data qubit is initialised to |0⟩, later

encoding a logical X-gate operation. The surface code’s circuit is repeated over multiple

execution shots, over a simulated radiation event that lasts for 100 ms. The expected logical

output post-decoding of the surface code is a logical |1⟩ state, as detailed in the example

circuit diagrams shown in Figures 3.3 and 3.4. Measurements are decoded through the

MWPM algorithm and a logical error is detected whenever the output of the decoder is a

logical |0⟩ state. The logical error rate is computed as the number of shots that are decoded

as a |0⟩ state divided by the total number of shots.

3.4 Results

A total of four different analyses over two quantum error-correcting code classes have been

performed. When referring to injection data, the whole time and space evolution of a given

fault is being considered, unless otherwise noted.

3.4.1 Noise vs. radiation-induced faults analysis

Surface codes, in their various implementations, have been designed to correct intrinsic

noise. With this first analysis, to answer the research question whether surface codes

are effective in correcting radiation-induced faults, I evaluated: (1) how intrinsic noise and

radiation-induced faults interoperate and (2) if the two events show interference patterns

that influence the output logical error of the surface code. To do this, the logical error rate

of surface codes have been correlated with the radiation-induced transient faults and the

intrinsic noise model of a quantum computer. I report data on the distance-(5,1) repetition

code and the distance-(3,3) XXZZ code. Both surface codes are transpiled over a square
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(a) Distance-(5,1) repetition code.
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(b) Distance-(3,3) XXZZ code.

Figure 3.5: Logical error landscape of the repetition and the surface code.

lattice architectural layout. Specifically, the repetition code lattice was of size 5 × 2, whilst

the one for the XXZZ code was 5 × 4. Data from simulations with alternative parameters

have unveiled a similar behaviour, and will not be further commented on. The root injection

point has been deterministically chosen to be the qubit with index two for reproducibility

reasons. A further analysis on the choice of the injection point is discussed in Section 3.4.4.

In Figure 3.5, one can observe the post-decoding logical error as a 3D plot, combining

the effects of intrinsic device noise and radiation-induced faults. The bottom right axis

represents the time evolution of the radiation fault parameterised by the root injection

probability (100% at time of impact), which has a one-to-one mapping with time as seen

in Section 3.2.2: at the time of strike, the probability to modify the qubit state is 100%,

exponentially diminishing as time passes. The bottom left axis represents the physical error

rate, that is the intensity 𝑝 of the intrinsic noise model introduced in Section 3.2.1. I tested

the intrinsic noise model over a range of values for 𝑝, the physical error rate, going from 10−8

up to 10−1. The higher extreme for the physical error rate has been selected to highlight

the effects of intrinsic noise on a scale similar to that of the transient error, whilst the

lower extreme of 10−8 is the target error rate required to reach fault tolerance in quantum

computers. A physical error rate on the order of 10−3 well approximates the noise behaviour

of current quantum devices [131]. The full range of the time evolution of the transient fault

has been considered, represented as the root injection probability at a given point in time.

The post-decoding logical error of the surface code is then interpolated at each coordinate.

As shown in Figure 3.5, at the particle strike, when the root injection probability is close

to 100%, the considered error correction codes show an average logical error rate 27% and
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50%, respectively. In the case of the repetition-(5,1) code, the highest value for the logical

error rate of 48% is reached when maximising both the intrinsic noise model’s error rate,

at 10−1, and the root injection probability on the repetition qubit, at 100 (100%). Similarly,

the XXZZ-(3,3) code peaks at 54% under the same conditions. Both surface codes achieve

a logical error rate lower than the physical error rate only when the latter is smaller than

10−3 [131]. This matches the surface code performance metrics presented in surface code

simulation works [110]. Crucially, when reducing the physical error rate of the simulation to a

regime which is unreachable for current quantum computers, such as 10−8, the detrimental

effects of the radiation-induced fault can still be observed, as the logical error reaches 24%

for the repetition-(5,5) code and 52% for the XXZZ-distance(3,3) code. This provides a

clear insight: regardless of the gate level accuracy of current or future quantum computers,

radiation-induced faults will still catastrophically corrupt the outputs of error correction

codes. As such, reaching extremely low qubit error rates will not be sufficient to counteract

radiation-induced fault events.

Observation III.I
Particle impacts undermine surface code performances regardless of intrinsic qubit

physical error rate.

The interaction of intrinsic noise and radiation-induced faults only show constructive

interference, amplifying the overall error rate of the quantum computer, as no sudden

pits on the surface are observed. This lets one infer that no recorded injection event has

positively altered the output of the surface code. As such, the intrinsic noise model has

proven to act as a lower limit to the accuracy of the surface code.

Observation III.II
Radiation-induced faults do not cause positive alterations of the surface code’s output

by reversing the effects of intrinsic noise, but rather amplify the logical error.

3.4.2 Code Distance analysis

The repetition and XXZZ code classes are parameterised by distance, which is represented

by the tuple (𝑑𝑍 , 𝑑𝑋). 𝑑𝑍 represents the number of qubits devoted to correct bit-flip

errors, while 𝑑𝑋 represents the same statistic for phase-flip errors. There are two research

questions I aim to answer: (1) Does a larger surface code provide better protection from

radiation-induced faults? (2) Does the use both bit-flip and phase-flip protection in the XXZZ

code improve the performance over the exclusively bit-flip protected repetition code?
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Chapter 3. Radiation Faults and Quantum Error Correction

To answer the two research questions, the code distance has been correlated with

the logical error over the two considered surface code classes. For each surface code

distance, I have considered one corrupted qubit, highlighting the fault’s magnitude at time

of impact (𝑡 = 0). Furthermore, I have removed the fault’s spatial expansion to neighbouring

qubits, whose impact is analysed in detail in Section 3.4.3. This has been done in order to

highlight the moment of maximal criticality of the non-unitary reset error, which occurs at

the beginning of the event. Each code followed the interconnection constraints of a lattice of

size 5×6, scaled down according to the qubit requirements of each code class and distance.

A subset of connected subgraphs in the lattice has been selected, treating each subgraph as

a hypernode inside which each qubit would undergo the same fault event. The results have

then been grouped by the size of the subgraphs, extrapolating the median error across all

subset sizes.

In Figure 3.6 the post-decoding logical error has been plotted on the x-axis, with respect

to the surface code distance on the y-axis, while the hue representing the number of physical

qubits in the surface code’s circuit. The bit-flip repetition code class boasts a logical error

rate of ∼ 8% at distance-(3,1). For higher distance versions of the code, the logical error

steadily increases, reaching a peak of 20.5% in the distance-(13,1) repetition code. A slight

logical error difference is observed in the distance-(15,1) repetition code, with a logical error

of 19.5%, which is to be attributed to statistical noise.

The XXZZ code boasts both bit-flip and phase-flip error correction capabilities, as

detailed in Section 3.3.2. In the distance-(1,3) case, one can observe a logical error rate

of ∼ 12%, while in the distance-(3,1) case an error rate of ∼ 7.5% is registered instead.

When considering the distance-(3,3) case, the logical error reaches about ∼ 21%. In the

distance-(3,5) and distance-(5,3) codes, a behaviour similar to that of the distance-(1,3) and

the distance-(3,1) codes can be noticed, albeit with higher logical error rates, of ∼ 29.5%

and ∼ 26%.

Observation III.III
Larger surface codes are more sensitive to radiation-induced faults, reaching larger

logical error rates in the presence of the same fault intensity.

This is especially highlighted in the bit-flip repetition code plot in Figure 3.6, as given a

single non-unitary and non-spreading erasure error, the code will generally perform worse.

This goes in contrast with the fact that under sufficiently low intrinsic noise thresholds, larger

surface codes would imply lower error rates.

For like-sized surface codes, bit-flip protection stabilisers are up to 10% more effective
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Figure 3.6: Logical error criticality by code distance.

at dealing with radiation-induced errors when compared to phase-flip protection stabilisers.

Observation III.IV
Bit-flip protection in surface codes is more efficient at dealing with radiation-induced

faults.

This is noticeable in the XXZZ code plot of Figure 3.6, as the distance-(3,1) code and the
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Chapter 3. Radiation Faults and Quantum Error Correction

distance-(5,3) code outperform their respective distance-(1,3) and distance-(3,5) counterparts.

This checks out as the erasure error introduced when modelling qubit corruption is a Z-basis

transformation.

3.4.3 Spreading fault vs. erasure fault

Particle strike events can hinder multiple qubits at once, spreading throughout the quan-

tum chip as radiation-induced faults, a behaviour strikingly different from that of events

characterising intrinsic noise. This analysis seeks to answer these questions: (1) How many

simultaneous reset operations are needed to approximate the effects of a single spreading

radiation-induced fault? (2) What is the impact of a spreading radiation-induced fault when

compared to a fault that does not evolve over the spatial domain?

To answer these questions, I have selected the connected subgraphs over a 5 × 6

lattice architectural graph, then inject all qubits in the subgroup with the same reset event,

extracting the median error across all subset sizes, comparing it to the horizontal line of

the radiation-induced logical error. I highlight the surface code’s performance at time 𝑡 = 0,

as it is the most critical moment in the evolution of the radiation-induced fault. On these

configurations, I have considered the reset errors to impact only the root injection points,

leaving neighbouring qubits unaffected.

In Figure 3.7, only the post-decoding logical error for the distance-(15,1) repetition code

and the distance-(3,3) XXZZ code have been presented, as emblematic cases. On the x-axis,

the number of corrupted qubits, which undergo an isolated reset error, is compared to

the logical error of a single spreading radiation-induced fault, represented by the red line.

The repetition code, when only one qubit is reset, shows a logical error rate of ∼ 17%, an

absolute difference of ∼ 17% with respect to the radiation-induced fault. Increasing the

number of qubits being reset monotonically increases the logical error rate for the correlated

case, reaching a value of ∼ 25% when 15 qubits are erased. As soon as more than half of

the total number of qubits in the circuit are reset, which in the case of the distance-(15,1)

repetition code is 15 qubits, the logical error rate reaches ∼ 80%, a value larger than the

radiation-induced logical error rate of ∼ 34%.

The XXZZ code, when a single qubit is reset, shows a logical error rate of ∼ 21%, which

is almost one third of the logical error rate obtained with a radiation-induced fault. As the

number of erasure errors increases, the logical error rate worsens, and once ten qubits are

corrupted, the logical error rate reaches ∼ 36%. Performance degrades again once at least

15 qubits are corrupted, reaching an error rate of ∼ 80%, a logical error rate that exceeds

the one of a single-qubit radiation-induced fault.
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(a) bit-flip distance-(15,1) repetition code.
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(b) XXZZ distance-(3,3) code.

Figure 3.7: Effect of a spreading fault on the logical error rate.

A single radiation-induced fault, despite a rapid damping in intensity as distance grows

(shown in Figure 3.2), has shown significantly more detrimental effects than multiple erasure

faults. This further highlights the danger of radiation-induced faults.

Observation III.V
A single spatially correlated radiation-induced fault is more detrimental than multiple

uncorrelated erasure events.

The analysis highlights that limiting the spatial spread of radiation-induced faults is
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crucial to guarantee the performance of surface codes. Hardware solutions that promise to

prevent radiation events from spreading over the substrate [132, 150–152], can then improve

the performance of surface codes. Given that qubit isolation solutions will have a significant

impact on the production cost of quantum computers, it is fundamental to be able to test and

validate their effect beforehand. While completely removing the spatial spread of transient

errors through complete isolation of each qubit on the substrate is an unreachable task,

these techniques may prove to have a positive impact on the error correction capabilities

of surface codes. However, rarer events, that can independently corrupt multiple physical

qubits at the same time, will still pose a threat to quantum reliability.

Observation III.VI
Limiting the spatial spread of the radiation-induced errors significantly improves the

error correction capabilities of surface codes, increasing the threshold for the number

of concurrent erasure errors that they can withstand.

3.4.4 Hardware architecture analysis

Quantum circuits need to be transpiled following the architecture constraints of a quantum

computer to be executed. The questions object of this analysis are: (1) Does the choice of

the architectural connectivity graph impact the logical error rate? (2) Are specific qubits in

the surface code more critical than others? To answer these questions, I have transpiled

the surface codes to various architectural connectivity graphs, injecting a single radiation-

induced fault on each possible root injection point, and following its evolution over the

temporal and spatial domain. In those graphs, each edge represents an integer distance

of one between two nodes, omitting unused qubits from the original coupling map. The

transpilation process has been done with the default optimisation factor and without forcing

the qubit positioning in the initial or final layouts. The tested coupling maps include a 5 × 6
mesh, a linear graph and a few of the hardware connectivity patterns publicly available

from the Qiskit library [38]. These latter graphs have been filtered according to the number

of qubits required to represent the surface code and communication constraints. I have

considered a one-to-one mapping between the architectural graph and each qubit’s physical

position on the quantum chip, and a constant weight of one on each edge.

The results over each architectural graph are presented in Figure 3.8. The hue of each

node represents the median logical error over the fault’s duration obtained from a particle

impact in that qubit. The shape of the node represents the qubit’s function in the surface

code: data qubit nodes are enclosed by a circle, stabiliser qubit nodes are enclosed by a
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Figure 3.8: Logical error rate by corrupted qubit on different architectures.

square and the ancilla qubit nodes are enclosed by a pentagon. Only the results for the

distance-(11,1) repetition code and the distance-(3,3) XXZZ code are shown. Note the color

map scale difference between the left and the right subplots.

The repetition code, due to its 22 qubit size constraint, has been tested on these coupling
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maps: linear, mesh (5 × 6), Brooklyn, Cairo and Cambridge. The linear architecture boasts

the lowest median logical error range. It ranges from ∼ 15% when injecting either the ancilla

qubit or the lower indexed data and stabiliser qubits, to ∼ 17% for the injections on higher

indexed qubits. The mesh architecture highlights a similar correlation, as the ancilla and

the lower indexed data and stabilisation qubits show slightly larger median errors of ∼ 17%

than their higher indexed counterparts (∼ 16%). This correlation is true, albeit for slightly

different error ranges, across all the other coupling maps. The Cairo architecture has the

worst performance, reaching 23% error at its peak, and lower thresholds of ∼ 21.5%. The

Brooklyn architecture shows a relatively stable median logical error rate of ∼ 19%, while

the Cambridge architecture’s median logical error ranges from ∼ 17% to ∼ 19%. The linear

and mesh architectures boast the lowest error rates since they better support the nearest

neighbour interactions of the repetition code, which requires that stabiliser qubits are placed

on nodes with degree ≥ 2.

The XXZZ code, given the smaller size requirement of 18 qubits, has been tested on

the following coupling maps: complete, linear, mesh (5 × 4), Almaden, Brooklyn, Cambridge

and Johannesburg. In this case, the mesh architecture sports the lowest median logical

error, with a peak at ∼ 24.5%, and the lowest logical error at ∼ 22%. The Johannesburg

and Almaden architectures show higher error rates, ranging from ∼ 23% to ∼ 26%. The

Cambridge architecture has a higher logical error variation, which peaks on lower indexed

qubits at ∼ 27%, whilst the Brooklyn architecture performs worse, at upwards of ∼ 28%

logical error rates and little variation with respect to the position of the corrupted qubit. The

linear architecture has a significantly worse performance when compared with the others.

This is due to the fact that the XXZZ code, being a rotated code, requires that the stabiliser

qubits are placed on nodes with degree ≥ 4, while the linear architecture has an average

node degree ≲ 2, thus introducing a large overhead in SWAP operations.

The analysis unveiled a correlation between the index of the qubit in the surface code,

and the median logical error rate registered when that qubit acts as the locus of a transient

fault event. This matches the flow of information across qubits during the execution of the

surface code’s circuit. Such behaviour can be explained by looking at the DAG representation

of the circuits analysed, which highlights the sequential dependence across multiple gate

operations, as qubits get linked together by successive CNOT and SWAP gates. When a

single particle hits a qubit and spreads over the code, it will affect also the descendants in

the DAG. The lower error rate in higher indexed qubits is then just a matter of ordering

convention in the temporal sequence of quantum gates applied.
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Observation III.VII
Radiation-induced transient errors have a stronger impact on qubits that are used

earlier in the sequence of gates in a quantum circuit.

No circuit rewriting or reordering technique, such as the ones performed by a transpiler,

can avoid this effect. This is because the sequential dependence across gate operations in

the analysed surface codes is intrinsic to their formalism.

Moreover, the choice of a quantum computer architecture significantly impacts the

performance of surface codes according to their connectivity requirements, that is the

average qubit degree required to represent the quantum circuit. While the repetition code

works exceptionally well when transpiled on a linear architecture, the XXZZ code suffers

from a large overhead of SWAP operations, thus increasing the number of gate operations

and the chance for a radiation-induced fault to propagate.

Observation III.VIII
If the coupling map of a quantum computer is sufficiently connected, there will be less

communication overhead, preventing radiation-induced faults from spreading.

3.5 Chapter summary

In this chapter, I have presented an analysis of the impact of radiation-induced faults on the

efficacy of two classes of QEC codes, namely the repetition and XXZZ codes. Concerning

RQ1, QEC surface codes cannot withstand the faults introduced by radiation. The observed

extrapolated post-QEC logical error peaks reach 24% and 54%. Answering RQ2 pointed to

the fact that one can indeed tune the QEC code to improve the reliability to radiation strikes.

The analysis shows that, given an equivalent number of physical qubits, the bit-flip only

correction codes are up to 10% more effective against radiation than bit-phase correction

codes. Moreover, choosing properly the underlying hardware topology can further increase

the radiation fault correction capability from 7% to upwards of 10%. These improvements

do not introduce any additional overhead to the QEC. At last, RQ3 has been tackled, finding

that in order to increase a surface code’s resistance to radiation faults, bit-flip protection

should be prioritised. Moreover, qubit charge wells are a promising solution to reduce the

impact of transient faults, by preventing their spread. These insights can guide the design

of future QEC codes able to cope also with radiation-induced errors.

Future research directions include the implementation and testing of new surface codes

following this article’s observations, and the usage of the presented post-QEC logical error
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rates to perform post-QEC logical layer fault injection. I intend to propagate the logical fault

induced by radiation in the coded qubit status in quantum circuits. The aim is to identify the

critical logical shifts for a given circuit to further better tune the QEC correction capabilities.
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4
Radiation Event Identification

at runtime

The quest for universal superconducting quantum computing is hindered by noise and

errors. It has been proven that QEC codes will lay at the foundation of fault-tolerant

quantum computing. However, cosmic-ray induced correlated errors, which are the most

detrimental events that can impact superconducting quantum computers, are yet to be

efficiently tackled, since they are sufficient to induce QEC failure [21, 101]. In order to reach

fault tolerance, one must also develop radiation aware methods to complement QEC.

4.1 Objectives

In this chapter, I present the first algorithm to effectively exploit syndrome information for

the efficient detection of radiation events in superconducting quantum devices at runtime.

I aim to tackle these three research questions:

• RQ1: Can one actively detect high energy events and their area-of-effect in QEC

codes at runtime?

• RQ2: How do high energy events affect QEC codes and decoders?

• RQ3: Can one leverage fault information to improve the decoder’s performance?

This chapter refers to the contents of the article "Radiation-Induced Fault Detection in Superconducting Quantum Devices", written by M.
Vallero et al. and published in the Advanced Quantum Technologies journal [187].
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I have performed a thorough analysis of simulated Rotated Surface codes injecting over

11 million physics-modelled radiation-induced faults. This includes considering the properties

of the X and Z check bases, the impact of code distance, and the decoder’s time to solution

constraints. The hereby presented technique detects 100% of injected faults, regardless

of the impact’s position. Moreover, the algorithm accurately identifies both the radiation

impact centre and the area affected, with an overhead lower than 0.3% the decoding

time. Additionally, the fault identification information is used to propose a radiation fault

correction technique that improves of up to 20% the output correctness compared to

existing decoders.

The observations in this chapter are backed by more than 11 million QEC shots simulated

following a physics-derived model of the interaction of radiation with superconducting qubits.

This model considers the distribution of charge deposition from the impinging particle over

the quantum chip’s surface, and the complete temporal evolution of its transient effects.

The implementation of the fault model is a novel software written as an extension of the

STIM library [54], and has been disclosed as open source software as part of this thesis’

contributions. The choice of a stabiliser-based simulation method is justified by the focus of

this chapter on QEC codes, as other commonly used quantum circuit simulation methods,

such as tensor network or state vector, would require considerably more computational

resources at the scales hereby considered [41, 158, 188].

Not only is it possible to detect radiation-induced events, but also to identify at runtime

their area-of-effect (i.e., the likely set of affected qubits) through a novel QEC-agnostic

algorithm that introduces minimal overhead. This algorithm, dubbed Radiation Event Iden-

tification (REI), processes information from the syndrome measurements of a QEC code,

correlating it with an internal representation of the qubit’s position on the quantum chip.

The incidence of false positives is significantly lower than the incidence of intrinsic noise

in the quantum device, which in the performed experiments is set to 𝑝 = 10−5 to repli-

cate the behaviour of near future quantum devices. I have characterised the real-time

REI subroutine’s predicted area-of-effect and execution time performance over different

distance measures of the Rotated Surface code, injecting radiation faults in a set of positions

of the quantum chip. Furthermore, I have analysed the embedding of multiple separate

quantum error correction codes onto a large quantum chip, benchmarking the efficacy of

the Minimum Weight Perfect Matching decoder. Its effectiveness at dealing with syndrome

measurements corrupted by radiation is measured in both a single logical qubit setting and

in a multiple logical qubit setting, observing how the logical error rate correlates with their

position on the quantum chip. At last, the performance of a suite of classical graph-based

decoders is measured against syndrome measurements corrupted by radiation. In doing
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so, such decoders are compared to a novel empirical technique, dubbed RadMatching, that

aims at correcting radiation’s effects just before the decoding step.

This chapter links back to concepts previously introduced in Chapter 1, such as intrinsic

noise in Section 1.1.5, radiation events in Section 1.1.7 and quantum error correction in

Section 1.1.6. The remainder of the chapter is structured as follows. Section 4.2 provides

a quick grounding on the rotated surface code and on syndrome decoding. Section 4.3

describes the formalism and algorithmic implementation of the intrinsic noise model and the

radiation-induced fault model. The QEC codes and decoders object of analysis are detailed

in Section 4.4, to later go over the results and answer the research questions in Section 4.5.

Conclusions, along details on future investigations, are drawn in Section 4.6.

4.2 Background

In this section I provide a light background on the topics which are strictly necessary to

follow along with the remainder of the chapter.

4.2.1 Rotated surface code

For the purposes of this chapter, I have considered the Rotated Surface code [189, 190],

which is an alternative version of the surface code which has been rotated by 𝜋/4. This

makes it so that data qubits are placed on the vertices of a square lattice, and the X and Z

stabiliser qubits are placed at the centre of the plaquettes in a draughtboard pattern. The

Rotated Surface code of distance 𝑑 maps the logical state of a single qubit onto 2𝑑2 − 1

qubits, with 𝑑2 data qubits and 𝑑2 − 1 stabiliser qubits.

4.2.2 Syndrome decoders

The syndrome measurement obtained from a round of QEC must be processed in order to

identify which error mechanisms in the Tanner graph might have the highest chance to be

responsible for the syndrome’s defects. This can be visualised as finding the set of edges

connecting defect pairs in the Tanner graph which covers the data qubits that are most likely

to have triggered a defect, finding a matching. However, not all syndrome measurements

have even parity, as such one odd stabiliser might be left unmatched. As such, the Tanner

graph is expanded with a boundary hyper-vertex, that acts as an escape route that can

match any number of defects. The process of finding the most probable set of defect-joining

edges, known as maximum likelihood decoding, is known to be NP-hard, and thus alternative
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and faster workaround techniques have been developed by the community. The idea behind

these alternative approaches is that intrinsic noise leads to uncorrelated pairwise defects, as

such the shortest path between two unmatched syndromes should cover the most probable

defect source. This information is then used to both read out the logical state of the QEC

code and to correct the sources of error.

Many decoding techniques are available in the literature, ranging from graph matching

algorithms [109], to Machine Learning implementations that specialise on specific noise

profiles and QEC codes [101, 191, 192], to Tensor Network contraction approaches [101, 193,

194]. Generally, graph-based algorithms boast the best compromise between fast time to

solution and excellent accuracy [101, 195]. In fact, the decoding step is subject to very strict

time constraints, since it needs to keep pace with the syndrome measurement generation

rate of real quantum computers to avoid the buildup of an exponential backlog of syndromes

to be processed. To fulfil these requirements, Tanner graph based algorithms have been

selected as prime candidates for the construction of ad hoc Application specific integrated

circuit (ASIC) systems [122, 124, 195]. Considering current superconducting technology, the

decoding latency is expected to be less than 1 𝜇𝑠 and the data throughput should support

upwards of 1 TB/s. However, these same constraints rule out Machine Learning and Tensor

Network approaches. Given the demonstrative aim of this chapter, I will only evaluate the

performance of Tanner graph based approaches, which include the following.

Minimum Weight Perfect Matching. This decoder uses a variation of Edmond’s Blossom

algorithm [196] to find a matching of the Tanner graph which is minimal, according to the

sum of the weights in the matching edge set, where the weight of one edge is the distance

between its vertices.

Belief Matching. The Belief Matching (BM) decoder is composed of two subroutines, with a

Belief Propagation (BP) step immediately followed by a MWPM step [197]. Similarly to the

Belief Find decoder, the syndrome induced Tanner graph is first tentatively decoded by the

BP subroutine. In case of failure, the information from the BP step is used to set the weights

for the MWPM step.

Union Find. This decoder uses the Union Find (UF) algorithm applied to the parity check

matrix of the QEC code to infer the estimated correction vector from the syndrome data

[116, 198].

Belief Find. This decoder is composed of two routines. At first, the BP algorithm is used to

try to find a correction vector. If BP does not converge, the edge weights obtained from

that step are fed to the Union Find algorithm [197].

The implementation of the BP and UF subroutines is provided by the ldpc library [199],

while the MWPM subroutine is provided by the Higgott2022pymatching library [109].
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4.3 Quantum chip, Noise and Fault Modelling

This section details the general characteristics of the considered superconducting quantum

chip model, the algorithmic implementation of the intrinsic noise model for a general su-

perconducting quantum computer and the radiation fault model used in all the analyses of

Section 4.5.

4.3.1 Quantum chip model

I have modelled a generic quantum chip, which is able to execute any quantum gate amongst

the ones available in the STIM library. This quantum chip model follows the reported topology

and hardware properties of top of the line quantum computers at the time of writing [101,

200]. The characteristic 𝜏1 coherence time of this simulated quantum chip has been set

to be of 85𝜇𝑠, while the gate durations have been set to 25𝑛𝑠 for single-qubit gates, 32𝑛𝑠

for two qubit gates and 58𝑛𝑠 for measure and reset gates, respectively, following values

from real world implementations [201–204]. Moreover, the topology of the interconnections

between qubits has been selected so that the considered QEC codes could be easily mapped

on the quantum chip without incurring in the need of SWAP operations. The mapping is

found through an homomorphic subgraph solver, by searching the interconnection structure

of a given quantum circuit into the quantum chip’s topology. The topology is built from

the repetition over two axes of a single connected component by a number or rows and

columns. An example of the topology of the quantum chip, as seen from a top-down view, is

provided in Figure 4.1: it has been generated from the repetition of a cross-shaped minimal

connected component over 20 diagonal rows and 20 diagonal columns, for a total of 760

qubits.

Although these characteristics are representative of current quantum devices, thanks

to the modular and open source design of the code library hereby presented, any current

and future quantum chip can be easily modelled and tested as well, including topologies,

gate timings and gate sets.

4.3.2 Intrinsic noise model

Superconducting quantum computers are subject to an ensemble of physical phenomena

that hinder the accuracy of quantum gate operations. Given the complexity of all the

variables at play, QEC codes are usually tested against artificial noise that optimally ap-

proximates a real quantum computer’s behaviour. It is common practice in the literature to

compose such intrinsic noise models through the usage of Pauli operators, under the umbrella
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Figure 4.1: Rotated square mesh quantum chip topology.

terminology of depolarisation error models [85]. They are parameterised by a noise error rate

𝑝, which is meant to match the average measured error rate of a real quantum computer.

The considered intrinsic noise model is a variation of the superconducting-inspired 1000 ns

cycle (SI1000) noise model [86]. I have identified four sets of quantum operations: the set of

single-qubit gates 𝒬1, the set of two qubit gates 𝒬2, the set of reset gates ℛ and the set

of measurement operatorsℳ. Noise is thus introduced in the quantum circuit operator

that probabilistically triggers either an 𝐼 operator or an operator in the set 𝒫𝑒 � {𝑋,𝑌, 𝑍}
after each qubit involved in a quantum gate or measurement operator, governed by the

model’s noise error rate. In the case of the 𝒬2 set, the noise operator is the tensor product

of two Pauli operators, which can either be 𝐼 or an operator in the 𝒫𝑒 set. Each of those

noise operators is then triggered independently, giving rise to uncorrelated errors across

qubits and over time, following the relations in Table 4.1.

Considering that the coherence time of modern superconducting quantum computers

is orders of magnitude longer than the execution time of a single QEC code round, it is
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Instrinsic noise model
Set 𝐼 𝒫𝑒 𝐼𝐼 𝐼𝒫𝑒 𝒫𝑒 𝐼 𝒫𝑒𝒫𝑒
𝒬1 1 − 𝑝

10
𝑝

30 − − − −
𝒬2 − − 1 − 𝑝 𝑝

5
𝑝

5
3𝑝
5

ℳ 1 − 5𝑝 5𝑝
3 − − − −

ℛ 1 − 2𝑝 2𝑝
3 − − − −

Table 4.1: Pauli error probability by quantum gate class.

reasonable to assume that the noise error rate 𝑝 remains constant throughout the execution

of the simulations. All the simulation results discussed in Section 4.5 refer to an intrinsic

noise rate 𝑝 = 10−5.

4.3.3 Radiation fault model

It is known that high energy events disturb the quantum information stored in multiple

qubits, ultimately reducing their coherence time. This behaviour has been modelled via

a probabilistic Y gate prepended to each quantum gate operation, that induces a loss of

coherence by erasing the information in the qubit according to a probability 𝑝𝑞𝑖 . This

probability depends on three factors, namely the time elapsed between the previous gate

operation on a qubit and the current gate operation on that same qubit, the spatial distance

between the impact locus of the high energy event and the qubit, and the time elapsed since

the beginning of the high energy event. From this, it follows that the high energy event’s

intensity depends on the quantum circuit’s structure, the architecture of the quantum chip

and time.

Over the temporal dimension, the probability for a qubit to undergo decoherence

depends on the 𝜏1 measure and the time elapsed between the previous and the current

quantum gate Δ𝑡𝑔 . High energy events significantly reduce 𝜏1, spiking in intensity as soon as

energy is deposited and gradually wearing off over time. This reduction has been modelled

through the 𝜏𝑟𝑎𝑑(𝑡) function, detailed in Equation 4.1, that is parameterised over the time 𝑡

at which the quantum gate is applied, and depends on three constants: the characteristic

𝜏1 of the quantum computer, the wall-clock time at the start of the high energy event 𝑡𝑟𝑎𝑑
and the total duration of the high energy event Δ𝑡𝑟𝑎𝑑.

𝜏𝑟𝑎𝑑(𝑡) = 𝜏1𝑒
10

(
𝑡−𝑡𝑟𝑎𝑑
Δ𝑡𝑟𝑎𝑑

−1
)

(4.1)

At the locus of the high energy event, the probability 𝑝𝑟𝑜𝑜𝑡 of the fault to trigger is computed
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through the 𝑇(Δ𝑡𝑔 , 𝑡) function, detailed in Equation 4.2, which also depends on the current

value of 𝜏𝑟𝑎𝑑(𝑡).
𝑇(Δ𝑡𝑔 , 𝑡) = 1 − 𝑒−

Δ𝑡𝑔

𝜏𝑟𝑎𝑑 (𝑡) (4.2)

Following the device model described in Section 4.3.1, the time required to execute a round

of quantum error correction will range from a few hundred to a few thousand nanoseconds,

depending on the depth of the quantum circuit that encodes the QEC code.

Over the spatial dimension, the charge deposited by a high energy event spreads across

the quantum chip, where the intensity of the radiation fault becomes lower the further away

a qubit is from the impact point. Knowing the planar coordinates of each qubit on the

quantum chip’s architecture, one can compute the Euclidean distance over two dimensions

Δ𝑠 from the locus of radiation to any qubit on the quantum chip. The 𝑆(Δ𝑠) function is used

to model the decreasing intensity of the radiation fault over the quantum chip, following the

inverse square of the distance from the locus of radiation, as shown in Equation 4.3.

𝑆(Δ𝑠) = 1

(Δ𝑠 + 1)2 (4.3)

Piecing Equations 4.1, 4.2 and 4.3 together let me define the 𝑃(Δ𝑠,Δ𝑡 , 𝑡) function, which

represents the probability 𝑝𝑞𝑖 of the qubit of index 𝑖 to undergo a radiation-induced erasure

error, as detailed in Equation 4.4.

𝑃(Δ𝑠,Δ𝑡𝑔 , 𝑡) = 𝑆(Δ𝑠)𝑇(Δ𝑡𝑔 , 𝑡) (4.4)

Observation IV.I
The radiation-induced fault intensity depends on a qubit’s distance from the source

of radiation, the time since the beginning of the radiation event and the idle time

between gates.

4.4 Radiation Event Identification (REI)

The main idea behind the REI subroutine is to detect and characterise a radiation-induced

fault making use of information regarding the device’s architecture, the QEC code’s mapping

on the device, and a dynamic backlog made of the previous syndrome measurements.

This algorithm has been explicitly designed to be agnostic of the QEC class, making it a

widely applicable subroutine for quantum error correction decoders. In Section 4.5.5 I also

propose how to use this information to move towards radiation-aware decoding. The term

identification implies both the ability of the algorithm to discern whether a radiation event is
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happening in real time, and that of knowing the approximate centre of the impact location

and its extension over the quantum chip. REI is composed of three steps: (1) radiation-fault

detection, (2) radiation impact location identification, and (3) area affected by radiation.

The latter two steps are necessary to evaluate if the unaffected qubits can still be used to

reconstruct the information regardless of the radiation-induced corruption.

Given the radiation fault model presented in Section 4.3.3, it is known that high energy

events show correlations in space, over neighbouring qubits on the quantum chip, and in

time, across time spans that last for thousands of QEC shots. The approach is presented in

Algorithm 1, jointly with the information processing scheme of Figure 4.2.

Since syndrome measurements are processed sequentially over time, the decoder keeps

track of the last 𝐾𝑚𝑎𝑥 syndromes with a First In First Out (FIFO) policy, in order to correlate

radiation errors in time. The backlog of 𝐾 ∈ [1, 𝐾𝑚𝑎𝑥] measured syndromes of size 𝑆 is

stored in a dynamic matrix s_matrix of size 𝐾×𝑆. Whenever a new syndrome measurement

is provided, the oldest syndrome measurement is discarded, and the current syndrome

measurement is appended as the last row of s_matrix. This latter matrix is then reduced

to a vector s_vector of size 𝑆 by summing over all the column values, and then normalised

by the number of rows in s_matrix. A vector q_defects of size 𝑄 is instantiated, following

the number of physical qubits in the considered QEC code. Each stabiliser measurement

in a QEC code is hosted on one specific physical qubit. The qubit_to_stabilisers dictionary

maps each physical qubit index 𝑞 to a vector of stabiliser indexes 𝑠 that are hosted on

𝑞. Iterating over all physical qubits 𝑞 used by the QEC code, the sum of the elements in

s_vector with indexes 𝑖 ∈ 𝑠, normalised by the cardinality of 𝑠 are stored in q_defects[𝑞].

The q_defects vector is pruned, keeping only those elements which are strictly larger than

𝑎𝑙𝑝ℎ𝑎 = 1/((𝑟𝑜𝑢𝑛𝑑𝑠 + 1)𝑆), and its results are stored in the dictionary 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 . If

the number of elements in 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 is smaller than two, no centroid can be found, and

the subroutine returns.

Otherwise, a matrix 𝑥𝑦𝑒 is instantiated, with rows equal to the number of elements in

𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 , and three columns. Iterating with index 𝑖 ∈ [0, 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 .𝑠𝑖𝑧𝑒] over the

(𝑞, 𝑒) pairs in 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 , the i-th row of 𝑥𝑦𝑒 is set as the 𝑥 and 𝑦 coordinate of qubit

𝑞 and its defect incidence rate 𝑒 . The Euclidean distance amongst all the qubits’ planar

coordinates in 𝑥𝑦𝑒 are then computed and stored in a distance matrix 𝑐𝑜𝑟𝑟_𝑚𝑎𝑡𝑟𝑖𝑥. In

doing so, the diagonal elements, which represent the distance of each qubit with itself,

are ignored. The minimum value for each column in the 𝑐𝑜𝑟𝑟_𝑚𝑎𝑡𝑟𝑖𝑥 is filtered and

collected in the 𝑐𝑙𝑜𝑠𝑒𝑠𝑡_𝑐𝑜𝑟𝑟_𝑞𝑢𝑏𝑖𝑡𝑠 vector, which is then averaged to compute the

𝑐𝑜𝑟𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛_ 𝑓 𝑎𝑐𝑡𝑜𝑟. If the latter is found to be strictly greater than the average minimum

Euclidean distance between all qubits in the quantum chip’s topology, then the events are
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Algorithm 1: Radiation Event Identification (REI)
Input: syndrome
Output: (x, y), radius

1 if 𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.rows = 0 then
2 𝑠_𝑚𝑎𝑡𝑟𝑖𝑥 ← 𝑠𝑦𝑛𝑑𝑟𝑜𝑚𝑒

3 else
4 if 𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.rows ≥ 𝐾𝑚𝑎𝑥 then
5 𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.delete(row=0)
6 end
7 𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.append(𝑠𝑦𝑛𝑑𝑟𝑜𝑚𝑒)
8 end
9 𝑠_𝑣𝑒𝑐𝑡𝑜𝑟 ← 𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.sum(axis="cols")

10 𝑠_𝑣𝑒𝑐𝑡𝑜𝑟 ← 𝑠_𝑣𝑒𝑐𝑡𝑜𝑟/𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.rows
11 𝑞_𝑑𝑒 𝑓 𝑒𝑐𝑡𝑠 ← vector(shape=(𝑄, ), init_value=0)
12 for (𝑞, 𝑠) ∈ 𝑞𝑢𝑏𝑖𝑡_𝑡𝑜_𝑠𝑡𝑎𝑏𝑖𝑙𝑖𝑠𝑒𝑟𝑠 do
13 𝑞_𝑑𝑒 𝑓 𝑒𝑐𝑡𝑠[𝑞] ← 𝑠_𝑣𝑒𝑐𝑡𝑜𝑟[𝑠].sum()/𝑠.rows
14 end
15 𝑎𝑙𝑝ℎ𝑎 ← 1/((𝑟𝑜𝑢𝑛𝑑𝑠 + 1)𝑠_𝑚𝑎𝑡𝑟𝑖𝑥.rows)
16 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 ← 𝑞_𝑑𝑒 𝑓 𝑒𝑐𝑡𝑠[𝑞_𝑑𝑒 𝑓 𝑒𝑐𝑡𝑠 > 𝑎𝑙𝑝ℎ𝑎]
17 if 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 .rows ≤ 2 then
18 return NULL
19 end
20 𝑥𝑦𝑒 ← matrix(rows=𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 .size, cols=3)
21 for (𝑖 , (𝑞, 𝑒)) ∈ 𝑝𝑟𝑢𝑛𝑒𝑑_𝑞 𝑓 do
22 𝑥𝑦𝑒[𝑖 , :] ← vector([𝑞.𝑥, 𝑞.𝑦, 𝑒])
23 end
24 𝑟𝑎𝑛𝑔𝑒 ← 𝑥𝑦𝑒[:, 2].max−𝑥𝑦𝑒[:, 2].min
25 if 𝑟𝑎𝑛𝑔𝑒 ≠ 0 then
26 𝑥𝑦𝑒[:, 2] ← (𝑥𝑦𝑒[:, 2]−𝑥𝑦𝑒[:, 2].min)/𝑟𝑎𝑛𝑔𝑒
27 end
28 𝑐𝑜𝑟𝑟_𝑚𝑎𝑡𝑟𝑖𝑥 ← euclidean_dist(𝑥𝑦𝑒[:, 0 : 2], 𝑥𝑦𝑒[:, 0 : 2],

ignore_self=True)
29 𝑐𝑙𝑜𝑠𝑒𝑠𝑡_𝑐𝑜𝑟𝑟_𝑞𝑢𝑏𝑖𝑡𝑠 ← 𝑐𝑜𝑟𝑟_𝑚𝑎𝑡𝑟𝑖𝑥.min(axis="cols")
30 𝑐𝑜𝑟𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛_ 𝑓 𝑎𝑐𝑡𝑜𝑟 ← avg(𝑐𝑙𝑜𝑠𝑒𝑠𝑡_𝑐𝑜𝑟𝑟_𝑞𝑢𝑏𝑖𝑡𝑠)
31 if 𝑐𝑜𝑟𝑟𝑒𝑙𝑎𝑡𝑖𝑜𝑛_ 𝑓 𝑎𝑐𝑡𝑜𝑟 > 2 ∗ 𝑑𝑒𝑣𝑖𝑐𝑒_𝑎𝑣𝑔_𝑚𝑖𝑛_𝑑𝑖𝑠𝑡 then
32 return NULL
33 end
34 𝑥𝑦𝑒[:, 2] ← power(𝑥𝑦𝑒[:, 2], 2)
35 𝑥 ← avg(𝑥𝑦𝑒[:, 0], weights=𝑥𝑦𝑒[:, 2])
36 𝑦 ← avg(𝑥𝑦𝑒[:, 1], weights=𝑥𝑦𝑒[:, 2])
37 𝑑_𝑣𝑒𝑐𝑡𝑜𝑟 ← euclidean_dist(𝑥𝑦𝑒[:, 0 : 2], vector([𝑥, 𝑦]))
38 𝑟𝑎𝑑𝑖𝑢𝑠 ← 2∗ avg(𝑑_𝑣𝑒𝑐𝑡𝑜𝑟, weights=𝑥𝑦𝑒[:, 2])
39 return ((𝑥, 𝑦), 𝑟𝑎𝑑𝑖𝑢𝑠)
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4.4. Radiation Event Identification (REI)

Figure 4.2: REI algorithm information processing diagram.
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considered uncorrelated and the subroutine returns without detecting a radiation event.

Otherwise, the physical 𝑥, 𝑦 coordinates of each physical qubit, the coordinates of the locus

of the high energy event are computed as the average over the 𝑥 and the 𝑦 coordinates of

all qubits, weighted by the error column 𝑥𝑦𝑒[:, 2] which had been previously elevated to the

power of two. The radius of the high energy event is computed as twice the average weighted

Euclidean distance between each qubit and the newfound coordinates of the radiation error

locus.

Observation IV.II
It is possible to identify a circular threshold that encloses radiation’s area-of-effect,

which shrinks over time. All equidistant qubits experience on average the same

radiation-induced fault intensity.

4.5 Results

To show the efficacy and efficiency of the REI subroutine and its applications, I devised a set

of five separate analyses, considering variable code distances for the Rotated Surface code,

different loci for radiation faults, multiple Tanner graph based decoder implementations,

and configurations of the mapped surface codes on the quantum chip’s architecture.

4.5.1 Code distance impact on detected area-of-effect

The subject of this analysis is to compare the REI subroutine efficacy on the Rotated Surface

code against the same simulated radiation event at different code distances. To keep the

analysis as interesting and relevant as possible, I have selected the centre of the quantum

chip as the locus of radiation, which is the worst case scenario for such an event. Each

radiation event begins at time zero, with an overall duration of 1 𝑚𝑠, meaning that the

intensity of the fault after that time is strictly lower than the intrinsic noise rate of the

quantum device. The Rotated Surface code is considered for both the X-basis and the

Z-basis, at code distances varying from 5 to 19. Statistics are drawn over 512 independent

syndrome sequences over time.

Figure 4.3 compares the REI subroutine’s outputs on both basis correction passes of

the Rotated Surface code, on the first and the second row respectively. In the first column,

one can notice how the radiation detection rate, that is the incidence by which the REI

subroutine successfully spots a radiation event, suffers from no false positives outside the

time window of the fault. Moreover, the identification of the fault is triggered sharply as
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Figure 4.3: Code distance relation with radiation area-of-effect detection.

soon as it begins, regardless of the code distance and the basis considered. Notably, the tail

of the radiation fault, which is exponentially less intense at the end than at the beginning of

the event, stops being detected slightly earlier in higher distance codes.

Observation IV.III
Radiation event identification is code and error-basis agnostic, and can be identified

at runtime and separated from regular intrinsic noise.

In the two rightmost plots of Figure 4.3, I have considered the ratio of stabilisers affected

by the radiation event over the total number of stabilisers in the surface code. Given the

properties of radiation faults described in Section 4.3.3, one would expect the affected area

to be circle-shaped and centred on the injection point. In all the considered experiments, all

code configurations are subject to a simulated radiation fault of equal position and intensity,

thus inducing comparable error rates in the same qubits across simulations. Notably, the

ratio of corrupted stabilisers is inversely proportional to the code distance, as they are more

closely compacted around the fault’s source. In fact, codes which use a lower number of
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Figure 4.4: Detection of the area-of-effect of radiation faults.

qubits will inevitably incur a higher ratio of failing stabilisers, as the area of effect of radiation

is the result of a physical phenomenon, unaffected by the choice of QEC code. Inversely,

using a larger number of resources will in turn reduce the percentage of affected stabilisers,

as the QEC code will have more stabilisers "to spare". Once again, the choice of the Rotated

Surface code’s basis is transparent to the measured metric.

Observation IV.IV
Larger distance Rotated Surface codes have a higher chance of preserving information

from radiation events, as a lower ratio of stabiliser qubits is corrupted.

4.5.2 Effect of radiation fault position

In this analysis, I have characterised the detection capabilities of the REI subroutine. This

includes testing both the incidence of detection of a high energy event and the ratio of

stabiliser qubits affected by the event.

In Figure 4.4, the radiation detection efficacy on the Rotated Surface code of distance 15,

drawing statistics for three separate radiation fault loci, highlighted in red in the left subplot.

These injection points are labelled as Central, North-West and West, as outlined in the three

different locations of the left subplot. The detection rate of radiation events is shown in the

centre, while the estimated ratio of stabilisers affected over time by the radiation event is

on the right. Statistics are drawn over 128 samples. For all of them, the radiation event is

injected at time 0 ms and lasts for 1 ms. The aim is to highlight that the REI’s performance

is not affected by the fault location, as it can still accurately identify the fault even if corner

qubits are affected.

The middle subplot represents the evolution over time of the incidence of detection

of a radiation event. The REI subroutine immediately spots the presence of a radiation
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event, with a detection rate that sharply falls off towards the end of the event at 1 𝑚𝑠.

The North-West injection point stops being detected about 50 𝜇𝑠 earlier than the Central

one, and the West injection point stops being detected about 100 𝜇𝑠 before the Central

one. From this, it follows that the detection rate of the Central event, which affects a larger

portion of qubits, is detected as active for a longer period of time.

In the rightmost plot the position of the radiation locus is correlated with the ratio of

affected stabiliser qubits. Since the intensity of the radiation event over the quantum chip’s

surface area dampens with inverse square proportionality, the further a locus of radiation

is from the centre of the QEC code, the lower number of qubits, and thus stabilisers, are

going to be affected. One can notice this trend as the Central injection point retains the

largest number of affected stabiliser qubits over time, whilst the West injection point retains

the fewest. Given that every location on the quantum chip is equally likely to be hit, one

can state that the rate of affected stabiliser qubits is upper bounded in the worst case by

a radiation event hitting the centre of the surface code. However, a lower bound can not

be identified, as the high energy event may impact a set of coordinates that lie outside the

area belonging to the surface code. In this latter case, some of the stabiliser qubits might

still be affected.

Observation IV.V
The temporal persistence of a radiation event is correlated to the affected area in the

surface code. Peripheral faults induce transients that last for less time than those at

the code’s centre.

4.5.3 Radiation detection complexity and time performance

The scope of this analysis is to understand the impact of the radiation detection routine in

the context of the constraints associated to QEC decoding in modern quantum computers.

Most importantly, I wanted to prove that the REI subroutine is efficient enough in terms of

time to solution to be possibly integrated in existing decoders, as later shown in Section 4.5.5.

For this task, I once again consider the Rotated Surface code in the Z basis, at distances

ranging from 5 to 19.

Figure 4.5 reports the average overhead ratio on the Z-basis pass of the Rotated Surface

code for growing code distance, with black bars representing the standard deviation. This is

done with an optimised C implementation of the REI subroutine, compared with the time

to solution of the Minimum Weight Perfect Matching decoder, which is the fastest in terms

of time to solution between the decoders reported in Section 4.2.2. For the sake of space, I
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Figure 4.5: Overhead ratio of REI over the MWPM decoder.

did not report the relative overhead with respect to the other Tanner graph based decoders.

In both the REI subroutine and the MWPM decoder cases, the input is a set of random

stabiliser syndromes. The average overhead induced by the subroutine ranges between

0.1% for the distance three Rotated Surface code, to no more than 0.2% for the same

code at distance 19, despite the quadratic increase in the number of stabiliser qubits. The

REI subroutine requires from three to two orders of magnitude less time than the MWPM

decoder to provide an output, thanks to early exit conditions that trigger in absence of a

radiation event. It is thus reasonable to assume the insertion of the REI subroutine as a

component of future QEC decoders.

Observation IV.VI
Without the need for vectorisation, the sequential implementation of the REI subrou-

tine introduces minimal overhead with respect to the decoding step.

Most of the complexity of the REI subroutine stems from the computation of the Eu-

clidean distance between two vectors of coordinates of size 𝑛, which add up to a complexity

of 𝑂(𝑛2) in the number of comparisons, whilst the remainder of the operations have com-

plexity 𝑂(𝑛), where in the worst case 𝑛 = (𝑑2−1), with 𝑑 being the distance of the surface

code. This scales favourably with respect to the 𝑂(𝑑6𝑙𝑜𝑔(𝑑)) complexity of the MWPM

decoder for a code of distance 𝑑 [109]. Since the highest complexity operations of the REI

subroutine are easily vectorisable and parallelisable, the time to solution would reach similar

acceleration as that of hardware based decoders in use in real-world quantum computers.
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Figure 4.6: Multi-code logical error evolution.

4.5.4 Multi-code logical error correlation

Recent years have seen a surge in the number of physical qubits embedded in a single

superconducting chip. There is reason to believe that this trend will continue, and that

multiple QEC codes may be placed onto the same quantum chip. In this analysis, I have

extrapolated the logical error rates of a future large-scale superconducting quantum chip.

To do so I have considered an expanded chip structure, with the same repeating pattern

as the one presented in Figure 4.1, hosting four distance 15 Rotated Surface codes, placed

respectively in North, South, East and West quadrants obtained by cutting the quantum

chip with two orthogonal diagonal lines. I have reported the performance of the Minimum

Weight Perfect Matching decoder with respect to three independent loci for the radiation

fault in separate simulations. Similarly to what had been presented in Section 4.5.2, three

fault positions are identified: the Central fault position, equidistant to all surface codes, one

fault position at the halfway North-East point between two surface codes, and one fault

position centred onto the North surface code.

Figure 4.6 presents the post-decoding logical error rate of the four surface codes as a

function of time, considering a radiation fault lasting for 1 𝑚𝑠, drawing statistics over 256

shots.

Observation IV.VII
Surface codes which are equidistant from a radiation event will experience correlated

logical error spikes of similar intensity.

In the leftmost subplot, once can see how all surface codes are equally affected by the

Central radiation fault, with logical rates that closely match one another. This behaviour is
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expected, since they are all equidistant from the locus of radiation.

Conversely, when considering the North injection point in the middle subplot, the North

surface code is affected to a higher degree by the radiation fault, reaching a peak of more

than 53% logical error rate for more than half of the total fault’s duration, whilst the second

closest is the West surface code, with a peak at about 45%, closely followed by the East

code with a similar peak at 41%, while the furthest surface code, in the South quadrant

reaches a lower peak of 34%. Notably, the overall persistence of the peak is longer for

the North code, which is affected the most, while in further away codes the logical error

converges to zero faster. In the leftmost plot, when considering the North-East locus of

radiation, both the North and the East codes reach a peak logic error rate of about 50%,

while the West and South code reach lower peaks of about 40%. Physical distance from the

impact point is thus insufficient to prevent multi-code logical errors. One can thus expect

bundles of proximal logical qubits to be subject to correlated logical error spikes.

Observation IV.VIII
Radiation events reaching far away surface codes can still overcome their error

correction threshold, although to a lesser degree than closer events.

4.5.5 Radiation aware decoding

I conjecture that, by using information from the REI subroutine (fault detection, fault location

identification, and area affected by radiation), one can partly mitigate the effects of radiation

on the Rotated Surface code during the decoding phase. Intuitively, since the stabilisers are

physically interleaved with data qubits, and radiation spreads in space, I expect that if a

group of stabilisers has been corrupted, the data qubits inside that area have been affected

by radiation as well. Once the area of effect of the radiation event has been identified,

a bitwise inversion is applied to all the stabiliser measurements in the current syndrome

that were hosted on physical qubits inside the affected area, mapping true values to false,

and vice versa. If a stabiliser measurement belongs to a qubit outside the radiation fault,

it is left unmodified. This processed syndrome is then fed to the Minimum Weight Perfect

Matching decoder, which will provide an output prediction for the state of the QEC code, to

be compared with the rest of the decoders, thus labelling it the RadMatching decoder.

To measure if RadMatching can be effectively used to compensate for radiation-induced

events, the logical error rate of the Rotated Surface code is compared with the Tanner graph

based decoders presented in Section 4.2.2: MWPM, BM, Belief Find (BF) and UF. This is done

considering a single radiation fault, lasting for 1 𝑚𝑠, injected at the centre of the quantum
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chip, where radiation’s effects are most detrimental, and a Rotated Surface code of distance

9 with 9 repetitions per round of correction. The performance of all decoders is compared

onto the same temporal sequence of syndrome measurements. Statistics are drawn over

384 shots.

Figure 4.7: Decoder performance comparison.
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Figure 4.7, presents the logical error of the Rotated Surface code over the time window

of the radiation fault. Decoders are ordered from best to worst going left to right. The

performance of the RadMatching implementation is shown on the leftmost subplot, using

the REI subroutine together with the MWPM decoder. The presented approach improves

onto the logical error of the non radiation-aware MWPM decoder by upwards of 25% at the

beginning of the radiation event, when the fault’s intensity is maximal.

Observation IV.IX
Identification of radiation’s area-of-effect provides vital information to the RadMatch-

ing decoder, lowering the overall logical error rate of the Rotated Surface code.

All the other non-radiation aware graph based decoders considered in this analysis show

marginally worse performance than the MWPM decoder, with the BM decoder reaching a

peak of 50%, the BF decoder reaching a peak of 52% and the UF decoder reaching again

a peak of 50%. All the four non radiation-aware decoders maintain their respective logical

error peak from more than half of the total duration of the fault. On the other hand, the

RadMatching decoder shows a relatively stable logical error rate of about 25% in the first

third of the radiation event’s duration, albeit reaching a logical error of about 35% at the

halfway point, which is slightly higher than that at the beginning of the time window. This

slight performance degradation (which still shows an improvement over existing decoders) is

due to the lower radiation detection rate after the halfway point, since the intensity of the

radiation fault gets smaller over time, as shown in Section 4.3. In the last portion of the time

evolution, all the considered decoders converge to their respective nominal radiation-free

logical error rates.

Observation IV.X
Tanner-graph based decoders which are not radiation aware can not keep up with

the error rates imposed by radiation events.

4.6 Chapter summary

In this chapter, I have discussed how to model the impact of a high energy event onto a

superconducting quantum chip, to later run simulations on multiple configurations of the

Rotated Surface code.

Reaching back to the introductory research questions of this chapter, I have tackled RQ1

by introducing the novel REI subroutine, which makes it possible to identify the incidence

and the area-of-effect of radiation events at runtime, with a time to solution which is just
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a fraction of that of decoding. Important observations relative to RQ2 have also been

underlined, stating that larger surface codes are inherently more likely to preserve stabiliser

information in the event of radiation faults, and that the most detrimental location for a

fault to happen is right at the centre of the surface code’s area, with longer lasting transient

effects with respect to peripheral positions. Moreover, I have deepened my answer to RQ2

by considering the post-decoding logical error rates of a set of Rotated Surface codes on a

shared quantum chip, noticing how their logical error rate is correlated to their respective

distance from the impact point, hinting at how radiation-induced faults might propagate

across logical qubits. Furthermore, I have compared a set of Tanner-graph based decoders,

highlighting that standard decoding techniques are not sufficient for dealing with radiation

events. At last, RQ3 has been assessed by measuring the performance of the RadMatching

decoder, a MWPM decoder made radiation-aware by the REI subroutine, showing an average

reduction of the logical error rate by about 25% with respect to other approaches.

This chapter stresses the urgency of finding new and alternative solutions to the issue im-

posed by high energy events in superconducting quantum computers. Despite the promising

results, there is still plenty of research to be done, regarding extensions and generalisations

of radiation-aware decoding techniques, the verification of new QEC code classes, and the

analysis of extended prototypes for quantum memories.
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5
Cross-layer hardening of qubits

The struggle of the hour in quantum computing research is achieving effective suppression of

the error mechanisms induced by the interaction of external radiation with superconducting

quantum devices. Despite the rapid advancements in QEC of recent years, radiation-induced

faults are yet to be fully addressed. These events are known to be the cause of simultaneous

correlated defects in qubits that lie onto a single substrate, ultimately annulling QEC codes

effectiveness.

5.1 Objectives

In this chapter, I aim at providing an effective and affordable radiation-induced fault suppres-

sion by exploiting cross-layer hardening. This is done by selectively combining substrate-level

phonon barriers and QEC interleaving via a planar-mesh tiling algorithm, TETRIS-Q, reach-

ing efficient and effective suppression of radiation events. Substrate phonon-barriers [130,

152] enclose one or multiple qubits into tiles, thus limiting spatially correlated faults. The

proposed cross-layer solution comes at no extra cost in terms of QEC code execution or

decoding time. The objective is to merge the qualities of QEC and phonon-barriers, all while

reducing the overall cost of implementing qubit hardening solutions. The investigation is

guided by these research questions:

This chapter refers to the contents of the article "TETRIS-Q: Tiling-based Effective Transient-fault Reduction on Interleaved Superconducting
Qubits", written by M. Vallero et al. and currently under review [205].
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• RQ1: To what extent do phonon barriers improve QEC codes’ tolerance to radiation

events?

• RQ2: What is the optimal phonon barrier size and position to preserve QEC opera-

tivity?

• RQ3: Can phonon barriers improve the error threshold of QEC codes?

• RQ4: Does interleaving multiple independent QEC codes improve their reliability to

radiation events?

• RQ5: What reliability improvements can be gained by using both barriers and QEC

interleaving?

Following real-world implementations, barriers are characterised by a permeability qual-

ity factor, which I took as input for my simulations, only partly limiting the dispersion of

radiation-induced quasiparticles to well-defined portions of the quantum chip. The theory

supporting phonon-barriers is that, by disrupting the spatially correlated nature of radiation

faults, the resilience of current QEC codes will be considerably boosted, without incurring

in any additional runtime or decoding overhead.

With ever-increasing on-device qubit counts, more and more independent logical qubits

are being embedded in independent QEC codes on a single chip. I thus also leveraged the

TETRIS-Q tiling algorithm to interleave multiple separate QEC codes. The intent is to increase

the physical distance between virtually-close qubits in a QEC code whilst maintaining the

same total number of embedded logical qubits.

By merging phonon barriers placement and QEC interleaving, I managed to reduce the

impact of simulated radiation-induced faults below the intrinsic noise floor of the super-

conducting quantum computer. Besides, I have optimised for the implementation cost of

the phonon-barriers in order to reach the desired level of reliability without incurring in

diminishing returns in effectiveness.

I have modelled and simulated radiation-induced transient faults over a plethora of

barrier and QEC interleaving configurations. Through more than 51 million radiation fault

injections, I show peak logical error reductions of more than 99.8%, together with an 80%

reduction of the observable transient duration with permeable barriers. I found that sparser

tiling can reach comparable performance to single qubit tiling, prompting cost reductions

of upwards of 87% in barrier tracing. By leveraging independent QEC code interleaving, I

have measured up to one order of magnitude average logical error rate reductions without
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the use of permeable barriers, and up to three orders of magnitude with the joint usage of

barriers.

The chapter makes direct reference to the concept of radiation events in superconducting

quantum computers, as described in Chapter 1, Section 1.1.7. The structure of the chapter

is as follows. Section 5.2 introduces the QEC classes object of the later analyses, and details

hardware hardening approaches. Following this, Section 5.3 presents the models used for the

quantum computer, intrinsic noise and radiation-induced faults, then discuss the TETRIS-Q

tiling strategy, the modelling of phonon barriers and the QEC interleaving approach. The

main findings of the chapter are presented in Section 5.5, with final considerations along a

summary in Section 5.6.

5.2 Background

This section provides a description of both radiation events and QEC to acquaint the reader

with the concepts of the later sections.

5.2.1 Quantum Error Correction

This study focused its efforts on the currently most widely adopted class of QEC codes, the

rotated surface code [98]. The main advantage of this code class lies in its planar connectivity

requirement amongst qubits of degree ≤ 4, which makes them easily implementable in

current day quantum hardware. This gives also rise to a defect decomposition that gives

rise to graph-like errors, which can be easily decoded with efficient and fast decoders, such

as minimum weight perfect matching [109, 110]. In the context of the considered QEC codes,

a syndrome extraction round lasts around a few microseconds or less, as such radiation

events are expected to hinder multiple subsequent rounds of correction [21].

5.2.2 Radiation hardening methods

Preliminary radiation-hardening solutions have been proposed. Gap-engineering, an hardware-

level tuning of the energy threshold required to cross the Josephson junctions, which is

designed to regulate intrinsic device noise, has shown promising results in phonon-mediated

cross talk reduction [206–209]. There is, however, limited evidence of its effectiveness over

the whole spectrum of radiation events [101, 149, 151, 210]. Placing quantum computers in

underground facilities limits the external radiation flux reaching the device, although scaling
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this approach is impractical [129, 135, 142, 144]. The decoupling of superconducting compo-

nents from the substrate has shown a notable reduction of the incidence of radiation events,

but this also imposes serious manufacturing quality variance and scaleability challenges [148].

The usage of geometrical trenches, insulating layers, downconversion structures or phonon

barriers limits the generation and diffusion of quasiparticles in superconducting quantum

computers [130, 151–156], all while increasing manufacturing costs on a per qubit basis, which

makes them not cost-effective.

Figure 5.1: Generalised effect of substrate barriers.

5.2.3 Main contribution

The concept of substrate-level phonon barrier used in this paper refers to a hardware-level

solution intent at limiting the spreading of radiation byproducts across the substrate of a

quantum chip. From a higher abstraction point of view, these barriers reduce the incidence

of simultaneous correlated faults at the qubit level, as exemplified in Figure 5.1. I did not

focus on any specific physical implementation for such barriers, as multiple alternatives are

currently being explored in the field [152, 211], but rather I looked into the higher-abstraction

implications of where to put barriers, how many qubits should they enclose, and how to

optimise their usage. The aim was to provide both cost-efficient and effective radiation

suppression via hardware-software co-design.
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Observation V.I
Substrate barriers limit radiation-deposited energy propagation, aiming to reduce the

incidence of spatially correlated radiation-induced faults.

Any barrier is characterised by its ability to prevent the passage of quasiparticles, namely

its permeability. The phonon flux attenuation provided by these barrier technologies has

been experimentally measured to be in the order of 2− 100× [152, 211] with aluminium strip

barriers with widths ranging between 10−100𝜇𝑚 [212, 213], hinting at an inverse correlation

between a barrier’s width 𝑤 and its permeability, as 𝑏𝑝 ∝ 1/𝑤. In the context of a linear

multiplicative model, a barrier with permeability 𝑏𝑝 = 1 will not reduce the quasiparticle

flux, while a barrier with permeability 𝑏𝑝 = 0 is an ideal barrier, allowing no energy leakage.

Realistic engineering constraints limit the range of achievable barrier permeability quality

factors as 𝑏𝑝 ∈ [0, 0.01], starting from more permeable trenches and metallisation stripes

to less permeable multi-layered etchings. I considered the increasing cost of implementing

a less permeable barrier with respect to the increase in its width, in the following simple

model correlating barrier width in 𝜇𝑚 and the barrier permeability quality factor 𝑏𝑝 that

reduces the phonon flux.

𝑤(𝑏𝑝) = 10

√
1 − 𝑥
𝑥

(5.1)

The cost of implementing a barrier must then be multiplied by the total length of all

the barriers that need to be manufactured to create a tiling of the whole quantum chip, as

later explained in Section 5.4.2.

I analysed the effectiveness of substrate-level phonon barriers by enclosing one or

multiple qubits in tiles, an exclusive set of qubits which are spatially close on the quantum

chip’s substrate. Quasiparticles can easily propagate inside a tile, while being less likely to

diffuse across adjacent tiles. In this context, a size-1 tile corresponds to a contiguous barrier

enclosing a single qubit. The subdivision of the qubits on the quantum chip in separate tiles

of variable size is defined as a tiling of the topology of the quantum chip.

5.3 Setup and methodology

This section goes over intrinsic noise and radiation fault models used for the presented

simulations. I have considered a generalised superconducting quantum computer model,

with square lattice connectivity amongst a quantum chip with 1741 qubits. This qubit count is

not a stringent requirement, as most of the simulations required the usage of just a portion

of the whole quantum chip. All the simulation data presented in this chapter has been
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computed on the distributed nodes of the Leonardo supercomputer, provided by CINECA,

Italy. Additional information on this supercomputer had been previously provided in Chapter

2. The simulation library employed is STIM [54].
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Figure 5.2: Quantum chip topology with an embedded rotated surface code.

5.3.1 Intrinsic noise model

In all the simulations, the intrinsic noise model considered was the standard SI1000, a

commonplace representation of superconducting quantum computer inspired noise generally

employed when testing QEC codes [86]. It operates by appending a randomised Pauli noise

operator after each quantum gate in a quantum circuit, which is then triggered at the

syndrome sampling step according to a given probability p. The intensity of intrinsic noise

is thus parameterised by p, which can thus be easily swept over a continuous range of

intensities. With respect to the original implementation, the intrinsic noise model used in

this chapter has been extended to accommodate for all the gates employed in the considered

QEC codes, but has been left otherwise unaltered.
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5.3.2 Radiation fault model

Radiation events induce a spatio-temporally correlated reduction of the coherence time

𝜏1 of multiple qubits [24, 126]. The radiation fault model makes use of information from

the properties of a modelled radiation event, the physical placement of qubits on the

quantum chip, and the gate and coherence times of a generalised superconducting quantum

computer [177, 187]. This model represents the effect of correlated radiation faults by

injecting correlated Y-ERROR operators during the execution of a quantum circuit, which

trigger according to a given probability.

The reduction in the characteristic 𝜏1 time of a qubit follows

𝜏𝑟𝑎𝑑(𝑡) = 𝜏1𝑒
10((𝑡−𝑡𝑟𝑎𝑑)/Δ𝑡𝑟𝑎𝑑−1), (5.2)

taking into account the current time 𝑡, the beginning time of the radiation event 𝑡𝑟𝑎𝑑, and

the overall duration of the radiation event Δ𝑡𝑟𝑎𝑑. The 𝜏𝑟𝑎𝑑(𝑡) coherence time is used as an

argument of

𝑇(Δ𝑡𝑔 , 𝑡) = 1 − 𝑒−Δ𝑡𝑔/𝜏𝑟𝑎𝑑(𝑡), (5.3)

that together with the elapsed time since the last gate on a qubit, governs the probability of

that qubit to undergo a radiation-induced fault. The distance of a qubit Δ𝑠 from the impact

point of the radiation event, also called locus of radiation, introduces the dampening factor

𝑆(Δ𝑠) = 1/(Δ𝑠 + 1)2, (5.4)

that represents how energy dissipated in the quantum chip’s substrate. As such, the proba-

bility for a qubit to undergo a radiation-induced fault follows Equation 5.5.

𝑃(Δ𝑡𝑔 , 𝑡 ,Δ𝑠) = 𝑇(Δ𝑡𝑔 , 𝑡)𝑆(Δ𝑠) (5.5)

The radiation fault model automatically introduces these faults only during the Δ𝑡𝑟𝑎𝑑

time window.

5.4 Tiling, barriers and interleaving

This Section describes the effects of barriers in the radiation-induced fault simulation model,

and goes into detail over the tiling and interleaving strategy employed in this paper.
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5.4.1 Tiling strategy

The TETRIS-Q algorithm I used is a general algorithm working over a coordinate-aware

planar square lattice graph. The algorithm takes as input a graph, a starting vertex 𝑣𝑠 ,

usually at the centre of the graph, and a tile size 𝑡𝑠𝑖𝑧𝑒 . At first, it identifies the shape

of the master tile, which is composed of the largest complete square of vertexes, of side

𝑠𝑠𝑖𝑧𝑒 = ⌊
√
𝑡𝑠𝑖𝑧𝑒⌋, plus the remaining vertexes 𝑉𝑟 = 𝑡𝑠𝑖𝑧𝑒 − 𝑠2𝑠𝑖𝑧𝑒 wrapped around the upper-

right side of the square. The first tile is placed onto the coordinates associated to the vertex

𝑣𝑠 , then all other non-overlapping tiles are discovered via a breadth-first search. With this

configuration, if multiple tiles are adjacent to one another, they share at least one side, and

each tile contains the same number of vertexes, exception made for the vertexes on the

outer portions of the graph. The algorithm produces a hypergraph, where each vertex is a

contraction of a group of vertexes from the input graph.

5.4.2 Barriers

Barriers are thus placed onto the perimeters of the tiles computed by the TETRIS-Q algo-

rithm, which can easily extend the tiling to any quantum chip topology. In the hypergraph,

each vertex represents a tile, and the edges represent a shared barrier with a physically

adjacent tile. An example of tiling pattern and hypergraph generation is presented in Figure

5.3. In the context of barriers 𝑡𝑠𝑖𝑧𝑒 directly amounts to the total number of qubits inside

each tile.

In the context of barriers, each tile introduces a barrier on its perimeter. This imposes

one additional dampening factor on the probability of a qubit to experience a radiation-

induced fault, as outlined in Equation 5.6, where Δ𝑙 is the path length between the tile

of a qubit and locus of radiation’s tile, and 𝑏𝑝 is the parameterisable barrier permeability.

Notably, a 𝑏𝑝 = 1 means that the barriers provide no damping.

𝐵(Δ𝑙) = 𝑏Δ𝑙𝑝 , Δ𝑙 ∈ N (5.6)

This let me extend Equation 5.5, adding the 𝐵(Δ𝑡) damping parameter induced by the

presence of tiles, giving rise to Equation 5.7, which has been used in this paper.

𝑃(Δ𝑡𝑔 , 𝑡 ,Δ𝑠,Δ𝑙) = 𝑇(Δ𝑡𝑔 , 𝑡)𝑆(Δ𝑠)𝐵(Δ𝑙) (5.7)

The fabrication costs of barriers scale linearly with the total perimeter of all the barriers

that need to be put onto the quantum chip. To compute do this, one must thus resort to

the barrier hypergraph, since it provides information about the adjacency of barriers. The
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Figure 5.3: The quantum chip’s topology (left) is used to create the barrier hypergraph (right)
with a tiling pattern of dimension 𝑡𝑖𝑙𝑒𝑠𝑖𝑧𝑒 = 5, where each tile contains at most five qubits.
The total phonon barrier perimeter is highlighted in purple.

total length 𝑃𝑟𝑠 is thus given by the summation of the perimeter of all barriers, minus all

the overlapping portions of the perimeter of each tile in excess of one.

Observation V.II
The cost of a tiling depends on the size and shape of the tile, and the relative

placement of the tiling with respect to the quantum chip’s topology.

1 11 19 29 41 55 71 89 109 131 155 181 209 239 256
qubits per tile

0
500

1000
1500
2000
2500
3000
3500
4000

P r
s

Figure 5.4: The 𝑃𝑟𝑠 barrier cost per tile size, onto a square lattice topology boasting 1741
qubits. Due to quantum chip topology boundaries, the tiling cost does not decrease mono-
tonically. X-axis labels represent local maximum 𝑃𝑟𝑠 cost.

In Figure 5.4 one can observe the cost 𝑃𝑟𝑠 , i.e. the total length of the barrier traces in

relative units, in function of the tile size, on the quantum computer topology, for a total

of 1741 physical qubits. The maximum cost is obtained when each qubit has its separate

tile, while the minimum cost is obtained for a tile size that encompasses all qubits. Besides,
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the goal of tiling barriers is to simultaneously minimise both the 𝑃𝑟𝑠 cost and the expected

logical error rate of QEC, as I will discuss in Section 5.5.2.

5.4.3 Interleaving

Quantum circuit interleaving is a software-hardware co-design approach that aims at finding

suitable quantum circuits mappings over a grid of qubits. Given the rise of hardware-software

co-design solutions for QEC codes, this can be seen as a further possible improvement

to disentangle spatially close qubits from virtually correlated errors in QEC codes. This

specialisation is deemed extremely important in the context of future fault-tolerant quan-

tum computers, where multiple QEC codes, and thus logical qubits, may share the same

purpose-built quantum chip. From a topological standpoint, only qubits directly involved

in the operation of a specific QEC code will be interconnected, thus giving rise to coupling

line overlaps to be managed via three-dimensional coupling lines over the substrate. The

implications of this choice from an engineering standpoint will not be made subject of anal-

ysis in this paper. From an higher abstraction standpoint, interleaving independent QEC

codes is the dual of the base case, which corresponds to relegate independent QEC codes

in non-overlapping portions of the quantum chip.

The hypergraph can also be used to identify interleaving patterns to map multiple

quantum circuits sharing the same dependency graph. The spatial sorting of vertexes, i.e.

qubits, in each tile of the hypergraph is preserved. This makes it so that one can map a

circuit onto the hypergraph derived from the quantum chip’s topology, and then shift this

mapping for multiple circuits amongst all the positions inside each tile. In a top-down view

of the quantum chip, this amounts to interleaving multiple independent quantum circuits.

5.5 Results

This Section goes over the main findings of the chapter. The quantum computer has been

modelled with a characteristic 𝜏1 time of 85 𝜇𝑠, a single-qubit/two-qubit/measure-reset

gate duration of 25/32/58 𝑛𝑠. The SI1000 [86] intrinsic noise rate is set to 𝑝 = 10−5, unless

otherwise noted. All the simulated radiation faults considered have been injected at the

centre of the quantum chip, where the reach and intensity of the fault is maximal across

the largest number of physical qubits. The duration of the radiation fault is set to 100

𝑚𝑠, following both results from the literature [23, 135, 137, 214, 215] and similar simulations

of the same phenomena [177, 187]. The QEC codes considered have been decoded using

the PyMatching MWPM decoder [109], as previous simulations from Chapter 4 using other
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Figure 5.5: Rotated surface code logical error rates with 1, 4 and 9 qubit tiles (top to bottom),
varying over increasing rotated surface code distance 𝑑 (left to right) and barrier permeability
𝑏𝑝 (plot hues). The case with no barriers acts as the base case, while barrier permeability
costs follow Equation 5.1. The tiling with 4-qubit tiles and 9-qubit tiles incur in barrier tracing
costs of 47% and 61%, respectively.

graph-based decoders showed no evident performance difference in the context of simulated

radiation-induced faults.

5.5.1 Effect of barriers over time

This first analysis I considered a set of rotated surface code distances 𝑑, where 𝑑 ∈
{5, 7, 9, 11}, and measure the post decoding logical error rate in the presence of an identical

radiation fault injected at 𝑡 = 10 𝑚𝑠 and lasting for 100 𝑚𝑠. The tiling patterns considered

in this analysis are square shaped containing 1, 4 and 9 qubits, respectively, whilst performing

a sweep over the barrier permeability factors with 𝑏𝑝 ∈ {1, 0.5, 0.1, 0.05, 0.01}. I measured

141 time steps and 1024 shots per time step.

In Figure 5.5, I considered increasing phonon barrier tile sizes growing from top to bottom

and rotated surface code distances growing from left to right, whilst logical error rate hues

represent the barrier permeability used for that configuration. In each configuration, I

reported the base case for barrier permeability 𝑏𝑝 = 1, equivalent to the base case with no

barriers, characterised by a peak in the logical error rate at the beginning of the radiation

event (10𝑚𝑠) at about 40%. This peak means that the QEC code is providing a performance

slightly better than a random guess. The logical error rate peak of this base case presents

an inflection point at about 40% of the fault’s duration, signalling a rapid reduction in the

radiation fault’s intensity, and a second inflection point at 65% of the fault’s duration, with
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a more slowly fading tail until the end of the event. With the introduction of single qubit

barriers with a barrier permeability factor 𝑏𝑝 = 0.1, one can notice a considerably smaller

peak in the logical error rate of about 3% for single qubit tiling at code distance-5, while the

transient’s duration dissipates just after 20% of the temporal duration of the fault. As the

code distance increases, the effectiveness of barriers improves, with logical error rates not

surpassing the 1% threshold at distance-11, with a barrier permeability 𝑏𝑝 = 0.5, whilst the

same performance in the distance-5 code can only be reached with barrier permeabilities

𝑏𝑝 = 0.01 more than one order of magnitude smaller.

Observation V.III
Phonon barriers produce observable effects even at relatively high permeability, re-

ducing the peak and duration of the effects of radiation-induced faults.

In the case of a larger tiling pattern with 4 and 9 qubits per tile, smaller barrier perme-

abilities are required to keep the logical error rate under the 1% threshold. This is noticeable

in the comparable performance of the distance-5 surface code on single-qubit tiles, the

distance-7 code on 4-qubit tiles and the distance-9 code with 9-qubit tiles, all at the same

barrier permeability 𝑏𝑝 = 0.5. This is due to the fact that by simultaneously increasing

code distance and phonon barrier tile, each tile encloses a comparable percentage of all

the qubits in the code. With decreasing barrier permeability and phonon tile size and in-

creasing code distance, the logical error rate peak and the overall witnessed duration of the

radiation faults shrink under the code’s threshold. Notably, however, it is not necessary to

do all those things at once to reach the desired radiation-induced fault response, prompting

cost-saving strategies for what concerns phonon barrier tile sizes and permeabilities, and

qubit requirements for code distances. I performed other similar full timescale simulations

for other tile sizes, which have not been reported for the sake of brevity, as the effect of

tile size is discussed in the following Subsection.

Observation V.IV
Lower barrier permeability and smaller phonon barrier tiles shunt the logical error

rate peaks induced by radiation.

5.5.2 Effect of tiling size and position

This second analysis investigates the effects of the size of square phonon barrier tiles

sweeping over the perfect squares {𝑡𝑠𝑖𝑧𝑒 ∈ N :
√
𝑡𝑠𝑖𝑧𝑒 ∈ N, 𝑡𝑠𝑖𝑧𝑒 ≤ 225}, in relation to the

barrier permeability 𝑏𝑝 ∈ [1, 0.01] and the positioning of phonon barrier tiles. I considered
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(a) Non-centred phonon barrier tiling. (b) Centred phonon barrier tiling.

Figure 5.6: Distance-9 rotated surface code average logical error rate (Z-axis, vertical), vary-
ing over qubits per tile (X-axis, left) and barrier permeability 𝑏𝑝 (Y-axis, right), differentiated
by tiling positioning.

a distance-9 rotated surface code, and measure the average post-decoding logical error

rate in the presence of an identical radiation fault. I measured 20 time steps and 1024 shots

per time step.

In Figure 5.6, I considered the case of growing square along two edges only (a), and the

case of growing square tiles from all edges simultaneously (b), in both cases by starting the

tiling from the centre of the quantum chip. In both subfigures, I swept over the X-axis (left)

with the number of qubits per tile, and over the Y-axis over the barrier permeability 𝑏𝑝
(right), whilst representing the average logical error rate during a radiation-induced fault on

the Z-axis. The barrier permeability has the most noticeable impact on the average logical

error rate, with a stark correlation in both the non-centre (a) and centre (b) growing phonon

barrier tiles. This is confirmed by the fact that, when the barrier permeability 𝑏𝑝 = 1, the

average logical error rate remains constant, regardless of the barrier size. The placement

of phonon barrier tiles is especially important when larger tiles are taken into consideration.

When the square tiles are centred with respect to the rotated surface code (b), the size of

the phonon barrier tile show an improvement with respect to the baseline only if a single

tile encloses at most 50% the surface code, otherwise no gain is recorded, regardless of

the barrier permeability. In fact, the distance-9 rotated surface code employs 188 physical

qubits, and for QEC-centred phonon barrier tiles holding more than 100 qubits no benefit

is observed.
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Observation V.V
Regardless of barrier permeability, centred phonon barrier tiles must enclose less than

50% of the QEC code’s qubits to produce observable effects.

Non-centred phonon barrier tiling is considerably more effective, as with the growing

size of the phonon barrier tiles, each tile holds at most about 25% of all the qubits in the

rotated surface code. Intuitively, the lowest average logic error rate of 10−3 is reached

with single qubit tiles and the lowest barrier permeability 𝑏𝑝 = 0.01 in both cases. To

reach an average logical error rate lower than 10−2 with a barrier permeability 𝑏𝑝 = 0.1,

it is sufficient to employ non-centred tiles containing at most 25 qubits, with a 𝑃𝑟𝑠 cost

reduction of more than 75% with respect to tiles of size one. Centred tiles reach the same

average logical error rate only with 4-qubit tiles at the same barrier permeability. This

difference becomes even more evident with barrier permeability 𝑏𝑝 = 0.01, whereby using

non-centred tiling, an average logical error rate approaching 10−3 can be guaranteed with

tiles of up to 225 qubits, prompting a cost reduction of more than 87%. As such, phonon

barrier tile placement has a fundamental impact in the effectiveness of radiation-induced

fault tolerance. Through further similar simulations, not reported in this manuscript for the

sake of brevity, I conclude that the maximal effectiveness of a barrier is achieved for a tile

sizes containing less than a quarter of the QEC code’s total qubits.

Observation V.VI

Phonon barrier tiles containing up to 25% of a QEC code’s qubits are comparatively

effective to single-qubit phonon barrier tiles.

5.5.3 Effect of barrier permeability with respect to noise

In this third analysis, I correlate intrinsic noise and the average logical error rates over the

whole duration of a radiation-induced fault. Specifically, I swept over the intrinsic noise

model’s probability 𝑝 ∈ [10−5, 10−2], for codes of distance 𝑑 ∈ {5, 7, 9, 11}, and phonon

barrier tiles sizes 𝑡𝑖𝑙𝑒𝑠𝑖𝑧𝑒 ∈ {1, 4, 9, 16}, to identify the rotated surface code’s threshold

when affected by radiation. I measured 20 time steps per configuration, with 1024 samples

per time step.

In Figure 5.7 I identified the code thresholds in the considered combinations of barrier

permeability and phonon barrier tile size. If a QEC’s codes logical error rate threshold under

the effects of radiation persists beyond the intrinsic noise rate, the QEC code becomes non-

operational, accumulating more errors than can be corrected, as stated by observations [177].

In the base case with barrier permeability 𝑏𝑝 = 1, corresponding to fully permeable barriers,
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Figure 5.7: Average logical error rate of different rotated surface code distances with respect
to intrinsic noise intensity, varying over barrier permeability 𝑏𝑝 (increasing from left to right)
and 𝑡𝑖𝑙𝑒𝑠𝑖𝑧𝑒 (increasing from top to bottom), averaged over the total duration of identical
radiation-induced faults.

the crossing points amongst the considered code distances is at 2.1× 10−1 over an intrinsic

noise intensity of 10−4. By introducing barriers with permeability 𝑏𝑝 = 0.5, the crossing

point stabilises between 1.8 × 10−1 and 2.4 × 10−1 with a one-order of magnitude more

intense intrinsic noise rate. Further reducing the barrier permeability correlates to lowering

the code’s threshold under the effect of radiation towards an error threshold comparable

to the intrinsic noise intensity.

Observation V.VII
Phonon barrier tiling can preserve the characteristic efficiency threshold of QEC codes

to intrinsic noise, guaranteeing radiation-fault tolerance.

Given the temporally bound nature of radiation-induced faults, QEC codes can bear

a temporary increase in the logical error rate past the nominal error threshold. Although

the best performing combination of barrier permeability and phonon barrier tiling size

corresponds to single-qubit tiles with 𝑏𝑝 = 0.01, the combination with the same barrier

permeability and 4-qubits per tile performs comparatively well, with a 48% reduction in the

implementation cost of the tiling. The distance-5 code responds less effectively to phonon

barrier tiles, given its lower number of stabiliser qubits, and thus its crossing point with

other code distances happens at a larger intrinsic noise rate. When considering only code

distances 𝑑 ∈ {7, 9, 11}, the crossing point reaches much better regimes, comparable with
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the single-qubit tiles with 𝑏𝑝 = 0.01, with 9-qubits per phonon barrier tile and a barrier

permeability one order of magnitude larger, prompting a cost saving of more than 60% and

guaranteeing operativity under the effects of radiation.

Observation V.VIII
A QEC code’s distance limits the efficacy of phonon barriers with lower permeability,

regardless of the intrinsic noise intensity.

5.5.4 Effect of barriers and interleaving

In the fourth analysis, I moved towards the concept of quantum circuit interleaving, observ-

ing the logical error rate over the duration of a radiation-induced fault of four independent

distance-7 rotated surface codes. Specifically, I compared the base case without any inter-

leaving, with the four interleaved QEC codes, over three different scenarios: a quantum

chip without phonon barriers, a quantum chip with square tiles containing 16 qubits and a

barrier permeability of 0.1, and a quantum chip with square tiles containing 4 qubits and

the same barrier permeability. For each scenario, I recoded more than a thousand samples

per time step, and 100 time step samples.

Figure 5.8: Logical error rate over time of four independent rotated surface codes subject to
a radiation induced fault with respect the absence (top) or presence (bottom) of interleaving,
varying over qubits per tile (from left to right), with a constant barrier permeability 𝑏𝑝 = 0.1,
where applicable.

In Figure 5.8, the top row contains the base cases with the four rotated surface codes

placed side by side, whilst the bottom row are the cases with the four interleaved quantum

circuits. When comparing the two cases with no barriers, by using interleaving, the logical
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error rate peak sees a reduction of about 3%, but most importantly, the inflection point

that signals the start of the dissipation of the radiation-induced fault appears 7% earlier in

the total duration of the fault. This effect becomes even more evident with the introduction

of phonon barriers.

Observation V.IX
Phonon barrier tiles and QEC interleaving show positive interference in mitigating

radiation-induced faults.

With a tiling containing 16 qubits, the peak logical error rate gets reduced by more than

10% with the usage of interleaving, with an anticipation of the inflection point of up to 40%

of the total duration of the radiation-induced fault. The third case, with a smaller tiling of 4

qubits, anticipates the position of the second logical error rate inflection point, after which

the logical error rate reaches the logical error rate floor mandated by the intrinsic noise

rate, by about 20% with respect to the 16-qubits tiling and of about 40% with respect to

the 4 qubit tiling without interleaving.

5.5.5 Optimising barrier and interleaving cost

This last analysis measures the average logical error rate of one distance-7 rotated surface

code over a sweep from 1 (base case) to 9 interleaved quantum circuits and 𝑏𝑝 = 0.1

phonon barriers with tile sizes ranging from 1 to 16 qubits, plus the base case with no

barriers. For each combination, I considered 1024 samples per time step, and 20 time step

samples.

In Figure 5.9, the base case without phonon barriers presents the worst performance,

acting as the comparison baseline. Following the columns of the topmost row from left to

right indicates ever smaller tiling for the phonon barriers, and likewise a reduction in the

average logical error rate of the rotated surface code, up to a minimum of 2.14 × 10−3 in

the rightmost case of single-qubit tiles. Nonetheless, the efficacy of tiling does not scale

linearly with the number of qubits contained therein, as the tiles which present a square

or rectangular shape are more effective at preventing the spread of phonons. This can be

noticed in the cases where the number of qubits per tile is either a perfect square, or the

summation of the square of a perfect square with itself.

Observation V.X
Minimising the number of adjacent phonon barrier tiles improves their effectiveness.
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Figure 5.9: Average logical error rate of a distance-7 rotated surface code with respect
to the number of interleaved independent surface codes (rows) and the number of qubits
enclosed in each phonon barrier (columns) with a constant barrier permeability 𝑏𝑝 = 0.1,
averaged over the total duration of identical radiation-induced faults.

The first column presents the isolated effect of interleaving without phonon barriers,

reaching up to an 11% reduction of the average logical error rate when 9 surface codes

are interleaved with respect to the base case. The rest of the heatmap presents all the

combinations of tiling dimensions and number of interleaved QEC codes. Notably, the

best combinations of interleaving and phonon barrier tiles do not necessarily require many

interleaved QEC codes and small tiling patterns. In the context of the modelled quantum

chip, the best average logical error rate of 6.51 × 10−4 is achieved for 14-qubits phonon

barrier tiles with 8 interleaved rotated surface codes. However, by interleaving 4 rotated

surface codes, and using phonon barriers around 15 qubits tiles, the average logical error

rate is 9.3 × 10−4 during a radiation-induced fault, a performance which is comparable

to the combination of single-qubit tiles and two interleaved rotated surface codes, whilst

boasting a reduction of more than 70% of the total cost of implementing phonon barriers

on-chip.

Observation V.XI
The cost of phonon barrier tiles can be further reduced via interleaving and the usage

of larger distance codes, whilst reaching comparable radiation-induced fault tolerance.

Radiation event tolerance can thus be reached by employing a combination of both

quantum circuit interleaving and phonon barrier tiling without incurring in prohibitively

costed solutions.
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5.6 Chapter summary

I have modelled and simulated substrate barriers in a superconducting quantum chip, with

the intent of reducing the spatial correlation of radiation-induced faults in QEC codes.

Though a tiling of the device’s substrate, group one or multiple physical qubits in tiles

delimited by a barrier. This barrier reduces the rate at which energy deposited by radiation

events can spread across the quantum chip, without incurring in any additional overhead

for QEC codes. I considered the rotated surface code, measuring variations in the logical

error rate across multiple code distances, barrier permeability factors, and intrinsic noise

intensities.

Linking back to the research questions posed at the beginning of this chapter, in the

context of RQ1 I have characterised the immediate effect of barriers in limiting the temporal

duration of radiation-induced faults, over a range of barrier permeability factors. Regarding

RQ2, as the barrier permeability diminishes, so does the peak logical error rate, eventually

reaching the QEC code’s characteristic noise floor. I have highlighted how tiling size, up to one

quarter of the QEC code’s qubits, is sufficient to reach appreciable logical error rate reduction,

prompting cost reductions, while tile positioning has an even more fundamental barrier

efficacy impact. Moreover, I have answered RQ3 by correlating the benefits of lowering

the barrier permeability and lowering the intrinsic noise rate of the quantum computer,

showing that a QEC code’s distance impacts the efficacy of barriers, but can not improve

their intrinsic noise error threshold. As such, less permeable barriers should be employed

together with less intrinsically noisy quantum hardware to observe significant improvements.

On the topic of RQ4, I have considered the co-design approach of interleaving of multiple

independent QEC codes, with the aim of increasing the spatial separation of qubits that refer

to the same QEC code. This method proved to be a viable to improve radiation-induced

fault tolerance, reducing both the peak logical error rate and the persistence of the fault’s

temporal tail. At last, regarding RQ5, the usage of both phonon barrier tiles and interleaving

shows positive interference, further limiting the effects of radiation-induced faults below the

considered rotated surface codes’ thresholds.

This chapter underlines the importance of addressing radiation-induced faults, providing

a model with simulation results supporting a solution fit for addressing their correlated

nature. Albeit the results hereby presented are very promising, other approaches must

also be investigated. This includes other phonon barrier tiling methods, other hardware

hardening methods, possibly radiation-aware decoding-techniques and QEC codes, as many

other factors may come to play a role in ultimately extirpating the scourge of radiation-

induced faults from superconducting quantum computers.
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Fault propagation

in hybrid algorithms

Hybrid quantum-classical machine learning models, called Quanvolutional Neural Networks

(QNNs) [217], deliver promising speedups in terms of convergence and inference times over

the classical Convolutional Neural Networks (CNNs) while maintaining a very similar classifi-

cation accuracy [218]. However, while QEC and mitigation strategies have been developed for

tackling intrinsic noise, their overhead is not yet compatible with current NISQ machines and

algorithms. Additionally, the transient, correlated, and stochastic nature of radiation-induced

faults would in any case make QEC ineffective, since multiple qubits would be affected by

the charge deposited by the particle. Thus, the current and foreseeable quantum technology

will still need to deal with logical-shift errors, that come to model these radiation-induced

logical-shift errors.

6.1 Objectives

This chapter aims at investigating the propagation of logical-shift errors in Quanvolutional

Neural Network (QNN)s, with the goal of understanding if and how faults impact execution

in an hybrid algorithm setting. The quantum circuit subject of analysis is the starting point of

multiple current (and future) QNN models [218–223]. Despite the fact that extensive research

This chapter refers to the contents of the article "Understanding Logical-Shift Error Propagation in Quanvolutional Neural Networks",
written by M. Vallero et al. and published in the IEEE Transactions on Quantum Engineering journal [216].
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to understand and improve the reliability of traditional neural networks has been triggered

already [224–226], studies about fault propagation in QNNs are still lacking. Promptly

addressing the issue imposed by both intrinsic and extrinsic radiation-induced faults is the

starting point for the development of new reliability solutions, before its impact becomes

evident in the field. This investigation seeks to advancing the knowledge of QNNs reliability

by addressing the following research questions:

• RQ1: What is the candidate methodology to evaluate the reliability of QNNs to logical-

shift faults with fault injection?

• RQ2: What are the most critical qubit(s) components of the qLayer and how logical-

shift faults modify its output?

• RQ3: What is the probability for a logical-shift fault in the qLayer to cause a misclas-

sification a QNN?

• RQ4: Do other factors such as the input image, the data set, the affected image

subgrid and the QNN design impact its reliability?

At first, I showcase a methodology to track fault propagation in QNNs by considering

three different implementations of the very first such model ever designed [217]. The analysis

is carried out by injecting more than 13 billion logical-shift faults in the quantum layer, the

Hardware Efficient Ansatz used for implementing the quantum convolution, adapting to

QNNs an open-source fault-injector for quantum circuits (QuFI) [92]. The objective is to

track how faults in the quantum layer propagate in the network during inference and why

they cause misclassifications. The error propagation is first studied in the quantum circuit

implementing a single convolution, and later in various designs of the same QNN, varying the

dataset and the network depth. By tracking the propagation through the qubits, channels,

and subgrids, I identify the faults that are more likely to cause misclassifications. In fact, up

to 10% of the injections in the quanvolutional layer cause misclassification and even logical-

shifts of small magnitude can be sufficient to disturb the network functionality. Corruptions

in the qubits’ state that alter their probability amplitude are more critical than the ones

altering their phase, that some object classes are more likely than others to be corrupted,

that the criticality of subgrids depends on the dataset, and that the control qubits, once

corrupted, are more likely to modify the QNN output than the target qubits.

The foundational topics on quantum information theory, quantum circuits, intrinsic

noise and radiation-induced faults have been introduced in Chapter 1, Sections 1.1.1, 1.1.2,

1.1.5 and 1.1.7, respectively. The rest of the chapter is organised as follows. Section 6.2
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provides background on quanvolutional neural networks, while Section 6.3 outlines the design

space exploration of this chapter’s evaluation. Then, Section 6.4 describes the adopted

experimental setup, and Section 6.5 presents and discusses the experimental results and

their implications. Section 6.6 highlights the impact of the proposed methodology. Finally,

Section 6.7 draws conclusions and paves a path for future work.

6.2 Background

This Section covers the fundamentals of quanvolutional neural networks, providing the

necessary information about the context on the work that has been carried out.

6.2.1 Quantum Machine Learning

Quantum Machine Learning (QML) explores how to devise and implement efficient quantum

circuits that offer advantages over classical machine learning algorithms [227, 228]. The

classical machine learning neuron operation is encoded in a binary fashion as active or

resting, which could intuitively be translated to the basis states |0⟩ and |1⟩ of a qubit. This

theoretically allows learning models to exploit quantum features like superposition and

entanglement, possibly providing speedups or new processing approaches [217, 219, 229].

Li et al. [230] present an exciting and long-awaited application of quantum multiplicative

weight primal-dual ideas in supervised machine learning, achieving a quadratic improvement

over classical counterparts. In addition, Kerenidis et al. [231] propose quantum classifica-

tion via Slow Feature Analysis, while Havlíek et al. [232] have developed and tested fully

quantum neural networks, such as quantum support vector machines, on real quantum

hardware, showing how an ever-increasing number of approaches are being adapted and

tested with success in the quantum computing field. Recently, also Convolutional Neural

Networks (CNNs) have been mapped on quantum circuits. The quantum convolutional

layer (quanvolutional layer or qLayer for short) encodes a convolution kernel and a max

pooling operation in the structure of a Bounded Quantum Polynomial time (BQP) circuit,

called Hardware Efficient Ansatz, and applies it to local subsections of an input, producing

an output of higher-level features. The substitution of a classical convolutional layer with

a quanvolutional layer maintains the accuracy unaltered (since the two layers perform a

comparable operation), but the network with the quanvolutional layer still presents a lower

loss and a faster convergence [217–219, 229, 233]. The models proposed in these papers

make use of the Hardware Efficient Ansatz circuit, which is extensively analysed in this

chapter, to derive the quantum layer. The detailed reliability evaluation of the quantum
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Figure 6.1: Quanvolutional Neural Network architecture.

layer together with the fault effect characterisation proposed can be directly applied to most

of the available QNN models. To showcase how these results and observations can be used

to evaluate the quantum fault propagation in QNN models, the original implementation is

selected as a case study [217]. An exhaustive fine-grain fault injection campaign, considering

three incrementally complex versions of the original design, is performed so as to let the

reader compare the results with traditional convolution fault propagation.

A generic hybrid architecture example is depicted in Figure 6.1, with details of the

quanvolutional layer. The input image is divided into 2× 2 subgrids, then fed to a four-qubit

quantum circuit performing both a 2×2 convolution and pooling operation on each subgrid.

The output of the quanvolutional layer is a tensor of 4 channels representing the extracted

feature map. The combination of all subgrids is the output feature map that is propagated to

the downstream layer. As suggested by the results, logical-shift faults as the one caused by

intrinsic noise or natural radiation, can potentially corrupt the output prediction, therefore

justifying the reason for studying faults’ impact in QNNs.

6.3 Exploration of Design Space

To have a thoughtful understanding of logic-shift error propagation I proposed a bottom-up

approach, starting from a per-qubit reliability characterisation of the qLayer circuit, to later

consider the fault propagation in the QNN and its impact on the final classification. This

includes studying three network designs with incremental depths and two datasets. The

hereby proposed methodology can be adapted and easily applied to test fault propagation
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Figure 6.2: Ansatz circuit implementing quanvolution.

in any other QML model, although such extensive analysis exceeds the scope of this chapter.

Several aspects that can impact the fault effect on the QNN operation have been highlighted,

from the dependence of error propagation with the input image to the vulnerability of

different qubits and different subgrids (position of the corrupted quanvolution in the feature

map). Only faults affecting the quantum part of the QNN are considered, with no fault

directly introduced in the classical layers. The injection methodology considers a one to

one mapping of logical qubits to physical ones, without QEC, as is the custom for current

NISQ algorithms, following hardware constraints. Given the susceptibility of error correction

to radiation, however, the results are still to be held relevant for future error corrected

quantum machines as well.

6.3.1 Quanvolutional layer

The first proposed evaluation is the characterisation of the reliability profile of the ansatz

4-qubit quantum circuit implementing the quanvolution layer (qLayer), shown in Figure 6.2.

The values that parametrise the gates are randomly generated and kept constant during

the experiments, set as follows: 𝛼 = 2.353, 𝛽 = 4.599, 𝛾 = 3.761, and 𝛿 = 5.974.

The objective of this first exclusively quantum analysis is that of understanding the inner

workings of fault propagation in this quantum circuit. The qLayer is composed of three

main sections: encoding, the actual random circuit, and measurement. The sequence of

these elements produces an output tensor of size comparable to a classical convolution and

pooling operator on 2 × 2 subgrids with a stride of 2. The qLayer is not a direct quantum

translation of the convolution operation for CNNs, but rather it is the standard quantum

dual of a convolution kernel for QNNs, as per the works of [220–223, 234–236]. Each of the

4 qubits calculates one of the 4 channels of the feature map. Larger qLayers are possible,

but in all the available QNN implementations the size of the subgrids is kept to 2× 2, which

provides the best trade-off between accuracy, circuit complexity, and performance [217, 219].

Thus, for this chapter, the qLayer size is kept constant at 2× 2. The proposed methodology
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and the following insights can be applied to any current and future qLayer sizes.

The circuit contains two CNOT gates, each controlled by qubits 2 and 3, respectively

targeting qubits 1 and 0. The CNOT gate, a Multi-Qubit gate, will perform an X-gate (the

equivalent of the NOT gate in classical computing) on the target qubit if the state of the

control qubit is |1⟩. Given the entanglement caused by these two gates, the propagation

of faults from control qubits to target ones is tested as well. At the end of the circuit, the

expectation of each qubit is extracted, by running the circuit on a minimum of 1024 shots.

To have a fine-grain evaluation of the reliability of the quanvolution operation, the

analysis carried out in Section 6.5.1 considered a fixed input subgrid and injected a fault in

each of the 4 qubits (one qubit corrupted at a time). The aim of the per-qubit evaluation

is to understand which channel (qubit) is less reliable and if there is a difference between

control and target qubits. As detailed in Section 6.5.1, it followed that faults in control qubits

have a more significant impact on the QNN output, since they get propagated to the target

qubit, and that the injection on one qubit affects only the channel associated with the

corrupted qubit, with negligible effects on the other channels.

6.3.2 QNN and input data set

To understand how faults occurring in the qLayer propagate in the QNN, the insights gained

from the previous analysis are leveraged by testing three hybrid models, to make a direct

comparison with the well studied fault propagation mechanisms of convolution layers in

classical CNNs. Logic shifts have been injected only at inference time, not during training,

following the common practices of traditional Convolutional Neural Network (CNN) reliability

evaluation [224, 225]. In fact, while errors during training can potentially reduce the per-

formance or increase the convergence time, these effects are easily detectable and solved

with additional training steps. On the contrary, silent errors during inference can lead to

potentially harmful real-time mispredictions and should be strictly avoided.

Recent experiments showed that the charge deposited by radiation migrates in the

silicon substrate, eventually affecting physically close qubits [126, 134]. Since the 4 qubits

implementing the qLayer must be connected and close to each other, the single-particle

interaction is expected to corrupt them all. As such, in the QNN reliability evaluation, all

four qubits will be simultaneously corrupted during subgrid computation.

The QNN design available in [217], a hybrid classical-quantum adaptation of the Le-Net

model [237] for image classification, is taken as the baseline for one of the first (classical and

quantum) models to be designed. The inputs used are taken from the Modified National

Institute of Standards and Technology (MNIST) handwritten digits and fashion data sets [238],
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both consisting of 70, 000 28 × 28 pixels greyscale images representing either handwritten

digits or clothing apparel.

Training and testing are performed on the MNIST data sets (handwritten digits and

fashion items), since they are widely regarded as a cornerstone of classical Machine Learning

(ML) research. Additionally, the current scale of quantum devices does not yet allow for the

usage of state-of-the-art, high-resolution data sets. Nevertheless, the provided results and

insights are still fundamental for characterising the considered quantum design.

The QNN receives, as input, greyscale images with values ranging between 0 and 255.

For each 2× 2 subgrid in the input image, each pixel is encoded using amplitude embedding

through a parameterised rotation ℛ𝑌 around the Y-axis, mapping each value linearly to the

range [0,𝜋]. In the qLayer, the quanvolution circuit is executed for each subgrid and the

resulting tensor is propagated to the downstream layers.

The fault propagation during the QNN inference is traced to the output correctness. A

distinction is made between masked faults (the output is unaffected), tolerable Silent Data

Corruptions (the output is altered, but the correct class is selected), and misclassifications.

To have an overview of possible logical-shift errors propagation an exhaustive fault

injection is performed in at least 30 random images from each data set, meaning more than

273, 646, 592 injected faults per image. In other words, once the injection site has been

selected (qubit, channel, grid, etc...) a complete fault injection is performed, considering all

the possible parameterised rotations, for each input image. Then, to understand the impact

of error propagation from the input frame, further experiments have been performed on

100 images. No significant dependence of fault propagation with the input image class has

been observed.

6.3.3 QNN Models

The error propagation in classical CNNs is known to be dependent on the network depth (i.e.,

the number of layers the fault needs to traverse to reach the output) [224, 225]. In particular,

convolution tends to spread the faults happening in upstream (traditional) layers. With the

aim of understanding the dependence of logical-shift error propagation on the network

depth, three designs of increased complexity of the same QNN have been considered (based

on [217]), hereby called ModelA, ModelB, and ModelC.

ModelA, whose structure is represented in Figure 6.3, is the quintessential Quanvolutional

Neural Network, composed of the minimum number of layers. The qLayer takes as input

a (28, 28, 1) tensor and outputs a (14, 14, 4) tensor, whose output is then flattened and

redirected into a softmax dense layer.

119



Chapter 6. Fault propagation in hybrid algorithms

Figure 6.3: Quanvolutional neural network model composition.

ModelB and ModelC are derived from the barebone ModelA by adding respectively

one and two cascaded Conv2D operators between the quanvolutional and flatten layers,

respectively. The concatenation of a qLayer with classical convolutional layers has been

done following state-of-the-art approaches in literature [217], choosing suitable filter sizes

for the classical layers in the networks: each additional Conv2D layer doubles the number

of filters used in the preceding operator and uses a filter size of 2 × 2, with a stride of 2.

It is worth noting that multiple cascaded qLayer have not been considered, following the

approach in [217].

Each of the derived designs has been re-trained to adapt the weights to the network

depth. The accuracy on both the training and validation data sets obtained after the

training of the three QNN designs is similar (at most 3% of difference) and comparable to

the performance of the corresponding fully classical implementation.

Interestingly, as detailed in Section 6.5.4, increasing the depth of the QNN by adding

cascaded traditional convolutional layers reduces the quantum transient fault impact on the

output, masking some faults and reducing the probability to have misclassifications.

6.3.4 Single and Multiple Subgrid Injections

Finally, I have also compared the reliability of QNNs when multiple subgrids are corrupted.

In fact, the near-future prospect of highly integrated quantum chips justified the possibility

multiple subgrid corruptions at inference time, as detailed in Section 6.5.5. For this reason,

additional experiments injecting on two distinct subgrids have been performed. As shown,

when multiple subgrids are corrupted, the impact on the QNN’s output is higher, increasing

the probability of having misclassifications.
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6.4 Experimental Setup

This section describes the setup used to conduct the experiments, providing details on the

framework used to model the transient fault’s effect.

6.4.1 Logical-Shift Error Model

Fault injection in quantum circuits is more complex than in classical CMOS devices. In fact,

the classical bit has only two states (0 and 1) and, thus, a bit-flip fault model is sufficient

to study the reliability of CMOS devices. As seen in Observation I, for quantum bits in a

superposition, the interaction of ionising particles can modify the quantum state by inducing

a parametrised rotation. The magnitude of such parametrised rotations depends on the

deposited charge, as shown with simulations [23] and experimentally validated [129], which

can range from meV to GeV [135]. Thus, in contrast to classical computing, the quantum fault

model has to take into account many more possible state changes than a "simple" bit-flip

(i.e. the X-Pauli gate), as a particle impact can induce any given parametrised rotation.

Since the energy of the impinging particle is continuous in a wide range (meV to

GeV) [239], the fault’s rotation range will also be continuous. As such, all parametrised

rotation magnitudes have been considered in the fault injection. This makes for a sys-

tematic analysis which is as general as possible, without being tied to a specific particle

energy range. The fault model and the results hereby presented can be easily weighted

or normalised once more information on the correlation between exact impinging particle

energy and fault amplitude will be known.

6.4.2 Logical-Shift Injection and Simulation

This chapter only considers faults affecting the quantum part of the QNN. The effect of

faults in the classical parts of CNNs has already been investigated deeply [224–226]. The

simulations have been carried out without considering a device-level noise profile, as it is a

well-separated event with respect to particle-impacts, and its effects would add up to those

of transient faults. In addition to this, one must recall that noise has close to no impact on

the Ansatz circuit, as previously stated in Section 6.3.

To inject logical-shift errors into the quantum convolution circuit during the QNN infer-

ence by applying a tuned stimulus to modify the qubit state at inference time, while no fault

is injected at training time. In practical terms, faults are represented via a parameterisable

U3 gate, which can induce rotations of arbitrary magnitude, modify the 𝜙 and/or 𝜃 that

encode the qubit’s information [92]. The 𝜙 angle modifies the phase of a qubit, and the
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𝜃 angle changes the |0⟩ − |1⟩ probability. The possible range for each angle without state

duplication are 𝜙 = [0, 2𝜋], and 𝜃 = [0,𝜋]. The discretisation of the angles range over

a 𝜋
12 step size results in 325 possible configurations (i.e., distinct fault magnitudes to be

injected).

To track fault propagation in QNNs, the applicability spectrum of the open source

QuFI has been broadened by porting it to the Pennylane [39] framework. This opens up the

possibility of running quantum circuits on devices provided by different vendors implementing

different technologies, not to be limited to IBM machines, and a more direct QML-oriented

development, since Pennylane inherently supports multiple libraries dedicated to the task.

6.4.3 Fault Effect Evaluation

As previously stated, the quantum circuit output is probabilistic, with each possible state

having a certain probability to be selected. For instance, a 2-qubit circuit has 4 possible

states: |00⟩, |01⟩, |10⟩, and |11⟩. Ideally, the correct state will have the highest probability

so it can be selected as the output. The Quantum Vulnerability Factor (QVF) [91] metric

has been selected to measure the impact of a transient fault in the output probability

distribution. The QVF, corresponding to the Architecture Vulnerability Factor (AVF) [240]

and the Program Vulnerability Factor (PVF) [241] in traditional computing systems, ranges

from [0, 1], and indicates the probability of a fault to propagate affecting the output. In

other words, the QVF indicates how likely the fault is, given the probabilistic output, to

induce the selection of a corrupt state. A QVF close to zero indicates a high probability of

selecting the correct state. Values close to one indicate that an incorrect state is likely to

be selected. QVF values around 0.5 mean that the correct state and at least one incorrect

state have similar probabilities, which makes the identification of correct states dubious.

To evaluate the effect of the propagation of logical-shifts in the qLayer to the downstream

layers the misclassification rate of the tested QNNs has also been measured. Faults have been

injected into the qLayer at inference time, letting the corrupted output feed the downstream

operations. Then, the classification of the faulty execution is compared with the fault-free

one. However, the classification accuracy with respect to the ground truth since is not

subject of evaluation, as the objective of the analysis is tacking the impact of faults in the

execution of a QNN. The unlikely event of a fault improving accuracy is purely stochastic and

not scientifically relevant, as one cannot rely on radiation to improve the QNN’s accuracy.

Moreover, no such events have been observed.
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6.5 Results

This section details the experimental results obtained from 13 billion logical-shift fault

injection simulations (267, 233 quantum circuit injections per input image, per configuration).

This extensive evaluation provides a very accurate evaluation, with the statistical error

being lower than 1% [242]. The bottom-up evaluation starts from the characterisation

of the reliability of the quanvolution circuit, then understanding the fault effect on the

QNN’s output, and identifying how many faults induce misclassification. Then, the QNN’s

reliability correlation with the data sets, the input images, and the injected subgrid are

considered. Finally, the fault propagation is tracked in three different QNN designs of

increasing complexity (ModelA, ModelB, ModelC), to later address the impact of double

faults.

6.5.1 Quanvolutional Layer Reliability

This first reliability evaluation details the propagation of logical-shift faults in the quantum

computation core of QNNs, that is, the quanvolutional layer implemented with the Ansatz

circuit depicted in Figure 6.2. For this evaluation, the quanvolutional layer is analysed as a

standalone quantum circuit, i.e. without the integration with the upstream and downstream

portions of the QNN. Each qubit has been separately injected to reach a finer grain set of

results.

To assess the resilience profile of the circuit, the chosen input is a constant 2×2 subgrid,

with the top-right and bottom-left pixels as white (value 255) and the other two as black

(value 0), i.e., a diagonal black and white subgrid. This corresponds to encoding qubits 0

and 3 of Figure 6.2 in state |0⟩, whilst qubits 1 and 2 are encoded in state |1⟩, since they are

prepared by rotations around the Y-axis of 0 and 𝜋 radians, respectively.

Figure 6.4 presents, for each (𝜃, 𝜙) logical-shift, the QVF for the qLayer circuit, increasing

the logical-shift in 𝜃 (0 to 𝜋) and 𝜙 (0 to 2𝜋). Each qubit has been subject to a separate

fault injection. A QVF close to 1 (red) indicates a shift that entails a high probability of

selecting the wrong output, while values close to 0 (green) indicate shifts that do not modify

the output selection.

In Figure 6.4 one can see that the QVF increases (worsens) moving to the right of the

picture, while being almost unaltered moving up in the picture. This means that the qLayer

circuit becomes highly affected by the azimuthal faults (𝜃 logical-shift) for values greater than
𝜋
2 . While this result might seem obvious and intuitive (a higher modification leads to a higher

impact on the output), it has been shown that for quantum circuits logical-shifts of higher
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Figure 6.4: Quantum Vulnerability Factor heatmap of the quanvolutional layer.

magnitude do not necessarily have a higher probability to modify the circuit output [92].

Interestingly, the qLayer shows a relatively low vulnerability to the polar angle (𝜙), albeit

a small QVF rise between 3𝜋
4 and 5𝜋

4 . Analysing the details of the single-qubit QVF heatmaps

highlighted that qubits 0 (target) and 3 (control) are responsible for lowering the average

resilience of the circuit for 0 < 𝜃 < 𝜋
4 and 3𝜋

4 < 𝜙 < 5𝜋
4 (white region). This is because

those two qubits undergo more quantum gates than qubits 1 and 2.

The QVF heatmap suggests that the 𝜃 shifts are critical, whilst 𝜙 logical-shifts are not.

This property has been further investigated at the network level in the following Section 6.5.2.

Observation VI.I

Due to the usage of amplitude embedding, 𝜙 logical-shifts do not significantly modify

the qLayer output, while 𝜃 shifts cause an effect on the output that is proportional to

the shift magnitude.

From this it also followed that a single injected fault in a qubit of the qLayer circuit

modifies all its logically connected qubits, and consequently the output bit-string. This

means that the computation of the qLayer is likely to spread the fault, corrupting the

cascaded layers in the network’s architecture.

Observation VI.II
A fault in a single qubit of the qLayer spreads to all its logically connected qubits.
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Phase-shift fault-induced misclassification probability
QNN design data set Single grid Double grid

ModelA digits 3.49% 6.05%
fashion 1.23% 1.94%

ModelB digits 5.52% 10.65%
fashion 3.99% 6.58%

ModelC digits 1.69% 8.62%
fashion 3.16% 6.33%

Table 6.1: The misclassification probability is always higher with double grid faults, and the
fashion dataset shows lower average misclassifications.

6.5.2 Fault Propagation in QNNs

To understand how faults propagate in QNNs and identify the faults that generate misclas-

sifications, an extensive fault injection campaign is performed, by injecting a logical-shift

fault in each of the 4 qubits executing one quanvolution (i.e., calculating one subgrid). This

includes the three network models, with an increasing depth, on both input data sets and

over single and double subgrids injected. Faults that did not corrupt the softmax vector

output of the neural network have been labelled as masked. Faults that modified the output

vector have been labelled as either tolerable if they did not alter the output predicted class,

or misclassified otherwise.

It has been observed that all of the 𝜃 logical-shifts propagate to ModelA’s output (not

necessarily modifying the classification) while none of the injections of 𝜙 logical-shift causes

an observable effect on the network output. The fact that the injections of 𝜙 logical-shift

do not propagate should not surprise. As discussed in Section 6.4, the qLayer circuit uses

amplitude embedding, i.e. maps the convolution data in the 𝜃 angle of the qubit state, the

|0⟩ − |1⟩ probability. Thus, changes to the phase (𝜙 angle) of a qubit state are expected to

have a small impact on the qLayer output (as confirmed in Observation II) and, as the fault

injection in the QNN shows, 𝜙 polar shifts do not modify the inference. In the following, only

𝜃 shift injections have been reported.

Observation VI.III

In a simple QNN with just one qLayer no 𝜙 logical-shift modifies the output but all 𝜃

logical-shifts propagate to the output.

Table 6.1 shows the measured average probability amongst all the logical-shift faults

injected in the qLayer circuit to induce a misclassification across all the possible configurations
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Figure 6.5: Masked event in the softmax layer’s output.

of data sets, models, and the number of subgrids injected at a time. The analysis shows that

the misclassification rate can vary from 1.23% to up to 10.65%, depending on the QNN

design and data set. This misclassification probability is the result of the interaction of a

plethora of factors: the following subsections detail the dependency of the misclassification

rate from the logical-shift magnitude, network design, and the number of simultaneously

injected subgrids.

The measured misclassification rates for QNNs, shown in Table 6.1, are comparable to the

ones of classical CNNs, that range from 1% (floating-point) to 7% (with a specific fixed-point

data type) [224]. Observation II underlines that the CMOS error rate is orders of magnitude

lower than the one of a superconducting transmon qubit. Thus, while CNNs and QNNs have

similar misclassification probability, the latter are much more likely to experience a fault,

thus experiencing a considerably higher misclassification rate.

Observation VI.IV
The probability for a fault to generate a misclassification in a QNN or in a CNN is

comparable. However, in QNN the fault rate is orders of magnitude higher.

Figures 6.5 and 6.6 provide an example of the effects of a tolerable fault and of a

misclassification fault on the softmax vector output, respectively. To better understand the

effect of fault propagation, Figure 6.5 shows an example of a fault that does not induce

misclassification whilst modifying significantly the classes’ probability distribution. The plotted

data refers to a 𝜃 = 𝜋
2 fault injected in all 4 qubits of the qLayer applied to a single subgrid
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Figure 6.6: Misclassification event in the softmax layer’s output.

out of the 196 possible subgrids of the input image. The softmax layer outputs for the

baseline fault-free are labelled as "golden" and coloured in green, while the faulty executions

are coloured in red. In the baseline fault-free execution, class 0 is selected with very high

confidence (0.48 vs 0.18 of the second class). The fault triplicates the confidence for class 2

to be selected while reducing the one for class 0. Nonetheless, despite a significant reduction

in the classification confidence (0.44 of class 0 vs 0.26 of class 2), class 0 is still the one with

the highest probability.

Figure 6.6 shows an example of a misclassification fault. Once again, the outputs for the

baseline fault-free are labelled as "golden" and coloured in green, while the faulty executions

are coloured in red, considering the same 𝜃 = 𝜋
2 fault amplitude. The baseline fault-free

execution classifies the input as class 6, but with low confidence (0.38), since both class 4 and

class 5 have a high probability at the QNN output. The 𝜃 = 𝜋
2 fault injected in the qLayer

reduces to 0.33% the probability of class 6 and doubles class 4 probability, promoting it to

the selected output class leading to a misclassification.

6.5.3 Misclassification Dependence on Subgrid and Input

To understand possible QNN reliability dependencies from the input frame and the corrupted

subgrid, an extensive fault injection has been performed, by considering 100 images for each

data set and injecting a fault in every single subgrid of the input image. Since each image

has 196 subgrids, this campaign is computationally demanding to execute, requiring a total
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(b) Fashion data set

Figure 6.7: Misclassification probability heatmap by dataset and subgrid

of more than 7 billion injections for both data sets.

Figure 6.7 shows the average misclassification probability for each subgrid on the digits

(a) and fashion (b) data sets. Data has been obtained testing 100 images of (a) digits and

(b) fashion data sets. To ease visualisation, the misclassification rate has been plotted as

a heatmap, where the (row, column) are the coordinates of the subgrid location. As can

be seen by comparing Figures 6.7a and 6.7b, the two data sets have a completely different

reliability dependence on the corrupted subgrids.

In the handwritten digits data set (Figure 6.7a) some subgrids are extremely likely to

generate misclassification while others, even if corrupted, have a low probability to impact

the network output. For instance, the subgrid in (row: 4, column: 7) has a misclassification

ratio of 10.3% whilst a fault in the subgrid (row: 1, column: 5) has a 0.8% probability to

induce a misclassification. In the fashion data set (Figure 6.7b) the heatmap has a homo-

geneous distribution of misclassification ratios, suggesting that the probability of incorrectly

labelling an image on this second data set is not significantly dependent on the corrupted

subgrid. Finally, no input image class has been registered to have had a correlation with the

misclassification rate.

Observation VI.V
The misclassification probability depends on the corrupted subgrid in the digits data

set, while there is no dependence between misclassification and object class.
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Figure 6.8: Model A misclassification ratio by fault amplitude.

6.5.4 Fault Propagation Dependence on QNN Design

To understand if the QNN design impacts the fault propagation, a single random subgrid has

been subject to fault injection in the qLayer of ModelA (one qLayer), ModelB (one qLayer

and one Conv2D layer), and ModelC (one qLayer and two Conv2D layers), with data set

partitions of size 30. Details about the three QNN designs can be found in Section 6.3.3.

The analysis of ModelA on the MNIST handwritten data set partition is presented in

Figure 6.8, highlighting the percentage of misclassified, tolerable, and masked faults with

respect to the amplitude of the angle 𝜃 in the parameterisable U3 fault gate. There is an

evident correlation between the amplitude of 𝜃 and the incidence of misclassifications in the

network’s output. Faults with an amplitude of just 𝜃 = 𝜋
2 produce a 3.18% misclassification

ratio, which bumps up to 6.43% for a fault amplitude of 𝜃 = 𝜋. Moreover, given the

relatively shallow architecture of ModelA, the classical part of the network cannot sufficiently

compensate for the fault and no masked event is ever registered. All the injected faults in

fact produce a variation in the output softmax vector.

In Figure 6.9, once again computed on the handwritten digits data set, ModelB undergoes

a single fault iin one of the subgrids of the qLayer, which gets propagated first through the

Conv2D layer and later in the Flatten and Softmax layers. On a fault gate amplitude of

𝜃 = 𝜋
2 , the misclassification ratio is valued at 5.84%, rising to 7.39% when considering

the maximum fault amplitude. Much like for ModelA, it is once again clear to see that
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Figure 6.9: Model B misclassification ratio by fault amplitude.

there is a correlation between the azimuthal angle of the U fault gate 𝜃 and a rise in the

misclassification ratio. No masked event has been observed. On average, as seen in Table

6.1, the misclassification ratio for ModelB is 5.52% on the handwritten digits data set, whilst

the same analysis on the fashion data set boasts a slightly lower average rate of 3.99%. The

average probability for ModelB to produce a wrong output class prediction increases by a

significant margin in both data sets with respect to ModelA.

ModelC’s reliability response to a single qLayer fault is detailed in Figure 6.10, once again

on the handwritten digits data set. Unlike the other experiments, masked events have been

registered with an average probability of 26.67%: this can be explained by the fact that the

increasing number of filters in the Conv2D operators eventually disperses the effect of a

portion of the faults introduced at the quantum layer and eventually those get cancelled

out by undergoing a product operation with weights or kernel parameters equal to zero.

Observation VI.VI
Downstream Conv2D layers can help in masking some qLayer faults.

It is important to note that this event depends on the qLayer, as it is not the direct

quantum translation of a convolution and thus boasts a different behaviour. Moreover,

a significant drop in the overall misclassification rate is observed, with average values of

1.69% for the handwritten digits data set, and a maximum registered at 3.17% at the

130



6.5. Results

0 /12 /6 /4 /3
5

/12 /2
7

/12 2
/3

3
/4

5
/6

11
/12

 amplitude

0%

20%

40%

60%

80%

100%

Ev
en

t d
is

tri
bu

tio
n

misclassified tolerated masked

Figure 6.10: Model C misclassification ratio by fault amplitude.

highest fault gate amplitude of 𝜃 = 𝜋. Similarly, on the fashion data set, an average of

3.16% misclassifications is registered, with a masked events ratio of 26.59%.

Observation VI.VII

Larger 𝜃 logical-shifts increase the misclassification probability, in all the tested QNN

designs.

6.5.5 Double sub-grids corruption

In a general quantum workload, one cannot rule out the possibility to experience multiple

radiation-induced corruptions across the whole execution, especially in iterative approaches

such as QNNs or in deep quantum circuits. CMOS devices, in terrestrial applications, can be

corrupted mostly by neutrons and the probability for a CMOS-based chip (even large GPUs)

to be corrupted by an impinging neutron is very low, in the order of 10−6 to 10−8 [133, 243].

Since the flux of neutrons at sea level is about 13𝑛/𝑐𝑚2/ℎ, the error rate of a CMOS chip

is in the order of 10−5 to 10−9 errors per hour [133], making it highly unlikely to observe

two events in a single computation. Unfortunately, this does not hold for qubits, since they

have an intrinsic coherent time in the order of ms and a sensitivity to radiation that is much

higher than CMOS transistors (Observation I) and, moreover, they can be affected by various

uncorrelated radiation sources [126, 129]. Additionally, quantum chips to are expected to
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Figure 6.11: Model A misclassification ratio by fault amplitude, double fault.

become highly integrated in the near future, possibly including multiple qLayer circuits on

a small surface area. As a result, it is reasonable for a single particle to corrupt multiple

logical qubits or possibly even multiple qLayer circuits.

Therefore, as a final analysis, two separate random subgrids have been subject to

corruption at the same time, considering all QNN models and input data sets. The results

presented in Figure 6.11 refer to ModelA on the handwritten digits data set partition of size

30. Much like the single corrupted subgrid ca, a correlation between the amplitude and

the misclassification ratio is evident, where a fault amplitude of 𝜃 = 𝜋
2 is responsible for

changing the output predicted class in 6.24% of cases, almost doubled with respect to the

previous experiment on single subgrid injections. The misclassification ratio tops out at 9.0%

with the highest amplitude injection of 𝜃 = 𝜋. No masked injections have been observed.

Additional experiments obtained by testing double subgrid injections on both ModelB

and ModelC have been performed, boasting a steady increase in the rate of misclassification

events. Moreover, ModelC undergoes a reduction in the number of masked events when

the number of injected subgrids is doubled. The average rates for these experiments are

reported in Table 6.1.

Observation VI.VIII
The corruption of two subgrids significantly increase the misclassification probability.
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6.6 Discussion and Projections

The considered QNN architecture is the first model of its kind ever proposed [217]. This

design is the cornerstone over which vibrant and rapidly growing research is being carried

out [220–223, 234–236]. In particular, the structure of the Hardware Efficient Ansatz is

being used to implement quanvolution in the vast majority of QNNs models. For this reason,

the hereby presented methodology and analyses can be used to understand the reliability

behavior of current and future QNNs, either making use of the same quanvolutional layer

or of layers derived from it.

Thanks to the continuous advancements in quantum computing technology, the applica-

tion landscape for QNNs keeps broadening. However, as it has been shown, the widespread

adoption of QC could be stifled by logical-shifts caused by either intrinsic noise or cosmic

rays, particularly on superconducting transmon quantum devices [23, 24, 92, 126–131]. De-

spite the fact that QNNs have a misclassification ratio comparable to that of CNNs, their

reliability is much more significantly hindered with respect to their classical counterparts,

given that the radiation-induced fault rate for quantum devices is orders of magnitude higher

with respect to CMOS. The usage of surface codes along scalability and construction quality

improvements may have a positive role in improving the reliability of many QML models, at

which point the hereby presented systematic results may simply be re-weighted according

to the way in which they impact the output distribution. At the moment, however, there is

no guarantee that surface codes will not fail in the event of a particle impact, and may as

well worsen the results in this circumstance.

Hardware/software co-design has been demonstrated to be critical for quantum com-

puters [31, 67, 244–248]. This chapter’s analysis adds the logical-shift fault issue to the

reliability assessment of these devices and architectures. This work’s results, alongside the

methodology employed, can direct algorithm design, innovative software/hardware hard-

ening solutions development, and more robust circuit architecture implementation. For

instance, quantum circuit designers could leverage the presented framework to implement

and test purposefully made quantum error correction codes, adding redundancy in the most

critical part or duplicating only the most critical quanvolutions, and thus largely reducing the

misclassification ratio. The information regarding subgrid criticality can help, knowing the

data set used in the field, in designing a future scheduler or optimiser for Quantum Machine

Learning workloads to map each subgrid execution onto more or less reliable quantum

hardware with respect to their impact in case of a fault. Moreover, I envision that transpilers

may leverage this analysis as an additional heuristic metric, aimed at reducing the impact of

radiation-induced faults, and adaptable to any physical quantum device. The final highlight
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is that better training, or a different QNN design, might increase the classification confidence

and reduce radiation-induced misclassifications, albeit this can hardly solve the faults issue

altogether.

6.7 Chapter summary

This chapter proposed a methodology to deeply investigate the propagation of logical-shift

faults in Quanvolutional Neural Networks, thus directly tackling RQ1. By using a fault model

derived from experiments and simulations, I presented results that show how the corruption

of the quanvolutional layer significantly impacts QNNs’ operations and classification. Con-

cerning RQ2, the data shows that 𝜃 logical-shifts are very likely to propagate in the QNN,

and following with RQ3, up to 10% of injections induce misclassification. Regarding RQ4,

the misclassification probability depends on the logical-shift magnitude, on the corrupted

subgrid, on the data set, and on the number of classical layers that follow the corrupted

layer.

Future research directions include the proposal of mitigation or hardening solutions for

QNNs. Blocking the fault propagation in the quanvolutional layer may lead to a reduction

in the measured misclassification events.
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Conclusions

Achieving fault tolerance in quantum computing, which originally seemed such a well-defined

task in its formulation, revealed more and more questions as time went by. I investigated

how quantum computers work in order to simulate them with different methods and varying

degrees of accuracy. This led me to study state-of-the-art simulation methods at large scale,

correlating quantum algorithms to classical simulation efficacy. I devised methodologies

to characterise the effect of radiation events on quantum information at various layers

of abstraction. This meant providing the scientific community with a comprehensive fault

model, yet simple and understandable enough to prompt more research. I later leveraged

this model to investigate theories on how to better reach reliability at both the hardware

and QEC layer. Only a portion of those theories actually made it past the point of becoming

scientific contributions. Amongst them, I proposed ways to detect radiation events and

solutions to improve the reliability of quantum computers and algorithms.

The main contribution of the thesis has been to close the gap between the physics

of energy depositions on semiconductors caused by radiation events and a representa-

tive approximate fault model to be leveraged from the computer science and engineering

side of things. This opened up the theorisation and testing of classical computer science

bound methods to the issue of quantum computer reliability, yet remaining open for further

discoveries, further strengthening the bond between these two disciplines.

I am aware that my work mostly serves as a proof of concept, being a rickety bridge

between different topics that hopefully can be reinforced with time, further research and

new ideas. The accuracy of the dispersion of charge in the depositing medium, other than
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additional considerations about the implementation and placement of single qubits can still

be expanded and improved, with the aim of ideally modelling a real quantum computer

in its finer physical details. The measures of algorithmic reliability are to be modified to

support larger quantum circuits with favourable scaling in the size of the algorithm.

The research I carried out, more often than not, led to more questions and ideas. For

what concerns distributed simulation methods for quantum algorithms, further research

directions would include the parallelisation and GPU optimisation of the pathfinding algo-

rithms for tensor network contraction, with the aim of improving overall path quality and

reduce contraction times on unbounded problems. This could be of high interest when

considering the ever-challenged boundaries of so-called quantum supremacy. Conversely, for

what concerns sampling QEC codes, Clifford based simulators have proven to be sufficiently

performant, with limited margin for improvement. The information extracted from the many

QEC-level fault injections performed should be converted, together with the hardware level

fault model, in a sound post-QEC logical qubit fault model that takes into account more

hardware and algorithmic features. This in turn should open up to the identification of the

most critical QEC failures from the perspective of a quantum algorithm running atop the

QEC, and better prepare and compensate for those faults. Albeit most of the research ideas

prompted by this thesis work lie at the QEC and decoder level, there is still much to be

done towards radiation aware compilers, in terms of qubit placement, and radiation aware

decoders, in terms of both compensation and reconstruction of information loss at the QEC

syndrome level. This in general also encompasses a deeper dive into the vast landscape of

QEC codes, especially high density codes, in order to characterise their reliability to radiation

events. Hardware based solutions for radiation event resistance should be further optimised

to reach case by case cost-effectiveness, ideally leveraging cross-layer design and hardening

principles. At last, hybrid quantum-classical algorithms implemented must be reinforced

with logical level mitigation components, such as specialised classical post-processing passes.

As the terminus of my doctorate rapidly approaches, despite all the research results

hereby presented, quantum fault tolerance yet stands behind a wall of hypotheticals. A wall

that now presents a dent on its surface. Whether this will lead to an opening to the other

side, or not, eludes my understanding.
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Epilogue

This thesis is the product of almost four years of work. It all started from my Master’s thesis

in February 2022, which evolved into a doctorate proposal in September of the same year.

The path I naïvely chose to follow was one of knowledge, fuelled by curiosity.

My illusions of grandeur met a quick fate, as the first year of the doctorate was by far the

most challenging. A new city, new university, new people, and the same old me. Struggling

to adapt, I held on and waited for it to become routine.

This journey was a test of will and a chance at introspection. I always felt the need to

prove that I could achieve ever greater results, reaching higher than the others. This drive

towards a metaphorical concept of altitude is frankly amusing, given my dread of heights.

After all this time, I came to the realisation that any height is only a matter of perspective.

I proved to myself that I could get to the end of it, and that is enough.

To prevent me from severing the bonds with the places and people I hold dear, these

last years have seen me go back and forth between my hometown and Trento way more

than I would have imagined. This led me to cover more than 43 thousand kilometres, which

is about 1.08× the circumference of the Earth. I did not travel each and every highway,

nonetheless, I managed to do a trip around the world in my way. The mesmerising rhythm

of this needle, moving so restlessly across time and space, has silently woven new bonds. In

trying to strike a delicate balance between two selves, I focused on the sewing thread, and I

failed to notice that I had reached the end of the spool.

I have always struggled to accept the end.

The end of playtime, the end of school years, the end of friendships, the end of relationships,

the end of life. For most people, an end is a new beginning, whilst I find myself more and

more entangled with lost chances as time flows forth. On which end of the seam should I

tie the next spool’s thread? These consuming choices all lead to similar outcomes, it seems.

I hold no fear for the unknown or in challenging ideals: I merely seek refuge against

inevitability. May I laugh at these words, at the end of days, after a life well spent.
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