Chapter 2

A Holistic Approach for Privacy Requirements
Analysis: An Industrial Case Study

Mohamad Gharib, Paolo Giorgini, Mattia Salnitri, Elda Paja, Haralambos
Mouratidis, Michalis Pavlidis and Jose Fran. Ruiz

2.1 Introduction

Privacy is becoming more and more a prominent concern for most countries, partic-
ularly for those of them that are moving toward the implementation of e-government
[18] where software systems dealing with personal information (i.e., citizens, cus-
tomers, etc.) have to be compliant with national and international privacy laws [26].
Moreover, while privacy has been frequently identified as a main concern for Public
Administrations (PAs) while dealing with citizens’ information for performing their
activities and providing services [18, 43], several recent studies have shown that
citizens might refrain from using services when their privacy is endangered [49, 56].
According to Spiekermann et al. [72], an increasing majority of US and EU citizens
say that existing laws and organizational practices do not provide a reasonable level
of privacy protection and that companies share personal information inappropri-
ately. As an answer, the new European Privacy directives [14] introduced a number
of privacy-related rules to increase the citizens’ trust in PAs and their services.
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Despite this, organizations still suffer from several shortcomings that can endanger
citizens’ information such as bad security practices, hacker and, most importantly,
insider attacks, data thefts, etc. [1].

As advocated by Privacy by Design (PbD) [37, 12], to ensure a certain level of
privacy we need to adopt a systematic and holistic approach to privacy requirements
engineering. More specifically, privacy requirements should be considered as first
class requirements along with functional and non-functional ones [17]. For decades,
privacy requirements have been considered the result of a security analysis (e.g.,
[82, 52, 37]) and specified as generic non-functional requirements without any clear
measure for their satisfaction [3, 81, 52]. Only recently, the research community
proposed a number of approaches to privacy requirements engineering [37, 12], but
without showing their effectiveness in real cases and without considering privacy
requirements for already existing systems (e.g., [21, 78]), as we usually have in PAs.

On the other hand, privacy is an elusive and vague concept [22, 68], and it is
hard to reach consensus on its definition [22]. Although several efforts have been
made to clarify this concept by linking it to more concrete concepts such as secrecy,
personhood, control of personal information, etc. [69], there is no consensus on the
definition of these concepts or which of them should be used to analyze privacy [69,
24]. This adds more complexity while eliciting, classifying, prioritizing, and vali-
dating privacy requirements. In addition, the relations between privacy requirements
and other types of requirements have not been extensively studied, i.e., it is not clear
how privacy requirements can be linked to other types of requirements.

In this chapter, we propose a holistic approach for analyzing privacy requirements
specialized in their eliciting, classifying, prioritizing, and validating. The approach
follows the experience we gained in the Vision Project, an H2020 innovation action
funded by the European Commission (Visual Privacy Management in User Centric
Open Requirements) [26]. Specifically, in the project we built on the idea that PAs
can be engaged as the main source for defining the privacy requirements of users
responsible for managing citizens’ information, while citizens can considered as the
main source for defining the privacy requirements of information owners. In other
words, our approach gives citizens (information owners) a voice while specifying
their privacy preferences, along those of the PAs as required by privacy norms.
With our proposal, we aim at assisting software engineers in designing privacy-
aware systems by providing the guidance and support while eliciting, classifying,
prioritizing, and validating/consolidating privacy requirements.

The rest of the chapter is organized as follows. Section 2 presents the research
baseline and we describe the VisiOn project in section 3. In section 4, we present
our approach for privacy requirements specification, while section 5 discusses how
the approach has been used to specify the VisiOn privacy requirements. In section
6, we discuss threats to approach validity. We present related work in section 7 and,
finally, we conclude the chapter and discuss future work in section 8.
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2.2 Research Baseline

A main goal of requirements engineering is discovering stakeholders’ actual needs
that drive to requirements for the system-to-be [8]. This requires a well-defined sys-
tematic process to be followed while dealing with such needs. Several Requirements
Engineering (RE) processes for dealing with stakeholders’ needs have been proposed
(e.g., [57, 71, 40, 70, 74]) and most of them include the following activities: elici-
tation, classification, prioritization, and validation. In the rest of this section, we list
and discuss the main contributions in each of these activities.

Requirements elicitation is one of the first activities in RE process and can be
defined as the process of discovering, acquiring, and elaborating requirements for
the system-to-be through consulting relevant stakeholders, investigating the system’s
documentation and/or using domain knowledge [71, 40, 70]. Usually, requirements
elicitation is a complex and iterative process that starts with requirements discovery
and ends with requirements documentation [70, 83]. Requirements elicitation is one
of the most critical activities in the RE process (e.g., [83, 8, 70]), since getting the
right requirements is considered a key factor for software development projects [36].
The main idea of requirements elicitation is gathering stakeholders’ requirements
concerning the system-to-be. Therefore, involving stakeholders in the process is es-
sential for the process to succeed [8]. However, involving them is not an easy task,
since stakeholders, usually, express their requirements in very general terms, they
may have conflicting requirements, and they may change their requirements during
the analysis process [70, 42]. Thus, involving stakeholders does not always guarantee
the elicitation of the right requirements. Several requirements elicitation approaches
and techniques have been proposed in the literature, including interviews [2], ques-
tionnaires [20], task analysis [11], introspection [29], laddering [34], requirements
workshop [83], ethnography [6], apprenticing [9], scenarios [83], and prototyping
[70]. A new trend is the use of serious games (gamifications) in which game-based
elements are used during the requirements elicitation process [19, 61, 7]. Neverthe-
less, there is no general agreement on which elicitation technique is the best, but
there is a consensus that selecting an appropriate elicitation technique greatly affects
the success or failure of the requirements elicitation process [54, 32].

Requirements classification is the activity that takes an unstructured collection
of requirements and groups them into coherent clusters [70]. Requirements can be
classified in many different ways [5], yet they can be broadly classified under func-
tional and non-functional requirements, where the first type refers to functionalities
that the system shall deliver, and the second type refers to how the system shall deliver
such functionalities [13]. More specifically, non-functional requirements are generic
qualitative properties of the system as a whole, i.e., they refer to properties of the
overall system, such as reliability, usability, supportability, etc. [42]. Moreover, func-
tional requirements have clear-cut criteria for their satisfaction, while non-functional
requirements can rarely be said to be accomplished or “satisfied” in a clear-cut sense
[53]. Concerning security and privacy several different classifications have been
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proposed in the literature. For example, Singhal and Wijesekera [67] propose an
ontology to classify security needs in terms of threats, attacks, vulnerabilities, risks,
and security mechanisms. While [76] proposed to represent security needs using
the following concepts: assets, vulnerabilities, threats, countermeasures, and secu-
rity policy. Kang and Liang [38] classify security concerns into:auditing, threats,
accountability, non-repudiation, risk, attacks, availability, frauds, confidentiality,
asset, integrity, prevention, and reputation. On the other hand, Labda et al. [41] clas-
sify privacy needs in terms of access control, Separation of Tasks (SoT), Binding of
Tasks (BoT), user consent, and Necessity to know (NtK). In [37] privacy goals were
classified under eight types namely, authentication, authorization, identification,
data protection, anonymity, pseydonymity, unlinkability, and unobservability. While
Solove [68] provides taxonomy for classifying privacy related problems under four
main groups of possible harmful activities: information collection, information pro-
cessing, information dissemination, and information invasion. Finally, other types
of classifications have been proposed to sub-classify requirements such as risk [50],
trust [82], information quality [23], etc.

Requirements prioritization is the activity to classify requirements on the base
of their importance [70, 30], which enables for making decisions on which re-
quirements should be implemented by the system-to-be. According to Berander and
Andrews [51], prioritizing requirements allows for: deciding the core requirements
of the system; selecting an optimal set requirements to be implemented, i.e., select-
ing a subset of requirements to realize a system that satisfies stakeholders’ needs;
estimating the expected users’ satisfaction; and balancing the benefits of each require-
ment against the costs for its implementation. Several techniques for requirements
prioritization has been already proposed in literature, such as: Analytic Hierarchy
Process (AHP), in which decision makers pair-wise compare the requirements to
determine which of the two is more important [39]; cumulative voting (the 100 point
method), in which each stakeholder is given 100 points that he/she can use for voting
in favor of the most important requirements [44]; Bubblesort, one of the simplest
prioritization methods that sort requirements according to their priorities [39]; rank-
ing [39], in which requirements are ranked based on their importance starting from
the most important requirement until reaching the least important ones; Top-Ten re-
quirements [42], in which stakeholders are asked to choose top-ten requirements out
of all the requirements set without assigning an internal order between the require-
ments; or numerical assignment (grouping) [51], which is one of the most common
prioritization technique that groups requirements into different priority groups based
on their importance (e.g. critical, standard, and optional).

Requirements validation is concerned with showing that the set of requirements
define the system that the stakeholders expect [40, 70]. Requirements validation is
very important since detecting errors in the requirements during the design phase
is much less expensive and time-consuming than discovering such errors after the
system implementation [52]. One of the most well known method for requirements
validation is presented in [70], which suggests five checks to be performed on the re-
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quirements: (1) validity check aiming at verifying the requirements with all relevant
stakeholders for the system-to-be; (2) completeness check aiming at verifying that t
requirements capture all the system functionalities and features (e.g., properties, con-
straints, etc.) expected by the stakeholders; (3) consistency check aiming at verifying
that there is no inconsistencies among all requirements, i.e., there is no requirement
that conflicts with any other requirement; (4) realism check aiming at verifying that
requirements can actually be implemented; (5) verifiability check aiming at verifying
that stakeholders and contractor(s) have the exact same understanding of the elabo-
rated requirements, so to reduce potential disputes between them. All requirements
should be written in clear way so both parties can understand and agree on them.

2.3 A Holistic Approach for Privacy Requirements Analysis

In this section, we present the approach we used to analyse the privacy requirements
for the VisiOn platform. Particularly, we give an overview of the main phases of the
process which will be further detailed in the next section specifically in the context
of the VisiOn project [26]. The approach follows of the four general requirements
engineering activities introduced in Section 2 (i.e., requirements elicitation, classifi-
cation, prioritization, and validation) and proposes a process consisting of six main
interrelated activities Figure 2.1.

1. Identifying the scope. Defining the scope of the project is, usually, the most
appropriate way to start [62]. This is the first activity of our process aiming at deter-
mining the boundary of the system accordingly to the main objectives to be achieved
[46]. In order to properly identify the scope, we have to collect as much as possible
information related to the outcome of the system to be developed and its possible
application domains along with its intended users. Moreover, this activity is essential
for the appropriate allocation of the project resources, indeed identifying the scope
correctly reduces wasting of resources and avoids unnecessary activities. The main
outcome of this activity is a system and domain analysis.

2. Stakeholder analysis aims at identifying all stakeholders that may influence, or
that can be influenced, by the system. Stakeholders are then classified in coherent
groups so to generalize their needs and expectations. This activity mainly focus on the
identification of two groups of stakeholders: stakeholders who own personal infor-
mation (legitimate information owners) and stakeholders who deal with/manage such
information. Both of these groups play main roles while eliciting, classifying, and
prioritizing privacy requirements. This activity is composed of two sub-activities:

2.1 Stakeholder identification & classification  take the system and domain analy-
sis as input and identify an initial list of stakeholders, which is further analyzed
to identify any other relevant stakeholder. Since an inadequate stakeholders iden-
tification leads to inadequate stakeholder analysis [45], an accurate list of all
possible stakeholders has to be produced at this stage. Then, identified stakehold-
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ers are further grouped into coherent groups! to better communicate with them,
learn about their needs, integrate them into RE activities (e.g., in the require-

! These groups are not mutually exclusive, i.e., a stakeholder may belong to all of them
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ments consolidation activity), and prioritizing their needs accordingly to their
importance [45].

2.2 Stakeholder analysis  aims at analyzing each single stakeholder that has been
identified in terms of its needs and expectations. We use Socio Technical Security
- modelling language (STS-ml) [55], a goal based modeling language, to repre-
sent and analyze stakeholders and their objectives. We restricted the choice to
goal-based modeling languages because they allow for an explicit representation
of stakeholders’ objectives and their needs. In particular, we selected STS-ml
because it allows for a clear representation of stakeholders’ objectives and their
relation.

3. Requirements elicitation. Once stakeholders are identified, the process of re-
quirements elicitation begins. The elicitation process is all about determining stake-
holders’ needs and it is performed incrementally and iteratively adding details about
requirements [83]. Adopting the right elicitation technique from existing ones (e.g.,
interviews, questionnaires, task analysis, scenarios, prototyping, etc.) greatly affects
the success of the requirements elicitation process [54, 32]. Moreover, many projects
adopt more than one technique for requirements elicitation [33, 83] to improve the
reliability and quality of elicited requirements. In this context, we have adopted two
different techniques, namely questionnaire-based and scenario-based. These two
techniques complement each other: the former has been adopted because it allows
for collecting multiple stakeholders’ requirements simultaneously, eliciting the ac-
tual stakeholders’ requirements, and most importantly its flexibility in contacting
the stakeholders; the latter has been chosen because it allows for interactively in-
volving stakeholders during the requirements elicitation process, which is essential
for privacy requirements due to the vague nature of such requirements [24]. The
requirements elicitation activity is repeated twice, with the main purpose of eliciting
more detailed privacy requirements in the second iteration and it is composed of
three main sub-activities:

3.1 Questionnaire-based requirements elicitation.  This activity is composed of
two main activities 3.1.1 Design the questionnaire and 3.1.2 Filling the ques-
tionnaire, where the first aims at designing the questionnaire template and the
last aims at sharing the questionnaires with the stakeholders and receive their
feedback. In the first iteration, the first questionnaire is designed and filled by
stakeholders, while in the second iteration, the questionnaires is refined in more
detailed questions accordingly to the feedback collected in the first iteration and
filled again by stakeholders.

3.2 Scenario-based requirements elicitation. ~ This activity aims at defining several
scenarios where personal information become critical for stakeholders. They are
defined by stakeholders assisted by the analyst responsible of the requirements
elicitation activity. Each scenario is then used to elicit stakeholders’ privacy
requirements. Similar to activity 3.1, this activity is repeated twice, where scenar-
ios I and scenarios II are modeled in the first and second iteration of the activity,
respectively.
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3.3 Extracting privacy requirements. In this activity, the analyst extracts require-
ments from questionnaires and scenarios and integrate them in a consistent and
coherent list. Practically, the analyst identifies explicit and implicit requirements
from the answers of stakeholders and their expectations highlighted in the scenar-
ios. Duplicated requirements are eliminated and conflictual situations are solved.

4. Requirements classification. Relying on existing requirements taxonomies, this
activity aims at classifying requirements into coherent groups with closely related
characteristics. When existing taxonomies do not cover types for some requirement,
new classifications/sub-classifications are introduced. A taxonomy can reduce or
remove any vagueness while dealing with requirements, and in turn, it contributes
to better understanding of how requirements can be realized. Note that, the two
stakeholders groups, namely information owners and who manage personal infor-
mation, should be actively involved in this activity; particularly while extending the
taxonomy to cover the privacy related concerns. In summary, this activity takes the
requirements list and relays on existing requirement taxonomies to classify them
accordingly. The taxonomy is refined iteratively with the active participation of
stakeholders until it covers all types of requirements. After that, each requirement
is assigned to a classification/sub-classification, the list of classified requirements is
shared with all stakeholders so to receive their feedback and possibly revise further
the taxonomy.

5. Requirements prioritization aims at prioritizing requirements based on their
importance. Requirements should be prioritized mainly on the base of stakeholders’
suggestions. Different weights can be associated to different groups of stakeholders
so to reflect the importance and relevance of their feedback [45] and allowing for
more accurate prioritization. In addition, the prioritization process should also con-
sider requirements interdependencies that are largely [31]. Considering requirements
interdependencies enable for better decisions concerning requirements implementa-
tion. For instance, a requirement might be classified as a low priority based on the
feedback of the stakeholders (might not be implemented), yet it is required by a high
priority requirement(s) (should be implemented). In such case, the latter requirement
cannot be achieved without implementing the former one, therefore, such require-
ment should be implemented even it has been classified as a low priority requirement
by the stakeholders.

6. Requirements validation/consolidation aims at verifying that the list of re-
quirements captures all functionalities and qualities required by the stakeholders, the
requirements are consistent one another, and a real-world solution can be used to
implement each of these requirements [70, 74]. Our approach adopts the validation
method proposed in [70], which performs five checks to validate the requirements,
namely, validity, completeness, consistency, realism, and verifiability checks. On the
other hand, requirements consolidation is the final activity of the process and it
replicates the same activities performed during the validation, but in a more binding
way since it produces the final list of requirements, i.e., no more modification or
refinement for any of the requirements will be further performed.
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2.4 Analyzing Privacy Requirements for the VisiOn Platform

This section gives a detailed description of how we applied our approach to analyzing
the VisiOn stakeholders’ privacy requirements. The process follows what has been
proposed in the previous section and illustrated in Figure 2.1 and consists of five
main interrelated activities (classification, prioritization and validation the VisiOn
requirements are combined in one single activity). In the rest of this section, we
describe each of these activities.

1. Identifying the VisiOn project scope. In order to get a better understanding
the overall scope of the VisiOn project, we depended on the VisiOn proposal and
all available documentations that have been obtained from the partners? as input to
analyze the scope of the VisiOn project. This activity produced the VisiOn project
& domain analysis, which is used for the VisiOn stakeholders analysis activity.

2. VisiOn stakeholders analysis. This section summarizes our activities for identi-
fying, classifying and analyzing the stakeholders of the VisiOn platform.

2.1 Stakeholders identification & classification. Depending on the VisiOn project
& domain analysis, all identified stakeholders can be described as: stakehold-
ers who represent legitimate owners of personal information), stakeholders who
deal with/manage personal information, or stakeholders who are responsible for
providing components for the VisiOn Privacy Platform (VPP) — VPP will be
developed by integrating the partners existing software and tools. Therefore, we
classify the stakeholders into three main groups (roles): (1) Citizen, people that
will use VisiOn to define, visualize and control how their personal information are
used by others (e.g., PAs); (2) PA, organizations that will use VisiOn to visualize,
manage and control how the citizens’ personal information are used and for which
reasons by their own services and those provided by others3; and (3) Component
provider, representing a VisiOn’s partner that provides technical components for
the final VisiOn platform. They contributed with requirements of each component
and information of the integration among the components of the VPP.

2.2 Stakeholders analysis.  After identifying the three main types of VPP stake-
holders, we analyzed each of them in terms of their objectives related to the
VisiOn’s scope. Figure 2.2 shows the main stakeholder types along with their
objectives represented with STS-ml [55]. STS-ml is a modeling language focused
on social/organizational interactions between entities in socio-technical systems,
i.e., systems where humans and technical components interact with each other to
achieve common objectives. PA systems are an example of socio-technical sys-
tems: they are composed of technical components, such as the software services
use to manage fees or payment, and humans, such as the citizens and the employ-
ees of the PAs. In STS-ml, autonomous entities (both humans and technological

2 Partners refer to the full consortium of the VisiOn project
3 Citizens and PAs roles can be generalized to a User stakeholder role
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components) are called actors. Actors can be specified in an STS-ml diagram as
roles, to represent a set of autonomous entities, or as agents, to represent a specific
entity. For example, “Citizen" is considered a role, because it represents the set
of people in a given country, while “George" is considered an agent since it is a
single person. Roles are graphically represented with a pink solid circle, with a
half circle in the lower part, while agents are represented with the same solid pink
circle but with a segment in the upper part. Objectives that a stakeholder aims
to achieve, are called Goals and are graphically represented as green solid ovals.
Examples of goals are “PA trusted", which consists in building confidence in
PA, or “software provided", which consists in providing software tools. The oval
shapes attached to actors represent their scopes: the set of goals positioned inside
a scope is assigned to the actor and specifies that the actor is in charge for fulfilling
them. For example, in Figure 2.2 Citizen is in charge of the goal PA trusted. Goals
can be refined through “and-decomposed” or “or-decomposed” into subgoals,
where in and-decomposition all subgoals must be achieved to fulfill the main
goal, while only one of the subgoals must be achieved to fulfill the main goal in
the or-decomposition. Figure 2.2 shows the objectives of stakeholders. Citizens
have the main objective of trusting the PA. This goal can be split in three subgoals
that must be reached in order to trust the PA that are: Privacy issues shown,
Consent managed and Sensitive data protected. The first goal is and-decomposed
in two subgoals: show privacy violation, which consists in promptly receiving
information about violation of privacy in PA’s systems, and threats visualized,
which consists in receiving information from the PA about the threat to privacy
on citizens information. Consent managed goal consists in reading and signing
consents, while Sensitive data protected is and-decomposed in tree sub-goals:
Privacy req. specified, Privacy req. Visualized and Privacy req. enforced. The
three goals are achieved respectively if citizens’ requirements are specified by the
citizens and PA, shown by the PA to the citizens and enforced in PA system.

3. (I) Eliciting the VisiOn requirements (first iteration). In what follows, we
describe the activities we performed to elicit VisiOn user requirements during the
first iteration.

3.1 (I) VisiOn Requirements Questionnaire I.  Contains two sub-activities that de-
scribe how the first VisiOn requirements questionnaire was designed and filled
by the partners respectively.

3.1.1 (1) Designing the VisiOn Questionnaire I (Q1).  The requirements for build-
ing a system can be elicited from several sources [48], including stakeholders,
users, documentation, and other existing systems [83]. Therefore, the first
VisiOn Questionnaire template was designed to elicit requirements from the
following three main sources: (1) application domains, which should be ex-
plored together with its political, organizational, social aspects, constraints that
may influence the system [35, 83]; (2) stakeholders, are the entities who can
influence, or are being influenced by the system, where analyzing the stake-
holders of the system is a key factor for the success of the overall requirements
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elicitation process [8]; and (3) intended users, are the entities who directly
interact with the system to perform their work, and they play a central role in
the requirements elicitation process as some requirements can be defined only
by them (e.g., usability, supportability) [54]. In this context, the questionnaire

contains four main sections to be filled by the partners concerning: (1) ap-
plication domains, (2) stakeholders*, (3) intended users, and (4) examples of
usage that identify at least three possible scenarios in the application domains,

where users may use the VisiOn platform. This may reveal new requirements

that the partner forgets to mention while compiling the previous sections.

3.1.2 (1) Filling and refining the VisiOn Questionnaire I (Q1). The question-
naire template has been shared with four End-User (E-U) partners that repre-

sent both PAs and citizens, and we asked them to fill and return. Few days after
sharing the questionnaire, the partners started contacting us asking for some
clarifications about some concerns related to their input. We have answered
each of the raised concerns, and support them with more information when
it is required. Once we received the filled questionnaires, we analyzed them

4 To extend our knowledge about the stakeholders analysis (activity 2), and uncover any stakeholder

that has not been identified so far
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appropriately adding our comments wherever a clarification is needed from the
partner. In several cases, we supported our comments with general examples to
assist the partner in replying to them. And then, we sent back the questionnaire
to the partners to refine their input. In some cases, the questionnaire was sent
back and forth to the partner several times until their input is clear and under-
standable. The returned questionnaires were carefully analyzed, and we have
identified 32 stakeholders and 12 users of VPP along with their objectives,
excepted functionalities and qualities.

3.2 (I) Modeling and analyzing the scenarios I. ~ The consortium of the VisiOn
project is composed by two type of partners: technical partners, who provide
the software and create the VisiOn platform, and the pilot partners, who are PAs
and use their premises to evaluate and validate the platform. The pilot partners
are one Spanish hospital, one Italian hospital, one Italian ministry and one Greek
company who manage the municipality of Athens services. In this chapter, we use
the latter as a running example, we did not include the other case studies for space
limit. During the initial part of the VisiOn project, we asked the Pilot partners to
define at least three scenarios each, where the management of personal informa-
tion is critical, in terms of privacy, for both Citizens and PAs. We asked them to
use STS-ml [55] for modeling these scenarios. STS-ml requirements models are
created by the construction of three complementary views:

* The social view (shown in Figure 2.3) is built on three concepts: actor that can
be dividedinto a role (e.g., Citizen) or an agent (e.g., Management system), goal
(e.g., “Birth certificate obtained”), and document that is a tangible supporting
materials (e.g., “Birth certificate”). A goal may produce a document, i.e., the
document is created when the goal is achieved (e.g., “Birth certificate issued”
will produces the document “Birth certificate”). It may read a document, i.e.,
the actor linked to the goal needs to read the document in order to achieve the
goal (e.g., the actor "Citizen" needs to read the “Birth certificate” to achieve
the goal “Birth certificate obtained”). An actor can also modify a document
to achieve a goal. The interactions between actors are represented with two
relations, transmission and delegation. The former represents the transmission
of a document between two actors. For example, in Figure 2.3 “Citizen"
transmits the “ID copy” to “Citizen Registry". Delegation of a goal represents
the assignment of an objective from an actor to another actor, i.e., with a
delegation the responsibility of achieving a goal in transferred to another actor.
For example, in Figure 2.3 “Citizen" delegates the goal of “Birth certificate
issued” to “Citizen Registry". STS-ml permits to specify security and privacy
requirements on transmissions and delegations. For example, Figure 2.3 three
of them are shown: infegrity, represented with a "Int" string inside a pink
box, confidentiality, represented with a "Con" string inside a brown box, and
authentication, represented with a "Auth" string inside a yellow box. Integrity
can be specified on transmissions and it means that the document received is
the same as the document sent. Confidentiality is specified on transmissions
and it means that only authorized users can read the document that is sent.
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Authentication can be specified on delegations, and indicates that the source
and destination actors must prove their identity, e.g., using an authentication
security mechanism.

¢ The information view (shown in Figure 2.4) is built on two concepts: doc-
ument and information. The latter represents intangible data, such as name,
surname, bank account details that is stored in one or more document. The
relation Tangible By connects an information to a document and specifies that
the information is stored in that document. For example, in Figure 2.4 informa-
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tion “Name” that is stored in “Birth certificate”. Information can be possessed
by at most one actor. This is represented with the Own relation that connects
an actor to an information and specifies that the actor is the legitimate owner
of information. For example, in Figure 2.4 the “Citizen" role own information
“Name”.

* The authorization view (shown in Figure 2.5) is used to represent the au-
thorizations that actors grant to one another over their information. The au-
thorization relation connects two actors and it consists of three parts: (i) a
set of authorizations, i.e., Read, Modify, Produce and Transmit; (ii) a set of
information, i.e., the target of the authorizations; and (iii) the scope of the
authorization, i.e., the sot of goals for which the authorization is granted. For
example, in Figure 2.5 the authorization relation between Citizen and Manage-
ment system authorizes the latter to read and transmit “Picture”, “Description”,
“Location details” and “Kind of request” information. Since the scope part is
empty, the authorization does not specify any constraint for what concerns
the scope. Each partner was assisted by a modeling expert while modeling its
scenarios. The models have been refined iteratively through several modeling
sessions. The resulting models were analyzed by STS-tool [66], a software
framework which supports STS-ml, to detect any modeling deficiencies and
inconsistencies. Once they were verified, they were used to generate VisiOn
user requirements. This feature of the tool automatically derives requirements
form the models, based on the goals, the dependencies and interaction between
actors and security constraints defined is the diagrams.
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3.3(I) Eliciting the VisiOn requirements from questionnaires I and scenarios I.
Once all the questionnaires are filled and refined, and all the scenarios are modeled
and analyzed, we have used them to elicit the stakeholders’ needs. In summary,
91 stakeholders’ needs were elicited, where these needs have been used to elabo-
rate the first set of the VisiOn user requirements (99 requirements). In particular,
when the stakeholder’s need is clear enough, it is considered as a requirement.
While when the need is not clear, it is refined into a requirement or more. Note
that adopting two different techniques for requirements elicitation, significantly
improved the quality of the requirements we elicited. For example, the same re-
quirement might be elicited by the two techniques, yet it is unlikely that both
techniques elicit the exact same requirement. Therefore, the two versions of the
requirement can be used to produce more detailed requirement. In addition, we
assigned different groups to perform the two elicitation techniques in order to
reduce the impact that one technique might have on the other, and in turn, might
influence the quality of the elicited requirements. Finally, each of the identified
needs and requirements has been assigned a unique identifier that specifies the
source where the requirement has been first identified. This is particularly impor-
tant for requirements traceability reasons, i.e., it enables for tracing requirements
back to their original sources and identify what kind of modifications have been
applied to them. The list of VisiOn requirements has been shared with the part-
ners to receive their feedback, which we took into account while revising the
requirements.

4. Classifying, Prioritizing and Validating the VisiOn requirements. This section
describes how we classify, prioritize and validate the VisiOn requirements elicited
during the first iteration of the requirements elicitation activity.

* Design the VisiOn requirements classification, prioritization and validation ques-
tionnaire. The questionnaire presents a table that contains the elicited require-
ments, where each requirement has been assigned a type based on our proposed
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classification, a priority of the requirement to be filled by the partner (1 low - 5
high), and a text box to add any comment/suggestion concerning the requirement.
In particular, 17 individuals from nine different partners have participated in this
activity, and we asked them to analyze the table, to provide priorities, to check
the classification/sub-classification we assigned to the requirements and revise if
needed. Moreover, we provided them with a table that contains a mapping be-
tween the requirements and the VisiOn components that will realize them, and we
asked them to provide feedback. This section has been added to help component
developers to understand better their responsibilities, and how they should extend
their component(s) to realize the requirements. Moreover, it facilitates performing
the requirements realism check”. In addition, we ask them to check the require-
ment carefully and, possibly, to extend the list with other relevant requirements if
required.

» VisiOn requirements classification. As previously mentioned, RE community
broadly classifies requirements under functional and non-functional requirements,
where the first have clear-cut criteria for their satisfaction, and the last do not have
such criteria [53, 70, 13]. In this context, we proposed a taxonomy that differ-
entiates between two main types of requirements, functional and non-functional
requirements. More specifically, when the requirements have clear-cut criteria
for their satisfaction, they are classified as functional requirements; otherwise,
they are classified as non-functional requirements. In addition, we provide a
classification/sub-classification for both functional and non-functional require-
ments based on the related literature to covers all types of the elicited requirements.
In particular, non-functional requirements have been further sub-classified under
four types, namely usability, reliability, performance, and supportability [53].
Functional requirements were further sub-classified under four types of require-
ments namely, privacy requirements, security requirements, IQ requirements and
trust requirements. Since no existing work proposes a well-defined taxonomy
to classify privacy requirements, they have been classified based on the com-
mon aspects of privacy identified based on the feedback we received from the
stakeholders taking into consideration the five components of VisiOn Platform®
(privacy assessment, privacy requirements, privacy specification, privacy run-
time, and privacy transparency visualization). To this end, privacy requirements
have six main sub-categories, 1- information ownership, 2- information control
(authentication), 3- information usage, 4- information transmission, 5- privacy
assessment, and 6- privacy verification.

» Security requirements have been considered to capture the main stakeholders’
security concerns. In our taxonomy, security requirements have six main sub-
categories that have been chosen based on the best practices concerning capturing
security requirements in the literature [73, 52, 82, 50], namely 1- confidentiality,
2- integrity, 3- availability, 4- vulnerability, 5- threat, and 6- attack. While Trust re-
quirements have been considered to capture the actors’ expectations in one another

5 Requirements realism will be discussed later in this section
6 Next chapters provide more information about VisiOn components
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Fig. 2.6 VisiOn requirements taxonomy

concerning their objectives and dependencies [52, 82]. Finally, IQ requirements
[23, 10] have been considered to address stakeholders’ needs concerning infor-
mation accuracy, validity, and consistency. Therefore, IQ requirements have three
main sub-categories, 1- accuracy, 2-validity, and 3- consistency. Once the taxon-
omy is considered complete, i.e., it covers all types of VisiOn requirements, we
provide the partners with a table that contains the list of requirements, which have
been assigned types based on our proposed classification, and we asked them to
provide feedback. The returned feedback was carefully examined while producing
the final taxonomy of the VisiOn requirements that is depicted in Figure 2.6.

VisiOn requirements prioritization. Requirements prioritization is the process of
classifying the requirements based on their importance [70, 30], which enables
system developers to make decisions on which requirements should be imple-
mented. Among the existing requirements prioritizing techniques (e.g., Analytic
Hierarchy Process (AHP), Cumulative Voting, Ranking), we have adopted the
numerical assignment (grouping) [51], which is the most common prioritization
technique and it is standardized (see IEEE Std. 830-1998 [15]). In the numerical
assignment, requirements are classified into different priority groups based on
their importance (e.g. critical, standard, and optional). In particular, we asked the
partners to prioritize each of the requirements on an ordinal scale from 1-5, where
1 is the least important and 5 is the most important. After that, we classified the
partners based on their role in the VisiOn project under End-Users (E-U) (i.e.,
Citizens and/or PAs), System Integrators (SID) and Research and Academic (R-
C). Then we calculated the requirements priority value for each of three partners’
types. This was followed by assigning qualitative values instead of the numbered
ones to enable qualitative reasoning concerning requirements prioritization. In
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particular, priority is High if its priority is at least four, it is Medium if its priority
is at least three and less than four, and the priority is Low if it is less than three.
Furthermore, following [59], we assigned different weights to the input received
from the different partners’ categories. More specifically, the input received from
E-U partners was considered as the most relevant since they represent the actual
users of VPP (Citizens and PAs), followed by the SID partners input since they
have experience in developing and commercializing software products, while the
least important is the R-C partners input since they have experience in devel-
oping software products. Table 2.1 shows how we determine the priority of the
requirements based on the input from the different partners. The priority values
are evaluated qualitatively as follows: we have priority H when the priority ex-
pressed by E-U is H, while both of the priority values expressed by SID and
R-C are at least M. The priority value is M if it was expressed by E-U as M,
and both of the priority values expressed by SID and R-C are at least M. Finally,
the priority is L if the priority expressed by E-U is L regardless of the input
provided by SID and R-C, or when the priority expressed by E-U is M, and at
least one of the SID and R-C has expressed it L. On the other hand, requirement
dependency is gaining more attention in requirements prioritization lately [63,
51, 31]. According to Carlshamre et al. [11] only fifth of the requirements are not
related to or influenced by other requirements. Therefore, the final decision con-
cerning requirements implementation should not only depend on their assigned
priorities, but also on its relation(s) with other requirements. Following [11], we
have considered three different relations among requirements:

— Requires, which implies that the fulfillment of one requirement depends on the
fulfillment of another one. Usually, such relation is used to describe that if one
requirement is to be included into the system, it requires another requirement
to be included as well, i.e., a requirement is a pre-requisite or pre-condition
for another one. For example, if one requirement states that the system should
include web-access, a network connection is required.

— Conflicts_with, which means that a requirement is in conflict with another one,
if they cannot exist at the same time, i.e., fulfilling one of them decreases
or even prevent the fulfillment of the other. For example, if one requirement
states that the system should include web-access, and another one state that no
access to the system should be allowed from the web, we say that these two
requirements are conflicting, i.e., the system will not be able to fulfill both of
them.

Table 2.1 Priority Matrix

PriorityH M{M(M|L|L |L
E-U HMH|H|LIMM
SID MM|L |- |- |L |-
R-C M|M|- |L |- |- |L
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Fig. 2.7 A Snapshot of the relations among the VisiOn requirements

— Increases/Decreases_value_of, occurs when choosing one requirement for im-
plementation increases or decreases the value to the customer of another re-
quirement(s), i.e., implementing a specific requirement may have a positive or
negative influence on the customer value of some requirements. For example,
providing a context-dependent notification system to the software will increase
the customer satisfaction, since the software will automatically modify the no-
tification means without any involvement at the customer side when the context
changes.

Figure 2.7, shows a snapshot of the table that captures the relations among the
VisiOn requirements”. Identifying such relations is essential to specify how some
requirements are essential for the satisfaction of other ones and how some re-
quirements add value to other ones, which helps in deciding which requirements
should be implemented. In other words, considering requirement dependencies
enables for avoiding situations where some requirements have been classified as
low priority based on the feedback of the stakeholders, and they are required
bylincreases_value_of high priority requirements.

VisiOn requirements validation. The first elicited set of VisiOn requirements was
validated by the feedback received from the partners and the individual meetings
we arrange with them during the Technical Meeting®. In Particular, we ask them
to check the requirement carefully and provide a feedback concerning them.

7 Conflicts_with relations are not shown in the table since we already resolve all the inconsistencies
that use to exist among the requirements

8 Occurred in Rome with the participation of all VisiOn partners
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5. (ID) Eliciting the VisiOn User Requirements (second iteration). This section
describes our activities for eliciting the VisiOn user requirements during the second
iteration of this activity.

5.1(1l) VisiOn Requirements Questionnaire II.  In what follows, we describe how
the second VisiOn requirements questionnaire II was designed and filled.

5.1.1 (Il) Design the VisiOn Questionnaire I (Q2). Q2 was designed with the
main objective of eliciting more detailed requirements from the two types of
VisiOn users (PA and citizen) concerning their functionalites and qualities, how
they are expected to interact with VisiOn to perform such functionalities, and
how the platform is expected to realize their defined qualities. In addition, Q2
was designed in a way to link the users’ feedback with the different components
of the VPP, which enable the component developers to better understand
how they can modify and extend their tools/components to meet the defined
functionalities and qualities. Therefore, we provided a specialized version of
the questionnaire for each partner taking into consideration his/her input in Q1.
In particular, Q2 template includes two sub-questionnaires specialized for the
two types of VisiOn users (PA and citizen), to be filled by the partner for each
PA and citizen users identified by them in Q1. In what follows, we describe
each of the sub-questionnaire. Each of these sub-questionnaire contains six
sections. The first section is different between the two sub-questionnaires,
in the PA user questionnaire it aims to describe the (1) system analysis, that
captures the interaction between the VPP and the system(s) that is/are using the
citizens’ information, and in the citizen user questionnaire it aims to describe
the (1) privacy requirements - identification, that captures how the citizen is
expected to interact with the VPP to specify its privacy requirements and how
the VPP is expected to assist him/her during the process, etc. While the two
questionnaires share the same following five sections, (2) privacy requirements
- visualization, to capture what kind of information a PA/citizen might need to
visualize, how it needs to visualize it, etc.; (3) privacy requirements analysis,
to capture what kind of analysis the VPP should provide, what is the expected
output of such analysis, etc.; (4) privacy requirements analysis at run-time, to
capture what kind of analysis the VPP should perform at run-time, what is the
expected output for such analysis, etc.; (5) Privacy Level Agreement (PLA),
to capture the PA/citizen expectations about the PLA, which enable us to
extend our knowledge concerning the PA/citizen objectives; and (6) examples
of usage, to elicit requirements of the PA/citizen that the partner might forget
to mention while compiling the previous sections.

5.1.2 (I)  Filling and refining the VisiOn Questionnaire Il (Q2). In line with
what we did for Q1, we shared Q2 with three E-U partners and we asked
them to fill and return. Similar to the Q1 filling and refining process, we assist
them during this process. After receiving the filled questionnaires, we analyzed
them, and we contacted some partners to refine their input until it is clear. In
summary, very detailed needs of six PAs and three Citizens concerning the
VPP were identified.
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5.2 () Modeling and Analyzing the Scenarios I1. Similar to what we did in the first
iteration of this activity, we asked the VisiOn partners to enrich the STS-ml models
of the scenarios they created in the previous iteration. We organized a workshop,
which lasted a day, in which one expert modeler and two domain experts, per pilot
partner, analyzed and extended the previously created STS-ml models. After the
workshop the domain experts kept updating the diagrams without the help of the
modeling experts. This led to the creation of more complete models that cover,
with great details, the scenarios. We used such models to identify the related
VisiOn user requirements, on the part of the system included in the scenarios.

5.3 (Il) Eliciting the VisiOn user requirements from questionnaires Il and scenar-
ios II. Similar to the first iteration of this activity, we used both of the question-
naires and scenarios to elicit the second set of VisiOn user requirements, which
have been used to refine and extend the already elicited requirements to produce
the final list of VisiOn user requirements (41 new requirements).

6. Consolidating the VisiOn requirements®. Requirements validation is very im-
portant activity, since detecting errors in the requirements during the design phase
is much less expensive and time-consuming than discovering such errors after the
system implementation [52]. Following [70], we performed five checks (validity,
completeness, consistency, realism, and verifiability) to validate the VisiOn require-
ments. In what follows, we discuss how each of these checks has been performed to
produce the final consolidated list of VisiOn requirements:

* VisiOn requirements validity check, aims to verify the elaborated requirements
with all the stakeholders of the system-to-be. We performed this check by sharing
the VisiOn requirements with all the partners, and we asked them to carefully
check the requirements and provide us with their feedback. The feedback contains
suggestions to revise and refine some requirements in order to better define the
functionalities/features they require the system to deliver.

* VisiOn requirements completeness check, aims to verify that the elaborated re-
quirements capture all the functions, features, constraints, etc. that are expected by
the system users. We performed the completeness check by asking the End-User
(E-U) partners that represent both PAs and citizens to check the elaborated list of
requirements and whether they describe all the functionalities and features they
expect the system to deliver. Some partners asked to add new requirements to the
list that were not included in the requirements we elaborate.

* VisiOn requirements consistency check, aims to verify that the elaborated re-
quirements are consistent with one another, i.e., no inconsistency should exist
among them. The consistency check was able to detect some conflicts among the
requirements. However, we manage to solve this issue by revising the conflicting
requirements with the help of the partner(s) who identify such requirements!.

9 Requirements consolidation is used to refer to the validation of the final list of VisiOn user
requirements

10 ' We depend on STS-ml to analyze the consistency of some of the functional requirements (e.g.,
security, trust, etc.)
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ID| Requirement Description Type Source |Req. of Comp | Prio
PA/C| onenet| rity
1| The VisiOn platform shall| NFR [OPBG [PA-C | PA, H
provide user-friendly interfaces | Usability | _ST=2- PV
for its users. 1-R1]
2| The VisiOn platform shall [ SR/ [OPBG |PA-C |PR,PS| H
support access to the citizen's | Confidenti | _ADZ2-
information to authorized users | ality 10-R1]
only.
3| The VisiOn platform shall| PR/ Info | [OPBG (PA-C |PR,PS| H
analyse the users'authorizations | ownership | _ADZ2-
based on their needs to perform 10-R1]
their activities.
ad| The VisiOn platform shall| PR/ Info [ [OPBG |PA-C | PA, H
ded| control the usage ofits services | ownership | _ADZ2- PV
to authorsed users' only. 10-R1]

Fig. 2.8 A Snapshot of the requirements table shared with the partners

VisiOn requirements realism check, aims to verify that the requirements can
actually be implemented. We performed this check by sharing the requirements
list with the partners that are responsible for developing the components of the
VPP, and we ask them to carefully check the requirements list and provide us with
their feedback. The feedback contains suggestions to revise several requirements,
and mark 15 of them as out of the VPP scope. In addition, we had teleconference
meetings with them to discuss the requirements one-by-one. After the meeting, the
requirements list was revised accordingly. A snapshot of the shared requirements
table is shown in Figure 2.8.

VisiOn requirements verifiability check, aims to ensure that the requirements are
documented in a clear and understandable way so that they can be verifiable by the
different stakeholders of the system, which reduce any potential dispute among the
stakeholders concerning the requirements. This check was performed by sharing
the final list of requirements with End-Users (PAs and Citizens) and Component
developers, i.e., both of them were able to check and provide their feedback
concerning the same requirements list. Both of them verify that the requirements
are clear, understandable and describe all the functionalities and features they
expect the system. Moreover, we kept records of all the documents we shared
with the different partners along with their feedback on these documents, which
enables for resolving any potential dispute between the two sides.

A snapshot of the table that contains the consolidated VisiOn user requirements

is shown in Figure 2.9, where each requirement is described with the following
attributes:

Regq. ID: A unique identifier for each requirement.
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ID| Requirement Description Type Source |Req. of Comp | Prio
PA/C| onenet| rity
1| The VisiOn platform shall | NFR/ [OPBG [PA-C | PA, H
provide user-friendly interfaces | Usability | _ST=2- PV
for its users. 1-R1]
2| The VisiOn platform shall| SR [OPBG |PA-C |PR,PS| H
support access to the citizen's | Confidenti | _AD=2-
information to authorized users | ality 10-R1]
only.
3| The VisiOn platform shall| PR/ Info | [OPBG |PA-C |PR.PS| H
analyse the users'authorizations | ownership | _ADZ2-
based on their needs to perform 10-R1]
their activities.
4| The VisiOn platfoorm shall| PR/ Info | [OPBG |PA-C | PA. H
control the usage ofits services | ownership | _AD=2- PV
to authorised users’ only. 10-R1]

Fig. 2.9 A Snapshot of the consolidated VisiOn user requirements

* Description: a textual description of the requirement, and a clarificatory text for
some requirement.

* Type: the type of the requirement based on our taxonomy.

* Source: used for traceability reasons, requirement source is represented with a
unique identifier that specifies the source where the requirement has been elicited
from.

* Req. of (PA/C): whether it is a requirement for Public Administration (PA) and/or
for Citizen (C).

* Component: it identifies the component(s) that will realize such requirement,
where we have five VisiOn components, Privacy Assessment (PA), Privacy Re-
quirements (PR), Privacy Specification (PS), Privacy Run-Time (PRT), and Pri-
vacy Transparency Visualization (PTV).

* Priority (H/M/L): indicates how important the requirement is in order to achieve
the objectives of the project: 1- (H)igh: Must have, 2- (M)edium: Should have,
and 3- (L)ow: Nice to have.

2.5 Approach threats to validity

After presenting and discussing our approach, we discuss the threats to its validity.
Following [79], we classify threats to validity under four types:

Threats to construct validity concerns the relationships between theory and ob-
servation, i.e., to what extent a test measures what it claims to be measuring [64,
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79]. We have identified the following two threats: (1) Hypothesis guessing, occurs
when a participant of the experiment is able to guess the desired result, which may
influences his/her response [75]. To mitigate this threat, the different questionnaires
concerning requirements elicitation, prioritization, classification and validation/con-
solidation were designed carefully in order not to influence nor guide the participants.
(2) Experimenter expectations, occurs when experimenter’s expectations are com-
municated unintentionally to participants [75]. To avoid such threat, we shared all
the questionnaires with the partners who are not participants and ask them to check
whether the questionnaire is properly designed, i.e., it does not communicate any
information that might reveal the experiment expectations to the participants.

Threats to internal validity concerns with external factors that have not been
considered in the study, and they could have influenced the dependent variables in
the study [75]. We have identified one internal threat. Researcher bias, occurs when
the researcher influences the outcome of the study. To reduce the probability of such
threat, the role of the researchers during all the activities that involve participants
were limited only to assist them when needed without influencing their decisions.
Moreover, we followed clear criteria while dealing with the participants’ feedback
concerning requirements elicitation, prioritization, classification and validation/con-
solidation.

Threats to external validity concerns the ability to generalize the results of the
study. We have identified the following external threat: Extensive evaluation, the
approach has been applied to only one project that concerns different application
areas. This may threaten the generalization of our findings. However, we aim to better
validate the approach by applying it other projects in different application domains.

Threats to reliability validity concerns the relationship between the treatment
and the outcome, i.e., to what extent the study is dependent on the researcher(s), i.e.,
if another researcher(s) conducted the same study, the result should be the same. De-
tailed information concerning all the performed activities/adopted techniques (e.g.,
questionnaires, scenarios) for eliciting, classifying, prioritizing and validating/con-
solidating the VisiOn requirements are available at [28], and the overall process can
be repeated. However, repeating these activities may not return the exact same results,
but it presents a strong evidence about the reliability of the approach application.

2.6 Related work

Several approaches for Privacy Requirements Specification have been proposed in
the literature. For instance, Spiekermann and Cranor [72] propose a framework
that enables system analysts to build privacy friendly information systems. The
framework contains high-level responsibilities for system analysts that stem from
well-accepted definitions of privacy. In particular, according to the authors there
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are privacy issues in cases of data storage, transfer, and processing and the system
analysts are instructed to understand privacy expectations of users. Four levels of
system privacy friendliness are presented along with guidelines on how each level
can be achieved. A basic principle of this approach is that the less easy is to identify
a user based on some data the more privacy-friendly the system is.

A threat-based approach to elicit privacy requirements, named LINDDUN, is
proposed by Deng et al. [16], which includes a systematic methodology and catalog
of privacy related threat tree patterns. In particular, the authors propose a mapping
of privacy threat types to system components that are modeled with Data Flow
Diagrams (DFDs). Once privacy threat types are identified then they are further
refined with the help of privacy threat tree patterns specifically developed for each
threat type. Finally, the authors present a mapping of privacy requirements to existing
Privacy Enhancing Technologys (PETs) in order to support analysts that are not
experts in privacy technologies.

PriS [37] is a privacy requirements engineering method that allows system analysts
to identify privacy requirements from the early stages of software development.
Privacy requirements are considered organizational goals that must be satisfied
by system under development. In particular, the method is based on the Enterprise
Knowledge Development (EKD) framework where system requirements are modeled
as goals and a goal hierarchy of the system is built. In turn, the analyst needs to
identify processes that realize the goals. Similarly, privacy requirements are modeled
as privacy goals, which may cause the modification of existing goals or the creation
of new ones. Then, respective privacy processes have to be identified, which can
be carried out with the support of a set of privacy-process patterns that the authors
describe. Furthermore, appropriate privacy-enhancing technologies can be identified
that support the business processes with regards to privacy.

The OASIS Privacy Management Reference Model and Methodology (PMRM) [65]
focuses on the management of privacy requirements and risks. It contains a series of
steps that guide analysts in the identification and scoping of use cases and mapping
of privacy policies to privacy controls, both technical and procedural.

The PReparing Industry to Privacy-by-design by supporting its Application in
REsearch (PRIPARE) methodology [60] is the result of a European Union funded
project, which aims to integrate existing practices and research proposals on privacy
engineering. It contains seven phases that enable the analyst to consider privacy
issues, from the analysis phase where privacy requirements need to be identified
to the decommission phase where personal data needs to be protected when the
system is dismantled. During each phase, a number of different modeling languages
and techniques are proposed for the analyst to employ, such as Unified Modelling
Language (UML) or LINDDUN.

Radics et al. [58] present a framework that is mostly focused on the privacy
requirements elicitation stage. In particular, it guides the analyst on the collection
of relevant data that are used for the elicitation of privacy requirements through the
identification of privacy related patterns in the collected data.

Some of the approaches reviewed above although they cover all the phases that
are required for the specification of privacy requirements, they offer only high-level
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support to the analyst. On the other hand, there are approaches that include detailed
steps for the completion of tasks but they do not cover all the tasks that are part of the
privacy requirements specification. The approach that we employed in this chapter
contained guidelines for all the required tasks, such as elicitation, classification,
prioritization, and validation of privacy requirements.

General privacy taxonomies such as (Anton et al. [4]), (Solove et al. [68]), and
(Wuyts et al. [80]) can serve as a general knowledge repository for a knowledge-
based privacy goal refinement. However, they lack though a systematic process that
can be followed in order to specify privacy requirements.

There are also approaches that consider privacy as part of security requirements.
For example, Liu et al. [47] present a methodological framework that enables the
identification of security and privacy requirements by employing a set of analysis
mechanisms. These are applied within the i* modeling language, where security and
privacy are considered as soft goals, and lead to the systematic extraction of security
and privacy threats and related countermeasures.

Van Lamsweerde [77] present an extension of the KAOS framework for elabo-
rating security requirements. In this method the software engineer constructs two
models, an intentional model of the system under development and an anti-model
that contains vulnerabilities and capabilities for achieving the anti-goals that threaten
the systems security goals. Apart from confidentiality, integrity, availability, authen-
tication, and non-repudiation, privacy is also considered as a security goal.

Giorgini et al [27] introduce the concepts of ownership, provisioning, trust, and
delegation, in order to enable software engineers to consider security issues through-
out the whole development process. By employing the aforementioned concepts the
authors claim that privacy requirements can be captured. Mouratidis and Giorgini
[52] propose a security-oriented methodology is presented where a security require-
ment is considered as a restriction that can influence the analysis and design of a
system under development by restricting some alternative design solutions, by con-
flicting with some of the requirements, or by refining the objectives of the system.
Such restrictions can be in terms of integrity, availability, and privacy.

The above approaches treat privacy mainly as confidentiality protection of per-
sonal data. However, privacy goals include also anonymity, unlinkability, unobserv-
ability, and pseudonymity among others. Without appropriate techniques that force
the software engineer to look at these aspects of privacy it is very likely that important
privacy requirements will be omitted for the system under development.

2.7 Conclusions and future work

In this chapter, we have presented a holistic requirements engineering approach
for eliciting, classifying, prioritizing and validating privacy requirements. In par-
ticular, it combines several existing requirements engineering activities that have
been adapted in order to deal with privacy requirements. The approach has been
successfully used to elicit, classify, prioritize and consolidate the VisiOn platform
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requirements. In particular, the consolidated list of requirements is the result of an
iterative and incremental process that has intertwined the use of state of the art tech-
niques for requirements elicitation with a close interaction with stakeholders and
users, where these requirements have been used to define the main functionalities
and qualities of two types of VPP users (e.g., PAs and citizens). In addition, the re-
quirements have been used by component developers to identify how their tools need
to be extended and integrated into the VPP. This approach has been developed to be
used for real world projects (e.g., industry). Therefore, the process underlining the
approach has been designed carefully to assist software engineers during the overall
process for specifying privacy requirements. Moreover, each of the process activities
has been accompanied with a detailed description of how it can be performed.

For future work, we are investigating how the proposed taxonomy of privacy
requirements can be further refined into more concrete concepts depending on [25],
and how privacy requirements are linked to other types of requirements such as secu-
rity and trust. Moreover, we aim to better investigate the inter-dependencies between
the requirements activities and especially between the two different requirements
elicitation activities. In addition, we intend to provide a more expressive analysis of
the mapping between requirements and the component of the system that will realize
them. Finally, we aim to better validate the approach by applying it to other similar
projects that belong to different domains.
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