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Abstract. In this work, the wireless detection of transceiver-free targets is formulated as an
inverse problem and solved using the received signal strength of existing wireless devices. The
main goal of the proposed solution is to opportunistically exploit a single wireless link established
between two commercial wireless access points for the real-time detection of humans entering
the monitored domain. The proposed computational method exploits both an empirical mode
decomposition for denoising and a discrete Fourier transform for filtering the received signal
strength. A reduced set of highly informative features are used for the automatic learning of a
support vector machine classifier and the prediction of target absence/presence probability. A
preliminary experiment carried out in a real indoor test site is presented to assess the advantages
and limitations of the proposed inversion method.

1. Introduction

In the last years, the passive wireless localization, also called device-free localization (DFL),
using the electromagnetic (EM) propagation of radio-frequency (RF') wireless networks has
revealed strong potentialities in many applications related to security, surveillance, health-care
monitoring, building management, and many other fields where location-based services need
the detection and localization of non-cooperative people in indoor scenarios |1]-[5]. The main
advantage of DFL strategies is that the target needs neither to carry active devices nor to
cooperate to the localization procedure. The basic principle relies on the fact that the RF
propagation is affected by the changes in the environment, including the time-varying presence
and position of people acting as EM scatterers, especially if wireless systems operate at the
microwave frequencies of the common wireless standards, such as the IEEES802.11 (e.g., WiFi).
Among the first solutions available in the state of the art for passive wireless localization, the
localization problem has been modeled as a machine learning problem for the real-time estimation
of target positions in wireless environments, through the real-time processing and inversion of
the received signal strength (RSS) [5]. Many other reference works have been proposed to solve
the numerous challenges of RSS-based passive localization, introducing more and more complex
algorithms and techniques for performance improvement and for multi-target localization [6],
including compressive sensing [7], Bayesian grid [8], support vector machines (SVM) [9].

This work addresses the challenge of detecting non-cooperative and device-free targets through
the opportunistic exploitation of a single wireless link, without any kind of hardware and/or
driver customization. The proposed method is aimed at maximizing the reliability of the passive
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target detection by applying a customized inversion algorithm based on the analysis of the RSS
time series in the frequency domain. More in detail, in order to enhance the effects of the target
presence on the RSS data stream, the empirical mode decomposition (EMD) has been applied for
the denoising of the raw input series. Successively, the denoised sequences have been transformed
into the frequency domain by means of a discrete Fourier transform (DFT) for the extraction
and selection of a reduced set of DF'T coefficients. Finally, the small set of denoised and filtered
coefficients have been used as training features of a learning by examples (LBE) method based
on an SVM binary classifier [9]-[11]. The output of the SVM-based detector is the probability
that a target occupies the area in proximity of the wireless link. The mathematical formulation
of the proposed method is presented in Sect. 2, where the EMD-based technique, the feature
extraction strategy, and the SVM-based detector are described in Sect. 2.1, 2.2, 2.3, respectively.
The results of the preliminary experimental validation are presented in Sect. 3, whereas some
conclusions and final remarks are summarized in Sect. 4.

2. Mathematical Formulation

Let us consider a single wireless link between the transmitter and the receiver located in the
domain © in known positions rpy and rpy, respectively, r = (zq,yq, zq) being the position
vector. Heterogeneous obstacles like furniture and walls occupy the domain, as well as a variable
number of p = 1,..., P human targets. Let S(t) = {s(t — kAt); k=0,..., K — 1} denote the
RSS vector available at the receiver at the time instant ¢ and composed of K readings stored
with a constant sampling rate At. The RSS time series is analyzed by considering the subset of
data stored in the time window w (t) = [s (t — UAt + uAt); u =0,...,U — 1] of length U < K
and ending at the time instant ¢. The data samples contained in w (¢) are directly processed by the
proposed EMD technique (Sect. 2.1) without other pre-processing and/or filtering procedures.

2.1. Empirical Mode Decomposition for RSS Denoising

The RSS stream is decomposed in a finite number of intrinsic mode functions (/MF's), which
represent the oscillatory modes embedded in the signal, adopting the so-called sifting process [12].
The reconstruction of the denoised signal is obtained combining only a subset of IMFs in order
to remove the undesired frequency components. The proper selection of the significant IMFs is
performed considering the Hurst exponent H € ]0, 1[, which is a measure of long-term memory of
a time series [13]. Higher values indicate a persistent behavior and a long-term auto-correlation
of the time series, while lower values refer to fast changes between adjacent pairs of the series
(i.e., lower auto-correlation). According to this rule, high Hurst exponents are more related to
the signal components while lower values are representative of the noise. The reconstructed time
window obtained with the selected IMF's is

G
B(t) = s, () (1)

g=1

where Sy (t),g=1,...,G, G < I, are the IMFs selected according to the following rule

¢ (t) if Hic (1) > H,
g(“:{o()z‘m((giét;))<fftf g=1,.G )

H (+) being the function devoted to the computation of the Hurst exponent [12], and Hy, € ]0,1[
a user-defined threshold.
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2.2. RSS Features Extraction in the Frequency Domain

The Euclidean distance between two RSS time series acquired in absence and in presence of
targets has been adopted as a similarity measure in order to analyze the effects on the RSS
stream caused by the target presence. In particular, the distance has been formulated as

6 (& 1), 5" ) = > CRICE-RION (3)
u=0

where @) (¢) and &) (¢) are the denoised time windows acquired in absence and in presence
of targets, respectively. In order to extract few and representative features of such difference,
the time sequences are mapped in the frequency domain to isolate the frequencies of interest
for the detection problem at hand. The DFT provides a mathematical tool to represent
the denoised time window @ (¢) into periodic Fourier series. The sequence of coefficients

E=1[&; f=0,..,U — 1] is given by

1 jor fu

where j = \/—1 is the imaginary unit, and &, f=1,...,U — 1, are complex numbers (& is real
since the input signal @ (¢) is real). According to the Parseval theorem, the energy of the signal
in the time domain is the same as the energy in the frequency domain, and this implies that the
Fuclidean distance between two sequences in the time domain is the same as their distance in
the frequency domain, formulated as

5 <§<A>, §<P>) _ (gng) B 5;13))2 )

where §(A) and §(P ) are the DFT coefficients computed in absence and in presence of targets,
respectively. In order to further enhance the effects of the target presence on the Euclidean
distance computed in the frequency domain, a band-pass filtering procedure is applied to the
DFT coefficients. The bandwidth of the filter is calibrated to discard the frequency contributions
not affected by the target absence/presence. The Euclidean distance computed with the filtered
coefficients is formulated as

fmaz

AW E) = Y (g -y ©)
f=Fmin

where é (4) cé (4) and g (P) cé (P) are the subset of filtered DFT coefficients, and fi;n and finae
are the corresponding lower and upper coefficients indexes, respectively. The number of filtered
DFT coefficients is F' = faz — fmin-

2.8. SVM-based Target Detector

The automatic estimation of the target absence/presence from the RSS data stream is based
on a SVM-based classifier trained with a finite set of m = 1,..., M known input-output samples
{,,,ym; m=1,..., M}, where z,, is the m-th vector of input features, and y,, € {—1,+1}
indicates the target absence (i.e., y,, = —1) and presence (i.e., y,, = +1). More in details,
the input vectors include the Euclidean distance A,,, m = 1,...,M, calculated between a
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. . . . (A
reference configuration in absence of targets (the corresponding DFT coefficients are §£n)) and

::ebmm), m = 1,..., M, which includes both the absence of targets (for

the training samples m = 1,...,M/2) and the presence of targets (for the remaining samples
m = M/2+1,....M). Moreover, in order to also consider the trend of the DFT coefficients
during the learning process, the input vector includes the statistical indicators of the coefficients,

as follows .
T, = [Am,gg),var <§£:)) ,ngbmm),var (égbmm)ﬂ , (7)

where ¢ and var (5) are the mean and the variance of the considered DFT coefficients. A linear
SVM-based learning method is devoted to separate the training data set with the function
y = sign [ngo (z) +w0], where sign (-) is the binary sign function, w and wgy are weight
parameters computed during the training phase [14], and ¢ (+) is the linear function mapping the
data from the input space to the feature space. However, since the RSS data acquired in the two
absence/presence status are not linearly separable, the non-linear radial basis function (RBF')

a training configuration

has been adopted for the features mapping (i.e., k (z,z,,) = ¢ ()" - ¢ (z,,) = ezl 4 >0
being the RBF parameter [9][15]). Once the training phase is done and the model parameters
are estimated, the SVM prediction computed during the online test phase is given by

M
y et = sign [® (z)] = sign [Z Am¥mk (2, 2,,) + wo (8)

m=1

Am, m =1,..., M, being the Lagrange multipliers computed by the optimization strategy during
the SVM-based minimization procedure subject to constraints [15] and & (-) the decision function.
Moreover, instead of only predicting the binary labels of the test data, the proposed approach
approximates the a-posterior class probability

1
1 + exp (a® (z) + )

I1=Pr (y(teSt) = 1‘ Q) (9)
where o« and 3 are the parameters of the Sigmoid function estimated according to the Platt
algorithm [15].

3. Preliminary Experimental Validation

The effectiveness and the robustness of the proposed method have been preliminarily assessed
considering a real indoor test field located in the laboratories of the ELEDIA Research Center
at the University of Trento, Italy (ELEDIA@QUniTN). The whole building floor covers an area
of Xg = 80 [m], Yo = 46 [m|, and Zg = 2.8 [m] organized in offices and laboratories, with
different and heterogeneous obstacles such as furniture and lab equipment [Fig. 1(a)]. A single
wireless link between two IEEFE 802.11bg WiFi access points has been considered. The access
points belong to the existing WiFi network, they are installed at the ceiling level and configured
to operate at the working frequency ¢ = 2.4 [GHz| with transmitting power Prx = 18 [dBm)].
The proposed system stores the RSS readings in the vector S (¢) with a constant sampling rate
At = 0.6 [sec] . Figure 1(a) shows two sample snapshots of the camera views, while Fig.
1(b) reports the boundary of the area controlled by the surveillance system. Two surveillance
cameras has been used to obtain the occupancy ground truth. The occupancy information (i.e.,
the number of occupants inside the detection area and their position) has been inferred from the
video recordings and used for the manual labeling of the dataset.

! The sampling rate depends by the adopted hardware platform. The well-known Linksys WRT54GL has been
adopted for validation. The standard scanning procedure provided by the OpenWRT operating system (v. 8.09,
r14511, Kamikaze) has been used for the acquisition of the RSS.
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Figure 1. Indoor test site for experimental validation, (a) blueprint of the building floor with
snapshots of ground truth acquisition, (b) test area with the wireless link of Ezperiment 1,
ds = 11.9 [m).

Let us define the status of “target presence” when P > 1 humans occupy such sub-domain of the
considered test site. The focus of this work is to estimate the binary status of target presence
and target absence, while the impact of the number of humans on the detection probability
will be investigated in future studies. The detection performance of the proposed strategy has
been evaluated in terms of false positive rate ppp [%], which refers to the wrong detections
generated in absence of targets, false negative rate ppy [%] pointing out how much the method
fails to detect the target presence, and finally of failure rate p [%], which is the total error rate
considering both false positives and false negatives. Consequently, the detection rate can be also
computed as pp = (100 — p) [%]. More in detail, the performance metrics have been formulated

as follows U
100 -
PEP = 77 q:Zl (Xq y((]test):1> (10)
K-U
100
— (=) 11
PEN = 77 qz; (Xq yl(ltest):+1> (11)
K-U
100
_ (=) (+)
p= K—-U g (Xq yitest + Xq y((ltest)_1> (12)
where st
. test)
xff) _J1 if Pr (yq = 1‘ Q) > 0.5 (13)
0 otherwise
and st
. test)
ng) _J1 if Pr (yq —1‘2) <0.5 (14)
0 otherwise.

The experiment has been performed using test dataset not belonging to the training dataset.
More in detail, the testing periods are temporally shifted respect to the training periods (the
reference configuration assumes the test period with one week delay after the training). The
considered APs are located in rpy = (78.0, 19.0, 2.6) [m] and rpyx = (71.5, 9.0, 2.6) [m] and
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Figure 2. Ezperimental Validation (U = 500, Hy, = 0.6, fimin = 1, finae = 10, M = 200) -
Time evolution of the real and estimated detection probability II.

Table 1. Ezxperimental Validation (short link, U = 500, Hy, = 0.6, finin = 1, fiae = 10,
M = 200) - Performance metrics of the 3-days measurement campaign.

Test Period Performance Metrics
prp %] prN (%] p %]
Day 1 (Thursday) 1.02 7.09 6.73
Day 2 (Friday) 0.00 12.53 8.37
Day 3 (Saturday) 1.04 0.01 1.16
Total 0.69 6.54 5.42

the arising wireless link with line-of-sight (LOS) length dg = 11.9 [m] shown in Fig. 1(b) has
been taken into account for the acquisition of the RSS time series. A 3-days measurement
campaign has been carried out during working days and during the weekend in order to consider
different user presence patterns. The area has been occupied by a variable number of targets
0 < p < 25 during the measurements. A total number of K = 442 x 10® RSS readings have
been stored in S (¢) and successively processed applying a sliding window w (t) of size U = 500.
It has to be noticed that the detection algorithm is executed every At = 0.6 [sec|] and that each
estimation has a “memory” of U x At = 300 [sec|. The EMD denoising has been performed with
a threshold H;, = 0.6 applied to the Hurst exponent for the selection of the most informative
IMFs. The band-pass filtering procedure has been applied and the DFT coefficients between
the lower index f;, = 1 and the upper index f,,,, = 10 have been selected, pointing out a
significant reduction of the most important features, from U/2 = 250 (only half coefficients are
considered by the method due to the symmetry of the Fourier spectrum) to F' = 9. The SVM-
based classifier has been trained with M = 200 samples well balanced between the absence and
presence classes.

The detection probability II has been computed for the whole 3-days test period and the obtained
results have been compared with the ground truth acquired by means of the video-surveillance
system. The comparison shown in Fig. 2 points out a good matching of the estimated probability
with the actual target presence, as also confirmed by the performance indicators reported in
Tab. 1. The values ppp [%], prn [%], and p [%] have been calculated for each day of the
measurement campaign in order to analyze the detection performance during the different daily
user activity patterns. As it can be seen, the higher false detection rate has been obtained during
the second day (p = 8.37 [%]), mainly due to the high value of the false negative estimations
(prn = 12.53 [%)]) obtained during the Friday afternoon. It has to be noticed that, even if the
ground truth declares the target presence during the whole afternoon, lower activity has been
recorded by the surveillance system (less than 20 target movements have been detected from 2:30
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PM to 7:00 PM). As expected, this result points out that the presence of targets that are standing
within the domain in fixed positions without doing movements makes the passive detection from
RSS perturbations very complex. However, even if the complexity to detect standing target is
very high, the failure rate is still lower than 10 [%].

4. Conclusion

In this work, a LBE strategy for the detection of device-free targets in indoor scenarios has been
presented. The RSS of a single wireless link has been analyzed in the frequency domain for
the extraction of the frequency components more affected by the target presence. The proposed
strategy has been designed to estimate the target detection for real-world location-based services
where simple wireless architectures already exist for standard wireless communications. Further
analyses are required to explore whether the proposed strategy can perform in different and more
complex configurations, as well as to investigate the feasibility to localize and track the target
when more wireless links are available.
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