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Abstract

We investigate some cryptographic properties of Boolean functions. Some of the
properties we are going to consider include weight, balancedness, nonlinearity and
resiliency. Mainly, we study how the properties of a Boolean function can be related
to the properties of some other functions in a lower dimension. We utilise these
relations to construct balanced and resilient functions. Another aspect which we
consider is the set of linear structures of Boolean functions. Our interest is in

construction of balanced functions which have a trivial set of linear structures.

It is well-known that block ciphers may suffer from two main attacks, namely, dif-
ferential attacks and linear attacks. APN functions are known to provide the best
resistance against differential attacks. We look at some properties of APN functions
in even dimension. We study the linear structures of their components. We show
that there must be at least a component whose set of linear structures is trivial.
In particular, we determine the possible size of the set of linear structures for any
component of an APN permutation. Based on the sizes of the sets of linear struc-
tures for the components, we establish a simple characterization of quadratic APN
functions, and this knowledge is useful in proving some results on a general form for
the number of bent components. We further consider counting bent components in

any quadratic power functions.

Based on the behaviour of second order derivatives, we derive some quantities which
are used for characterization of quadratic and cubic APN functions. We show that
these quantities can also be used to characterize quadratic and cubic Bent functions.
Furthermore, we show that these derived quantities can be linked to the size of the

set of linear structures for any quadratic and cubic partially-bent functions.
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Introduction

We are going to consider the mappings from F to 7', for positive integers n and
m. These functions are called Boolean functions (or n-Boolean functions) if m = 1
and they are called vectorial Boolean functions if m > 1. They are widely studied
and applied in coding theory, cryptography and other fields. In this thesis, we study
them in relation to their cryptographic properties. The properties of (vectorial)
Boolean functions play a critical role in cryptography, particularly in the design of
symmetric key algorithms in block cipher, nonlinear filters and combiners in stream
ciphers. Some authors refer vectorial Boolean functions to as substitution-boxes

(S-boxes) or multi-output Boolean functions.

Differential and linear cryptanalysis are the most well-known and efficient attacks
against block ciphers. The underlying vectorial Boolean functions need to satisfy
some desirable properties, such as the differential uniformity and nonlinearity, in
order for the cryptosystem to be resistible to such attacks. Functions with high
nonlinearity have better resistance with respect to linear attack and those with low

differential uniformity have better resistance with respect to differential attacks.

A vectorial Boolean function with differential uniformity two is optimal. Any func-
tion which attains this value is said to be Almost Perfect Nonlinear (APN). It is
well-known that 27~! — 2”5 is an upper bound on the nonlinearity of vectorial
Boolean function from [} to itself and the functions achieving this optimal nonlin-
earity are called Almost Bent (AB).

Balancedness is another aspect sought in cryptographic Boolean functions and many

authors have studied balanced Boolean functions with respect to their desired cryp-
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tographic properties. Cryptographic Boolean functions should satisfy various crite-
ria simultaneously, mainly balancedness, high nonlinearity and good autocorrelation
properties, to resist linear cryptanalysis and differential cryptanalysis particularly.
Generally, it is a difficult task to find a function with properties which are necessary
for a cryptosystem to possess robust resistance against most of the known attacks.
Thus, in some way, a compromise (trade off) is needed when picking a function of
good cryptographic properties. For instance, bent functions [the functions from F%
to [Fy which achieve the upper bound 2"~ — 27/2=! on the nonlinearity when n is
even| have high nonlinearity but unfortunately they do not possess other desirable
cryptographic properties. Among other properties, bent funtions are not balanced,

not resilient and their algebraic degrees cannot exceed n/2.

Now we give an outline how this thesis is organised. Chapter 1 reports some known
results which form the foundation for what is being studied (all preliminaries are in-
cluded in this chapter). Our work is presented in Chapters 2, 3 and 4. In Chapter 2,
we are mainly concerned with weight, balancedness, linear structures, resiliency and
nonlinearity of Boolean functions. In Section 2.1, we show how the weight of any
Boolean function can be related to the weights of some other functions in a lower
dimension, we prove some results on weight of “splitting” functions and a special
class of cubic Boolean functions, and we provide an algorithm which can be used
to compute the weight of any cubic Boolean function. In Section 2.2, we construct
balanced Boolean functions and determine those which have trivial linear space (the
set of linear structures) and in Section 2.3, we construct resilient functions with re-
spect to monotone sets. In Section 2.4, we give an inequality relation which relates
the nonlinearity of any Boolean function to the nonlinearity of some functions in a

lower dimension.

In Chapter 3, we derive some quantities based on the behaviour of second derivatives
of Boolean functions and we show that these quantities can be used for characteri-
zation of quadratic and cubic APN functions. In Chapter 4, we focus our attention
on components of APN and quadratic power functions in even dimension. In Sec-
tion 4.1, we show that any APN function possess at least one component whose linear

space is trivial. In Section 4.2, we establish a simple characterization of quadratic
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APN functions based on the dimensions of linear spaces of their components and
we utilize this knowledge to prove a general form for the number of bent compo-
nents. Lastly, in Section 4.3, we determine the number of bent components in any

quadratic power function.

NB: Any result in Chapters 2, 3 and 4 in this thesis which does not have a direct

citation is my own.



Chapter 1
Preliminaries

In this chapter, we report the results which form the foundation for this thesis. The
first section presents some definitions and results related to Boolean functions and

in the second section we talk about some results in vectorial Boolean functions.

1.1 Boolean functions

In this section, we report some definitions and well-known results on Boolean func-

tions and in case more details are sought, the reader is referred to [3, 4, &, 11, 15,

I ) Y ) Y ]‘

1.1.1 Some definitions and notations

In this thesis, the field with two elements, 0 and 1, is denoted by F (other authors
use Fy or Zs). We use n or m to represent a natural number. Let F" be the n-
dimensional vector space defined over the finite field F. Any vector in F" is denoted
by v (instead of commonly used notations such as ¢ or v). The all-one vector is
denoted by 1 = (1,1, ..,1) and the all-zero vector is denoted by 0 = (0,0, ...,0). The

vector with coordinate 1 at 7th position and 0 elsewhere is denoted by e;. We loosely

4



1.1. BOOLEAN FUNCTIONS 5

use ordinary addition + for XOR sum &. For any two vectors v = (vy, ..., v,) and

w = (wy,...,w,) in F", a dot product of v and w is given by v-w = Y | v;w;.

For any two binary vectors x = (x1,...,x,) and y = (y1, ..., ¥,) in F", we define the
sets sup(z) = {i | x; # 0} (it is commonly called support of z) and d(x,y) = {i |
x; # y;}. The size of a set A is denoted by |A|. We define the Hamming weight of
the binary vector z as w(x) = |sup(x)| and the Hamming distance between the two

binary vectors x and y is defined as d(x,y) = [0(x,y)| = | sup(z + y)|.

A Boolean function is any function f from F™ to F. The set of all Boolean functions
is denoted by B,. If f € B, depends on m variables only, with m < n, then we
denote its restriction to " by fipm. Clearly, we have fpm € B,,. The support of
f € B, is defined as sup(f) = {x € F" | f(x) # 0}. The weight of f is defined as
w(f) = |sup(f)| and the distance between f and g is given by d(f,g) = w(f + g).
A Boolean function f is called balanced if w(f) = 2"~!. An image of a function f is
denoted by Im(f), that is, Im(f) = {f(z) | z € F"}.

1.1.2 Representation of Boolean functions

We describe four representations of Boolean functions which are used in coding and

cryptography.

The algebraic normal form

The most used representation of any Boolean function f is the algebraic normal form

(ANF for short) which is the n-variable polynomial representation over F given by

flzy, . xy) = Z Qo (Hx;“) — Z a,x",

u€elfn u€lfn

where a,, € F and 2* =[], ;" is the monomial in Flxzy, ..., x,) /(21 421, ..., 22 42,).
The algebraic degree (or simply degree) of f, denoted by deg(f), is the maximal value
of the weight of u such that a, # 0 in ANF, that is, deg(f) = max,, 2o w(u). In

[19], it is shown that ANF exists and is unique.
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A Boolean function f is called linear if deg(f) < 1 and f(0) = 0. Alternatively,
for any a € F", we define a linear function, denoted [,, as [,(z) = a - z. A Boolean
function is called affine if its degree is less than or equal to 1. In other words,
affine functions are either linear functions or their complements, both denoted by
va(x) = lo(x) + ¢, where a € F" and ¢ € F. The set of all affine functions is denoted
by A,. Since a € F" and ¢ € F have no constraints in the definition of affine
functions, so |A,| = 2-2" = 2""!. A Boolean function is quadratic if its degree is 2

and cubic if its degree is 3.

The Truth-Table

Any Boolean function f can also be represented by the Truth Table, which gives

the value of f at all of 2" vectors in F".

Let F™ = {P,, ..., Pon_1}, where P; is a vector corresponding to binary expansion
of i and let f € B,. Then the Truth Table (TT) of f is given by the value vector
TTy = (f(D), ..., f(Pen_q)). It is clear that the length of TT; is 2.

For instance, when n = 3, we can have a Boolean function f which corresponds to
the following TT":

27 [0 0001111
z (0001100 11
3 (00101010 1
TT,[0 1 0 1 0 1 1 0

Table 1: Truth Table

Since each coordinate of the vector TT arbitrarily takes any element of [F, then

clearly there are 22" Boolean functions.

The ANF can be computed directly from the TT with a complexity of O(n2")
operations by Butterfly Algorithm (sometimes known as Fast Mobius Transform)

and vice versa.
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The Fourier spectrum

The Fourier transform of a Boolean function f is defined by

=Y fla) (-

zelfn

The Fourier spectrum of a Boolean function f is the data/list of all the values of
F¢(a), a € F", that is, the multi-set {Ff(a),a € F"}. The Fourier spectrum can
also be considered as a representation of Boolean functions (see [18]). It can also be
computed from the TT by a Butterfly algorithm.

The numerical normal form

For this representation of Boolean functions, we use [18, 19] as our standard refer-

ence.

Definition 1. Let f be a real-valued function on F". We call Numerical Normal

Form (NNF) of f, the following expression of f as a polynomial with real coefficients:
f(l’l, Z )\[ (HCL’Z) Z )\[!L‘ (11)
IEP(N) iel IEP(N)
where P(N) denotes the power set of N = {1,...,n}.
The NNF is another representation of Boolean functions over the reals. We call

the (global) degree of the NNF of a function its numerical degree. When NNF
coefficients are taken modulo 2, they correspond to the ANF coefficients, that is:

ar =X (mod 2).

Since the ANF is the modulo 2 version of the NNF, so the numerical degree is at
least the algebraic degree.
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The ANF of any Boolean function can be deduced from its NNF by reducing it
modulo 2. Also NNF can be deduced from ANF. This is the case since we have

fa)= 3 am' = ()@= T]
)

IeP(N IeP(N)

= 1-2f(x)= [] (1-2as2"). (1.2)

I€P(N)

Expanding the product in the last equality we obtain:

277,
[[ 0-2eh)=143 20 Y e
TeP(N) =1 {1, .., I.}|
LU~ UL, =1

where “{I,..., I }|I; U--- U I = I” means that the multi-indices Iy, ..., I} are all
distinct, in indefinite order, and that their union equals I.

So, using Equation 1.2, we obtain the NNF as

f(z) = Z(_2)k_1 Z ap ~ - alkxl
h=t (I, ... It}|
LU---ul,=1

from which we deduce that

on

A=) (2! > ar, -+ a,. (1.3)
= {1, ... I}
Lhu--Ul=1

Transformation from ANF to NNF can be accomplished by making use of the fol-
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lowing conversion between binary and integer arithmetic:

a®b=a-+b— 2ab.

1.1.3 Reed-Muller codes

Reed-Muller codes are named after 1.S. Reed and D.E. Muller who introduced them.
These codes can be defined over F, (a field of ¢ elements) but we confine ourselves
to the binary case, that is, when ¢ = 2. In binary case, Read-Muller codes are easily
defined in terms of Boolean functions and some authors, for this reason, consider

Reed-Miller codes as another representation of Boolean functions.

Definition 2 (Reed-Muller codes). Let n € N and r be an integer such that
0 <r <n. Ther-th order binary Reed-Muller code of length 2", denoted by R(r,n),
is the set of the value vectors of the all Boolean functions in B,, with degree at most
T

R(r,n) = {TTy | f € By, deg(f) <.

In particular, R(0,n) is composed of all-zero and the all-one 2™-bit words, R(1,n) =
A, and R(n,n) contains all 2"-bit words (i.e., R(n,n) = F?" = B,).

Next, we state some well-known properties satisfied by Reed-Muller codes.

Proposition 3. Let n € N and r be an integer such that 0 < r < n.

1. R(r,n) is a linear code,

2. The value vectors of all monomials of degree at most r form a basis of R(r,n),

3. dim R(r,n) = Z::O (n)’

)

4. R(r—1,n) C R(r,n).
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1.1.4 Equivalence of Boolean functions

We earlier saw that | B,,| = 22", so it can be appreciated that the number of Boolean
functions of n variables increases so fast with a minor increase in size of n. This
makes it so difficult to find functions with good cryptographic properties such as
balancedness, resiliency, high nonlinearity, etc. Equivalence relations, under which
some cryptographic properties are invariant, are essential tools which help us to

avoid examining all the Boolean functions.

Next, we give definitions of some equivalences which are commonly used in studying

different properties in cryptography.

Definition 4. Let g, h € B, be related by g(x) = h(Ax+a)+b-z+c, where a,b € F",

c € F and A is an n X n nonsingular matriz. We say that g and h are:

1. affine equivalent if b =0 and ¢ = 0 and we write g ~4 h,
2. affine equivalent modulo constant if b = 0 and we write g ~ 4/ h,
3. extended-affine equivalent for any b and ¢ and we write g ~ga h,

4. inequivalent if no such transformation exists.

We rewrite the first part of Definition 4 by using some notations which will often
be used. Functions g,h : F* — T are said to be affine equivalent if there exist an
affinity ¢ : F” — F" such that g = hop. For 1 <i <nandl € A,_1, a basic affinity

of F" maps x; — z; + l(xy, ...,x;_1, %11, ..., x,) and fixes all other coordinates.

Remark 5. The relations ~4, ~4, and ~g4 are obviously equivalence relations,
and if f,g € By, then f ~a 9= f~a g= [ ~payg.

We next present in the following proposition that weight and degree of a Boolean

function are invariant under the equivalence defined.

Proposition 6. Let g, f € B,,. Then

(1) fr~ag=w(f)=uwlg),
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(i) f ~ag= deg(f) = deg(g),
(i) f~a g = deg(f) =deg(g) if f,g #0,1,

(iv) f~pag,deg(f),deg(g) > 2 = deg(f) = deg(g).

We present the theorem on classification of quadratic Boolean functions, via affine

equivalence, whose proof can be found in [37] page 438.

Theorem 7 (Classification Theorem for Quadratics). Let f € B, be a quadratic

Boolean function. Then

(1) froaxzy+ -+ Toi 109 + Toip1, with i < ["T’lj, if f is balanced,

(i) fova 21204+ To129; + ¢, with 1 < [ 3] and c € F, if f is unbalanced.

1.1.5 Autocorrelation function
Definition 8. The correlation (also called bias or imbalance) of a Boolean function
f s

F(f) =2 (=@,

zelfn

Lemma 9. For any f € B,,, we have
F(f) =2" =2w(f).
Proof. We have
F(f) =Rz e F"| f(z) = 0} =[{z € F" | f(z) = 1}[ = 2" =2|{z € F" | f(z) = 1}]

Since w(f) = |{z € F" | f(x) = 1}|, we have the result. O

Remark 10. In other words, Lemma 9 says that

bay /() 1 = W) _ 1 (1 ) F(f)) |

2n 2 2n
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Observe that F(f) = 0 if and only if f is balanced.

Proposition 11. Every non-constant affine function is balanced.

Proof. Recall that [,(z) = a-x is a linear function and ¢,(z) = l,(z)+¢, with ¢ € F,
is an affine function. Note that ¢, is a non-constant affine function if a is nonzero.

Suppose that ¢ = 0, that is, o, =, = a - x. Then

{z € F" | pa(x) = 0} = {z € F" | a - = = O}
=|<a>"|
— 2n—1
which implies that w(p,) = w(l,) = [F"| — | <a >+ | =271
If ¢ = 1 then we have w(p,) = w(l, + 1) = 2" — w(l,) =21 O

Lemma 12. Let l,, with a € F", be a linear function. Then

R = S [ 0=

ZeFn 0 otherwise.

Proof. Suppose a = 0. So

D (=D =3 (==Y (-1 =) 1 =2

zelfn zelfn zelfn zelfn

If a # 0 then [,(x) = a - x is non-constant and so, by Proposition 11, it is balanced,
that is, F(l,) = 0. O

Lemma 13. Let f € B,. Then F(f+1)=—F(f).
Proof. 1t is clear that w(f + 1) = 2" — w(f). So we have
F(f+1)=2"=2w(f+1)=2"-2(2" —w(f)) = -2"+2w(f) = —F(f). O

Definition 14. Let f € B,. If f(x1,....xn) ~a g(x1,..75) + h(Tsi1, ..., Ts), with
g € B, h € B,,_s, we say that f is a splitting function.
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Remark 15. It follows from Definition 1 and Theorem 7 that all the quadratic
Boolean functions are splitting functions.

Lemma 16. Let f € B, be such that f ~4 g(x1,...,25) + h(Tsi1, ..., Tn), with s <n
Then

F(f) = Flgws)F(hgns) = 27" F(g)F (h).

Proof. Let X = (y,z) with y € F* and = € F"~*. So

F(f) = Z (—1)70 = Z (—1)9@)+h()

Xl yEFs;zcfn—s
= 3D YT ()M = Flg ) Flhyens)
IS x€fn—s
= 27" (2" F(girs)) (2°F (hypn—s))
=2""F(g9)F(h). O]

It is immediate from Lemma 16 that the following corollary holds.

Corollary 17. Let f be a function on F" defined by f(X) = Zlegi(Xi), where
X, C X ={x1,..x,} are disjoint, g; € B,,,, with n; = | X;| and let t = Zle n; <n.
Then

k

F()=2""1] Flgimn).

i=1
Remark 18. If g = h(Mzx + a), with M invertible in GL,(F) and a € F", then
we have F(g) = 3 epa (1) M) = 37 o (=1)"W) = F(h), where y = Mz +a
[i.e., if g ~a h implies F(f) = F(g)]. Hence correlation is invariant under affine
equivalence. Since w(g) is invariant under affine equivalence (see Proposition 6)

and F(g) = 2" — 2w(g), we can also deduce from this that F(g) is invariant under

equivalence.

Theorem 19. Let f be a quadratic Boolean function on n variables, that is, f ~4

X1Xg + -+ Top_1Top, + Topr1, with k < L”T_lj if fis balanced; f ~4 w129 + -+ +
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Tok—1%2 + ¢, with k < | 5] and c € F, if f is unbalanced. Then

0 if fis balanced

F(f) =
+27F  if f is unbalanced.

Proof. Since f is balanced when f ~4 xy29 + - -+ + Tok_122k + Top11, SO in this case
F(f) = 0. Observe that when xo;_1Z9;, is restricted to 2, we have F(xor_12T9) = 2.
Applying Lemma 13, Corollary 17 and Remark 18, if f ~4 z129 + -+ + Zop_120s,
we have F(f) = 2" 2k2k = 2nF and if f = zy29 + -+ + 2op_179 + 1, we have
F(f) = —2nk, H

The (first-order) derivative of f at a is defined by D, f(z) = f(z + a) + f(x) and
the (second-order) derivative at a and b is DD, f(z) = f(z)+ f(x+b)+ f(x +a) +
f(z+a+0b). It is important to note that deg(D,f) < deg(f).

Definition 20. Let f € B,. The autocorrelation function of f, denoted by 7, is
defined as

Tr:a—> Z (—=1)Pal®), (1.4)

zelfn

So 7r(a) = F(D,f) and it is clear that 7(0) = 2".

1.1.6 Weight of Boolean functions

In Proposition 11, we showed that any non-constant affine function is balanced, so

the weight of any affine function is 0, 2! or 2".

It can be easily observed from the definition of Boolean functions on n variables
that half of them have degree n. The following property characterize the weights of

these functions.

Proposition 21. Any Boolean function on n wvariables, with n > 1, has an odd

weight if and only if it has degree n.
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Obviously, odd weight implies that the output distribution of these functions (with
maximal degree) is biased, so they are not suitable to be used in most cryptographic

applications.

We next consider the weight of some splitting functions.

Proposition 22. If f(z,y) ~4 g(z) + h(y), with g € B,,, and h € B,,, then
w(f) = 2"w(hpn) + 2"w(gpm ) — 2w (gppm )w(hypn).

Proof. Since bias of Boolean function is invariant under affine equivalence (see Re-

mark 18), we have

Fh= 2. (pfe

(z,y)€F™ xFn

_ Z (_1)g(w)+h(y)

(z,y)EFm™ xF"

— Z (—1)9@ Z(_l)h(y)

zefm y€EFn

= F(gypm ) F (hyen). (1.5)
So

w(f) = 27— SF ()
S F(gen) (e

= 9 (2 2w(ggen)) (27— 2w (i)

= 2mW(h“Fn> + 2nW(g”Fm> — 2W(gFFm)W(h[F”> O

— 2n+mf 1

Proposition 23. A function f(x,y) ~a g(x)+ h(y), with g € By,, h € B,,, x € F™
and y € F", is balanced if and only if either g or h is balanced.

Proof. Recall, from Equation (1.5), that F(f) = F(gjgm)F (hpn). We know that f
is balanced if and only if F(f) = 0 if and only if either F(gpm) =0 or F(hipn) =0
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if and only if either g or h is balanced. O]

We next report a well-known result which can be found in [37] on page 372.

Proposition 24. A Boolean function g(x1, ..., x,_1) +x, onn variables is balanced.

Proof. 1t is clear that g(z1,...,x,-1) + z, is a splitting function. Since z, is a
linear function, so it is balanced (see Proposition 11). The proof is concluded by

Proposition 23. O

Corollary 25. Let f € B, be such that f ~a w129 + -+ + Top_1To + Topy1, With
kE<|(n—1)/2], if [ is balanced; f ~a x122 + + - + Top_129 + ¢, with k < |n/2]
and c € F, if f is unbalanced. Then

gn-t if f is balanced,
n—l L on=k=1 4f £ is unbalanced.

w(f) =

Proof. The result follows from Theorem 19 and the fact that w(f) = 2"~ — L F(f)

(see Lemma 9). O

Proposition 26. A monomial in B, of degree r has the weight 2"7".

Proof. From Proposition 22, we can assume that ¢ € B, and h € B,,_, such that
g(x) = [\, xi and h = 0. It is clear that w(g;pr) = 1 and w(hjp—) = 0. So by
applying the formula w(f) = 2" "w(gpr) +2"W(hpn—r) — 2w(gpr )W(hipn—r ), we have
w(f)=2""w(gp)=2"".

Alternatively, since it is clear that, for (cy,...,¢,) € F", g(c1, ..., c,) = 1 if and only

ifcg =---=¢. =1, so we have

w(g) = {z € F* [ g(z) = 1}|
- ‘{(Cl,,cn) EF” ‘ 61202:"':67»: 1}‘
— gnr, O
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Remark 27. If g(x1,...,x;), with a positive integer t < n, is in B,, then we have
w(g) = 2" "w(grt) and F(g) = 2" "' F(gpt). Furthermore, g is balanced if and only
if gipe is balanced and also F(g) = 0 if and only if F(gp:) = 0.

1.1.7 Walsh transform of Boolean functions

In this subsection, we define and give some properties of the Walsh transform, a

tool which is crucial in proving different significant results in Boolean functions.

Definition 28. Let f be a Boolean function on n wvariables. For all a € F", the
Walsh transform Wy of a Boolean function f is the function from F" to Z defined
by

Wriam F(f+1a) =Y (—1)/@tes

zelfn

The value Wy(a) is called the Walsh coefficient of f at a point a and we call the list
(or multiset) of the 2™ Walsh coefficients of f (i.e., {Wy(a) | a € F"}) the Walsh
spectrum of f. The list of the 2" absolute values of Walsh coefficients of f (i.e.,
[We(a)|, for all a € F") is called the extended- Walsh spectrum.

We now consider some properties of Walsh transform.

Proposition 29. Let f € B,,. Then, for all b € F", we have

S (=1 Wyla) = 2(-1) .

acFn

Proof. We have

Z(—l)a-bwf(a) = Z Z(_l)a.b(_l)f(x)Jra,x

acFm acF" geFn
_ Z (_1)f(z) Z (_1)a-(;r+b)
el acFn

= (1) F(lyp) = 2(—1) ")

zelfn
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where the last equality follows from Lemma 12 which states that F(l,45) = 2™ if

x = b and 0 otherwise.

Proposition 30 (Parseval’s relation). Let f € B,,. Then we have

Z Wi(a) = 2°".

acFn

Proof. We have

S Wi a) = Y Y (—1)f@rer §T (C1yf @t

aclFn a€lF™ zefFn yefrn

— Z Z(_l)f(z)ﬂ(y) Z(_l)a~(x+y)

zeF" yeFn acFn

= 2" 3 (1) @@

zelFn

=2") (-1 =2,

el

where Equation (1.6) follows from Lemma 12, that is, Y., p.(—1)*+)

x =y and 0 otherwise.

Next, we show how the Fourier transform is related to Walsh transform.
Lemma 31. Let f be a Boolean function on n variables. Then
Wy(a) = 2"6(a) — 2F(a),
where §(a) =1 if a =0 and §(a) = 0 otherwise.
Proof. First note that (—1)/®) =1 —2f(z). We have

Wi (a) = Z (_1)f(m)+a.z

zelf™

DMV

zelfn

[]

(1.6)

2" if
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=) (1 =2f(@)(-1)"

= (1) =2)" flx) (=)
=F(la) =2 flx)(=1)**

= 2"(a) = 2F(a),
where the last step follows from the fact that F(l,) = 2"0(a)(see Lemma 12). O

We now consider the Fourier transform of f on an arbitrary subspace of F".

Theorem 32. Let f be a Boolean function on n variables. Let S be an arbitrary
subspace of F™ and S+ be the dual of S. Then

> Frly) =25 f(y).
yeS yesS+
Proof. We have

D F =) fa) =1

yeS yeS xeclkn

=) fl@)) (=

zefn yeSs

=285 N " f(x). O

zeS+

The following corollary can be proved in a similar way as Theorem 32.

Corollary 33. Let f be a Boolean function on n variables. Let S be an arbitrary
subspace of F™ and S+ be the dual of S. Then

> Wily) =28 37 (-1,

yeS yeSL

Taking S to be the set of all vectors y “included” in a, that is, y < a meaning that
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yi < a;, for all 1 < ¢ < n and a = 1 — a, then Corollary 33 transformed into the
following.

Corollary 34. For any f € B,

D Wily) =273 (-7,

y<a y<a

We next present a result which shows some relations between autocorrelation and
Walsh transform of a Boolean function.

Proposition 35. Let f € B, and u € F". Then we have

D @) (1) = Wiu).

zelfn

Proof. We have

D i) (—1)r =0y (1P W

z€Fn z€Fn yeFn
— Z Z(_1)f(y+$)+f(y)+u~a:+u~y+u~y
z€F" yeF»
— Z (_1)f(y)+u~y Z (_1)f(x+y)+u~(x+y)
SIS zElfn
= W5 (u). O

In the next result we show that the extended-Walsh spectrum is invariant under

extended-affine equivalence.

Theorem 36. Let g and h be Boolean functions on n vartables such that g ~ga h.
Then {{IW,(a)|,a € F*} = {{Wh(a)|,a € F"}.

Proof. Suppose that g and h are extended-affine equivalent, that is, ¢ = h(Axz +

a)+b-x+ ¢, for some a,b € F*, ¢ € F and A is an n X n nonsingular matrix in
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GL,(F). So we have

Wylu) = 3 (1)

Telf™
_ Z h(Az+a)+(b+u)-z+c
zef™
= (—1)rw (A7 a)te Z (=1)P®)+bFu) (A7)

yelfn

For any y € F", we have

n

(b+u)- (A7hy) = (b + u)(A™'y)s

=1

= Z Z(bz‘ +u;) Ay,

z'—ljl

—Zy]Zb + u;) A_
=y'((A D10+ )

Let p=(b+u)-(A™1a) + cand w = (A7Y)T (b + u). We thus obtain

Wylu) = (=1)* Y (=)' = (=1)"W), (w) (1.7)

yeFn

from which the result follows. O]

Now we consider the Walsh transform of some splitting functions.

Proposition 37. For g € B, and h € B, define f(z,y) = g(x) + h(y) on F™t".
Then, for z = (a,b) € F™ x F",

Wf(z) = WQHF" (a)WhnFn (b)
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Proof. For z = (a,b) € F™ x F", we have

Wilz)= Y (m)fartestby = N ppal@th)tatby

(z,y)€F™ xFn (z,y)eFm xFn
_ Z (_1)g(z)+a-x Z (_1)h(y)+b~y
zelf™m yelfn
= ng‘n (G)W’lm" (b) O

Next, we determine the Walsh transform of quadratic Boolean functions.

Theorem 38. Let f € B, be such that f ~4 q = 129+ + Top_1Top + Togr1, With
k< L"T_lj, if fis balanced and f ~4 @ = 1202 + -+ - + Top_1T2p + ¢, with k < | 5]
and c € F, if f is unbalanced. Then, for any a € F*, W;(a) € {0, £2"*}

Proof. We have

Wyla) = Y (=17 = Flq(x) +a- z)
xcFn
If ¢(z) + a - = is balanced then W,(a) = F(q(z) +a-x) = 0. If g(z) +a -z is
unbalanced then ¢(x) + a-x ~4 z129 + -+ + Top_122% + ¢, with ¢ € F, and so
F(q(z) + a-x) = £2"% by Theorem 19. Thus, W,(a) € {0,£2"*}. In a similar
manner, we can show that W;(a) € {0,£2"*}. We deduce from Equation (1.7)
that Wy(a) € {0, £2"7*}. O

Definition 39. An element a € F™ is a linear structure of a Boolean function f on
F™ if Do f is a constant. Define V(f) = {a € F*"|D,f is a constant}. The set V(f)

is said to be the linear space of a Boolean function f.

In [16], the Walsh transform of a quadratic Boolean function is presented in a dif-

ferent form.

Theorem 40. Let f € B, be a quadratic function. Then, for a € F", we have
Wy(a) € {0, £202% " where ¢ = dim V(f).
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1.1.8 Nonlinearity of Boolean functions

Nonlinearity of a Boolean function is an important property in cryptography and
it is desirable for the Boolean functions used in designing cryptographic schemes to
have high nonlinearity, since such schemes are believed to have high resistance to
linear attacks. In this subsection, we define and give some results on nonlinearity of

Boolean functions.

Definition 41. Let f € B,. Then the nonlinearity of f is defined as

N(f) = mind(f,a),

aclFn

where g, = a-x +cisin A,.

The distance between a Boolean function f and an affine function ¢, is related to
the Walsh transform Wy(a) as follows:

Lemma 42. Let f be a Boolean function on n variables. Then, for a € F",
n—1 1
d(f,pe) =2""" £ §Wf(a).
Proof. We have ¢, = a-x + ¢, with ¢ € F. So

A(f,00) = w(f + ) =2 — S F(f + )

1
:2"‘1—§F(f+a-x+c)

_ 27— 2F(f+a-xz) ifc=0
2 4 IF(f+a-x) ife=1 (see Lemma 13)
e 1
=2 1i§Wf(a). O

We next apply Lemma 42 to relate the nonlinearity to Walsh transform of a Boolean

function.

Theorem 43. Let f € B,. Then N(f) =2""! — 1 max,ep [Wy(a)|.
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Proof. By applying Lemma 42, we have

N(f) = mind(f,pa)

acFn
1
_ : n—1 -
= min (2 + 2Wf(a)>
_gnt L Wy (a)l O
=27 - Wil

In the following result we show that two extended-affine equivalent Boolean functions

have the same nonlinearity.

Corollary 44. Let g,h € B,, be such that g ~ga h. Then N(g) = N (h).

Proof. The proof follows from Theorem 43 and the fact, in Theorem 36, that the

extended-Walsh spectrum is invariant under extended-affine equivalence. O

Corollary 45. If f € B, then max,ep: [Wy(a)| > 22.

Proof. Applying Parseval’s relation, we have

22n n
2a) > ——=2" > 22,
zré%icwf(a) > 5 2" — Zré%i(‘Wf(a” > 22 O

By Theorem 43 and Corollary 45, the following result holds.

Corollary 46. Let f € B,. Then N(f) < 2" ' — 23271,

Since, for any quadratic function f, W¢(a) € {0,42""*} (see Theorem 38), so the

following result which can be found in [20] on page 134 is deduced.

Corollary 47. Let f € B, be such that f ~4 ¢ = v1x9+ -+ Top_1Tok + Togr1, With
k< L”T’lj if f is balanced and f ~4 § = 129 + -+ + Dop_129 + ¢, with k < [F]
and ¢ € F, if f is unbalanced. Then N(f) = 27—t — 2n=k=1

In a different form, when we apply the result in Theorem 40, the nonlinearity of

quadratic functions is given as in the following.
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Corollary 48 ([10]). Let f € B,, be a quadratic function. Then

N(f) =2t =2 1,
where { = dim V' (f).
The following lemma can be found in [27] on page 134.

Lemma 49. Any two quadratic Boolean functions g and h on n variables are affine
equivalent if and only if w(g) = w(h) and N(g) = N(h).

The following result of a spitting function can be found in [19] on page 80.
Corollary 50. Let f = g(z) + h(y), with x € F" and y € F™. Then we have
N(f) =2"N(gen) + 2°N (hygm) = 2N (gign )N (hyem).
Proof. We know from Proposition 37 that, for z = (a,b) € F" x F™ we have
Wi(2) = Ween (@) Wi o (D).
Clearly, from the definition of nonlinearity, we have

max Wy, (a)] = 2" — 2N (gp») and max

Wi (0)] = 2 — 2N (B ).

ack™ beFm
So we have
1
_on—1_ —
N =27 =5 e, ()
1
n—1
B 2 B 5 (a,b)rélﬂgl}iﬂ?m ’ngn (CL)Wh“Fm (b)|
1
n—1
= 2 (ra%%‘}s( Wepen (a)|) (lr)g]?}f Wh gm (b)|>

=9 (2~ W (gen)) (27 — 2N ()

= 2"N(gppn) + 2"N (hypr ) — 2N (g )N (hjpm).- O
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1.1.9 Plateaued functions

Definition 51. A function f in B, is said to be plateaued if its Walsh coefficients
take at most three values: 0 and +19. The value ¥ is called the amplitude of the
plateaued function f.

Proposition 52. A Boolean function f on n variables is plateaued if and only if
there exists o such that, for every x € F", > (=1)PaPef@) = 5. The amplitude
9 of f is related to o by o = V2.

a,befn

It is immediate that all linear functions are plateaued and the same is true for

quadratic functions (this can also be verified by Theorem 38).

1.1.10 Bent functions

In this subsection, we define and give some properties of bent functions.

Definition 53. Let f € B, with n even. A function f is bent if and only if
N(f) = 271 — 2571 Equivalently, a Boolean function f is bent if and only if
We(a) = £25, for all a € F™.

Next, we state a result which relate bent functions to its first-order derivatives.

Theorem 54. A Boolean function f on n wvariables is bent if and only if Dyf is

balanced for any nonzero a € F".

For a given Boolean function f, we define a real valued function by

~

fla) = ()" =1-2f(a).

Definition 55. Let f € B, be a bent function. Then a Boolean function f is the
dual of f if, for a € F,

Wy(a)

= (—1)f@ =1 2f(a). (1.8)
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Proposition 56. Let f € B, be bent. Then its dual f is bent.

Proof. Since f is bent then, by definition, we have Wy (a) = 4£2%/2 for all a € F".
Now we need to show that W(a) = +27/2 for all a € F". Thus, we have

Wila) = 3 (~1)ftes

zeFn
- Z V\2/£52x) (=1)** (by definition of dual)
IL‘EF"
1
= fy)+z-ytaz
= D D (F)fwre
z€Fn yeFn
1 xX- a
= 272 Z(_l)f(y) Z(_l) (y+a)
IS zeFn
1 " .
= on/2 ((_1)f( )) (2") (apply Lemma 12)

= 22 (1)@ = 49n/2,

Hence it implies that f is also bent. O]

Theorem 57 (Rothaus’s bound). Let f € B, be a bent function. Then, for n > 2,
deg(f) < n/2.

Proof. Let f € B,, be bent and n > 2. By Corollary 34, we have

S Wily) =27 3 (-1,

y<a y<a

Equivalently, we can write

> Wily) =203 (121 (y)). (1.9)

y<a y<a

Since f is bent, by Equation (1.8) that defines the dual f, we obtain

We(y) =22 =221 f(y)). (1.10)
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Substituting (1.10) in Equation (1.9) we have

> (28 - 251 () = 2@ 30 (1 - 2/ ()

y<a y<a

= 2@y (2% - 23+1f(y)> =Y (1-2f(y))

y<a y<a

e 27V (25H@) i@ Y fy) =97 _ 95 f(y)

y<a y<a

= 2O 2 L 2E @R T fy) =Y f(w)

y<a y<a

= Y fly) =29 — 28 4 2v @O N T fy), (1.11)

y<a y<a
where Equation (1.11) follows from the fact that w(a) = n — w(a).
Note that f can be written as

fle) =" gla)z" (1.12)

acfFn

where the coefficients are given by

gla) =2 f(y)

y<a

(see [37], Theorem 1, p. 372). So the monomial z* is present in f(z) if and only
if g(a) is odd. Since if w(a) > n/2, with n > 2, implies that w(a) — n/2 > 1,
then g(a) = >_, ., f(y) in (1.11) is even [i.e., g(a) =0 (mod 2)]. Thus, f does not

contain any monomial of degree > n/2. Hence f must have at most degree n/2. [

Given two bent functions, one with m variables and another one with n variables,
we can construct another bent function on m + n variables as in the following.
Theorem 58. For g € B, and h € B,, define f(z,y) = g(x) + h(y) on F™*",
x €F™ and y € ™. Then f is bent if and only if g and h are bent.

Proof. By Proposition 37, Wy(z) = Wy(a)Wy(b), for z = (a,b) € F™ x F". If ¢



1.1. BOOLEAN FUNCTIONS 29

and h are both bent, then W,(a) = £2™/2 and W, (b) = +2"/2. Thus we have
W,(a) = £20m+"/2 and so f is bent.

Conversely, assume that f is bent. We prove that g and h are both bent. Suppose,
by contradiction, that g is not bent. Then it follows that max,cp. [W,(u)| > 2™/2.

Thus, we must have max,cpn | Wy (v)| < 2%/2, since

om+n)/2 — max (We(w)]

w=(u,v)€EFn xFm

=  max ((Wy(u)||Wh(v)|)

(u,v)€F™ xF™

_ (gé%ng(uﬂ) (gé%glwh(v)l) '

This contradicts Corollary 45, that is, max,cp |Wy(v)| > 27/2. O]

Observe that the Walsh transform of g = x12,, for any a € F?, is Wy(a) = £2, 50 g
is bent. Thus, the following corollary holds by Theorem 58.

Corollary 59. The function f(xy,...,xor) = T1T9 + - + Top_1To, k > 1 on 2k

variables, is bent.

By definition of bent functions and Corollary 44, we have the following result.

Corollary 60. Let g,h € B,, be such that g ~ga h. Then g is bent if and only if h

1s bent.

Theorem 61. Let f € B, be a bent functions. Then w(f) =271 +£2271,

Proof. By definition f is bent <= Wy(a) = +2% for any a € F”. So it implies that
F(f) =Ws(0) = £22. Hence, by Lemma 9, w(f) = 2" ' —1F(f) = 2142571 O

1.1.11 Partially-bent functions

We now define partially-bent functions as in [7].
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Definition 62. A Boolean function f is partially-bent if there ewists a linear sub-
space W of F™ such that the restriction of f to W 1is affine and the restriction of f
to any complementary subspace U of W, W @& U = F", is bent.

That is, for allz € U and y € W,

fle+y) = flx) + [fly) - (1.13)
bf;/p:rt aﬁ;e/:art

Equivalently, as in [21], a Boolean function f is called partially-bent if, for any

a € F" D,f is either balanced or constant.

Remark 63. The linear subspace W of F", in Definition 62, is formed by the set
of all linear structures of f, that is, W = V(f). Observe that since bent functions
exist only in even dimensions then dimU = n — dim V' (f) is even, implying that
dim V' (f) is even if n is even and it is odd if n is odd. The dimension of V(f) is 0
iof and only if f is bent.

Let v =y + 2z, where y € U and z € V(f). Then, for any a € V(f) \ {0},

Duf(z) = f(x+a)+ f(z) = fly+2+a)+ fly+2)
= f(y) + f(2) + f(a) + f(y) + f(2) = f(a). (1.14)

The result in the following corollary is immediately deduced from Theorem 7 and
Definition 62.

Corollary 64. Fvery quadratic function is partially-bent.

1.1.12 Semi-bent functions

We have seen that bent functions exist only in even dimension and they are the only
Boolean functions which attain maximal nonlinearity. We next define, as in [10], a
family of functions which attain relatively high nonlinearity in odd dimension. This

family of functions was first introduced by Chee et al. in [24].
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Definition 65. Let f be a Boolean function of n variables, with n odd. Then f is
called semi-bent if N'(f) = 271 —2%5, Equivalently, for n odd, semi-bent functions

are those Boolean functions whose Walsh transform takes the values: 0 or 12"

For n even, f € B, is called semi-bent if N'(f) = 2"~' — 22. Equivalently, for n
even, semi-bent functions are those Boolean functions whose Walsh transform takes

the values 0 or 42" .

Remark 66. For odd n < 7, the maximal nonlinearity of a Boolean functions in
B, attainable is 2" —2"% and for odd n > 7, the mazimal nonlinearity can exceed
this bound (see [75]).

By Corollary 44, the following holds.

Corollary 67. Let g,h € B,, be such that g ~ga h. Then g is semi-bent if and only

if h is semi-bent.

Proposition 68. If f € B, with n odd, is a semi-bent function then

w(f) € {2”—1, on=1 4 2;} .
Proof. By definition of semi-bent function f, we have F(f) € {O, j:QnTH} from
which the result follows. O

The following corollary can be easily proved.

Corollary 69. Let f € B, be a quadratic Boolean function and c € F. Then
1. for even n, f s bent if and only if
frazme+ -+ 217, +C
2. for even n, f is semi-bent if and only if
frearixo+ -+ Tp 3Ty o+ Ty g or f g x99+ -+ Xy 3T, 0+ C.
3. for odd n, f is semi-bent if and only if

fraxixo+ -+ Tpop1 +Tp o7 [ ~vaT1To+ -+ TyoTyq F C
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1.1.13 Resilient Boolean functions

We begin with a classical approach to correlation-immune and resilient functions

and later the generalised approach by Braeken et al. in [1] is considered.

Definition 70 ([3]). A Boolean function f on n wvariables is correlation-immune
(CI) of order t (or simply write t-CI function) if and only if Wi(u) = 0, for all
u € F" such that 1 < w(u) < t.

The output of a correlation-immune function of order ¢ is statistically independent
of the combination of any t of its inputs. In other words, a Boolean function f(x)
in n variables is correlation immune of order ¢ if, for any fixed subset of ¢ variables,
the probability that, given the value of f(x), the t variables have any fixed set of

values is always 27!, no matter what the choice of the fixed set of ¢ values is.

Definition 71 ([3]). A balanced function which is of correlation-immune of order t
is said to be resilient or it is said to satisfy the property of resiliency (simply write
t-resilient function). Equivalently, a Boolean function f on n wvariables is said be
t-resilient if and only if Wy(u) =0, for all u € F”, such that 0 < w(u) < t.

Next, we give a result which relates the order of a resilient function to its degree.

Theorem 72. For any t-resilient Boolean function f, deg(f) <n —t — 1.

We say that a t-resilient function f is optimal algebraic degree if we have deg(f) =
n—t—1. The next result shows that the order of a resilient function, its degree and

nonlinearity are related.
Theorem 73. Let f € B,, be t-resilient, with t <n — 2. If
(i) deg(f) =n —t—1 then N(f) = 2n~! — 2t+1,

(ii) deg(f) <m —t—1 then N(f) <21 —2t+L,
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Observe, from Theorems 72 and 73, that there are some trade-offs between the
order of a resilient function and some other properties such as algebraic degree and

nonlinearity.

We now consider the generalized presentation of correlation-immune and resilient
functions with respect to some collections of subspaces as introduced by Braeken et
al. in [1]. Canteaut et al. in [ 1] were the first to extend the properties of resiliency
with respect to subspaces. Braeken et al. indicated that one advantage of this
approach is that it relaxes some trade-offs between important properties of Boolean

functions.

We now present some definitions and notations which are used to generalize the

definition of resilient and correlation immune functions.

Let P = {1,...,n} and denote the power set of P by P(P). We call the set A C P(P)
monotone decreasing if, for each set A in A, each subset of A is also in A and the
set I' C P(P) is monotone increasing if, for each set B in I', each set containing B
is also in I'. We can efficiently describe a monotone increasing set I' by the set I'~
which consists of the minimal elements (sets) in I', that is, the elements in I' for
which no proper subset is also in I'. Similarly, a monotone decreasing set A can be
described by the set A* which consists of the maximal elements (sets) in A, that

is, the elements in A for which no proper superset is also in A.

Let A® = P(P) \ A and set I' = A°. From this, it can be easily noted that IT" is

monotone increasing if and only if A is monotone decreasing.

For any two monotone decreasing sets A; and Ay, define
Al&JAQ:{A:AlLJAQZAl GAl,AQ S AQ}

Notice that Ay W A, is also a monotone decreasing set.

Observe that sup(x) and 0(z,y) = sup(x —y) are subsets of P and that P is partially
ordered, that is, < y if and only if sup(z) C sup(y). As noted in [32, 11], 0(z,y)

has similar properties to a metric while sup(x) has similar properties to a norm.

Next, we define correlation-immune and resilient functions with respect to a mono-

tone decreasing set A. In this case, we are assuming that the set A is the maximal
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possible monotone decreasing set for which the function satisfies the corresponding
property. Consequently, as indicated earlier, the monotone increasing set I' corre-
sponding with A is defined by I' = A°.

Definition 74 ([1]). Let f € B, and A be a monotone decreasing set. Then f
is called A-resilient (or it is said to satisfy the property of A-resiliency) if and
only if f(x) +w -z is a balanced function for all w € F™ such that sup(w) € A.
Furthermore, f is called a A-correlation immune function (or A-CI function) if and
only if f(x)+w -z is a balanced function for all w such that sup(w) € A\ {0}.

Remark 75. For some positive integer t, if A = {A € P(P) : |A| < t} then
the definitions of A-resilient function and t-resilient function coincide (this is true
also for A-CI function and t-CI function) and in Definition 7/, we can replace the
property of balancedness of f(x) +w - x with We(w) =0

If we denote the set of vectors which have zero Walsh coefficients by ZW;, then
A C {sup(u) : v € ZW;}. It can be noted that ZW; NT is not necessarily empty.
Notice that A is a collection of subspaces, that is, it is not necessarily a subspace
itself.

We can also establish some relations with the classical definition of resiliency by

using A" and I'". For the monotone sets I' and A, define the parameters:

t; =min{|A| : A€ '} and t, = max{|A| : A € AT},

Observe that from the definition of ¢; and the fact that I" is a monotone increasing
set, each subset of size t; — 1 belongs to A, implying that a A-resilient function is
also (t; — 1)-resilient. Similarly, a A-CI function is (¢; — 1)-CI. Also worth noting
is that the parameter t, defines the maximum dimension of a subspace in which a

function is A-resilient.

Finally, we report the construction of Siegenthaler and Camion et al. which was

later extended with respect to monotone sets by Braeken et al. in [4].
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Theorem 76. Let g(z1,...,x,) and h(xy, ..., x,) be two A-resilient functions on F™.
The function f on n+ 1 variables defined by

.f(xla "'7xn+1) = mn—i—lg(l‘la 7xn) + (1 + $n+1)h(l'1, 7'1:71)

is A-resilient, where A = AWP({n+1}). Furthermore, ifw € I' and for anyu < w it
holds that Wi g (u) +Wj . (u) = 0, then f is A-resilient, where A = AUP(sup(w)).

Proof. Let a = (ay,...,a,) € F" and a = (a,a,41) € F* x F. From Equation (2.9),

we have
Wi(a) = Whpn (@) + (=1)" W, ().

If @ satisfies sup(a) € A, then sup(a) € A. Since h and g are A-resilient functions
(i-e.; Wiy (@) = Wypa (@) = 0), so we conclude that We(a) = 0, implying that f is

A-resilient.

Suppose that a satisfies sup(a) € A. Then we have to deal with two cases:

(i) sup(a) € AW P({n+ 1}), which has already been shown that W;(a) = 0,

(ii) sup(a) € P(sup(w)), for some w € I". We have now that a,,; = 0 and thus

Remark 77. Theorem 76 extends the Siegenthaler’s result in [/ 7] which states that
“if h and g are t-resilient then f is t-resilient” and also it generalises the result of
Camion et al. in [S] which states that “if, for all v such that w(v) =t + 1, it holds
that Wh(v) + W, (v) = 0, then f is t + 1-resilient.”

1.2 Vectorial Boolean functions

In this section, we are going to report some results on vectorial Boolean functions
and the reader is referred to [1, 2, 7, 9, 13, 40, 43, 44, 45] in case more details are

sought.
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1.2.1 Definitions and notations

A wectorial Boolean function F' is any function from F"” to F™, where n,m > 1.
Observe that the case m = 1 is what we considered in the previous section, so
we assume that n,m > 1. Any vectorial Boolean function can be written as ' =
(fi, .-y fm), where f;’s are Boolean functions from F" to F called coordinate functions
of F. For any A # 0 € F™, the function A - F is called a component of F' and we
denote it by F).

Notice that we can extend the definition of derivatives to vectorial Boolean functions.
The first-order derivative of a function F' from F" to F™ at a € F" is given by
D,F(z) = F(x+a)+ F(z) and the second-order derivative of a function F' from "
to F™ at a,b € F" is given by D,DyF(z) = F(z)+ F(z+a)+ F(x+b)+ F(z+a+Db).

1.2.2 Representation of vectorial Boolean functions

We give two well-known representations which are commonly used in cryptography

and our standard reference is [13, 14].

The algebraic normal form

The notion of algebraic normal form of Boolean functions, we considered in the
previous section, can easily be extended to vectorial Boolean functions. We have
seen in the previous subsection that each coordinate function of vectorial Boolean
function F' is uniquely represented as a polynomial on n variables, where every
variable appears in each monomial with degree 0 or 1 and its coefficients are in [,
that is, it is an element of Flay, ..., z,]/ < 23+ 21, ..., 22 + 2, >. So F must also be
uniquely represented as a polynomial of the same form but with coefficients in F™,

that is, it is an element of F™[zy, ..., z,]/ < 2% + x1, ..., 22 + x,, >. Thus, we have:

F(z) = Z ay (Hw?) = Z a, ", (1.15)

uelfn uelfn
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where a, € F™. We call this polynomial the algebraic normal form of vecto-
rial Boolean function F'. The algebraic degree of vectorial Boolean function F
is deg(F') = maxyepn{w(u)|a, # 0}. Equivalently, deg(F) = maxyepn deg(F)) =
maxi<;<m{deg(f;)}, where f;’s are coordinate functions of F'. A function F' is said
to be balanced if it takes every value of F the same number 2"~ of times. A
function F' from F™ to itself is balanced if and only if all components are balanced

(see [13]). We call a balanced function from F" to itself a permutation of F".

Univariate polynomial representation over Fj.

We now focus on a special representation when n = m, that is, a vectorial Boolean
function from F" to itself. Consider the finite field Fon consisting of 2" elements.
It is well-known that the set F3, = Fa. \ {0} is a cyclic group which has 2™ — 1
elements. An element in Fon which is a generator of the multiplicative group F3.
is called a primitive element. It is well explained in [13] that the vector space F™
can be endowed with the structure of the finite field Fon. So any vectorial Boolean
function F' from Fan into Fon admits a unique univariate polynomial representation

over [Fyn, given as:

F(z) = &z, (1.16)

where 9; € Fon and the degree of F' is at most 2" — 1.

Next, we see how the ANF can be obtained from a given univariate polynomial. For
every vector x € ", we can also denote by = the element 2?21 xjo; of Fon, where
(a1, ..., ) is a basis of the F-vectorspace Fon. If we write the binary expansion of
every integer i € {0,1,...,2" — 1} asi = ZZ;& 525, 15 € {0,1}, then we have

2n—1 on—1 n d
=0 =0 1

j=

o1 n TeTg is2°
= E 51 l’j O[j
=0 1

j=
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since the mapping z +— 22 is F-linear over Fyn and ;; € F. The ANF of F is obtained
by expanding these last products, simplifying and decomposing them again over the

basis (o, ..., @,). Another way to do this is by the Lagrage interpolation theorem.

With this established relationship between the ANF and univariate polynomial,
it is certainly possible to read the algebraic degree of F' directly on the univari-
ate polynomial representation. Given the binary expansion i = ZZ:_OI 1s2°, define
wa(i) = 32", is. The value wy(i) is called the 2-weight of i. Then the algebraic
degree of F'is

deg(F) = max wa(1).
0<<2" -1

5 #0

Any function of the form F(z) = 2%, for some non negative integer d, is called a
power function and if d = 2 + 27, for some non negative integers i and j, i # j, we

say that F'is a quadratic power function since it algebraic degree is clearly 2.

Remark 78. The (absolute) trace function T, defined on Fon by
2n—1

Tr(z)=z4+22 422+ 4277,

is F-linear and satisfies (Tr(2))* = Tr(z*) = Tr(z); thus it is valued in its prime

field F. Every Boolean function can be written in the form:

flx)=Tr(F(x)=Tr <z_: dixi) :

Howewver, it is important to note that this representation is not unique.
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1.2.3 Properties of Walsh transform for functions from F”
to "

Let b # 0 € F™ and a € F". The Walsh transform of a component F; of vectorial

Boolean function F is given by

Wr(a,b) = Wg,(a) = Y (—1)@ter,

zelfn

The set defined by
Ap ={Wkg(a,b) |a € F",b#0¢c F"}
is called the Walsh spectrum of F.

Next, we give the Parseval relation for a function from F” to F™ whose proof natu-

rally follows from the proof of Proposition 30.

Corollary 79 (Parseval relation). Let F' be a function from F™ to F™. Then

> ) Wi(a.b) =22"(2" - 1) (1.17)

b£0€F™ g€lFn

We call Wh(a,b), with a,b € F", a 4th power moment of the Walsh transform of
Fy. We next report a result which gives a lower bound on the sum of all 4th power

moments of the Walsh transform.

Lemma 80. Let F' be a function from F™ to F™. Then

>3 Wila,b) = 23220 — 22", (1.18)

belF™ acFn
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Proof. We have

4
> Y Whan) =3 Y (Z(—l)b‘FW)
belF™m qelfFn belF™ qeFm™ \zcFn
_ Z (Z (_1>b.(F(z)+F(y)+F(z)+F(t))) (Z (_1)a-(ac+y+z+t)>
z,y,z,teF™ \beF™ acFn

r+y+z+t=0
Fz)+ F(y)+ F(z)+ F(t)=0
= 2" {(z,y,2) € F*" | F(z) 4+ F(y) + F(2) + F(z +y + 2) = 0}| (1.19)

= 2"t \{ (z,y, 2,t) € F*"

> 2"t (py,2) EFM |r=yorz=zory=2} (1.20)
=2""" B{(z, 2,y) [ 2,y € F'} = 2/{(z,2,2) [ 2 € F"}])
= 2"tm(3.2%" — 2. 2m), O

1.2.4 Nonlinearity of vectorial Boolean functions

We talk about nonlinearity of vectorial Boolean functions and the reader is referred

to [13] if more information is sought.

Definition 81. Let F' be a function from F™ to F™. The nonlinearity of F is given

by
N(F) =21 - L Wi(a,b)].

max
2 b£0€F™;qcFn

Equivalently, the nonlinearity of F' is equal to the minimum of all the nonlinearities

of components of F, that is, N(F) = b;g)lirﬂrl N(Fp).
6 m

It can be deduced, from Corollary 46 and Definition 81, that if n is even then
2n=1 _ 9n/2=1 is an upper bound for the nonlinearity of a vectorial Boolean function
from F" to ™. We are going to see later that this bound is not tight for some values

of m. Next, we report the best upper bound known for m >n — 1.
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Theorem 82 (Sidelnikov-Chabaud-Vaudenay bound). Let n,m € N be such that
m >n—1 and let F be any function from F™ to F™. Then

L1 22 — 1)(2n1 — 1)
F<2”1——\/-2"—2— :
N(F) = 2 k 2m —1
Proof. First note that, we have
5.5 e
2(a,b) > Tt . 1.21
bEOCE ™ acEn Wela,b) 2 > > Wi(a,b) (1.21)
b#0€F™ acFn
By relation (1.18), we can deduce that
> Wila,b) =27 (327 — 2. 2m) — 2%, (1.22)

b£0€F™ qEFn

Hence, by Equation (1.17), the relations (1.21) and (1.22), we have:

gn+m(3. 9 _ 9. gn) _ 2in
i B g Wir(0,0) 2 : 92n(gm — 1) )
3. 23n+m —92. 22n+m _ 24n
- 22n(2m — 1)
3.ontm _g.gm _ 9
om — 1
(3-2" —2)(2m — 1) — (22 —3.2" 4 2)
om — 1
22" — 1)(27 — 1)
om — 1 ‘

This implies

2027 —1)(27 1 — 1)
om — 1 '

max |WF(a,b)|Z\/3~2”—2—

bAOCF™;acFn

Since N'(F) =2"'—% max _ |Wg(a,b)|, then the desired bound is obtained. [
b£OCF™;acFn



42 CHAPTER 1. PRELIMINARIES

The condition m > n—1 is assumed in Theorem 82 to make sure that the expression

located under the square root is non-negative.

1.2.5 Bent vectorial Boolean functions

In this subsection, the definition of bent function, seen in previous section, is ex-

tended to vectorial Boolean functions and some results are reported.

Definition 83. A function F' from F" to F™, with n even, is said to be bent if and
only if N(F) = 2"~ — 2271 Equivalently, a function F from F" to F™ is called
bent if any component Fy is bent for all b # 0 € F", that is, the Walsh transform for

any component F, is equal to £27 .

It is immediate from the definition and Theorem 57 that if function F' from F” to F™

is bent then every component has degree at most n/2, implying that deg(F') < n/2.

Proposition 84. A function F from F™ to F™ is bent if and only if all its derivatives
D, F(x), for all a # 0 € F", are balanced (i.e., D F(x) are all permutations).

Since bent Boolean functions exist only if n is even, so bent vectorial Boolean func-
tions from F” to F™ exist only under this same hypothesis that n is even. However,
this condition is not sufficient for the existence of bent vectorial Boolean functions
from F" to F™ as shown by Nyberg in [11]. The following result provide conditions

for existence.

Proposition 85. Bent functions from F™ to F™ exist only if n is even and m < n/2.

Open problem: In Proposition 82, we saw that, for m > n — 1, the Sidelnikov-
Chabaud-Vaudenay bound is better especially if m is large enough. However, to
determine a better bound when n is odd and m < n—1 is an open problem [13]. We
know from [14] that, for n even, the upper bound 2"~ — 251 is the best and tight
for nonlinearity of functions from F" to F™ with m < n/2. But it is a long standing
problem to determine a better upper bound on the nonlinearity of (n,m)-functions

when n is even and n/2 <m <n — 1.
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Remark 86. Proposition 85 implies that no vectorial Boolean functions from F™ to
itself can be bent. However, we can discuss about the number of bent components
which functions from F™ to itself can contain. In []5], it is shown that such functions
can have at most 2" — 22 bent components and some functions which achieve this

bound can be easily constructed.

1.2.6 Almost Perfect Nonlinear functions

In this subsection, we define and give some results on almost perfect nonlinear

functions and our standard reference is [1, 2, 13, 31].

Definition 87. For a,b € F" and a vectorial Boolean function F from F™ to F™,
let
dr(a,b) = |{x € F" | D F(z) = b}|.

The differential uniformity of F' is given by

d = max dr(a,b)

a#0,beFn

and it always satisfies the relation § > 2. We say that a function F is differentially
d-uniform in F™. A function with 6 = 2 is called Almost Perfect Nonlinear (APN).

The statements which we state in the following theorem are obvious from the defi-

nition of APN function.

Theorem 88. A function from F™ to itself is APN if and only if one of the following

conditions holds:

(i) 6 =2;

(ii) for any a # 0 € F",
H,={F(x+a)+ F(x) |z € "}

contains 2" elements, that is, |H,| = 2"1;
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(iii) for every (a,b) # 0, the system

r+y =a
F(z)+ F(y) =b

admits O or 2 solutions;
(v) for any a # 0 € F", the derivative D,F is a two-to-one mapping;

(v) F is not affine on any 2-dimensional affine subspace of F".

The result that follows associate APN functions to second-order derivatives and can
be found in [9].

Proposition 89. An function F from F™ to itself is APN if and only if, for any
nonzero elements a and b in F™, with a # b, we have D,DyF(x) # 0, for all x € F".

In other words, Proposition 89 can be presented as: a function F' from F" to itself
is APN if and only if it holds that “for all x € F", D,DyF(z) =0 <= a =0 or
b=0ora=2"0."

The statement: “for all v € F*, D,DyF(z) =0 <= a=0o0orb=0o0ra=10"
can also be presented in different way. First, we recall that D,D,F(x) = F(x) +
Flz+b+ Flx+a)+ F(x+b+a). Let y=x+ a and z = x 4+ b. Thus, it implies
that x +y + 2 = x + a + b. So we can deduce that the statements: “for all x € F",
D,DyF(z) =0 <= a=0o0orb=0o0ora="0" and “F(z)+ F(y)+ F(2)+ F(x+y+
2)=0 < x=yorx=zory=_2z" are equivalent. It implies that Proposition 89

can also stated as in the following.

Corollary 90. A function F from F™ to itself is APN if and only if it holds that
‘Fla)+Fly) + F(z)+ Flx4+y+2) =0 <= s=yorx=zory=2z."

Next, we use Lemma 80 and Corollary 90 to prove a result which relate APN func-

tions to the 4th power moment of Walsh transform.
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Theorem 91. A function F from F™ to itself is APN if and only if

> Wi(a,b) =25 (2" — 1), (1.23)

b5£0,a€F"

Proof. Observe that we have equality in the relation (1.20) if and only if the state-
ment: “F(z)+F(y)+ F(z)+ F(z+y+2) =0 <= z=yorxz=zory=2z" holds.
By Corollary 90, the statement: “F(z)+F(y)+F(2)+F(z+y+2) =0 < z =y
or x =z or y = z” holds if and only if F'is APN. Thus, it implies that

> Wi(a,b) =32 —2.2%" (1.24)

a,beFn

if and only if ' is APN. Observe that Equation (1.24) can be modified to

> Wilab) = > Wi(a,b) — 2" = 252" — 1) (1.25)
b#0,a€F™ a,beF™
from which the assertion is deduced. O

Lemma 92. For any (n,n)-function, we have

> Wi =2" Y FD.F) (1.26)

A#£0,a€F™ A#£0,a€F™
Proof. We have
Z WF a, )\ Z Z F/\(Z‘)-‘,-F)\( V+E5\(2)+Fy\(w)+a (z+y+z+w)
A#£0,a€F™ A#£0,a€F" x,y,2,weF™
Z Z FA (x)+Faly )+F/\(Z)+Fx(w)(_1)“'($+y+2+w)

A#£0,a€F" z,y,z,weF™

— Z Z FA )HEX(y)+Fx(2)+Fx(w) Z a(x+y+z+w)

z,y,z,wEF™ AA0€F" ackFn

,Y,2,WEF™ |[x+y+2z+w=0 AA0€F™

— 9n Z Z (_1)FA(70)+FA(y)+FA(Z)+FA(w)

z,Y,2,WEF |w=z+y+2z AF0EF"
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Z Z )+ F5\(y)+Fx(2)+ P (z+y+2)

z,y,2€F" A#0eFn
[substituting y = x + a and z = x 4+ b we have]

—on E : E /‘ z)+F)\(z+a)+Fy(z+b)+ Fy (z+a+b)
AA0EF™ x,a,beF™

E E DEF)\ +DaF>\(x+b)

AA0€EF™ z,a bEIF"

§ E DQF)\ +DaF)\(:E+b)

A#£0,a€F™ x,beF™

> FAD.F). —

A#£0,a€F™

By applying Theorem 91 and Lemmas 80 and 92, the following result which can be

found in [1] is deduced.

Theorem 93. Let F' be a function from F" into F". Then

> FADGE) =2 (2" 1), (1.27)
A#0,a€F™

Moreover, F is APN if and only if equality holds.

There are a lot of APN functions which are known today (for instance see [5, 34, 50]).

We list all the powers for all known power APN functions in Table ?77.
We denote the greatest common divisor integers d and d' by (d,d’). We begin with
the following well-known result which can be found in [31].

Lemma 94. For any positive integer k, we have

(a) (2" —1,2 = 2

if n/(n, k) is odd,

if n/(n, k) is even.

(b) (2" —1,2°+
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Family Power Condition Proven in
Gold 20 +1 (i,n) =1 [33]
Kasami 22 — 20+ 1 (i,n) =1 [35]
Welch 204+ 3 n=2+1 [28]
. 20425 — 1,4 even .
N h . i1 ’ = 2 + 1
Ho 2% 4 2% _1iodd 2]
Inverse 220 — 1 n=2+1 [43]

Dobbertine 2% +2% 4 2% + 20 —1  n=>5; [30]

Table 2: APN power functions

We give the proof for quadratic APN power function (Gold APN function).

Theorem 95. Let k be a positive integer. A quadratic power function F(x) = 22
is APN if (k,n) = 1.

Proof. Note that since F' is a quadratic function, so
F(zx+a)+ F(x) + F(a),

with a € Fon, is a linear function in  whose kernel has the same size as any of its

translates such as the solution set of
F(z)+ F(r+a) =50

in Fon, for any b € Fan. Thus, we show that, for any a # 0,0 € Fan,
Fl)+(z+a)=b

has at most two solutions by simply finding the size of the solution set of

F(r+a)+ F(x)+ F(a) = 0.
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We have

Fzx+a)+ F(x)+ F(a) = (x + a)QkJrl 4?4 g2t

k k
= qx? +a2 x

So it follows that

1(0) = |{z € Py | Fla +a) + F(z) + F(a) = 0}
= |{z € Fan | ar? = &2ka:}\

= {0} U {2 € Fou | (z/a)* ' =1}

Thus, y(a) = 2if (2"—1,2¥—1) = 1 and by Lemma 94, this happens when (n, k) = 1.
Hence F'is APN if (n, k) = 1. O

Next, we present the proof of inverse power APN function as done by Nybeg. The

inversion mapping F' : Forn — Fon of Nybeg is also presented as:

b ifx#0
0 if x =0.

This inversion mapping is sometimes called patched inversion.

Theorem 96 ([13]). The patched inversion is an APN function for n odd and a

differentially 4-uniform for n even.

Proof. Let o # 0,3 € Fan. Consider the equation
(x+a) ' +27t =4 (1.28)
Assume that x # 0 and = # a. Then (1.28) is equivalent to

B+ afr+a=0, (1.29)
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which has at most two solutions in Fon. If either z = 0 or = « is solution to (1.28),

then both of them are solutions and 3 = a~1. In that case (1.29) is equivalent to
2 +axr+a® =0, (1.30)

which may give two more solutions to (1.28). By squaring (1.30) and substituting
r? = ax + o? we obtain

z(2® +a®) =0, (1.31)

which has no other solutions than x = 0 or « if ged(3,2" — 1) =1 (i.e., if n is odd).
If n is even then 3 divides 2" — 1. Let d = (2" — 1). Then there are two more

solutions, = o't and = = ' *?¢. ]

Proposition 97 ([7]). Let a function F from F™ to itself, with n even, be an APN
permutation. If there are elements a,\ # 0 € F" such that D, F) is constant, then
D,F\=1.

Proof. Let F' = (fi1,..., fn), where f; : F — F. Suppose there exist nonzero elements
a, A # 0 € F™ such that D,F)\ = 0. Without loss of generality, we can suppose that
F)\ = f;. Thus, we have

Im (Do) = {(0,y2, ., yn) | i € F}.

Since F' is APN, so we have |Im(D,F)| = 2"~ which implies that 0 lies in Im(D,F),

contradicting the fact that F' is a permutation. O]

We next show that we cannot have a partially-bent component in any APN permu-

tation in even dimension.

Theorem 98 ([7]). Let a function F from F™ to itself, with n even, be an APN
permutation. Then, for any A # 0 € F™, no component Fy is partially-bent.

Proof. Suppose that F) is partially-bent, for some A # 0 € F". Then F being a

permutation in even dimension and by Remark 63, the linear space of F) has at
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least dimension 2. Let a; and as be two distinct nonzero elements in V' (F)). By

Proposition 97 and Equation (1.14), we have
D, F\(x) = Fx(a1) =1 and D, F)\(z) = F\(ay) = 1.

Clearly, a; + as is a nonzero element in V' (F)). But we have
Da1+a2F)\(x> = F,\(a1 + CLQ) = F)\(Cll) + F)\(ag) = 0,

which contradicts Proposition 97. O

1.2.7 Almost-bent functions

We briefly define and give some results on almost bent functions and the reader is

referred to [13, 20, 22] if more details are required.

Definition 99. A function F' from F" to itself, with n odd, is said to be almost-bent
(AB) if N(F) =21 — 2" Equivalently, F' is almost-bent if any Fy is semi-bent,

n+1

for all X #0 € F*, that is, the Walsh transform for any F is in {0,£272" }.
Note that, for m = n and n odd, the Sidelnikov-Chabaud-Vaudenay bound coincides
with the upper bound 27! — 2”771, the nonlinearity of AB functions.

Next, we state some well-known results which associate AB functions to APN func-

tions.

Proposition 100 ([22]). Let F' be an AB function from F™ to itself, then F is an
APN function.

Theorem 101. An APN function F : F* — F" is AB if and only if one of the

following conditions holds:
(i) all the values in Ap are divisible by 2" ;

(i1) for any X\ € F", the function F)y is plateaued.

Proposition 102 ([20]). Let F be a quadratic APN function from F™ to itself, with
n odd, then F is an AB function.
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1.2.8 Equivalences of vectorial Boolean functions

In this subsection, we give some definitions of equivalences for vectorial Boolean

functions as in [10].

Definition 103. Let F' and G be functions from F" to F™. Then F' and G are
1. affine equivalent if there exist two affine permutations:
A:F"—F" and B : F"™ — F™

such that G(x) = (Bo F o A)(x).

2. extended affine equivalent (or EA-equivalent for short) if there exist two affine

permutations:
A:F"—F" and B : F"™ — F™
and an affine function A : F™ — F™ such that

G(x) = (Bo Fo A)(z) + A(z).

3. CCZ-equivalent if there exists an affine permutation A of F™ x F™ such that

{(z,F(z)),z € F"} = A({(z,G(x)),z € F"}).

CCZ-equivalence is named after Carlet, Charpin and Zinoviev who introduced the

notion.

Affine equivalence is a particular case of EA-equivalence. It can also be shown
that EA-equivalence and CCZ-equivalence are both equivalence relations, and EA-
equivalence is a particular case of CCZ-equivalence. So it is possible to partition the
space of all functions from F" to F™ into CCZ-equivalence classes and then further

partition each CCZ-equivalence class into EA-equivalence classes.
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The degree, nonlinearity and differential uniformity of functions from F” to F™ are
invariant under affine and extended affine equivalences. Under CCZ-equivalence,
the nonlinearity and differential uniformity are invariant, but not the degree. Since
all three equivalence relations preserve the nonlinearity and differential uniformity,
then bent functions are mapped to bent functions and similarly for APN and AB
functions. So when searching for or constructing new bent functions or AB functions
or APN functions, it is usually important to check that they are inequivalent to the
already known ones. However, it should be noted that it is not obvious to check if

two functions are equivalent.



Chapter 2

Weight, balancedness, resiliency
and nonlinearity of Boolean

functions

In this chapter, we are mainly going to look at the weight of cubic functions and other
functions, construct and determine balanced Boolean functions whose linear space
is trivial, construct resilient functions whose properties are studied with respect to
monotone sets, and finally we study the nonlinearity of functions in some special

forms.

2.1 On the weight of Boolean functions

In this section, we determine the weight for a special class of cubic functions and
other functions. We also establish how the weight of a function can be related to

weights of some other functions in a lower dimension.

We start by determining the weight of a given splitting function.
Proposition 104. Let f be a Boolean function on n variables of degree m defined

53
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k—1 m

froad JTawmii+e

i=0 j=1

with ¢ € F. Then F(f) = £2"™F(2™ — 2)* and w(f) = 271 4 2n=mk=1(om _ 2)k,

Proof. Let ¢ =0 and f; = [[;_; Zmit; so that we have f ~, Zf:_ol fi. Since F(f) is

invariant under affine equivalence (see Remark 18) then, by Corollary 17, we have

k—1
F(f) =27 T F(fiym)-
=0

Observe that we have f;pm(z) = 0, for all z € F™ \ {1}, and f;p=(1) = 1, so it
implies that F(f;pn) = 2™ — 2. Thus, it follows that

F(f) =2 @m —2)t

Recall that w(f) =2""! — 2 F(f), so we have

2

1
w(f) =27 = 2T = )] = 20 - 2n T - 2R,
If ¢ = 1 then, by Lemma 13, we have F(f) = —2""™%(2™ — 2)k and by using the

fact that w(f + 1) = 2" — w(f), we have w(f) = 271 + 2n=mh=1(2m _ 2)k, O

Remark 105. The function f in Proposition 104 is balanced if and only if m =1,
that is, f is balanced if and only if it is a linear function. If f is quadratic (i.e.,
m = 2) then, by Theorem 7, [ is unbalanced and we have F(f) = +2"* and

w(f) =2t £ 2nk=1 just as seen in Corollary 25.

Now we study the weight and balancedness of Boolean functions given in a special
form. We show how the weight of a Boolean function on n variables can be related

to the weights of some other functions in a lower dimension.
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Any Boolean function can be expressed in the form
fr~axg(xg, . xy) + h(xg, ...y xy). (2.1)

Observe that f ~4 x19(xa,...,x,) + h(za, ..., x,) = x1(9 + h) + (1 + 21)h. So any
Boolean function f on n + 1 variables can be written in the form

fraxng(@, xn) + (14 zppr) (21, . x0). (2.2)

We say that f is the convolutional product of g and h.

Remark 106. Since the convolutional product of g and h can be reduced to f =
Tni1(g+h) + h, so either deg(f) = deg(h) [this happens when deg(g+ h) < deg(h)/
or deg(f) = max{deg(g),deg(h)} + 1.

Observe that the convolutional product is a special case of the form defined by

f~a (H xj> 9Tty ooy Tngn) + (1 + ij> P @1 oy Tintn), (2.3)
=1 =1

for some positive integer m and Boolean functions g and h on n variables. In fact,
for any Boolean function f, there exists a positive integer m such that f can be

expressed in the form (2.3).

The next result shows that if the weights of g and A are known, then the weight of
f is obtained.

Theorem 107. Let f be a Boolean function on n + m wvariables expressed in the

form (2.3). Then
(a) w(f) = (2" = w(hp) + w(gpn),
(b) f is balanced if and only if F(hipn) = —F(gm)/ (2™ — 1),
(b) f is balanced if both g and h are balanced,

(d) f is unbalanced if one in {g, h} is balanced and the other is not.
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Proof. We have

J~a <H;n:1 xj) g(xm—i-l’ ey J;m—i—n) + (1 + H;n:1 ZL’j) h(l‘m_H, ey Im—i—n)-

(a) Let X = (z,y) € F™ x F". Recall that F(f) is invariant under affine equiva-

lence (see Remark 18), so we have

F(f) = Z (—1)7X) = Z (—1)"® 4 Z (—1)9®)

X €Fm xFn (@) €(Fm\{1}) xF" (z,y) {1} xF"
= (2™ —1) Z(_l)h(y) + Z(_l)g(y)
yelF™ yefr™
= (2" = DF(hypn) + F(gpen) (2.4)

From Lemma 9, w(f) = 2™t — LF(f), so we have

w(f) =2 = CF(f) = M (27— ) F () + Flge)
= 2l 2[00 = 1)(2" — 2u(hyen) + (27— 2u(ge)
= Mt [ 9 () + 2u(hye) — 2u(ge)]

= (2" — Dw(hpn) + w(gipn).

(b) Recall that f is balanced if and only if we have F(f) = 0 if and only if

(c) Suppose that g and h are both balanced. Then F(g) = F(hpn) = 0. By
Equation (2.4), it implies that F(f) = 0, and so f is balanced.

(d) Without loss of generality, suppose that g is balanced while h is not. Then
F(gign) = 0 and F(hpn) # 0 which, by Equation (2.4), implies that F(f) # 0,

and so f is unbalanced. m

Remark 108. If we have m = 1 in Theorem 107, then the form (2.3) becomes
fr~a g, xn) + (1 + zpp1)h(21, . 2) and w(f) = w(hpn) + w(gpn).
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We now consider the weight for a special class of cubic Boolean functions. As alluded
to in [10], it is generally difficult to determine the weight of Boolean functions of
degree greater than 2. We completely determine the weight for the special class of
cubic Boolean functions and give a classification for those which are balanced. This
result allows us to construct an algorithm that computes the weight of any cubic

function.

Our result for the weight of the special class of cubic functions uses the knowledge

of weights of affine and quadratic functions (see Lemma 11 and Corollary 25).

Theorem 109. Let f = x,119(x1, ..., xp) + (1 +2p41)h(21, ..., ) be a cubic Boolean
function such that deg(g),deg(h) < 2. Then h ~4 q = 12 + -+ + Top_1Tok OT
h~aGq=q+1;goar=x20+ -+ 2o 1Ty 07 g ~a T =71+ 1, with k, 0 < | 3],

if g and h are unbalanced quadratic. Moreover,

2" if both h and g are balanced
2n—1 if h (resp. g) is bal. quad. and g (resp. h) =0
2n 4 ol if h (resp. g) is bal. quad. and g (resp. h) =1
on—l 4 gn-k-l if h is unbal. quad. and g =0
on 4 on=t L onk=l if b s unbal. quad. and g =1
on—l 4 gn—t-1 if h =0 and g is unbal. quad.
w(f) =274 2n"1 4 on-t-t if h =1 and g is unbal. quad.
on 4 gn—k-l if h is unbal. quad. and g is bal.
on 4 on—t-1 if h is bal. and g is unbal. quad.
o —gn—k=l _on=t=1 if b~ qand g~arT
o onh=l Lon=t=1 ifh~, G and g~ T
o g on—h=l _on=t=1 ufh g and g~
on —gn—h=l pon—t=1 yfh~,q and g ~4 T.

\

Proof. The first part of our assertion follows directly from Theorem 7. To prove

the second part of our assertion, we use a direct case-by-case computation. For the
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weight of quadratic functions, we recall Corollary 25. By Remark 108, we know that
w(f) = w(hgn) + w(gpn).

If both g and h are balanced, then w(f) = w(hpn) + w(gpn) = 2771 + 2771 =27 If
h (resp. g) is a balanced quadratic and g = 0 (resp. h = 0), then w(f) = 2"~!. If
h (resp. g) is a balanced quadratic function and g = 1 (resp. h = 1), then w(f) =
2" + 2"~ If h is an unbalanced quadratic and g = 0, then w(f) = 2»~! £ 2n—k-1
and if ¢ is an unbalanced quadratic and A = 0, then w(f) = 2"t £ 271 If h
is unbalanced quadratic and g = 1, then w(f) = 2" + 2"~ £ 2" %1 and if ¢ is an
unbalanced quadratic and h = 1, then w(f) = 2"+ 2"t £2"*"1_If h is unbalanced
quadratic and g is balanced, then w(f) = 271 +2n- 14 2nF=1 = onon—k=l gandif g
is unbalanced quadratic and h balanced, then we have w(f) = 2"~ 1 +2n= 142061 =
on 4 on—t=1,

If h ~4 g and g ~4 7, then we have w(hj) = 2"t — 277k~ and w(gp) =
2n=1 _9n=t=1 Qo it implies that w(f) = 2" —2" %1 _2n==1 [fh ~,  gand g ~4 T,
then w(hppe) = 2771 +2" %1 and w(gyp=) = 2" 1 4+2"*"1. So it implies that w(f) =
2n 4 2n=k=l y on=t=1 If b~y g and g ~4 7, then we have w(hpn) = 271 4 2n=F-1
and w(gjg) = 271 =271 from which we deduce that w(f) = 2"+2nk-1 _on=t=1,
If h ~4 qand g ~4 7, then w(ha) = 271 — 2"7F~1 and w(gipn) = 2771 + 2041
which implies that w(f) = 2" — 2n=k=1 4 gn—f-1, O

Thanks to Theorem 109, we can now state our classification theorem for all balanced

functions in our special class of cubic functions:
f=2n19(@1, o @n) + (L4 Tpe) W@, 0 ),

with deg(g),deg(h) < 2.

Corollary 110. With the same notation from Theorem 109, a cubic Boolean func-
tion f is balanced if and only if one of the following holds:

(a) both h and g are balanced,

(b)) h~aqandg~aT,



2.1. ON THE WEIGHT OF BOOLEAN FUNCTIONS 59

(¢) h~aqand g~aq.

Proof. In Theorem 109, we notice that there are only three cases for f to be balanced.
That is, when both h and ¢ are balanced or h ~4 ¢ = 129 + - -+ + Top_129, and
gr~AT =T1X0+ -+ Top 1Toy+ 1, withk=Clorh~yqg=x120+ -+ Top_ 179, + 1
and g ~4 1= x1T9+ - -+ XTop_1T9p, With k = £. Hence this completes the proof. [

By applying Lemma 49 and Theorem 109, we can equivalently rewrite Corollary 110

as follows:

Corollary 111. Let f = xp19(x1, ..., xp) +(14+2pp1)h(21, ..., T,) be a cubic Boolean
function on n+ 1 variables, with deg(g),deg(h) < 2. Then f is balanced if and only
if either both g and h are balanced or g = h o @ + 1, for some affinity ¢.

Proof. Recall from Lemma 9 that F(g) = 2" — 2w(g) and by Equation (2.4), we
have F(f) = F(gmwn) + F(hwn). So f is balanced <= F(f) =0 < F(gp) =
—F(hpn) <= 2" —2w(gipn) = —2" +2w(hp) <= w(gpn) +w(hp) =2"
w(gn) = 2" —w(hipn) <= w(gpn) = w(hipn + 1) <= either both g and h are
balanced or both g and h are unbalanced quadratics related by ¢ = ho ¢ + 1, for
some affinity ¢ (see Lemma 49). O

Next, we consider a way in which the weight of cubic Boolean functions that cannot

be expressed in the form described in Theorem 109 can be determined.

Since any Boolean function expressed in the form (2.1) can be written in the con-
volutional form as: f = z19(xg,...,x,) + h(xa, ..., x,) = x1(9 + h) + (1 + z1)h, then
we can apply Theorem 107 to deduce the following.

Corollary 112. Let g and h be Boolean functions on n wvariables and define a

function on n + 1 variables by f = xpi19(1, .oy xn) + R(21, ..., 2). Then
(a) w(f) = w(lg + hlip») + w(hign),
(b) f is balanced if both g + h and h are balanced,

(¢) f is unbalanced if one in {g + h,h} is balanced and the other is not.
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Since our interest is in finding the weight of any cubic Boolean function given in the
form: f = x19(xa,...,x,) + h(xs, ..., x,), so we assume that g is quadratic while h
can be affine, quadratic or cubic. If h is affine or quadratic, then the weight of f is
determined by Theorem 109 since in this case the degrees of g+ h and h are at most
2, implying that their weights are known. It becomes difficult to find the weight of f
if h is cubic since in this case it implies that g+ h is also cubic and finding w (A pn-1)
and w([g + h]jpn-1) is not easy. However, we can recursively repeat the process of
decomposing the function f so that its weight is the sum of weights of some affine or
quadratic functions on vector spaces of dimension lower than n over F. For instance,
further expressing g + h and h in the form g + h = 2901 (23, ..., ) + hi(z3, ..., Ty)
and h = xog) (3, ..., x,) + b\ (x3,...,2,), the weight of f clearly becomes w(f) =
w([g1 + hljpn-2) + W(hypn—2) + w([g; + hylipn-2) + W(h] pa-2). We use this idea to
build an algorithm which computes the weight of cubic Boolean functions and its
efficiency and simplicity relies on the well-known results of the weights of affine and

quadratic functions.

Algorithm 1

The following algorithm computes the weight of any cubic function f on F":
Input: cubic function f,

Output: w(f),
Step 1:  express f in the form f = z19(xs, ..., z,) + h(ze, ..., z,) such that
g is quadratic,
Step 2: if deg(h) < 2, compute w(f) by using Theorem 109 and return w(f),
Step 3:  otherwise, recursively compute the weights of g + h and h by
applying Step 1 and Step 2,
Step 4:  sum up all the weights computed to obtain w(f).

2.2 Construction of balanced functions

In this section, we are going to construct balanced Boolean functions based on

some known functions. In one construction, we have the classification of quadratic
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functions via affine equivalence in Theorem 7 as a special case.

2.2.1 Balanced Boolean functions

The first two constructions use the well-known result in Proposition 24 and Corol-
lary 112.

Proposition 113. Let g = g(xy,...,2p-1) + x, and h = B(xl, ey Tp—9) + Tp_1 Such
that f ~4 Tpy19(x1, ..y xn) + h(z1, ...y x0—1). Then f is balanced.

Proof. Tt follows from Proposition 24 that both g + h and h are balanced and we
deduce by Corollary 112 that f is balanced. O

Lemma 114. If f = x,19(x1, ..., xy) + h(z1, ..., xy,), with f € Byyq and g,h € By,
then we have
F(f) = F(lg + hljpn) + F(hyn).

Proof. Let X = (z,2,41) € F* x F. We have

F(h= > (=1/%

XeFntl

(_ 1)xn+1g(:c)+h(x)

Tp41)EF? T

Z ( g(x)+h(z + Z h(x)

zelfn

= F(lg + hlign) + F(hyen). =

Notice that the result which we present in the following proposition is partly an

extension of Proposition 113.

Proposition 115. Let g; = §i(ir1, .., Tn_i) + Tn_it1 be a Boolean function on
n — 21+ 1 variables, with 1 <i < [§] and n > 3, and define the two functions on n
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variables as:

-1
fooa Y wigi+ g (2.5)
=1
and
) ¢
fe~a Z zi9; + ¢, (2.6)
=1

with € < | %] and ¢ € F. Then f; is balanced and f; is unbalanced.
Proof. For a positive integer ¢t < ¢ — 1, define
-1 ) ¢
hy = Z Tigi + ge and hy = Z Tigi + ¢,
i=t 1=t

with ¢ € F. Since F(f;) is invariant under affine equivalence (see Remark 18) then,

by Lemma 114, we obtain

{—2
Ffe) = 3o F g+ hisa) + Flgeor + 90) + Flor) (2.7)
and
— =1 —
F(fo) =D Fgi+ hip) + Flge+ ) + Flo). (2.8)

=1

Observe that the functions: g; + h;11, g; + hit1, ge—1 + g¢ and g; + ¢ have the same
form as the functions defined in Proposition 24, so they are balanced. This implies
that

Flgo + ) = Flge-r + 90) = Flgi + hia) = Flgi + hia) = 0.

It follows that Equation (2.7) becomes F(f;) = 0, implying that f, is balanced and
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Equation (2.8) becomes F(f;) = F(c) # 0 which implies that f, is unbalanced. [

Remark 116. All the quadratic Boolean functions are a special case of the functions
constructed in Proposition 115 since if we let g; = 0, for all 1 < i < [, we obtain

their classification via affine equivalence as given in Theorem 7.

Proposition 117. Let [ = z,19(x1, ..y zn) + (1 4+ 2pp1)h(21, ..., 7)), where g and
h are Boolean functions on n variables related by g = hop + 1, for some affinity p.
Then f is a balanced.

Proof. Since g = ho @+ 1, for some affinity ¢, then clearly w(gpm) = 2" — w(hpm).
It follows that w(f) = w(gpm) + w(hpm) = 2", implying that f is balanced. O

In the next result we construct balanced functions on n + 1 variables by using any

two bent functions on n variables of unequal weight.

Proposition 118. Let g and h be any bent functions on n wvariables and define
f = xpg(x, .. xn) + (L 4+ xpq1) (21, ...y x,). Then f is balanced if and only if
w(g) # w(h).

Proof. Suppose that g and h are any bent functions on n variables. Since F(g) =
W,(0) = £2%, so the weight of g is w(g) = 2""! — 1 F(g) = 2"~ £ 227!, Similarly,
we have w(h) = 2"t £ 2271 Since w(f) = w(gipn) + W(hipn), so w(f) = 2" £+ 23 if
w(gin) = w(hpn) and w(f) = 2" if w(gpn) # w(hipe). Hence f is balanced if and
only if w(g) # w(h). O

We can deduce that the balanced functions in Proposition 118 [also for the unbal-

anced, that is, if w(g) = w(h)] are in fact plateaued.

Proposition 119. Let g and h be any bent functions on n variables and define

f=zp19(x1,..sxn) + (1 + xpp1) (21, ..., x0). Then f is a plateaued function.
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Proof. Let o = (a,ap41) € F* X F and X = (z,2,,1) € F* x F. Then we have

Wila) = D (=1)/C0tex
XeFn+1
_ (_1)xn+1g(z)+(1+xn+1)h(a:)+a-x+an+1~arn+1

(xﬂ,+1 ,CC)E]FX]F"

— Z(_l)h(x)—l-a-a: + Z(_l)g(ac)+a-x+an+1

zeFn zelF™

= Whrum (a) + (_1>an+1wgmn (a) (2'9)

Since g and h are bent then, for any a € F", we have W, .. (a) = +22 and W, (a) =
+2%. So, for any a = (a,a,.1) € F* xF, we deduce from Equation (2.9) that Wy (a
takes one of the values 0 or £22+!. Hence f is plateaued. ]

2.2.2 Balanced functions with trivial linear space

In this section, we present some conditions which help to determine whether a
derivative of a Boolean function is constant and we utilise them to check some
balanced Boolean functions, among the constructed functions in Subsection 2.2.1,
whose linear space is trivial. (I acknowledge that this topic was proposed to me
by Prof. C. Carlet in a private conversation at “2018 Boolean Functions and their

Applications (BFA) conference” in Norway.)

Proposition 120. Let f = x,19(21,...,T,) + h(xy,...,x,), where g and h are

Boolean functions on n variables. Let X\ = (a,any1) € F" X F. Then
D)\f ~A xn-i—lDag + ap419 + Dgh. (210)

Proof. Let (X,2,41) € F" x F and A = (a,a,41) € F* x F. We are given that
[ =2p419(X) + h(X). So

Dyf = (@npr + ang1)g(X + a) + W(X + a) + 20119(X) + h(X)
= ZTny1 [9(X +a) + g(X)] + anp19(X + a) + (X + a) + h(X)
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= n11Dag(X) 4 ani1[Dag(X) + g(X)] + Doh(X)
~A anrlDag(X) + CLnJrlg(‘Xv) + Dah(X) (apply Tn+1 — Tn+1 + anJrl)' L

For f € B,,, we define the set which contains all a € F" such that D, f is balanced
by T'(f), that is, I'(f) = {a | D.f is balanced}. This definition was introduced in
[7]. We show in the following lemma that the sizes of I'(f) and the linear space of

a function are invariant under affine equivalence.

Lemma 121. Let g, and go be Boolean functions on n variables such that g, ~4 ¢o.
Then [V(g1)| = [V(g2)| and |T(g1)[ = [T'(g2)].

Proof. Let ¢ be the affinity of F™ associated with invertible M € GL,(F) (here
GL,(F) is the general linear group of degree n over F) and w € F", that is, p(y) =
M -y +w, for all y € F*. For a € F", we have

Dogi(z) = Da(g2 0 ¢)(2)
= g2(p(z + a)) + g2(p())
=g2(M - (z +a) + w) + g2(p())
=M -x+ M- a+w)+ gap(r))
= g2(M - a+ p(2)) + g2(p(2))
= Dirag2(¢(x)) = (Dar.age © ¢)(2). (2.11)

So it implies that D,g; = (Dar.ag2) © ¢ ~a Dar.ago. It follows by Proposition 6 that
w(D,g1) = w(Dpr.a92), S0 we conclude that D,g; is balanced if and only if Djys.,go
is balanced, D,g; = 0 if and only if Dy;.492 ~4 0, and D,g; = 1 if and only if
Dyr.ag2 ~a 1. Hence we must have |V (g1)| = [V (g2)| and |I'(g1)| = |T'(g2)]. O

The result that follows gives sufficient condition for a derivative of a function to be

constant.

Proposition 122. Let f = z,19(x1,...,2,) + h(x1,...,x,), where g and h are
Boolean functions on n wvariables. Let A\ = (a,a,+1) € F* x F. Then D\f = c,
with ¢ € F (i.e., Dyf is constant) if and only if Dog = 0 and D,h = a,419 + c.
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Proof. Observe that Dy f = ¢, with ¢ € F (i.e., D, f is constant) if and only if
Tny1Deg + any19 + Doh = ¢

(see the relation 2.10) if and only if D,g = 0 and D,h = a,119 + c. ]

The following result is directly deduced from Proposition 122.

Corollary 123. Let f = x,119(21, ..., x,) + h(x1, ..., x,), where g and h are non-
constant functions on n variables. Let X = (a,a,41) € F" x F. Then D,f is

non-constant if and only if one of the following happens:

(i) Dog # 0,

(11)) Dog =0 and Dyh # ani19 + ¢, for some ¢ € F.

We now determine some functions whose linear space is trivial by using Corol-
lary 123.

Proposition 124. If f = x,19(x1, ..., 2,) + h(21, ..., ), with n even and g bent,

then f has a trivial linear space.

Proof. Suppose that g is a bent function and let A = (a,a,.1) € F* x F. By
Proposition 120, we have D\f ~a x,11D.9 4+ ani19 + Dyh. Observe that when
A = (0,1) we have Dyf ~,4 g which is a non-constant function since g is bent.
If we show that D,f is non-constant, for all A = (a,a,41) € (F" x {0}) x F,
then we are done. Since g is bent then D,g is balanced (i.e. nonzero), for any
a € "\ {0}, and so we conclude by Corollary 123(i) that D, f is non-constant, for
all A = (a,a,41) € (F" x {0}) x F. O

In the next Proposition, we apply Proposition 122 to show that some balanced

functions constructed in Proposition 113 have trivial linear space.

Proposition 125. Let a Boolean function f on n + 1 variables be as constructed
in Proposition 113, with n > 3 odd. If §, with restriction to F"~!, is bent then the

linear space of f is trivial.
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Proof. Suppose that g, with restriction to F*~! is bent and let A = (a, a,;1) € F" x
F. We know, by Proposition 120, that Dy f ~4 xp11D.9+an119+ Dyh. Observe that
when A = (0, 1) we have D) f ~4 g which is clearly non-constant as g is bent. Now
we remain to show that D, f is non-constant, for all A = (a, a,41) € (F™\ {0}) x F.
We know from Corollary 123 that if D,g is nonzero then D, f is non-constant. So
we can simply show that D,g is nonzero, for all a € F" \ {0}.

Let a = (a,a,) € F*' x F, where a = (ay,...,a,—1). If a = (0,...,0) and a, = 1,
then we have D,g = 1 which is nonzero. If a = (a, 1), with a € F*~!\ {0}, we have
D,g = D;g + 1 which must be nonzero as D;g is balanced because g is bent. If
a = (a,0), with a € F*~!\ {0}, we have D,g = D;g which is balanced as g is bent.
Thus, D,g is nonzero, for all @ € F™\ {0}. Hence the linear space of f is trivial. [

Notice that we can apply similar arguments as in the proof of Theorem 125 to show

that the linear space for any function, with §; bent, in Proposition 115 is trivial.

Example 126. For any odd positive integer n > 1, a function of the form:
[ =xnp(T1xe + -+ + Tpolpg + ) + M@0, ooy Tp—2) + Tpo
18 balanced and its linear space is trivial.

Next, we determine whether the linear space of any balanced cubic function of the
form: f = xpp19(x1, .o 20) + (1 + zp1) (21, ..oy 2y), with deg(g),deg(h) < 2, is
trivial. From Theorem 111, we know that such functions are balanced if and only if
either both g and h are balanced or g = h o ¢ + 1, for some unbalanced quadratics

g and h, and an affinity .

Proposition 127. Let f = z,119(71, ..., )+ (14250 1)h(21, .y 7)) on F™ with n
even, be cubic such that g and h, with restriction to F™, are quadratic bent functions

related by g = h o p + 1, for some affinity ¢. Then the linear space of f is trivial.

Proof. Suppose that both ¢g and h, with restrictions to F", are bent. Let A =
(a,an41) € F" x F. Observe that f = x,411(g + h) + h, and so f is cubic if and
only if g + h is a quadratic function. So we assume that ¢ + h is quadratic. By
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Proposition 120, we have Dy f ~4 2,11Do(g+ h) + ans1(g + h) + Dyh. Observe that
when A = (1,0) we have D,f ~4 g+ h which is non-constant as we assumed that

g + h is quadratic.

Next, we prove that D, f is non-constant, for all A = (a,a,,1) € (F"\ {0}) x F. By
Corollary 123(i), we know that if D,(g+ h) # 0, then D, f is non-constant. Now we
show that D, f is still non-constant if D,(g+ h) = 0, for some a € F"\ {0}. Assume
that D,(g+h) = 0, for some a € F*\{0}. Then we have Dyf ~4 any1(9+h)+Dyh. If
apy1 =0, then Dy f ~4 D,h, and so it is non-constant since D,h has to be balanced
as h is bent. If a,,qy = 1, then Dy f ~4 g+ h+ D,h which is also non-constant since
g + h is a quadratic and D,h has degree 1 as it is balanced. O

Finally, we determine some balanced functions constructed in Proposition 118 [i.e.,
f = zpag9(z, .. x,) + (1 4+ x400)h(21, ..., x,), where g and h are both bent and
w(g) # w(h)] which have trivial linear space.

Proposition 128. Let f = x,19(x1, ..., xp) + (1 + zpp1)R(21, ...y 2y), with n even,
be a Boolean function on n + 1 variables such that g and h are both bent. Then the
linear space of f is trivial if deg(f) = max{deg(g),deg(h)} + 1.

Proof. Recall that Dyf ~a xp41Do(g+ h) 4+ ani1(g+ h) + Dyh, for A = (a,a,41) €
F™ x F (see Proposition 127). Observe that f = x,,1(g + k) + h. We are given that
deg(f) = max{deg(g), deg(h)}+1. So it follows that deg(g+h) = max{deg(g), deg(h)},
implying that g + h is non-constant since g and h are bent. When A\ = (0,1), we

have D, f ~4 g+ h which is non-constant.

Now we prove that D,f, for all A = (a,a,41) € (F" \ {0}) x F, is non-constant.
If D,(g + h) # 0, then D,f is non-constant, by Corollary 123(i). Suppose that
Dy(g+h) =0, for some b € F"\{0}. We need to show that D, f is still non-constant,
for A = (b, an41) € (F"\ {0}) x F. In this case, we have Dy f ~4 an1(9+ h)+ Dyh.
If a,y1 = 0 then we have D,f ~4 Dyh which is non-constant since D,h has to
be balanced as h is bent. If a,,; = 1 then we have D)f ~4 g + h + Dyh. Since
deg(g+ h) = max{deg(g),deg(h)}, so we have deg(g + h) = max{deg(g),deg(h)} >
deg(Dyh), implying that deg(D,f) = deg(g + h) > deg(Dyh). So D,f must be

non-constant. Hence the linear space of f is trivial. O
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Example 129. Let ¢ = x129 + 2304 + 1 and h = x1x4 + x9x3. Note that both
g and h are bent when restricted to F* and are related by g = h o ¢ + 1, where

@ = A2y, 9, 23, 74)" and

o O O
_ o O O
o = O O
o O = O

So we conclude by Corollary 111 and Proposition 127, that the cubic function f =

259 + (1 + x5)h is balanced and its linear space is trivial.

2.3 Construction of resilient Boolean functions

In this section, we construct resilient Boolean functions whose properties are ex-
tended with respect to monotone sets. As noted in the previous chapter, Braeken et
al. introduced the definition of resilient Boolean functions with respect to monotone
sets because in this way some trade-offs (seen in the classical approach) between
important cryptographic properties are relaxed. In our construction we basically
consider the functions expressed in the form (2.3) and also other forms. It should be
acknowledged that our ideas for the constructions of these functions were motivated
by the (classical) construction of Siegenthaler and Camion et al. which was later

modified with respect to monotone sets (in Theorem 76) by Braeken and others.

First, we present a result which shows how the Walsh coefficients for a function
expressed in the form (2.3) can be computed in terms of the Walsh coefficients of ¢

and h with restriction to F”.

Lemma 130. Let f be a Boolean function of the form (2.3). Let a = (a,b) €
F™ x F", with a = (ay, ..., am) and b= (by,...,b,) . Then

We(a) = (2" =1) Whizn (0) + Weyen (b) ifa=0 (2.12)
f (—=1)* Wypgn (0) = Wiy (b)] otherwise, .
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with A =ay + -+ + ap,.
Proof. Let X = (y,z) € F™ x F". Then we have

Wi() = 3o (m1yeores

XeIFm+n

— Z (_1)h(m)+a-y+b-az + Z (_ 1)g(x)+a-y+b-x
(y,z)EFm\{1} xF" (y,z)e{1}xFn

= Z (_Dh(:c)-i—a-y-i—b-x _ Z (_1)h(x)+a~y+b~a;
(y,z)€F™ xFn (y,z)e{1} xF"

+ Z (_1)g(a:)+a~y+b~x

(y,x)e{1} xFn"

_ Z (—1)*v Z(_l)h(as)—f—b-a: . (_1))\ Z(_l)h(m)_t,_b.m

yefFm™ reFn €™
NS DEEE
zeFn
_ <Z (_1)a~y o (_D)\) Z (_1)h(a})+b~x + (_1)/\ Z (_1)g(x)+b-x
yelFm relfn xelfn

= <Z (=D)* - (—1)A) Wian (0) + (=1)* Wy, (0)

yeFm
(2m — 1)WhﬂF" (b) + WQUFH (b) fa=0
(=1* [ngn (b)) = Whien (b)} otherwise.

In the final step we used the fact that

2m  ifa=0
SIS
yeFm 0 otherwise
and also that A=0if a = 0. O

We next present some results whose proofs use the idea by Braeken et al. in the
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construction of A-resilient functions as given in Theorem 76.

Theorem 131. Let g(mi1, -y Tman) and BTty ooy Tiin) be two A-resilient func-
tions on F", with A C P({m+1,...,m+n}). Then the function, in the form (2.3),
given by

f o (H xj> G( ity ooy Tinin) + (1 + Hx]> M Zms1s ooy Tnn)-
j=1 i=1

is A-resilient, where A = Aw P({1,...,m}).

Proof. Let o = (a,b) € F™ x F*, with a = (a4,...,a,,) and b = (by,...,b,). By

Lemma 130, we have

(2m - 1) Wh[F" (b) + ng‘n (b) ifa=0

Wi(a) =
! (=) Wyen () — Whypn (b)] otherwise,

with A =ay + - + a,,.

Observe that if « satisfies sup(a) € A, then it implies that sup(b) € A. Since we
are given that g and h are A-resilient functions (i.e., Wy, ... (b) = Wi .. (b) = 0), so
it follows that Wy(a) = 0 which implies that f is A-resilient. O

We next construct a function on n + 2 variables which takes four functions on n

variables as input and it is balanced if all the four functions are balanced.

Proposition 132. Let a = (a1, ) € F? and go(z) be functions on n variables.

For all X = (z,2') € F* x F?, with x = (x1, ..., x,) and ¥’ = (Tpi1, Tnio), define

f(X) = Z (Tp1Tna2 + 1T + Qopio + 1 - () Ga(T). (2.13)

ack?

L@t /B - (/6)/8/) S Fn X FQ; wlth /8 - (/617 7671) and ﬂ/ - (/8n+1)/8n+2>‘ Then

/

(a) Wf(é) = Wg1 [F7 (ﬁ) + (_1)'87L+1+'87L+2Wgo [E™ (5) + Zae[ﬁ‘2\{o71}(_1)5 ana [E™ (5);
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(b) w(f) = Zaew W(ga [F");
(c) f is balanced if all g,’s are balanced,

(d) f is unbalanced if three of g,’s are balanced while one is not.

Proof.  (a) We have

Wf(é): Z (‘Uf(XHB'X: Z (_1)f(x,z’)+ﬁ-x+ﬁ’-x'

XeFn+2 (z,x’)€F™ xF?

— Z (_1)9(1,1)+ﬁ~:c+ Z (_1)9(1’0)+B'$+Bn+1
(z,2')EF™ x {(0,0)} (z,2")€Fn x {(1,0)}

+ Z (_1)9(0,1)+B-x+ﬁn+2 + Z (_1)g(o,o>+ﬁ-x+5n+1+5n+2
(z,2")EF™ x{(0,1)} (z,2")EFm x{(1,1)}

= Z (—1)9<1,1>+5'x + Z(—l)guww'ﬁﬁnﬂ + Z (—1)9(0,1>+5'x+5n+2
xz€Fn z€Fn x€Fn

+ Z (_1)g<0,0)+ﬁ~x+ﬂn+1+ﬂn+2

relFn

= Woay o (B) + (FD Wy (B) + (1) Wy, (5)
T O L N ()
= Wg(l,l)mn (ﬁ) + (_1)5n+1+5n+2wg(0’0> - (B) + Z (_1)ﬁ/,ana - (5)

a€F2\{0,1}
(2.14)
(b) We deduce from Equation (2.14) that
FU) =W 0) = > Wi (0) = Y Flgaypn)- (2.15)
a€cf? a€cF?

Thus, we have

w(f) =2~ SF(f) =2 (Z f(gaw)

acF?
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_ ontl _ % (Z [2" — QW(gamnﬂ)

acF?
1
_ on+1 n+2
ack?
acF?

(c) Suppose that, for all a € F?, g, is balanced. Then F(gqm) = 0, for all a € F?,
from which we deduce, by Equation (2.15), that F(f) = 0. So f is balanced.

(d) If three of g,’s are balanced and one not, then F(f) # 0, implying that f is

unbalanced. O

Remark 133. Any Boolean function with algebraic degree at least two can be ex-

pressed in form (2.13).

We utilise our construction in Proposition 132 to show that given any four A-resilient
functions on n variables we can always construct some functions on n + 2 variables

which are A-resilient.

Theorem 134. Let a = (a1, a3) € F? and go(x) be A-resilient functions on n
variables. Let a function f on n + 2 variables be as constructed in Proposition 132.
Then f is A-resilient, where A = A W P({n+ 1,n+ 2}). Furthermore, if w € T
and for any u < w it holds that 3 g2 Wy, (1) = 0, then f is A-resilient, where
A =AU P(sup(w)).

Proof. Let X = (z,2') € F" x F?, with z = (z1,...,7,) and 2’ = (7,41, Tp42). We
have f(X) = Za€F2 (Tpt1Tpi2 + 01 Tng1 + Q2Tpyo + 1 - 2)ga(x). Let B =(8,8) €
F" x F?, with 8 = (b1, ..., Bn) and 8 = (Bus1, Bur2)-

Observe that if 3 satisfies sup(B) € A, then sup(f) € A. Since we are given that all
go’s are A-resilient functions, so it follows that, for all a € 2, W,, . (8) = 0 and
by Equation (2.14), we deduce that Wy (/) = 0, implying that f is A-resilient.

If 3 satisfies sup(@) cA then, as in the proof of Theorem 76, we have to deal with

two cases:
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(i) sup(B) € AwWP({n+1,n+2}), which we have already proven that W;(5) = 0,

(ii) sup(B) € P(sup(w)) for some w € I'. We must have (3,11 = fBn+2 = 0 and thus
Y oer2 W, - (u) = 0 since B =< w. 0

Remark 135. Note that if, in Theorem 151, we have two distinct A-resilient func-
tions on F™ then we can construct two (i.e, 2!) different A-resilient functions on
F*L and more interesting if, in Theorem 13/, we have four distinct A-resilient
functions on F" then we can construct at least 24 (i.e., 4!) different A-resilient
functions on n + 2 wvariables. That is, Theorem 15/ shows that we can use the
knowledge of functions which are A-resilient on n variables to construct even more

functions which are A-resilient on n + 2 variables.

Next, we give a result which shows that Theorem 134 can be extended in such way
that the inputs are more than four functions. By applying the same arguments used

in the proofs of Proposition 132 and Theorem 134, the following result is deduced.

Corollary 136. Let a = (ay, ..., ) € F™ and go(z) be functions on n variables.

For all X = (z,2") € F" x F™, with x = (x1,...,x,) and ' = (Tpi1, ..oy Tnam), define

fX)=>" (H xi+a.gy+‘ m) ga(2). (2.17)

acF™ \i=n+1

Let B=(B,8) € F* x F™, with f = (B1, ..., Bn) and B’ = (Bps1s . Busm). Then
(@) Wi(B) = Wy (B)F(=1) et 0mem W (B) 4D w017 (=17 W (8),
(0) W(f) = 2aewn W(gapmn),
(c) [ is balanced if all go’s are balanced,

(d) fis A-resilient, with A = AW P({n+1,...,n+m}), if all g, ’s are A-resilient
functions on n variables,

(e) f is ﬁ-resilient, where A = AU P(sup(w)), if w € T and for any u < w it
holds that 3, cpm W e (1) = 0.

o |[Fn

Notice that not every Boolean function can be expressed in the form (2.17).
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2.4 Nonlinearity of Boolean functions

In this section, we determine the nonlinearity of a splitting function given in the
form (104) and we also show how the nonlinearity of a Boolean function can be

related to the nonlinearities of some functions in a lower dimension.

Proposition 137. Let f € B, with deg(f) = m and m > 1, be such that

k—1 m

f - anmtJrj'

t=0 j=1

Then N(f) = 2n—t — gn=mk=1(gm _ 2k,

Proof. Let f; = H;n:l Tmitj. Then f = Zf:_ol fi- Let lo(x) = o - , where o,z € F™.
We know, from Proposition 104, that f is not balanced, so it is clear that f + [, is
balanced if 1, has some variables which are not in f (see Proposition 24) and in this
case, we have Wy(a) = F(f +1,) = 0. Thus, we can assume that l,(z) = [,(X) =
a- X, with a = (ag,...,ax—1) and X = (yo, ..., Yp_1) in (Fm)k, so that all variables in

l, are also in f. By Corollary 17, we have

k—1

Wi(e) = F(f +1a) = 22" T F(1f: + LaJjem)- (2.18)

=0

Recall that N'(f) = 277! — 2 max,cpn [Wy()|. Clearly, Wy (a)| is maximal if all

2
F([gi + 1] ;) are maximal. Observe that

F([fi +la]gm) = 2™ = 2w(([fi + la,] )

and it is clear that w([f; +1s,]jpm) # 0. So F([fi +1a,]jpm) is maximal if a; = (0, ..., 0)
since in this case w([fi + lo,]irm) = W(fipm) = 1. Thus, [Wy(a)| is maximal if, for
all i, we have F([fi+la,]jgm) = F(fijpm) = 2™ —2, implying that it is maximal when
a = (0,...,0). Substituting F([f; + la,];zm) = 2 — 2 in Equation (2.18), we obtain
Wi(a) = 27 mk(2m — 2)k Hence N(f) = 271 — 2n-mh=1(gm _ )k, 0
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Remark 138. We deduce from Proposition 137 that f is bent if and only if m = 2
and k = n/2, forn even, otherwise 2"~k ~12k(2m=1 1)k would be equal to 27, for
some positive integer k, contradicting the fact that (2"~ —1) {227 since (2"~ —1)

is odd and 2271 cannot be divisible by an odd number.

Theorem 139. Let f be a Boolean function given in the form (2.3). Then
N(f) = 2" = DN (hjga) + N(gjen).

Proof. For any two integers ¢ and d, we use the fact that |c+d| < |c|+|d|. Let o =
(a,b) € F™ x F*, with a = (ay, ..., a;,) and b = (by, ..., b,). Clearly, by Lemma 130,

we have

(2m - 1)|Whm‘n (b)| + |W9r11m (b)| ifa=0

(Wr(a)| < ,
Waien (0)] + [Wh g (B)] otherwise.

Since

’ngn (b)| + |Whmn (b)| < (Qm - 1)|Whmn (b)| + |Wgrnm (b)‘v

then we deduce that, for any o = (a,b), we have
(W(a)| < (27 = 1) Whyen (0)| + W ()]
So we have

N(f) =27~ L max [Wy(o)]

acfntm
> 27— e (27 = D W (0] + Wy 0]
> 91 (27 1) max W, (0)] — 5 max [ W, (0)
= (- 12 2 (27— 1) max Wi ()] — 5 mas Wy, 0)
()t - %(zm — 1) max [Wh,, (0)] + 2" - %Ib%%x Wi (0)]

= (2" = YN (hypn) + N (gizn). O
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Remark 140. If m = 1 then, by Theorem 139, the nonlinearity of f s related to
the nonlinearities of g and h as: N'(f) > N (hypn) + N (gypn).

It is immediate from Theorem 47 and Remark 140 that the following corollary holds.
Corollary 141. Let f be as described in Theorem 109. Then

on—l _ gn=k-1 if g is quadratic and h affine,

N(f) > ont —ontt if g is affine and h quadratic,
on — gn=k=l _on=t=1 " 4t both g and h are quadratic.

Corollary 141 suggests a way of constructing Boolean functions with high non-
linearity.

Remark 142. If f ~4 zp19(21, ..., xp) + (14201 h(21, ..y 2,) on F"H where both
gipe and hyn are bent, then N'(f) > 2N~1 — 2°%", with N = n+ 1. Thus, proposi-
tion 128 can be used to construct balanced Boolean functions with high nonlinearity

and trivial linear space.

Theorem 143. Let a Boolean function f on n-+m variables, with m > 1, be of the
form (2.17). Then

N(f) Z Z N(ga[]F")'

aclkm

Proof. Let X = (z,2") € F* x F™, with © = (21, ...,2,) and &' = (Ty41, .oy Tpm)-
From (2.17), we have f(X) = > cpn (ITiomy @i + - 2’ + [0, o) ga(). Let g =
(8,08") € F* x F™, with 8 = (64, ..., Bn)and B’ = (Bpi1, vy Pnm). From Corol-
lary 136, we deduce the following:

WHB)] = Woy e (B) + (1)t tBimpy (B)+ D (=17 Wy (B))

a€Fm\{0,1}

<3 Wi (8)]

acFn
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So we have,
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Chapter 3

APN functions and their

second-order derivatives

In this chapter, we discuss about the properties of some quantities derived from the
behaviour of second-order derivatives of functions. Moreover, we show that these
quantities can be used for characterization of quadratic and cubic APN functions.
We also show that the quantities can be used to determine whether a quadratic or

cubic Boolean functions is bent. Our results starts from Zaninelli’s thesis [51].

3.1 The parameter M(f)

In this section, a parameter associated with second-order derivatives of Boolean

functions is defined and we study its properties.

Definition 144. For a € F" and f € B, let Z,(f) = {b € F* | DyD,f = 0},
Udf) = {b € F* | DyD.f = 1} and M. (f) = |Za(f)| — |Ua(f)|. Define the
parameter M(f) by
M(f) = > Ma(f).
a#0€fn
We show in the next result that in fact Z,(f) is a vector space and U,(f) is either
empty or a coset of Z,(f).

79
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Proposition 145. Let f € B,,. Then, for any a € F",

(1) Z.(f) is a vector space and has nonzero dimension,

(11) U,(f) is either the empty set or a coset of Z,(f).
Proof. Let a € F™ and Z,(f) and U,(f) be defined as in Definition 144.

(i) It is clear that 0 isin Z,(f) since DyD,(f) = 0. Suppose we have by, by € Z,(f).
Then
Dy, 4, Do f () = Dy, f(2) + Dy, Do f (£ 4 b1) =040 =0,

implying that by + by € Z,(f) [we deduced that Dy, D, f(z + by) = 0 since, by
Equation (2.11), we have 0 = Dy, D, f(x) = (D1, Daf) 00 = Dy, Do f (x + 1),
with ¢(z) = Iz 4 by]. To show that it is of nonzero dimension, observe that if
a = 0 then Z,(f) = F" and if a # 0, then we have D,D,f(x) = 0, implying
that {0,a} C Z,(f). So the dimension of Z,(f) is at least 1.

(ii) Suppose that U,(f) # @. For any by € U,(f), we claim that by + Z,(f) =
Uu(f). Let by = by + d, with d € Z,(f). We have

Dszaf(x) = Db1+dDaf<x) - Db1Daf($) + DdDaf<x + bl) =1+0=1
Thus, by € U,(f). Conversely, for any e € U,(f), we have
Dbl+eDaf($) = Dleaf(l’) + DeDaf([L’ + bl) =1+1=0.

It follows that e+b; € Z,(f) = e € by + Z,(f). Thus U,(f) is either empty
or a coset of Z,(f) set. O

Proposition 146. Let f € B,, be a Boolean function with deg(f) € {2,3}. Then,

for some positive even integer j < n, and any nonzero a € F", we have

0 if and only if D, f balanced
My (f) =14 2" of and only iof D, f is constant

2"=J  otherwise.
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Proof. We know that deg(f) € {2,3} implies deg(D, f) € {0,1,2}. It is clear from
the definition of M,(f) that deg(D,f) =0 <= M,(f) =2™.

Now suppose that deg(D,f) = 1. Then D, f is a non-constant affine function, so it
is balanced. That is, we can write D,f(z) = v -z + ¢, for some v € F" \ {0} and
c € F. Observe that

DyD,f(x)=v-x+c+v-(x+0b)+c
=v-r4+v-r4+v-b

=v9-b.

So we have DD, f(z) =0 <= be W =< v >t and DD, f(z) =1 < be W*
(note that A+ denotes the dual set and A° denotes the complement of a set A).
Thus, Z,(f) = W and U,(f) = W¢. It is clear that |[W| = |[W¢ = 2""!. So we have
Ma(f) =0.

Finally, suppose that deg(D, f) = 2, that is, by Theorem 7, we know that D,f ~4
T1Tg + -+ + T 1X9; + Toiyr, with @ < |(n —1)/2], if D, f is balanced and D, f ~4
X1y + -+ + T 1x9; + e, with i < |n/2] and e € F, if D, f is unbalanced. Suppose
that D, f is balanced. Then

1 Za(f)l = {e=(c1y0y00) €EF" [ 1 =+ = caiy1 = 0}

and
Ua(f)] == (c1,.0s0n) €F" |1 =+ =i = 0,041 = 1}].
Observe that in both cases, |Z,(f)| = |Ua(f)] = 2"7%~!. Hence M,(f) = 0. Now
suppose that D, f is unbalanced. Then we have
|Za(f)| = ‘{C = (Cl, ...,Cn) S F" | Cl =+ =C9 = 0}|

and U,(f) = @. It follows that |Z,(f)| = 2"* and |U,(f)| = 0. So it implies that
M, (f) =22, O
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3.2 M(f) and partially-bent functions

In this section, we study some properties of the parameter M(f) of a Boolean

function f in relation to quadratic and cubic partially-bent functions.

Theorem 147. For any quadratic function or cubic partially-bent function f, we

have

M(f) = 2"(2" — 1),
where k = dim V' (f).

Proof. We know, from Proposition 146, that M,(f) = 0 if and only if D,f is
balanced and M,(f) = 2" if and only if D,f is a constant. Recall that all
quadratic functions are partially-bent. So we deduce, from the definition, that for

any quadratic function or cubic partially-bent function f, D,f is constant if and
only if a € V(f) and D, f is balanced if and only if a ¢ V' (f). Thus

M(f)= > Md(f)

a#0ekn
= Y M)+ D Ma(f)
a#0€V (f) agV(f)
PR N
a#0€V (f) agV(f)
= 2"(2% — 1),
with k = dim V' (f). O

Corollary 148. Let f € B, be a quadratic or cubic function. Then f is bent if and
only if M(f) = 0.

Proof. For any quadratic or cubic function f, we deduce, from Proposition 146, that
M(f) =0if and only if M,(f) =0, for all a # 0 € F" if and only if D, f is balanced,
for all @ # 0 € F™ if and only if f is bent (see Theorem 54). O
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If a function f is bent, then k£ = dim V' (f) = 0 and so, by Proposition 147, we have
M(f) = 0. So Proposition 147 can also be used to deduce Corollary 148.

Lemma 149. Let f € B,, with n odd, be quadratic. Then dimV(f) > 1 and
equality holds if and only if f is semi-bent.

Proof. Recall that the size of linear space is invariant under affine equivalence (see
Lemma 121). From Theorem 7, we have f ~a x1x9 + -+« + Xo; 1T2; + X941, With
i < |n/2]|,if f is balanced and f ~4 x1xo + -+ + To;_1T9; + €, with ¢ < [n/2]| and

e € F, if f is unbalanced. So we have
V(N =He=(c1,.;e0) EF" |1 = -+ = ¢y = 0,0 < |n/2]}].

So it follows that |V (f)| = 2"7?', implying that dim V'(f) > 1. By Corollary 69, we

know that f is semi-bent if and only if
freamza+ o+ Tl + 2y

or

f ~ATIT2F T2 Tp1 T €,

with e € F, from which we deduce that f is semi-bent <= dimV(f) = 1. O

By Proposition 147 and Lemma 149, the following corollary holds.

Corollary 150. Forn odd, a quadratic Boolean function f is semi-bent if and only

if M(f) = 2m.

3.3 M(F) and APN functions

We extend the definition of the parameter described in Section 3.2 to vectorial

Boolean functions. For a vectorial Boolean function F', we write

M(F)= Y M(F). (3.1)

A£OEF
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It is clear that M (F') is defined based on the second-order derivatives of components
of F. Next, we establish the link between the 4th power moment of the Walsh
transform and the parameter M(F), and consequently a natural characterization of

APN functions based on the latter quantity is derived.

Lemma 151. Let F' be a function from F™ to itself, with deg(F') € {2,3}. Then

> Wila,A) =2(2" — 1) + 2" M(F).

A#£0,a€Fn

Proof. We have

Z WF a, \) Z Z Z Fx(x +F)\(y)+Fx(2)+Fx(w)+a-(z+y+z+w)

A#£0,a€F™ AAO0EF™ a€F™ z,y,z,welF™

Z Z Z FA(I +Fx(y )+Fx(Z)+FA(w)(_1)a~(x+y+Z+w)

AAO0EF™ a€F™ z,y,z,welF™

D DERWERERW) $7 (qye (e

AA0EF™ z,y,z,weF™ aclFn

= Z Z 2"(_1)FA(JEHFA(QHFA(ZHFA(W)

AA0EF™ 2.y, 2, wEF™ |x+y+2+w=0

— on Z Z (_1)Fx($)+F/\(y)+FA(Z)+FA(w)

AA0ER™ 2.y, z,wEF™ |l w=z+y+2

—9n Z Z F/\(x +EA () +F(2)+Fx (z+y+2)
AAOEF™ x,y,z€Fn

[substituting y = x + b and z = x + ¢ we have]
= on Z Z (_1)FA(1’)+FA(I+Z))+FA(I+C)+Fx(x+b+0)

AAOEF™ 2,b,c€F™

_9n Z Z DbF,\ (@)+Dyp Fx(z+4c)

NAOEF™ 2,b,ceFn

_on Z Z 1)DeDeFa (@) (3.2)

A£OEF™ 2,b,ceFn
[deg(D.DyFy) =1 = Z(—l)DcDbFX(”) =0, so we have]

zelfn
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_on Z Z (_1)DcDbF>\(90)

AAO0EF™ z,b,c€F™| deg(De Dy Fy)=0

_on Z on Z (_1)DcDbF/\(O)

MAOEF™  bceF7| deg(D.DyFy)=0

S0 (D SRR ETLFI SRR

AAOEF™  \ b,c€F™| DDy Fx=0 b,c€F"| Do Dy Fy=1
=2 Z ({b,c € F" | D.DyFy = 0} — |{b,c € F" | D.Dy,F\ = 1}|)
AADEF?

=2 3" > ({c€F" | D.DyFy = 0}| — [{c € F" | D.D,F) = 1}|)
A£OEF" beFn

=2 > ({c €F"| D.DoFy = 0}| — |{c € F" | D.DyF) = 1}|)
A£OEF™

+27 )Y My(F)

NA£0EF™ b£0EFn

=2 Y ({c€F"| D(0) = 0} — [{c € F" | D (0) = 1}])
A£0EF?

_|_22n Z Z Mb(F)\)

NA0EF" b£OEFn

=27 3 (2 =0) 427 Y D M(F)

A£OEFn A£OEF™ b£OEFR
S Y i Y M)
A£OEF A£OEF" bAOEF™

=22 = 1)+ 2" Y Y My(F)

AAOEF" b£OCE™

=22 = 1)+ 2" Y M(F) =2"(2"— 1)+ 2" M(F). O

A£OEF™

By Lemma 151 and Theorem 91, the following result is deduced.

Theorem 152. Let F' be a function from F" to itself, with deg(F') € {2,3}. Then

M(F) > 22" —1).
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Moreover, F is APN if and only if equality holds.

Proof. By Lemma 80 and Theorem 91, we have
> Wi(a,N) > 2% (2n — 1)
A#£0,a€F™
and equality holds if and only if F'is APN. Since, by Lemma 151, we have
Y Wilah) =2"(2" = 1) + 2" M(F),
A#£0,a€F™

so must have

M(F) > 27(2" — 1)

and equality holds if and only if F'is APN. O

By Proposition 147, the following result is deduced.

Corollary 153. For any quadratic function F : F" — F", we have

M(F)=2" Y (2imV0N ), (3.3)

AAOEFn

Proof. For any A # 0 € F", we have M(F)) = 2"(24™" — 1) (see Proposition 147).
We conclude from Equation (3.1) that M(F) = 2" Z#Oan(QdimV(FA) —1). O

Example 154. Let F(xq1,x9,23) = (f1, f2, f3), with fi = x1x3 + xoms + 21, fo =
Tox3 + X1 + T2 and f3 = x1x9 + 1 + T2 + T3 10 Bs. It can be easily verified that
all components are quadratic. Clearly, the dimension of their linear spaces is 1.
By Corollary 153, we have M(F) = 23(2% — 1) = 56 and so, by Theorem 152, we
conclude that F' is APN. Moreover, all components are balanced, implying that F is
an APN permutation.

We deduce, from Lemma 149 and Corollary 153 that the following corollary holds.

Corollary 155. Let F' be a quadratic function from F™ to itself, with n odd. Then
F is APN if and only if, for all A #0 € F", M(F)) = 2.
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The Walsh transform in zero of the second-order derivatives of a function can be
linked to the 4th power moment, and consequently a natural characterization of
APN functions based on the former is obtained. The next lemma follows directly

from Equation (3.2).

Lemma 156. For a vectorial Boolean function F : F" — F™, we have

> Wi =2" > F(DD.F)).

A#£0,a€Fn 2£0,c,beFn

By Theorem 91 and Lemma 156, the following result is deduced.

Theorem 157. Let F' : F* — F” be a vectorial Boolean function. Then

> F(DyD.F)) =27 (20 —1).
AH£0,c,beFn

Moreover, F is APN if and only if equality holds.

Observe that Theorem 157 can also be directly deduced from Theorem 93.



Chapter 4

APN functions in even dimension

In this chapter, we study the linear spaces of components of APN functions in even
dimension. We show that for any APN function there is a component with trivial
linear space. We also present a general form of the number of bent components in
quadratic APN functions and provide bounds on their number. Furthermore, we

count the number of bent components in any quadratic power function.

4.1 Linear spaces for components of APN func-
tions

In this section, we mainly show that some components of any APN function in even

dimension must have a trivial linear space.

Definition 158. Let a function f on n variables be a splitting function, that is,
fragl@y,.x)+h(xig, ..., z,), with a positive integer i < n. We call i a splitting
number of f and S(f) denotes the set of all i (the splitting numbers of f). We define
a splitting index of f by the number o(f) = min S(f)

Remark 159. Let f € B,, be a splitting function. Then
1. i is a splitting number <= n — i is a splitting number,

88
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2. o(f) €{l,....|n/2]|} (we deduce from 1.).

Our main result in this section largely depends on the following two lemmas.

Lemma 160. Let f € B,,. Then o(f) =1 if and only if dim V' (f) > 1.

Proof. Suppose that o(f) = 1, that is, f ~4 f = g(x1) + h(za, ..., z,). So we have
f = foyp, where p(y) = M -y 4+ w, for some w € F" and invertible M € GL,(F).
Clearly D, f is constant. By Equation (2.11) in the proof Lemma 121, we have
De,f = (Dagee, f) o and since w(D,, f) = w(Dyy.e, f) (see Proposition 6), s0 Dy, f
must also be constant. Note that M - e; # 0 since M is a linear isomorphism. Thus
both 0 and M - e; are in V(f) which implies that dim V' (f) > 1.

Conversely, suppose that dim V' (f) > 1, that is, da # 0 € V(f) such that D,f = c,
with ¢ € F. We can take the F-linear isomorphism E of F" that sends e; — E-e; = a
so that we have f = f o E and thus,

D, f = (Dp.ef) o E=(Dof)oE=(c)oE=c

which implies that D., f is constant. Since we have D, f = ¢, we can write ]E =

cxy 4+ h(z, ..., z,). Hence we have o(f) = 1 since f ~4 f. O

Lemma 161. Let f € B,,, with n even. If o(f) =1, then |I'(f)| < 2" — 4.

Proof. Suppose f € F™ has o(f) = 1, that is, f ~4 f=cr + h(za, ..., z,), with
¢ € F. By Equation (2.11) in Lemma 121, we have |T'(f)| = |T'(f)|, so we can simply
consider |I'(f)|. It is clear that 0 and e; are both not in I'(f) since Dof = 0 and
Delf = c¢. Suppose that these are the only ones, that is, \F(f)] = 2" — 2. This
implies that, for all @ € F™\ {0, e}, D,f is balanced.

Let W =< ey,...,e, > and denote W* = W \ {0}. Clearly, W* is contained in
F™\ {0, 1}, that is, W* C F(f) So, for all @ € W*, D, f is balanced. It is clear that
W ~ F""!. Observe that, for any a = (0,b) € {0} x (F"~'\ {0}) = W*, we have
Daf = Dyh as the first coordinate of a is 0. Since Daf does not depend on x; then,
by Remark 27, we have 2"~! = w(D,f) = w(Dyh) = 2w(Dyhpn—1) from which we
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deduce that w(Dphpa—1) = 2”72, that is, Dyhga—1 is balanced, for all b € F"~1\ {0}.

This implies that h, with restriction to F*~!, is bent (see Theorem 54).

But n — 1 is odd as n is even, so this implies that we have a bent function on
F-vector space of odd dimension, which is impossible. Thus, the assumption that
IT(f)| = 2" — 2 is false, and so we can say |['(f)| < 2" — 3.

Suppose that d € F*\ {0, e;} is the other nonzero element such that Dyf is unbal-
anced. So Dd+€1f(aj) = Delf(m)—i—Ddf(x—i—el) =c+Dyf(z+e1) = (c+Draf(x))op,
for ¢ € F and ¢(y) = Iy+ey, with I as an identity in GL, (F). That is, Dy, () ~4
Dyf(x) + c. Since Dyf(x) is unbalanced then Dyf(x) + ¢ must be unbalanced, im-
plying that Dgy., f(x) is also unbalanced. That is, we have {0, ey, d,d+ e} ¢ T'(f).
Hence |T'(f)] < 2" — 4. O

Theorem 162. Let a function F from F" to itself, with n even, be an APN. Then
there is a X # 0 € F™ such that the linear space of F) is trivial.

Proof. Since, by Lemma 160, a Boolean function has a non-zero linear structure if
and only if its splitting index is 1, so we simply show that for any APN function F
it is impossible to have o(F)) =1, for all A # 0 € F".

Suppose, by contradiction, that F' is APN and o(F)) = 1, for all A # 0 € F". By
Lemma 161, we can suppose that, for any A # 0 € F", there are non-zero v, u and
w not I'(Fy) such that D,F) is constant, D,F\ and D,F) are both unbalanced.
So we have F2(DyF)) = F*(D,Fy) = 2>, and both F?(D,F\) and F?(D,F)) are
non-zero positive integers (recall that, for any Boolean function f, F(f) = 0 if and

only if f is balanced). Thus, we have

N FUDLE) = FADoFy) + FAD,F)) + FHDF) + F2 (Do Fy)

acFn

=27 4+ 22" + FY(DuF) + FA(Dy Fy) > 220+

from which we deduce that

> Y FADE) > 2 (2n - 1),

A£0EF" aeFn
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Thus, by Theorem 93, it is impossible for F' to be an APN function. So it follows
that if F'is an APN function in even dimension then there is a component whose

linear space is trivial. O]

Theorem 163. Let F' be an APN permutation over F", with n even. Then
dim V' (F\) <1, for all A # 0 € F".

Proof. Suppose, by contradiction, that there is i # 0 € " such that dim V' (F),) > 1.
It follows that V(F},) contains at least three nonzero elements. Let a,b € V(F),)
be nonzero and distinct. Then, by Proposition 97, we have D,F\ = DyF) = 1.
Clearly, a + b is also a nonzero element in V' (F},) different from a and b. Note that
Doy F(x) = DoF,(z) + DyF,(x + a), x € F". By Equation (2.11) in the proof of
Lemma 121, DyF),(z+a) = (DrpF),) o ~a DyF),, with ¢(z) = I -+ a and [ being
the identity matrix of GL,(F). Since DyF,, = 1, so we must have D,F,(z + a) = 1.
Thus, DgypF) () = 0, which is impossible by Proposition 97. Thus, we must have
dim V(F)) < 1, for all A # 0 € F™. O

4.2 Quadratic APN functions

A quadratic vectorial Boolean function from F" to itself is denoted by @), the lin-
ear space V(Q,) of a component @), is denoted by V) and we let V' = V) \ {0}.
Since an APN function cannot contain linear components, we assume that @) is
pure quadratic. Recall that all quadratic functions are partially-bent, so by The-
orem 162 quadratic APN functions must have bent components since they are the
only quadratics with trivial linear space. In this section, we are mainly counting

how many these bent components are in quadratic APN functions.

First, we characterize quadratic APN functions based on the dimensions of linear

spaces for their components.

Proposition 164. For any quadratic Q) : F* — F™, we have

PRGN VP (4.1)

A£OEF
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Moreover, equality holds if and only if Q is APN.

Proof. Since F?(DoQ,) = 2?", so we have

S Y RO =@ -0+ Y Y PDQ). (42

NAOEFn a€Fn 2£0,EF™ a£0€Fn

By Theorem 93 and Equation (4.2), we deduce that

Y Y R0 > 2@ ) (13)

A£0,EF" a£0€F™
and equality holds if and only if @) is APN.

For any quadratic @, deg(D,Q,) = 0 if a € V) and deg(D,Q,) =1 if a ¢ V). So we
have F2(D,Q,) = 22" if a € V, and F*(D,Q,) = 0 if a ¢ V3. Thus, we have

Y Y P = ). ) FADQY)

AAOEF™ a£0€Fn AAO0EF" acVy

S

AA£0EF?

=27 Y (20mh ), (4.4)

AAOEF™

We deduce, from the relation (4.3) and Equation (4.4), that

Z <2dimV>\ . 1) Z o _ 1

A£OEFn

and equality holds if and only if @) is APN. m

For any quadratic Boolean function f in odd dimension we have dim V' (f) > 1 and
equality holds if and only if f is a semi-bent (see Lemma 149). This implies that
the equality in the relation (4.1) happens if and only if @ is an AB function. So
it implies that a quadratic function is APN if and only if it is AB (this is a well-

known result). It follows that all components of any quadratic APN function in odd
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dimension have non-trivial linear space, implying that the result in Theorem 162

cannot be extended to quadratic APN functions in odd dimension.

Now we focus on quadratic functions from F” to F" in even dimensions. It is clear,
from Theorem 7, that any quadratic Boolean function in even dimension has a
splitting index 1 or 2. By Corollary 69, we deduce that a quadratic Boolean function
is bent if and only if the splitting index is 2.

Definition 165. For any quadratic ), define
A ={NeF" | X#0,0(Q\) =1}, N=|A1] and B =]|Ay|

Remark 166. From Definition 165, N is the number of non-bent compoments and

B is the number of bent components in ) and so we have N + B = 2" — 1.

As proved by Nyberg in [12], bent functions exist only from F" to F™, with m < n/2,
so it follows that no function from F” to itself can be bent. However, we can talk
about bent components in functions from F" to itself. Recall, from Remark 86, that
the number of bent components in any function from F” to itself is at most 2" — 23
[15]. It was shown in [39] that no plateaued APN function can contain the maximum
possible number of bent components. Since the quadratic functions are plateaued,

no quadratic APN function contains 2" — 22 bent components.

In the next result, we determine B when () is an APN function and contains only

bent and semi-bent components.

Proposition 167. Let Q : F* — F", with n even, be such that Qy, with A\ # 0, is
bent or semi-bent. Then @) is APN if and only if there are exactly %(2" — 1) bent

components.

Proof. For any quadratic APN function ), by Theorem 162, we have B > 0, that
is, some components of () must be bent (as we require that the linear space of some
components must be trivial). Since n is even, then dim V), is even (see Remark 63).
From Theorem 7 and Corollary 69, we can deduce that dim V), = 0 if and only if Q)
is bent. That is, dim V) # 0 if A € A; and dim V), = 0 if A € A,. For any quadratic
APN function @, by Proposition 164, we must have
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oo oy =2"-1. (4.5)

AA0EF?

Since dim V), = 0 if A € Ay, then Equation (4.5) can be reduced to

d o -y =2"—1. (4.6)

AEAL

That is, @ is APN if and only if Equation (4.6) holds.

If @ is such that @), with A # 0, is bent or semi-bent, then N is the number of
semi-bent components (i.e., dim V) = 2, for any A € A;). Thus, Equation (4.6)
holds if and only if (22 — 1)]A;| = 3N = 2" — 1 if and only if N = (2" —1)/3. Since
N+B=2"—1 50 B=22"-1)/3. O

It follows from Proposition 167 that any quadratic APN function in even dimension
with the set {0, £2%, +2"2° } as its Walsh spectrum has 2(2"—1)/3 bent components.
It is well-known that Gold APN functions (all functions of the form z2"*! with
ged(k,n) = 1) in even dimension have such Walsh spectrum, so they have 2(2"—1)/3

bent components.

Theorem 168. Let a quadratic () : F* — F™, with n even, be APN. Then
22" —1)/3< B < 2" — 272 9,
where B = 2(2" — 1)/3 + 4t, for some integer t > 0.

Proof. Suppose that () is APN. Since the dimension of the linear space of any
quadratic in even dimension is even (see Remark 63), so it follows that for any Q,,
with A € Ay, we have dim V), > 2. If, for any A € Ay, Q) is semi-bent then we are in
Proposition 167, that is, B = 2(2" — 1) /3. If some components are neither bent nor
semi-bent, then we must have B > 2(2" — 1)/3 for Equation (4.6) to be satisfied.
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If @ has a component (), with ;o € Ay, which is not semi-bent, then dimV,, = 2k,
for some k > 2. So, for Equation (4.6) to be satisfied, the presence of @), in @

implies that the number of bent components must be increased by

22k_1 1_22k_4_4(22k2_1)

22 -1 3 3

which clearly is divisible by 4. This implies that the number of bent components in
Q is B =2(2" —1)/3 + 4t, for some integer t > 0.

By Remark 86, we have B < 2" — 2"/2_ Now we show that it is not possible to have
B =2"—2"2 Forsomet > 0, we have B = 2(2"—1)/3+4t = 2[(2" —1)/3+2t] Z 0
(mod 4) since (2" —1)/3+2t is odd. Thus, B # 2" —2"/2 since 2" —2"? = 0 (mod 4).
Hence we must have B < 27 — 27/2 _ 9, O

For any quadratic APN function ¢ in dimension 4, by Theorem 168, we only have
one possibility, that is, B = 10 (this satisfies Proposition 167). We state this result

in the following.

Corollary 169. A pure quadratic () : F* — F* is APN if and only if B = 10.

Not long time ago, only quadratic APN functions with B = 2(2" —1)/3 were known.
We have shown in Proposition 167 that such functions contain only bent and semi-
bent components. As noted earlier, Gold functions are example of such functions.
It had been conjectured that all quadratic APN functions are equivalent to Gold
functions (i.e., all quadratic APN functions have the same number of bent compo-
nents) until Dillon in 2006 gave an example of quadratic APN function with different
number of bent components and inequivalent to Gold APN functions. The Dillon’s
Example:

F(JJ) — l’3 4 211335 4 2131,9 —|—.T17 4 211;L’33 —|—$48

is defined over Fos, with z primitive. Using MAGMA, we found that F' has 46
bent components. That is, it is an example of quadratic APN function with B =
2(2"—1)/3+4 (i.e., t = 1 in Theorem 168). Also by computer search, we found the
function:

G(l’) _ 1,3 + 253$10 + 2411‘18 + 259l’33 + 2431,34 + 2311,48
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over Fos, with z primitive, which has the same number of bent components as F,
the Dillon’s Example. From Theorem 168, we deduce that, in dimension 6, all the
possibilities for the number of bent components in any quadratic APN function are:
42, 46, 50 and 54. So far we only know the existence of quadratic APN functions
with 42 (Gold functions and others) and 46 (Dillon’s example) bent components but

we are uncertain whether those with 50 and 54 exist.

In [50], Yu and others constructed some quadratic APN functions in dimension 8
which have the Walsh spectrum: {—64,—32,—16,0,16, 32,64} (different from the
Walsh spectrum of Gold functions). These functions are further classified in terms
of the distribution of their Walsh coefficients and two classes are found. One class
has 487 functions and the other one has 12 functions. In the class of 487 functions,

we considered the function:

G/<£IZ') _ 2249x192 + 2241,160 + 22101.144 + 2691,136 + 246513'132 + 216433130 4 243$129
+ 2311,96 + 2309:,80 + 2’1151’72 + 2’2281’68 + 2161,66 + 22281,65 + 22171,48 + 29$40
4 Z25IZE36 4 2151x34 4 2771’33 + 21891,24 + 21091,20 + 21911,18 + 22491,17 + 21751,12

4 21303710 4 29133'9 + 2591.6 4 Z6O£C5 4 21211,37

where z is primitive and by checking with MAGMA, we found that it contains
2(28—1)/3+4 = 174 bent components (i.e., t = 1 in Theorem 168) and in the other

class, we considered the function:

GH(CL') — 21301,192 + 21601,160 4 21171,144 + 22301,136 + 22281,132 + 21621,130 + 2251,129
4 2791’96 4 22041,80 4 283$72 4 2159x68 4 2234I66 4 236I65 4 267$48 + 21511,40
+ 2171,36 4 2,813334 + 2521,33 4 291,24 + 21161,20 + 21021,18 + 2971'17 4 2743312

+ 2481,10 + 21441,9 + 2581,6 + 2146{L‘5 + 2123l‘3

which was found to have 2(2% — 1)/3 + 8 = 178 bent components (i.e., t = 2 in
Theorem 168). Thus, in dimension 8, we only know the existence of quadratic APN
functions with 170, 174 and 178 bent components and it is yet to be known whether
a quadratic APN functions with B = 2(2% — 1)/3 + 4¢, with 3 < ¢ < 17, exists.
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Proposition 170. Let a quadratic function @) : F* — F" be APN with
B =2(2" —1)/3 4 4t, for some integer t > 0, as described in Theorem 168. Then

on—1 _ gn/2 ift=0,n>4

N(Q) =
on—1 _ gn/2+1 if1<t<4,n>6

Proof. We first need to recall, from Remark 63, that for any quadratic Boolean
function on n variables, with even n, the dimension k of its linear space is even and
the Walsh spectrum is {0, 2("+*)/2},

If t = 0 then, by Proposition 167, all components of () are bent and semi-bent, that
is, the Walsh spectrum of @ is {0, £2("*2)/2 £27/2}  So it is clear that we have
N(Q) =2"7t =22,

To prove that AN(Q) = 277! — 27/2¥1 if 1 <t < 4, we need to show that for this
range of ¢ we have dim V) € {0,2,4}, for all A # 0 € F", that is, that the Walsh
spectrum of Q is {0, £2("F4/2 42(n+2)/2 on/2}

It is clear from Theorem 168 that for t > 1, we have B > 2(2" — 1)/3, and so
Proposition 167 allows us to conclude that there must be A # 0 € F” such that
dim V), > 2. We claim that if 1 < ¢ < 4, then we have dimV, € {0,2,4}, for
A # 0 € F". Suppose, by contradiction, that there is u # 0 € F" such that
dim V,, = 6. Then, as noted in the proof of Theorem 168, the presence of ), implies

that the number of bent components is increased by

4 (QHT‘l) — 4(5),

implying that B > 2(2" — 1)/3 + 4(5). So it follows that if, for some A # 0 € F",
dim Vy, = 6, then we have ¢t > 5. This implies that, if 1 < ¢ < 4, then we must have
dim V) € {0,2,4}, for all A # 0 € F". So in this case the Walsh spectrum of @ is
{0, £20+0/2 £2(n+2)/2 4-97/21 implying that N(Q) = 27! — 2n/2+1, O

From Proposition 170, it seems like the nonlinearity of any quadratic APN function

decreases as the number of bent components increases and it is the highest when



98 CHAPTER 4. APN FUNCTIONS IN EVEN DIMENSION

the number of bent components is the lowest possible.

4.3 Quadratic power functions

Pott et al. in [15] say that the question to determine all monomial bent functions
Tr(az?) on Fan, with a € F, and n even, has attracted quite a lot of research inter-
est. In this section, we study the Walsh spectrum and enumerate bent components

for any quadratic power functions. Recall that a function F' = z¢

is a quadratic
power function if d = 27 + 2¢, with 5 > ¢ > 0. It is known that a function with
the power d = 2/(29=" + 1) is affine equivalent to the one with power d’ = 297" + 1

[29, 30]. So we simply consider the power 2% + 1, for some positive integer k.

Theorem 171. Let F(z) = 2** be a function in Fon[z], with n even and some
integer k > 1. Let m = (n, k), s = (n,2k) and e =1 if n/m is odd and e = 2™ + 1

if n/m is even. Then

(a) F is an e-to-1 function on 3.,

(b) F, is bent if and only if o ¢ Tm(F).

(c) the number of bent components for F is w,
(d) the Walsh spectrum of F is {0, £20"*)/2} if e = 1, and {0,£20"+*)/2, £27/2}

ife=2"+1,
(e) N(F)= gn—1 _ 9(n+s)/2-1

Proof. Let S = Im(F)\ {0} = {€2"+! | ¢ € F}.}. It can be easily shown that S is a
multiplicative subgroup of F5,.

(a) Clearly, F' maps F3, onto S. So we only need to show that S has the order
(2"—1)/e. Now we need to find the order of S. First observe that every element
¢ in S satisfies (?"~Y/¢ = 1, where e = (2" — 1,2¥ +1). By Lemma 94, e = 1

if n/mis odd and e = 2™+ 1 if n/m is even. If v is a primitive element in Fon,
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then the order of v**! is ord(¥?"*1) = ord(v¢) = (2" — 1)/e. Clearly, v*"*!
has the highest order in S. It is well-known that %, is a cyclic group, so S
being its subgroup must be cyclic with v2 1 ag a generator. Thus, it follows
that the order of S is (2" —1)/e, implying that F is an e-to-1 function on F5,.

(b) It is equivalent to show that F,, is non-bent if and only if & € Im(F). F, is
bent if its linear space is trivial, so we need to prove that the dimension of the
linear space of F, is non-trivial, that is, dim V,, > 1 if and only if o € Im(F).

A component F,, with a € Fon, is non-bent if there exists £ in I3, such that
DgFy, is constant. Suppose that Fy,, with a € [F7,, is non-bent and DgF,, is
constant, where 5 € Fan. So we have

DgF,(z) = Fo(x) + Fp(x + 8) =Tr (cchkH) +Tr (a(:v + ﬁ)zk“)

r (ax2k+1> +Tr <oz(x2k + B8 (z + B))

r (am2k+1> +Tr (a(kaH + B2 + ¥+ ﬁ2k+1)>

r (aﬁx2k> +Tr (aﬁQkx> +Tr <a52k+1>

r((a+a? g2 ) + 17 (ap? ). (4.7)
Observe that DgF,, is constant if and only if, in Equation (4.7), we have

Tr ((aﬂ + a2k622k)x2k> = 0.

This happens if and only if
af+a? g = ap (14027157 1) =0,
So either =0 or

Q2k71ﬁ22k,1 _ (aﬁ€>2k71 — 1’ (48)
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with ¢ = 222:__11 = 2% 4 1. Suppose that ( is a primitive element in Fy.. Then

we can write o = (" and 8 = (*, for some integers r and ¢. So it follows that

Equation (4.8) becomes (r+0 2 -1)

= 1 which implies that
(r+t)(2" = 1) =r(2" = 1) +t(2°* — 1) = ¢(2" — 1),

for some integer c¢. Thus, we have

r =

c(@P—1)  t(22k-1) _ c(2"-1) t(2k F1)=e (c(Q"—l) t(2k+1)> ‘

2k—1 T 2k—1 T T2k_] e(2k-1) e

Recall that e = (2" — 1,24+ 1). So all o’s which satisfy (a3*)% ! = 1 must be

n__ . .
2"=1)/e — 1. These are elements whose orders are divisors

those which satisfy o
of (2" —1)/e. It implies that o € S. Including o = 0, it follows that F}, has a

non-trivial linear space if and only if o € Im(F').

By part (b), we deduce that the number of bent components is 2" — [Im(F)]|.
Since [Im(F)| = 1+|S] = 1+ (2" —1)/e, then the number of bent components
is "

2~ Jtm(F)) = 7 1)22 -

We first determine V,,, for any o € F5,., and then use Theorem 48 to deduce
the Walsh spectrum of F. In part (b), we showed that V,, = {0} if o ¢ Im(F')
(i.e., Fy is bent) and |V,| > 1 if @ € Im(F). For any a € S = Im(F) \ {0},
we also showed, in part (b), that DgF,, is constant if either /5 is equal to 0
or satisfies (32 t1)2"~1 = 1. Thus, we have 21 = (o= 1)?""!. If a € F}.,
with m = (n, k), then we have 2”1 = 1 and so 3 € Fi,, with s = (n, 2k),

otherwise we have 3 € ulF,, where u is ¢-th root of ™. So it follows that
|Va| = 2°.

By Lemma 94, we have e = 1 if n/m is odd and e = 2™ + 1 if n/m is even. If
e = 1 then, by part (a), F' is a permutation which implies that it has no bent
components and so we have |V, | = 2%, for all & € F%,. This implies that the
Walsh spectrum of F is {0, 42("+%)/2} (see Theorem 48). If e = 2™ + 1, then
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F' contains bent components and as shown above, all the linear spaces of non-
bent components have the same order 2°, implying that the Walsh spectrum
of Fis {0, £2(7+2)/2 2on/2}

(e) This directly follows from definition of nonlinearity and part (d). O

Corollary 172. Let F(z) = 2! be a power function in Fonlz], with positive
integer k > 1 and let e = (2" — 1,28 + 1) and s = (n,2k). Then F is APN if and
only if e = 3 and s = 2. FEquivalently, F' is APN if and only if there are exactly

2(2" — 1)/3 bent components and the rest are semi-bent.

Proof. By Theorem 171, there are (2" — 1) /e (non-trivial) non-bent components for
F' and their linear spaces have the same order 2°. Since n is even then s = 2¢, where
t = (k,n/2). Thus, by Proposition 164, F'is APN if and only if

(2n_1> (2°—1)=2"—1. (4.9)

e

Notice that Equation (4.9) holds if and only if e = 2° — 1, so we conclude that
(2° — 1)|(2% + 1) since e | (2% + 1). Since t|s then (2' — 1)](2° — 1), implying that
(28 — 1)|(2F + 1). But also (28 — 1)|(2F — 1) (recall that t|k), so it implies that we
must have t = 1 as clearly 2¥ — 1 and 2¥ +1 are relatively prime. Observe that t = 1
implies s = 2, so it follows that F'is APN if and only if s =2 and e =2° — 1 = 3.
In other words, F' is APN if and only if the number of bent components is exactly
2(2™ —1)/3 and the other components are semi-bent (see Theorem 171). O

From Theorem 171, we observe that a quadratic power function has some bent
components if e > 3 and equality gives the lowest number of bent components we

can get and also equality happens when F' is APN. So we state this in the following.

Corollary 173. If a quadratic power function, in even dimension, has some bent

components, then they are at least 2(2" —1)/3.



Conclusion and future work

In this thesis, we studied some cryptographic properties of Boolean functions which
include weight, balancedness, nonlinearity and resiliency. We constructed balanced
functions with trivial linear space and some resilient functions with respect to mono-

tone sets.

Based on the behaviour of second order derivatives, we derived some quantities used
for characterization of quadratic and cubic APN functions. We showed that these

quantities can also be used to characterize quadratic and cubic bent functions.

Some properties of APN functions with respect to linear spaces of their components,
in even dimension, were studied. We showed that there must be at least a component
whose linear space is trivial. In particular, we determined the possible size of the
linear space of any component of an APN permutation. We established a simple
characterization of quadratic APN functions based on the dimensions of linear spaces
for their components. A general form for the number of bent components in any
quadratic APN functions was proved. We completely enumerated bent components

in any quadratic power functions.

Next, we present some problems which emanated from our work. We would like to

investigate the following:

e Do quadratic APN functions with nonlinearity > 27~ — 2/2%1 exist?

e For ¢t > 3, construct (or prove existence of) quadratic APN functions with
2(2™ — 1)/3 + 4t bent components. More specific, construct quadratic APN

functions over Fys with 50 or 54 bent components.

102
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e Find a tighter upper bound on the number of bent components in any quadratic

APN function in dimension n > 6.

e Can Theorem 168 be extended to plateaued APN functions?
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