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Abstract
The skin is the largest organ in the human body, and it is populated by a large diversity of 
microbes, most of which are co-evolved with the host and live in symbiotic harmony. 
There is increasing evidence that the skin microbiome plays a crucial role in the defense 
against pathogens, immune system training and homoeostasis, and microbiome perturba-
tions have been associated with pathological skin conditions. Studying the skin resident 
microbial community is thus essential to better understand the microbiome-host crosstalk 
and to associate its specific configurations with cutaneous diseases. Several community 
profiling approaches have proved successful in unravelling the composition of the skin 
microbiome and overcome the limitations of cultivation-based assays, but these tools re-
main largely inaccessible to the clinical and medical dermatology communities. The study 
of the skin microbiome is also characterized by specific technical challenges, such as the 
low amount of microbial biomass and the extensive human DNA contamination. Here, we 
review the available community profiling approaches to study the skin microbiome, spe-
cifically focusing on the practical experimental and analytical tools necessary to generate 
and analyse skin microbiome data. We describe all the steps from the initial samples col-
lection to the final data interpretation, with the goal of enabling clinicians and researchers 
who are not familiar with the microbiome field to perform skin profiling experiments.
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1  | INTRODUCTION

The human body is inhabited by trillions of microbes,[1] with up to one 
million bacteria per square centimetre colonizing the skin.[2] The im-
portance of this skin-associated diversity—the skin microbiome—is well 
recognized but many members of the skin microbiome remain elusive if 
studied using traditional cultivation-based approaches. The recent ad-
vent of next-generation sequencing platforms has revolutionized the 
field by enabling the ecology of the (skin) microbiome to be studied 
without the need of an in vitro cultivation step. Here, we summarize 
and review the available approaches to profile the skin microbiome.

2  | THE SKIN MICROBIOME: THE 
IMPORTANCE OF STUDYING OUR 
MICROBIAL INTERFACE

The skin is the largest organ in the human body providing an outer pro-
tective layer against physicochemical damages and microbial infections. 
Rather than simply a static shield, the skin is a dynamic and complex 
ecosystem characterized by different environmental niches, which are 
inhabited by heterogeneous microbial communities. The healthy skin 
microbiome includes hundreds of species,[3–5] and its composition is 
dependent on the microenvironment characteristics, including humidity 
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and temperature, and the presence of sebaceous and sweat glands.[6–8] 
However, far from being a passive resident of the skin, the host and 
the microbiome interact at the systems level. Members of the microbial 
community can model the host local activity by releasing factors[6,9] and 
Staphylococcus epidermidis strains can drive small-scale environmental 
changes[10] as well as perform specific functions useful to the host.[9–11] 
The skin microbiome is also involved in the immune system training,[12] 
enhancement of innate barrier immunity[13] and homoeostasis,[10,14] 
by triggering inflammatory cell recruitment and cytokines release.[15] 
The skin displays a large variability in terms of composition and species 
abundances between individuals (interpersonal variability), but it has 
also been shown that there are strong underlying individual specific sig-
natures (intra-personal variability).[4,6,16,17] The site-specific variability 
of the skin microbiome discourages the comparison of results provided 
by different body areas. Furthermore, age and gender can be confound-
ing factors that need to be considered and properly addressed.[18–20] 
For these reasons, it is crucial to have properly powered cohorts and ad 
hoc longitudinal study designs.[21–24]

Propionibacterium acnes and S. epidermidis are two prevalent 
members of the skin microbiome, but many other bacteria from the 
Actinobacteria, Firmicutes, Bacteroidetes and Proteobacteria phyla are 
frequently found.[3,23] The micro-eukaryotic component of the microbi-
ome also comprises many organisms (most notably Malassezia spp.[7,25]). 
Viruses are also present on the skin: bacteriophages, in particular, play a 
crucial role in shaping bacterial communities,[26] but the study of micro-
biome–virome relationships is still in its infancy.[27–29] Although several 
microbiome studies are unravelling the complementary aspects of the 
skin microbiome,[28,30] further research is required to truly understand 
the complex interplay between the host and the resident microbiome.

3  | LOW- AND HIGH-THROUGHPUT 
APPROACHES FOR STUDYING THE 
SKIN MICROBIOME

Cultivation-based approaches rely on isolating and growing microbes 
in vitro. While there are distinct advantages to cultivating organisms, 
the vast majority of microorganisms are refractory to cultivation or 
are unable to grow under the selected conditions,[31] and thus, this ap-
proach dramatically underestimates the complexity of the sample.[32] 
Cultivation-free methods, based on collecting and analysing total 
DNA from the community under study, have revolutionized our un-
derstanding of the host’s resident microbiome. This total DNA can be 
sequenced directly, as in shotgun metagenomics, or specific microbial 
regions are first amplified and subsequently sequenced. In this sec-
ond case, the targeted region is usually contained in the rRNA genes; 
herein, this technique is referred to as ribosomal community profiling.

The most common high-throughput ribosomal community profil-
ing approach utilizes the 16S rRNA gene that is universally conserved 
in all bacteria and archaea. In this review, we focus on 16S rRNA pro-
filing although, for eukaryotic microbes including fungi, the equiva-
lent 18S rRNA can be targeted. Other ribosomal regions and rRNA 
genes include ITS (Internal Transcribed Spacer regions) 28S and 5.8S 

rRNA.[7,33] The 16S rRNA gene contains conserved sequences and 
several hypervariable regions, which can be used to infer the taxo-
nomic composition of the community.[34] The hypervariable regions 
are targeted by primers designed on the conserved regions and are 
amplified by PCR. As human DNA does not contain 16S rRNAs, se-
quencing of human DNA contained in the sample is avoided. After 
PCR, the amplicons are sequenced and clustered according to their 
sequence similarities. Sequences that have more than 97% of identity 
are frequently assumed to belong to the same or closely related or-
ganisms and are therefore clustered together, in so-called operational 
taxonomic units (OTUs)[35] which are the basis of the quantitative 
and taxonomic characterization (Figure 1). The 16S rRNA sequencing 
method is cost-effective, thanks to the relatively small size of the gene 
and the short amplicon size. However, this method does not provide 
any functional information, it has a limited taxonomic resolution com-
pared to metagenomics,[36,37] and as there is no equivalent 16S or 18S 
rRNA universal genes in viruses/phages, this approach cannot assess 
the viral component of the microbiome.

In contrast to ribosomal profiling, shotgun metagenomics does 
not target specific DNA regions, but instead total community DNA 
is sequenced directly. This offers several advantages, including the 
taxonomic assessment of the microbiome (eukaryotic, prokaryotic and 
viral/phage) at species and even strain-level resolution,[38] and permits 
the investigation of the functional potential (ie which genes and path-
ways are present) of the microbiome. However, this approach is more 
expensive, the downstream analysis is more challenging, and any con-
taminating human DNA in the sample is also sequenced in conjugation 
with the microbial DNA.

For both metagenomic and ribosomal community profiling, the 
computational analysis can be characterized as primary and second-
ary (Figure 1). The primary analysis for ribosomal community profiling, 
generally involves OTU clustering and taxonomic assignment, whereas 
for shotgun metagenomics, the first steps are genome reconstruction 

F I G U R E   1   Overview on complementary approaches for studying 
the skin microbiome
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and taxonomic and functional potential profiling. The secondary anal-
ysis includes tasks such as biomarker detection, ecological inference 
and statistical postprocessing.

4  | SAMPLE COLLECTION AND DNA 
EXTRACTION PROCEDURES

Sample collection and DNA extraction are particularly relevant in 
studies targeting the microbiome of the skin, because of specific tech-
nical challenges related to the low microbial biomass and high human 
DNA contamination.

Skin sampling can be performed using non-invasive swabs,[17,39–

42] biopsies[43,44] or scrapes.[42,45] Swabs are moistened with a buf-
fer solution and are firmly rubbed back and forth for approximately 
30 seconds over the skin area,[46] and the procedure can be repeated 
twice to maximize the amount of collected biomass. Invasive tech-
niques requiring medical expertise include punch biopsies, where 
analysis of deeper layers of the dermis is required, and skin scrapes.[47] 
Because each method will result in different profiles due to slightly 
different but overlapping environments being sampled, it is extremely 
important that the sampling procedure is standardized within a study.

Although the sampling method can influence the amount of col-
lected microbial biomass,[47] generally a low amount of DNA is recovered. 
Importantly, the amount of extracted DNA is sometimes insufficient to 
apply enrichment methods (eg QIAamp DNA Microbiome Kit (Qiagen 
GmbH, Hilden, Germany), NEBNext® (New England Bio- Labs, Inc., 
Ipswich, MA) Microbiome DNA Enrichment Kit, MolYsis™ (MolZym 
GmbH & Co. KG, Bremen, Germany), LOOXSTER® (Analytik Jena AG, 
Germany) Enrichment Kit) to remove contaminating human genetic 
material that have been instead extensively validated for other human 
microbiome samples such as saliva and blood.[48–50] Recently, some 
microbial enrichment methods specifically for skin samples have been 
proposed[48,51] but are not yet commonly adopted. Besides the problem 
posed by the human DNA, also external bacterial contamination has to 
be considered before defining a microbial-disease causation.[52,53]

The choice of the DNA extraction method is similarly import-
ant. Frequently, commercially available kits are used with popular 
choices being the Qiagen DNA Extraction Kit (Qiagen GmbH, Hilden, 
Germany),[12,47] the MO BIO PowerSoil DNA Isolation Kit (MoBio 
Laboratories, Inc., Carlsbad, CA)[5,17,54] or the MO BIO Ultraclean 
Microbial DNA Isolation Kit (MoBio Laboratories, Inc., Carlsbad, 
CA).[55] Extraction methods typically combine chemical (sometimes 
with additional enzymatic treatment) with some form of physical dis-
ruption such as heat and/or mechanical bead-beating, to lyse cells and 
free their DNA (Table S1). As the cellular walls of some microbes are 
easier to lyse than others, this can result in biases in the sample com-
position.[56] If the lysis is too gentle, the more recalcitrant microbes 
will be under-represented, on the other hand if too excessive, it can 
lead to DNA fragmentation of the microbes more amenable to lysis.

Excess DNA fragmentation can increase the DNA loss during li-
brary preparation and compromise the sequencing read length, reduc-
ing the quality of the reconstructed genomes. Therefore, a compromise 

inevitably needs to be made and caution taken when comparing stud-
ies that employ different extraction techniques.[53]

5  | PREPARATION AND SEQUENCING 
AMPLICON-BASED ASSAYS

When considering a ribosomal community profile study, the investi-
gator needs to choose which hypervariable region of the 16S rRNA 
gene (or the 18S rRNA for micro-eukaryotic organisms) to target and 
which primers to use. Both variables strongly impact on what mem-
bers of the microbial community are accurately sampled.[41,56–59] 
Full-length 16S rRNA[60] or subset of the nine specific regions (from 
V1 to V9) have been targeted for skin studies: V1-V3,[41,43,57,58,60,61] 
V3-V5,[41,57,58,61] V6-V9,[57,58,61] V2[62] and V4.[62–64] Some regions 
provide more accurate taxonomic classification than others,[65] but no 
region is able to distinguish all bacteria and archaea.

As archaea could constitute up to 4% of the skin microbiome,[66] an 
ideal primer should be able to amplify both bacterial and archaeal se-
quences and degenerated primers are frequently used to increase the 
number detectable organisms.[57,67,68] For the primer set 515F/R806, 
targeting V4 region, a well-established Illumina protocol is available[69,70] 
with a recent improved version.[71] However, a recent study [163] revealed 
that the V4 region poorly amplifies the most common skin-associated 
bacteria and that the V1-V3 regions targeted with primer set 27F/534R 
are a more suitable choice. Nevertheless no primers are truly universal and 
primer choice therefore inevitably leads to some preferential PCR amplifi-
cation, biasing the taxonomic interpretation.[56,57] Ultimately, the decision 
of which hypervariable region to target and which primer to use might be 
driven by the set of microbes the researcher is most interested in.

The length of the amplified fragments (amplicons) depends on the 
experimental goal. Although longer amplicons provide higher accuracy 
in the taxonomical identification,[35,37,72] there is an upper limit to 
the length achievable through PCR amplification[73] and read length 
is limited by the sequencing technology chosen. Popular choices for 
ribosomal profiling studies have included IonTorrent PGM, Roche 454 
(now discontinued) and Illumina MiSeq, but the Illumina platforms 
have become the most popular choice.[74] Although ribosomal com-
munity profiling can generate chimeric amplicons[75] up to 8% of the 
total sequenced reads[76] and its taxonomic resolution is rather low, it 
is still widely used as it is a very efficient and cost-effective approach.

6  | SHOTGUN METAGENOMIC SEQUENCING

Shotgun metagenomics has the potential to reconstruct the genomes 
of many of the skin’s resident microbes including bacteria, viruses and 
micro-eukaryotes. For common skin organisms, reconstructing the 
genome is crucial to elucidate strain- and sample-specific variations, 
whereas for more elusive microorganisms this approach can provide the 
first insight into their characteristics, taxonomy and functional potential.

As the amount of nucleic material recovered from skin samples 
is small, when constructing a metagenomic library, it is usual for the 



214  |     FERRETTI et al.

community DNA to be amplified. This may be performed prior to or 
as part of library preparation.[77,78] Several amplification methods 
are available,[79] such as multiple displacement amplification[80] or 
limited-cycle PCR which is used in the popular Illumina NexteraXT Kit 
(Illumina®, San Diego,CA).[81] Regarding the choice of the sequencing 
platform, Illumina has become the de facto standard for metagenomic 
sequencing mainly because of its high throughput.[82] Metagenomic li-
braries are usually multiplexed on the Illumina platform.[83–85] Because 
the number and the size of the organisms in a microbiome are not 
known a priori, the sequencing throughput is usually set based on 
previous experience with similar experiments and the available bud-
get. High depths provide additional information to reconstruct the 
low-abundance organisms in the sample and improve the detection of 
base-calling errors. For skin samples, there is the additional issue of the 
presence of human DNA whose fraction is hard to be estimated prior to 
sequencing, unless qPCR is used to preliminary assess human contam-
ination.[86] Altogether, from our experience and published works, the 
recommended sequencing throughput of a skin metagenome is ~5 Gb 
which is in line with that of more validated gut metagenomes, because 
the relatively low species diversity of the skin is counterbalanced by the 
more dramatic presence of human DNA. To accurately test and validate 
each sequencing library, it is possible to multiplex multiple samples and 
sequence them on a low-throughput platform, for example Illumina 
MiSeq, before committing the metagenomes to a high-throughput run 
(eg Illumina HiSeq).

7  | PRIMARY COMPUTATIONAL ANALYSIS

A crucial step of both ribosomal community profiling and shotgun 
metagenomics is the computational analysis.[87] The high number of 
sequencing reads produced (up to many millions of reads per sample), 
the sequencing noise, and the incompleteness of available reference 
genomes, means analysis can be challenging. In the primary compu-
tational analysis, the focus is on processing the sequencing informa-
tion to obtain manageable numerical and annotated data (eg which 
microbes are present and at what abundances in each sample). This 
phase is followed by a downstream statistical and cross-sample com-
parative analysis summarized in the next section.

After the read preprocessing performed internally by the sequencing 
platform, the first computational step for both 16S and metagenomic 
studies is the quality control of the sequencing output. This includes re-
moving or trimming low-quality reads, discarding partial leftover adapter 
sequences and collapsing identical reads that are likely artifacts.[88,89]

In ribosomal community profiling, similar sequences are clustered 
to form OTUs as mentioned above, and a taxonomic label is assigned 
to each OTU by exploiting the sequenced hypervariable regions. 
Typically, for this approach, the taxonomic resolution is limited to the 
genus level, but it is not rare that many OTUs in a sample do not have 
assigned taxonomy and they are thus thought to represent organisms 
still uncharacterized in the databases.

As a representative example of a 16S rRNA skin study, Grice 
et al.[23] sampled 20 skin sites from 10 healthy individuals detecting 19 

bacterial phyla (with 51% of the OTUs assigned to Actinobacteria). The 
volar forearm was found to be the site with the greatest number of me-
dian OTUs,[44] while the retroauricular crease showed the lowest OTU 
richness (only 15 OTUs). For ribosomal community profiling, there are 
computational pipelines which can perform a complete analysis from 
initial reads to taxonomic assignment such as QIIME[90] and mothur[91] 
with documented advantages and drawbacks.[92–94] For shotgun 
metagenomic studies, the standard quality control procedure includes 
the removal of human DNA reads, as on the skin they can represent 
more than 90% of the reads.[61] Human DNA can be removed from 
the metagenomic sample using DeconSeq,[95] CS-SCORE[96] or by 
mapping the reads against the human genome BWA[97] or Bowtie2.[98]

Once the preprocessing is completed, the metagenomic reads can 
be assembled with the goal of reconstructing the genomes of the or-
ganisms in the sample. Reference-based assembly methods align the 
sample’s reads against a known (draft) genome stored in a database, 
while de-novo assembly is applied when no reference genome is avail-
able.[99] For a review of different assemblers and their respective per-
formance, the reader can refer to several studies.[100–102] Assembly 
based methods are however typically very computationally and time 
demanding.[103] Taxonomy characterization of metagenomes can also 
be based on the assembly free classification of reads,[104] with several 
methods focusing on mapping hits,[78,105] or on using probabilistic mod-
els,[106] machine learning[107] and tetra-nucleotide frequencies.[108] A 
recent alternative approach infers the taxonomic classification ana-
lysing the discrete distribution of the total oligonucleotide composi-
tion.[104] Other state-of-the-art taxonomic profiling tools for shotgun 
metagenomics include those based on markers,[109,110] both universal 
and species specific,[78,111] with extension to strain-level profiling.[112]

A comprehensive metagenomic analysis should not only address 
the composition of the community, but also its functional poten-
tial. Functional profiling aims to catalogue genes, generally through 
homology-based methods such as BLAST[113] or HMMER,[114] 
by mapping the gene sequences against databases of functional 
genes.[115] The analysis of the community functional potential infers 
the function of genes, reveals the presence or absence of biological 
pathways and provides insights into the evolution and the survival 
strategies of the community microorganisms.[116] Pathways analysis 
relies on annotated database such as KEGG,[117] PFAM, UNIREF,[118] 
MetaCyc[119] or eggNOG[120] which integrate genomic, chemical and 
systemic functional information. Several computational pipelines for 
functional analysis are currently available.[121–123]

8  | STATISTICAL AND COMPARATIVE  
STUDIES

The richness and the diversity of microbial communities have histori-
cally been described using macroecology variables such as alpha- and 
beta-diversity defined as “the community’s richness in species” and 
“the extent of differentiation of communities along habitat gradients,” 
respectively.[124] Applied to microbial ecology, the alpha-diversity de-
scribes the local community richness or within-community diversity, 
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while beta-diversity describes the between-community diversity. 
These two estimators provide insightful information about the struc-
ture of microbial communities.

Alpha-diversity can be calculated on the OTUs possibly integrating 
the information about their phylogenetic relation.[125,126] It can be 
quantified by computing the number of observed species and even-
ness, Shannon index,[127] Chao1 index[46] and phylogenetic diversity 
whole tree,[128] among others. On the other hand, beta-diversity is 
generally computed using estimators such as Bray–Curtis dissimilar-
ity[129] or the UniFrac distance.[130] A global view of the beta-diversity 
structure of a set of microbiomes is frequently obtained using prin-
cipal coordinate analysis (PCoA) by embedding the distances in 

low-dimensional spaces where they can be visualized with the associ-
ated metadata. Beta- and alpha-diversity values can also be the input 
of advanced statistical approaches including network analysis, clus-
tering and biomarker discovery as summarized in Table 1.

9  | CASE STUDY: THE SKIN 
MICROBIOME OF THE ELBOW AS SEEN BY 
SHOTGUN METAGENOMICS

To illustrate the full workflow from sample collection to computa-
tional analysis, we provide a step-by-step guide to the analysis of 

T A B L E   1   Tools grouped according to their main functionality for 16S, 18S and ITS data analysis

Category Name Description Reference

Complete Pipelines QIIME Microbiome analysis from raw DNA sequencing data [90]

Mothur Expandable software for microbial ecology analysis [91]

Quality Control—Preprocessing FASTQC Quality control for high-throughput sequence data [134]

BayesHammer Bayesian clustering for read error correction [135]

PEAR Illumina paired-end read merger [136]

PANDAseq Paired-end assembler for Illumina sequences [137]

Sickle Windowed adaptive trimming tool for FASTQ files [138]

UCHIME Algorithm for detecting chimeric sequences [139]

ChimaeraSlayer Chimera detection for Sanger and 454-FLX sequences [58]

SolexaQA Statistics and quality control for Illumina reads [140]

StreamingTrim Trimming of amplicon library data [141]

Databases of annotated ribosomal 
sequences

SILVA Quality checked and aligned rRNA sequence data [142]

GreenGenes Extensive 16S rRNA gene database [143]

RDP Bacterial, archaeal and fungal rRNA sequences [144]

OTUs Generation UCLUST/USEARCH Algorithms for local and global sequence [145]

UPARSE Tool for highly accurate OTU sequences [146]

CROP Clustering 16S rRNA for OTU Prediction [147]

SLP Single-linkage preclustering [148]

CD-HIT Clustering and comparison of nucleotide sequences [149]

OTUs Classification RDP Classifier Classification of bacterial 16S rRNA sequences [63]

RTAX Taxonomic classification of 16S sequences [150]

Simrank Comparison between database strings and query strings [151]

Statistical Postprocessing Bioconductor Analysis of high-throughput genomic data [152]

phyloseq R package for interactive analysis of microbiome data [153]

SourceTracker Contaminants/source identification and quantification [154]

LEfSe Algorithm for high-dimensional biomarker discovery [155]

STAMP Comparative analysis of taxonomic/functional profiles [156]

Metastats Analysis of differentially abundant features [157]

Other analysis Oligotyping Identification of information-rich nucleotide positions [158]

GraPhlAn Compact visualizations of microbial (meta)genomes [159]

Cytoscape Platform for networks and attribute data visualization [160]

MEGAN General metagenomic data analysis [105]

UniFrac Phylogeny-based microbial communities comparison [161]

PICRUSt Inferring community metagenomic potential [162]
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four shotgun metagenomic skin samples. Samples were collected 
by swabbing the external elbow area and sequenced on the Illumina 
HiSeq-2000 platform.[78] The sequences are available for download 
(BioProject n.260277, accession number PRJNA260277) and as these 
are already been preprocessed samples, no quality control or human 
DNA removal is required.

Our proposed analysis includes metagenomic assembly using 
MEGAHIT,[131] genome annotation with Prokka,[132] taxonomic profil-
ing with MetaPhlAn2[78] and functional profiling with HUMAnN2.[122] 
All tools used in the analysis are free and open source, and a tutorial 
practically detailing the performed pipeline is available in Supporting 
information.

MEGAHIT[131] successfully reconstructed up to 6000 genome frag-
ments (contigs) longer than 1000 nucleotides. These contigs can be the 
basis of further genetic analysis such as the taxonomical characterization 
of the most abundant organisms (by mapping the obtained contigs against 
known genomes) or genome annotation. Basic statistics about the recon-
structed contigs and their annotation results are reported in Table 2.

The quantitative taxonomic composition was assessed with 
MetaPhlAn2,[78] and the output files of each sample were merged to 
generate a table of species abundances for all samples (Figure 2A). 
Propionibacterium acnes, Micrococcus luteus and Straphylococcus epi-
dermidis are the most abundant species. Merkel cell polyomavirus and 
Polyomavirus HPyV7, recognized as common constituent of the human 
skin microbiome,[133] are also present.

HUMAnN2[122] was used to perform functional profiling. The 
most abundant metabolic pathways (Figure 2B) include guanosine 
and acetyl-CoA biosynthesis, metabolism-related processes (such as 
glycolysis, TCA cycle and aerobic respiration I and II), iron (II) oxida-
tion and aerobic phytol degradation, but these are only a subset of the 
many functions encoded by the microorganisms in the metagenomic 
samples.

10  | CONCLUSIONS AND PERSPECTIVES

The recent advances in high-throughput methodologies and the con-
tinuous reduction in the cost of sequencing have opened new frontiers 
in microbial ecology by dramatically broadening the discovery poten-
tial of skin-related research studies. In this context, the metagenomic 
approach provides unprecedented means to understand and describe 
in a comprehensive way the complex interaction networks underlying 
the host-skin microbiome symbiosis and dysbiosis. We described here 
the basic experimental and analysis procedures to perform skin micro-
biome studies summarizing the current state of the art of a subfield of 
dermatology that we foresee will be of crucial relevance in the next 
few years.
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