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As the Internet of Musical Things (IoMusT) emerges, audio-specific operating systems (OSs) are required on

embedded hardware to ease development and portability of IoMusT applications. Despite the increasing im-

portance of IoMusT applications, in this article, we show that there is no OS able to fulfill the diverse require-

ments of IoMusT systems. To address such a gap, we propose the Elk Audio OS as a novel and open source OS

in this space. It is a Linux-based OS optimized for ultra-low-latency and high-performance audio and sensor

processing on embedded hardware, as well as for handling wireless connectivity to local and remote networks.

Elk Audio OS uses the Xenomai real-time kernel extension, which makes it suitable for the most demand-

ing of low-latency audio tasks. We provide the first comprehensive overview of Elk Audio OS, describing its

architecture and the key components of interest to potential developers and users. We explain operational

aspects like the configuration of the architecture and the control mechanisms of the internal sound engine,

as well as the tools that enable an easier and faster development of connected musical devices. Finally, we

discuss the implications of Elk Audio OS, including the development of an open source community around it.
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1 INTRODUCTION

The Internet of Musical Things (IoMusT) is an emerging research field positioned at the inter-
section of the Internet of Things, music technology, human-computer interaction, and artificial
intelligence [52]. The IoMusT relates to ecosystems of computing devices embedded in physical
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objects (Musical Things) dedicated to the production and/or reception of musical content. The
IoMusT vision predicts that in the future, a new class of Musical Things will be connected to the
Internet, which has the potential for a transformative effect on how stakeholders involved in mu-
sical activities (such as performers and audience members) conduct these activities and interact
with musical objects (such as musical instruments or musical interfaces for the audience).

Various kinds of Musical Things are appearing as the IoMusT community grows, such as wire-
less gestural interfaces [21] or the so-called “musical haptic wearables” for performers [48] and au-
dience members [55]. Nevertheless, the most prominent example of Musical Thing is represented
by the class of “smart musical instruments” [46]. Such instruments encompass sensors, actuators,
wireless connectivity to local and remote networks, as well as on-board processing. Smart musical
instruments are capable of directly exchanging musically-relevant information with one another
as well as communicate with a diverse network of external devices (such as smartphones, wear-
ables, virtual reality headsets, or stage equipment). Instances of such kind of Musical Things are
the Sensus Smart Guitar developed by Elk [50], other prototypes of smart guitars developed in
academic contexts (see, e.g., References [49, 54]), or the Smart Cajón reported in Reference [53].

One of the obstacles to the rising of the IoMusT is the lack of appropriate and efficient devel-
opment tools that allow music and audio hardware manufacturers to create connected devices.
The development of a Musical Thing, such as a smart musical instrument, is rooted in the em-
bedded hardware and software platform utilized for low-latency audio and sensor processing as
well as wireless connectivity. Nowadays, the vast majority of professional audio devices targeting
the hard requirements of real-time performance are produced using ad hoc real-time operating
systems (OSs) or dedicated digital signal processors. These are complex to program, offer very
limited support to interface to other hardware peripherals, and lack modern software libraries for
networking and access to cloud services [10].

As the IoMusT emerges [18, 22, 28, 30], OSs specific to the musical domain are required on em-
bedded hardware to ease development and portability of IoMusT applications. Like the IoT [5], the
envisioned IoMusT is characterized by heterogeneous devices, which range from lightweight low-
end devices to powerful 64-bit processors. However, traditional digital signal processors or real-
time OSs currently running on musical devices, as well as typical OSs for sensor networks, are not
capable of fulfilling all at once the diverse requirements of such a wide range of devices. To leverage
the IoMusT, redundant development should be avoided and maintenance costs of IoMusT products
should be reduced. Hence, a unifying, developer-friendly type of OS specific to IoMusT applica-
tions is desirable. The need for such a common OS for heterogenous Musical Things perfectly
parallels the efforts within the IoT community that led to the creation and diffusion of the RIOT
OS [1]. Nevertheless, OSs conceived for the IoT, such as RIOT, are not adequate to IoMusT scenar-
ios, since the requirements of the IoMusT are different from those of the general field of IoT [52].

In this article, we revisit the requirements for an OS for the IoMusT, analyzing the generic re-
quirements for software running on IoMusT devices. Second, we introduce Elk Audio OS developed
by Elk,1 an OSs that explicitly targets the IoMusT domain and eases development across a wide
range of embedded hardware. We provide a comprehensive overview of Elk Audio OS, both from
the OS point of view and from the development standpoint. We cover the key components of in-
terest to potential developers and users, including the kernel, hardware abstraction, and software
modularity. We explain operational aspects such as the configuration of the architecture and the
control mechanisms of the internal sound engine, as well as the tools that enable an easier and
faster development of connected musical devices. Finally, we discuss the implication of this novel
technology, including the development of an open source community around it.

1www.elk.audio.
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2 RELATED WORKS

This section surveys current technologies for building embedded and digital audio devices, as well
as the tools available today for writing software for music and audio processing.

2.1 Embedded Systems for Musical Applications

Writing the software stack for an embedded hardware device is notoriously a difficult task, espe-
cially if the device has to implement non-trivial functionalities and connectivity [16]. In the past
decade, the availability of development toolkits based on the Linux Kernel has decreased signif-
icantly the development cost and the time to market for realizing connected devices. The most
notable example is Google’s Android, which is running on billions of mobile devices around the
world and has enabled many manufacturers to engineer products at a fraction of the price of pre-
vious solutions, opening at the same time the opportunity to third-party application developers to
easily write software that is portable across all the devices supported by Android.

In the subfield of digital audio devices, however, the situation is radically different. The main
reason is that the manipulation of audio signals with a processor is a task that requires very low
processing latency (i.e., the time difference from when the input signal is acquired by a device
and the output signal is produced by the same device), as well as very low jitter (i.e., the variation
of latency). For musical applications the total latency must be kept constantly 10 ms with jitter
below 1 ms, according to generally accepted guidelines indicated by designers of digital musical
instruments [12, 14, 19, 32, 59]. This is due to the fact that asynchronies between tactile and audi-
tory feedback (i.e., action-sound latency) when playing a musical instrument are disruptive to the
musical performance. This hard requirement on real-time performance is the reason why today
most audio devices are still built using dedicated digital signal processors and real-time OSs, which
are complex to program and offer very limited support to interface to other hardware peripherals.
Compared to Linux-based solutions, they also lack the availability of modern software libraries for
networking and access to cloud services, which makes very difficult the realization of connected
products.

Nevertheless, in the past few years various Linux-based platforms for creating self-contained
musical instruments [2] have been developed, which mainly target the makers community [35] (a
recent comparative study is reported in Reference [34]). A prominent example is Satellite CCRMA
[3, 4], which is based on Raspberry Pi or BeagleBoard xM single-board computers connected via
a serial port to an Arduino microcontroller, and uses open source software for generating audio.
Other similar platforms targeting the makers community are Axoloti2 and Prynth [13]. The state-
of-the-art in this space (see Reference [34]) is represented by Bela [32, 33], a platform based on
the BeagleBone Black single-board computer, which is extended with a custom expansion board
featuring stereo audio, 8 channels each of 16-bit ADC and 16-bit DAC for sensors and actuators, a
I2C port and 16 GPIO channels. To achieve latencies below 1 ms Bela uses the Xenomai real-time
kernel extension, which according to the study reported in Reference [6] is the best-performing of
the hard real-time Linux environments. Nevertheless, whereas the action-sound latency require-
ments are satisfied, the Bela real-time environment does not run on a wide spectrum of hardware,
but only on the BeagleBone Black. Moreover, Bela is not conceived by design to support several
connectivity options efficiently with concurrent audio and sensors processing. Furthermore, being
a board that targets the makers community, it does not offer professional audio quality.

However, the performance levels offered by Bela are not met by OSs designed for low-end de-
vices for the IoT, such as TinyOS [25], Contiki [9], or RIOT [1]. Such OSs do not target the strin-
gent requirements on real-time performances and high audio quality, since they are conceived for

2http://www.axoloti.com/.
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constrained devices that are dedicated to very different tasks (e.g., sensing the air temperature at
interval of 5 s and transmitting it at intervals of 30 s), with minimal resources in terms of computa-
tion and memory, and where power consumption efficiency needs to be guaranteed due to a very
tight energy budget. Conversely, devices for the IoMusT must necessarily have sufficient compu-
tational power to enable low-latency audio processing as well as wireless connectivity to local and
remote networks, and this is particularly true for professional audio equipment. In addition, these
constrained IoT devices generally do not interface with low-latency, highly reliable networks [20]
such as those of the emerging Tactile Internet [26] that will form the upcoming generations of
network infrastructures (e.g., 5G). Notably, OSs specific for the 5G are currently under discussion
(see, e.g., References [27, 44]), but in this space little attention has been devoted by the research
community to the musical domain. In a different vein, mobile phones and tablets have been widely
used for musical applications, including networked music performances [15, 41]. However, they
suffer from high audio processing latencies, and their architecture has not conceived specifically
for musical applications.

2.2 Development Tools for Music and Audio Processing

Today, from the developers’ perspective, the scenario for writing musical and audio applications
on conventional computers (i.e., desktop and laptop PCs) is much better compared to the em-
bedded systems. The wide availability of programming environments, Software Developer Kits
(SDKs), specialized libraries, and frameworks has made possible the creation of a huge number of
musical processing applications for such computers. However, conventional computers are gen-
erally considered non reliable for live usage by many musicians. The processing latency inside
a general purpose OS such as Microsoft Windows or Apple’s Mac OS X can hardly go below the
10 ± 1 ms guidelines for interactive musical applications [12, 14, 19, 32, 59]. Typically, conventional
computers require additional hardware such as an audio interface and musical controllers.

Most musical and audio software can fall into three categories: digital audio workstations
(DAWs) [24], audio plugins, and real-time audio programming environments. A DAW is the soft-
ware equivalent of mixing consoles and multitrack recorders previously used in sound studios for
music production. It is used for recording musicians on different tracks and produce the final piece
of music. Audio plugins are the equivalent of audio effects, sound synthesizers and all other units
that are used by musicians to modify or create sounds. There are several formats available for
audio plugins. Some of them, like Apple’s AudioUnits, Avid’s RTAs, Propellerhead’s Rack Exten-
sion (RE), are restricted to specific OSs or DAWs. Others instead offer different implementations
on many platforms and different DAWs. By far, the de facto standard today is the Virtual Studio
Technology (VST) developed by Steinberg Multimedia [45]. Several companies around the world
focus on developing and selling audio plugins and thus there is a very large amount of code written
using these standards for PCs. Therefore, porting all such code to embedded systems with minimal
development effort and independently from the underlying hardware is a crucial step for the suc-
cess of the IoMusT. However, limited efforts have been conducted thus far towards such direction
within both industry and academy.

Digital signal processors offer development kits (such as Texas Instruments DSP dev kits3 or
Analog Devices dev kits4), which have a steep learning curve and do not provide an application
framework, forcing developers to write significant amount of software in a limited development
environment. In addition, those environments are not equipped with modern software libraries for
networking and access to cloud services. However, application frameworks are available to code

3http://www.ti.com/processors/digital-signal-processors/overview.html.
4https://www.analog.com/en/products/processors-dsp.html.
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Table 1. Comparison of Key Parameters of Existing Solutions for Creating Embedded Musical Devices,

Namely, IoT OSs (such as TinyOS [25], Contiki [9], or RIOT [1]), Mobiles OSs (such as Android or iOS),

DSP Processors (such as Texas Instruments’ or Analog Devices’ DSP dev Kits), and Open Source

Projects for Makers (such as Bela [33], Axoloti, Prynth [13] or Satellite CCRMA [4])

IoT Mobiles DSP Platforms Elk-powered
OSs OSs processors for makers platforms

Low-latency audio processing ✗ ✗ ✓ ✓ ✓
High-performance audio processing ✗ ✗ ✓ ✗ ✓
Hardware independence ✓ ✗ ✗ ✗ ✓
Efficient audio development tools ✗ ✓ ✗ ✓ ✓
WiFi, Bluetooth, 4G/5G support ✓ ✓ ✗ ✓ ✓
VST/RE plugins support ✗ ✗ ✗ ✗ ✓
Linux-based ✓ ✗ ✗ ✓ ✓
Modern standard protocols-based ✓ ✓ ✗ ✓ ✓
Support for Machine Learning tools ✗ ✓ ✗ ✗ ✓

Fig. 1. Position of existing solutions for creating embedded musical applications along the orthogonal axes

connectivity vs. audio performance (left) and easiness of development vs. hardware portability (right).

desktop audio plugins, one of the most popular today being JUCE.5 However, JUCE has limited
support for embedded systems and needs a system layer for embedded Linux to run. In a different
vein, sound programming environments such as Pure Data [37], CSound [23], or Supercollider
[31] are available on embedded systems such as Bela [32, 33] or Satellite CCRMA [3, 4]. Such
tools, however, are typically not used for creating commercial products with professional audio
quality, and are conceived for musicians rather than developers.

2.3 Comparison of Current Solutions

Table 1 compares the technologies surveyed in Sections 2.1 and 2.2 according to a set of criteria that
are relevant to the development of Musical Things. The technologies have been grouped accord-
ing to four categories, namely, IoT OSs (such as TinyOS [25], Contiki [9], or RIOT [1]), Mobiles
OSs (such as Android or iOS), DSP processors (such as Texas Instruments’ or Analog Devices’
DSP dev kits), and open source projects for makers (such as Bela [33], Axoloti, Prynth [13] or
Satellite CCRMA [4]). Along the same lines, Figure 1 illustrates a comparative positioning of such

5https://juce.com/.
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technologies along the orthogonal axes connectivity vs. audio performance (left) and easiness of
development vs. hardware portability (right).

From the conducted analysis, it emerges that different solutions for creating embedded musical
applications exist. This space is, however, characterized by a fragmentation that implies the parallel
use of several OSs, forcing the development and the maintenance of redundant application code
running across the network of such devices. Therefore, an OS for the IoMusT is currently missing,
which is capable of running on a variety of hardware with different resources as well as providing
developer-friendly tools.

3 OPERATING SYSTEM REQUIREMENTS FOR IOMUST DEVICES

In this section, we propose a set of requirements for an OS running on IoMusT devices. In part
such requirements are inspired to those of the RIOT OS [1]. A first category of requirements per-
tains to the system performance whereas a second category deals with platform independence. A
third type of requirements concerns with network interoperability aspects while a fourth type of
requirements focuses on the usability of the system from a developer’s perspective. Finally, a fifth
category concerns fundamental aspects related to security and privacy.

Computational performance. The key performance requirement is reactivity: the system
must necessarily be hard real-time [7], capable of guaranteeing ultra-low-latency <1 ms and low
jitter <1 ms for both audio and sensors processing. The system should support mono, stereo, or
multichannel inputs and outputs.

Platform independence. The OS must support a variety of hardware platforms, ranging from
constrained platforms (such as lower cost ARM CPUs) to powerful platforms. Therefore, the sys-
tem must provide hardware abstraction so that most of the code is reusable on all IoMusT hardware
supported by the OS itself. Moreover, the system should support a wide range of audio codecs and
guarantee high audio quality. In addition, the system should provide support for multichannel
digital audio interfaces (such as, for instance, the standards AES67 or AVB for Audio over Ether-
net). Furthermore, at application and software library level, the system should provide standard
interfaces to utilize third-party software modules.

Connectivity interoperability. IoMusT devices are expected to be connected to both local
and remote networks. An OS for the IoMusT should thus offer support for heterogeneous wire-
less transceivers, including low-power wireless technologies such as IEEE 802.15.4 or Bluetooth
low-energy, the 802.11 WiFi family (including millimeter waves [43]), as well as proprietary dig-
ital wireless transceiver for low-latency audio communication to external audio hardware. The
OS should be able to support the wireless delivery and reception of both audio signals and mu-
sical messages such as Open Sound Control (OSC) [61] and Musical Instrument Digital Interface
(MIDI). Moreover, the network stack should provide full-fledged TCP/IP implementations as well
as the standard low-power IP stack should be supported (including UDP, CoAP, 6LoWPAN, and
IPv6 [42]). Importantly, the OS should be capable of handling communication systems with laten-
cies on the order of milliseconds and with the probability of packet loss on the order of at least
10−2, while preserving a high audio quality (these stringent requirements are needed to guarantee
credible musical interactions [40, 41] and to avoid perceivable deteriorations of the signal [11]).
Furthermore, the system should be robust to network evolutions over time, for instance providing
support to the next generation of cellular networks.

Programmability. The OS should be as developer-friendly as possible, offer APIs to ease
software development and simplify the porting of existing software, as well as provide de-
velopment tools allowing for easy porting of the software between various hardware (which
minimizes development and maintenance efforts). Moreover, it should support standard high level
programming languages, such as python and C++. In addition, the system should offer real-time

ACM Transactions on Internet of Things, Vol. 2, No. 2, Article 12. Publication date: March 2021.
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communication with external GUIs and controllers, allowing developers to choose freely among
the many solutions they are already familiar with. Furthermore, the system should natively
support all the functionalities of the Digital Audio Workstation such as hosting audio plugin,
sequencing of musical notes, and multitrack recording.

Security and privacy requirements. Like for the IoT, the deployment of the IoMusT is ex-
pected to penetrate both private lives and industrial processes [52], which entails high standards
for security and privacy of systems and applications. As a consequence, an IoMusT OS must be
carefully developed and continuously reviewed to reduce possibilities of attack.

Support for AI/ML-based applications. Applications and services based on Artificial Intel-
ligence (AI) and in particular Machine Learning (ML) are at the core of many Musical Things
envisioned within the IoMusT paradigm [52]. In particular, the notion of intelligence of smart
musical instruments described in Reference [46] is strongly rooted in AI and ML methods to run
hard real-time music information retrieval [47] and semantic audio [47] applications and services.
Therefore, the OS should be capable of supporting services based on Machine Learning (and Arti-
ficial Intelligence at large) as well as tools for developing them.

3.1 Elk Audio OS Goals

From the comparison of the requirements described in Section 3 and the features supported by the
OSs reviewed in Section 2.1, it possible to derive that none of the existing OSs (neither a lightweight
OS targeting wireless sensor networks nor a full-fledged OS) is able to fulfill requirements so
diverse. The goals that motivated the design of Elk Audio OS are based on those requirements and
are listed below:

(1) Simultaneous capture of both multichannel audio and sensor data;
(2) Hard real-time processing capabilities, with ultra-low latency round trip (<1 ms) and low

jitter (<1 ms);
(3) Platform independence, the same OS runs on a variety of hardware platforms and supports

a diverse range of audio codecs;
(4) Natively equipped with efficient development tools allowing developers to port the same

code on different hardware;
(5) Natively equipped with a DAW supporting audio plugins and all functionalities of con-

ventional DAWs;
(6) Support for a diverse range of connectivity options to local and remote networks and for

the communication of both musical messages and audio signals.

Notably, part of such goals parallel the ones that the Bela board is conceived for Reference [33],
while other goals are common to those that RIOT is based on Reference [1]. Bearing such goals in
mind, the next section describes Elk Audio OS in detail.

4 ELK AUDIO OS ARCHITECTURE

Figure 2 illustrates a diagram of the main System-on-Chip (SOC) that runs Elk Audio OS as well
as Elk Audio OS’s most relevant software components and the interconnections between them (a
description of each block in the diagram is reported in the subsequent sections).

Elk Audio OS is a Linux-based embedded OS highly optimized for low-latency and high-
performance audio processing as well as for handling wireless connectivity. It aims at bridging
the gap we observed between OSs specific for wireless sensor networks, conventional full-fledged
OSs for desktop PCs supporting DAWs, and digital signal processors for interactive musical ap-
plications on embedded hardware. Elk Audio OS runs on a wide spectrum of hardware plat-
forms, guarantees low round-trip latencies, supports music software plugins, provides wireless

ACM Transactions on Internet of Things, Vol. 2, No. 2, Article 12. Publication date: March 2021.
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Fig. 2. A block diagram of the various software components of Elk Audio OS running on a System-on-Chip.

Legend: MCU: the Microcontroller Unit; SENSEI: a daemon that handles several kinds of sensors and GPIOs;

SUSHI: the core audio engine; RASPA: library for interfacing with the custom audio driver; TWINE: library

handling multi-threading; BLE-gRPC bridge: software connecting Elk Audio OS blocks to each other and to

external devices over WiFi or Ethernet; Update manager: module deploying software updates to the device.

connectivity via BLE, WiFi, 4G, and 5G, as well as offers efficient development tools. It is upgrad-
able, future-proof, and is based on modern standard protocols. Elk Audio OS is controllable through
an interface for a software that handles physical sensors and communicates with the outside world
by means of a standard network protocol. In this way, multiple different graphical user interfaces
can be implemented on the same device or on any external connected device (such as a mobile
phone or tablet) to control the parameters of the interaction between the musician and the device.

Elk Audio OS is structured around a modular architecture where the software modules are ag-
gregated at compile time. The only custom work required for each device is then just a matter of
writing a small glue application that connects together Elk Audio OS’s components for the particu-
lar use case. Such an approach allows one to build the complete OS in a modular manner, including
only those components that are required by the use case.

4.1 Hardware Abstraction and Components

The management of hardware resources is a central aspect for an OS. In this regard, Elk Audio OS
is portable to different hardware and provides a comprehensive hardware abstraction. Hardware
targeted by Elk Audio OS include both ARM and Intel CPU architectures, as well as a number of

ACM Transactions on Internet of Things, Vol. 2, No. 2, Article 12. Publication date: March 2021.
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external components such as analog and digital sensors, actuators, MIDI controllers, and network
interfaces.

Currently supported hardware are either one of the Elk’s development boards or custom hard-
ware designed for products powered by Elk Audio OS (such as the DV Mark Smart Multiamp).
At present, Elk’s development boards include Intel Joule 550x Compute Module, AAEON UpCore,
Toradex Colibri iMX7, STM32MP157A-DK1, and Raspberry Pi 3B+ and 4. For each of these develop-
ment boards, a custom expansion shield has been created to handle audio and sensors input/output.
In the case of the recent Raspberry Pi 4, Elk supports the commercially available HiFi Berry shield.
If the CPU and drivers are already supported, then porting Elk Audio OS to a new board is simply
a matter of creating a few configuration files. Otherwise, the complexity of supporting a new CPU,
or a new driver, depends on the actual hardware.

Hardware components of a powered by Elk device include the following.
Main SOC. This is the main integrated circuit on the board that contains the CPU and several

other peripherals (e.g., USB and serial controllers, GPUs). Elk Audio OS boards use common SOCs
that can run Linux and are also found in other embedded or mobile devices (e.g., the Intel Atom
Cherry Trail X5-Z8350 or the NXP i.MX7).

Microcontroller Unit (MCU). This is custom for the various Elk Audio OS boards and can vary
depending on requirements on I/O and price. Its purpose is to ease the communication with the Au-
dio Codec(s) and to interface with General Purpose Input Output (GPIOs) pins or ADC used for sen-
sors. For this purposes, on different boards we have used XMOS MCUs, Cortex-M4s or tiny CPLDs.

The OS is capable of abstracting also input/output peripherals related to sensors, audio, and the
network, the handling of which is covered in Sections 4.3 and 5.

4.2 Standard Linux Components

Standard Linux components are open-source software pieces that are common to most embedded
Linux devices. Elk Audio OS adopts the latest stable version of each one of them, usually without
significant modifications to their code. Most of the work in bringing up these parts into Elk Audio
OS is in their integration and configuration. For this purpose, tools from the Yocto Project are used,
which are industry-standard tools to create custom embedded Linux distributions.

Kernel. This is a customized version of the Linux Kernel tuned for low-latency. In most of our
boards, we make use of the Xenomai Cobalt Kernel, which uses a dedicated interrupt pipeline
(I-Pipe) to achieve extremely low hard real-time performances. It is often described as a Dual Ker-
nel architecture, because a small Real-Time kernel is running on the same memory space as the
traditional Linux Kernel. However, the rest of Elk Audio OS does not depend strictly on Xeno-
mai features, and we have successfully used the more common PREEMPT_RT patch [38] in other
boards, using core isolation and other optimizations on top of it. In this second case, there is some
latency and performance penalty, but the results are still good enough for some use cases.

systemd. As most modern Linux distros, Elk Audio OS adopts systemd for its init system and
many other system components in userspace. The core Elk Audio OS processes have been designed
to take advantage of systemd’s parallelism to minimize device boot time.

Libraries / applications. We leveraged the power of many famous userspace libraries and
applications for writing Elk Audio OS core services and for providing a good set of tools for devel-
opers writing product-specific components. Relevant examples are the ALSA project’s userspace
libraries (for MIDI) or the BlueZ stack (for Bluetooth connectivity).

4.3 Elk Audio OS Core Components

The components presented in this section include all the custom software written specifically for
Elk Audio OS (they are indicated in orange/red in Figure 2). There are some variations between

ACM Transactions on Internet of Things, Vol. 2, No. 2, Article 12. Publication date: March 2021.
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Elk Audio OS boards for some parts (for example, each SOC family usually requires a dedicated
driver for the specific peripherals used for audio IO), but the interface towards product-specific
components will still be the same.

Audio and sensors drivers. The drivers for audio and sensors interface directly with hard-
ware components (codecs, MCUs, etc.) included in the custom boards for Elk Audio OS. They are
designed with the goal of achieving the lowest possible latency, so very often we are not using
standard Linux infrastructures directly (like ALSA for the audio driver).

Update manager. This module takes care of deploying software updates to Elk Audio OS de-
vices, making the process easy and robust for the final user. The system is guaranteed to always
boot in a working condition even in presence of power failures during the update.

BLE-gRPC bridge. As explained in the next section, gRPC is our main choice for connecting
Elk Audio OS blocks to each other and to external devices over WiFi or Ethernet. This component
makes it possible to route the same protocols towards mobile devices connected over Bluetooth
Low-Energy, which is not a standard TCP/IP connection.

SENSEI. This is a daemon that makes it very easy to handle several kinds of sensors and GPIOs
(buttons, LEDs, etc.) on the physical device. The hardware connections can be declared flexibly
using a JSON configuration file, without the need for custom software for each device. SENSEI then
takes care of creating software events that can be accessed by the product-specific applications.

SUSHI. This is the core audio engine behind any device running Elk Audio OS. It is a multitrack
and multichannel live plugin host, with advanced audio and MIDI routing capabilities, as well as
Ableton Link6 integration [17]. In other words, a small DAW is included in Elk Audio OS, which
can be configured to run VST or RE plugins. As with all the other Elk Audio OS core components,
SUSHI is a command line process that is fully configurable with its remote API (more on this on
Section 5), so it does not ship with any GUI. SUSHI has been developed with the strict require-
ments of real-time programming in mind in all cases, especially when a Xenomai Cobalt Kernel
is employed. The integration with the lower-level drivers and subsystems happens with dedicated
libraries: RASPA for interfacing with the custom audio driver, and TWINE to offer a high-level
API into common real-time functions such as managing multiple real-time threads for multicore
processing and accurate timers (see Section 5.5). TWINE can also be used by third-party’s plugins.
Section 5 describes SUSHI in greater level of detail.

4.4 Gluing Components Together

To build a device using Elk Audio OS, one needs to develop software modules (indicated as the
green-colored blocks in the diagram of Figure 2) able to glue together the different components
listed above. Such software modules are specific to each device. Notably, writing these parts is
very similar to writing an application for a normal desktop computer, thanks to all the abstractions
provided by the underlying layers. Examples of these modules are the following.

Audio Plugins. As already stated, Elk Audio OS hosts normal VST and RE plugins, recompiled
for the target architecture. It is usually trivial to get a VST plugin that already runs in Linux to run
fine under Elk Audio OS, and we provide several tools to aid this process (see Section 7).

Display UI. This is a dedicated process to handle, e.g., a touchscreen display. Elk Audio OS
does not provide a specific GUI framework, but developers are free to use any of the popular and
well-maintained solutions for this purpose. For example, Qt is a popular choice in many embedded
devices. All of Elk Audio OS’s core processes (SUSHI, SENSEI, etc.) share these common features:
(i) it is configurable via JSON files; (ii) it can be controlled at runtime using either Open

6https://www.ableton.com/en/link/.
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Fig. 3. The flowchart of SUSHI, the core audio engine of Elk Audio OS, which shares the same basic archi-

tecture with most common digital audio workstations.

Sound Control (especially for quick prototypes) or a Google’s gRPC protocol; a logging system
configurable and accessible from other applications.

Main application. The custom Main Application leverages the described modular architecture
to connect all the components together for a specific device. For example, this will contain the
logic for operations like “choose a different sound and change the display when the user press
a button” or “use the LEDs on the front panel to display a VU Meter.” Since gRPC is supported
by a large number of languages, it is possible to write this component in Python, or Javascript,
or Lua, and so on, in addition to the conventional choice of C/C++. An example workflow might
be to quickly prototype the main application in Python and then port it to C++17 for production,
without making any changes in the other parts.

5 SUSHI

SUSHI is a track-based, headless Digital Audio Workstation that is at the core of audio and MIDI
processing in the Elk Audio OS. It works as a plugin host, supporting multiple plugin standards
(such as VST 2.x and VST 3.x and Rack Extensions), features advanced audio and MIDI routing,
simple scripting setup. It manages the recording and playback of audio and musical tracks with a
sequencer. It is written to ensure high performance and stability under low latency conditions. It
can be controlled through MIDI, OSC, or a gRPC interface.

5.1 Architecture

SUSHI shares the same basic architecture with most common DAWs, having an unlimited number
of parallel channels (see Figure 3). Each track supports mono, stereo or up to 64 audio channels
and as many plugins as the CPU can handle. Pure MIDI tracks are also supported, for instance out-
putting MIDI from an arpeggiator or step sequencer to an external device. There is also a multibus
track mode with which a multichannel track can have multiple stereo outputs, each with their
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own individual gain and panning controls, which in turn can be routed to any audio output. This
is useful for multibus plugins. SUSHI also features aux sends and corresponding return tracks for
effects processing.

5.2 Control

SUSHI supports a number of protocols and technologies for controlling and synching with external
sources and devices: MIDI, OSC, Ableton Link, gRPC. MIDI input and output is supported through
ALSA. This enables integration with any class compliant MIDI device, like USB MIDI keyboards
or controllers. A flexible routing system allows one to route MIDI based on channels to any track.
MIDI can be freely routed to tracks and MIDI Program Change and Control Change messages can
be mapped to plugins and parameters, respectively. MIDI data can also be processed or generated
by plugins like sequencers. SUSHI also supports OSC, and can both send OSC updates and receive
notes and parameter changes through OSC. Another feature is tempo sync over Ableton Link,
which enables one to seamlessly tempo sync SUSHI with other devices over WiFi.

As SUSHI is a headless host, intended for use in an embedded device, it does not feature a
graphical user interface. In its place is a gRPC interface that can be used for controlling all aspects
of SUSHI and hosted plugins. gRPC has bindings for most common programming languages, this
gives total freedom to customize the behaviour and write a complete GUI for SUSHI in more or
less any GUI framework of choice and account for multiple use cases. For some applications, user
interactions will come from both front panel knobs and a handheld device such as a smartphone
or a tablet. In that case, an app can use the gRPC interface to control SUSHI. Other Elk Audio OS
devices could feature a built-in screen. In that case, the GUI will run on the same CPU as SUSHI,
though in a different process. But as mentioned before, the GUI can be built in Python or any other
programming language of choice. The dual kernel architecture of Elk Audio OS will guarantee that
the graphics rendering will never interfere with the audio DSP.

5.3 Audio Frontends

SUSHI was built to work in perfect sync with RASPA, Elk’s proprietary low-latency audio frame-
work. Nevertheless, SUSHI also has built-in support for Jack,7 as well as an offline mode where
audio is read from and written to file. The latter can be used for testing in an environment that
lacks audio codecs and for evaluating systems in a very early stage. It has also proven to be very
useful in debugging.

The ability to run SUSHI with Jack, the most common audio framework on Linux, makes it
possible to run on almost any Linux system. While it does not give the same ultra-low latency as
running it with RASPA on an Elk Audio OS system, it does make it incredibly easy to test and
develop plugins and setups for Elk Audio OS on a standard Linux machine. In fact, almost all of
the development of SUSHI has been done on standard Linux machines.

When running with RASPA, SUSHI is limited to the number of inputs and outputs supported
by the physical hardware. Conversely, when running with Jack, SUSHI exposes 8 input ports and
8 output ports that can then be freely routed to physical outputs or inputs, or other Jack software.

5.4 Configuration and Routing

Most of the initial setup of SUSHI is done through a JSON configuration file. In this file it is pos-
sible to specify the number of tracks to use, their channel setup (mono, stereo, multichannel), the
plugins on the track, audio input and output routing, MIDI routing, which plugin parameters map
to Control Change messages, and so on.

7http://jackaudio.org/.
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Fig. 4. A schematic diagram of the hardware components and data flow occurring during networked musical

interactions between two players mediated by Aloha.

5.5 Threading

SUSHI can run its audio processing single threaded, but it also has built-in multithreading support
to spread the audio processing over multiple cores, depending on the type of system it is running
on. For developers that wish to utilize multithreading within a plugin, a small threading utility
library called TWINE has been developed, which works with Elk Audio OS and SUSHI. This library
also includes a few utility functions and wrappers for certain system calls like timers to abstract
away some of the limitations of the dual kernel setup.

6 NETWORKING SUBSYSTEM

Elk Audio OS is capable of supporting the wired (via ethernet) and wireless communication of
both audio signals and musical messages (such as OSC and MIDI). It offers wireless connectivity
via BLE, WiFi, 4G, and even 5G. In particular Elk Audio OS presents a networking subsystem that
is specifically conceived for remote musical interactions enabling musicians to play at a distance
(of course compatibly with the constraints given by the physical laws and the available network
infrastructure). To enable true real-time networked music performances [41] it is necessary that
the OS is able to handle communication systems that avoid perceivable deteriorations of the signal.
This translates in communications with latencies on the order of milliseconds, constant jitter, and
with a probability of packet loss on the order of at least 10−2, while at the same time preserving a
high audio quality [20].

Elk’s system for low-latency networked music performances is called Aloha.8 Differently from
other commercially available solutions, Aloha guarantees additions of just 1 ms latency to the audio
signal when being sent, and 1 ms once received. This creates maximum space for the users’ network
and signal to deliver a true real-time experience. Aloha also encompasses a system for handling
efficiently latency variations due to network fluctuations. While Aloha has been developed with
normal cable Internet connections in mind, it is capable of interfacing with 5G communication
systems. Figure 4 shows a schematic diagram of the hardware components and data flow occurring
during networked musical interactions between two players mediated by Aloha.

8https://alohabyelk.com/.
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Aloha is based on UDP. An Aloha-based interface produces a protocol data unit comprising 32
audio samples (each of 32 bits) for each audio channel, plus some overhead (about 256 bits including
UDP headers). In total, the protocol data unit size is ≈290 bytes. Redundancy mechanisms help
compensate for packet losses: after the transmitter sends a packet, the following packet includes
20% redundant information. Being the sampling frequency equal to 48 kHz and considering the
redundancy, the packet transmission rate is approximately one packet every 32/(48 · 103) · (4/5) ≈
0.533 ms. Mechanisms for packet error concealment [57] are also set in place.

At present Aloha has not been released yet on the market nor it is open source. The full detailed
description of Aloha is out of the scope of this article.

7 ELK AUDIO OS DEVELOPMENT TOOLS

One of the core features of the Elk Audio OS is that it provides ultra-low-latency processing while
still retaining the ease of development and flexibility of a conventional general-purpose Linux
system. This section reviews the development tools that Elk Audio OS offers and that enable an
easier and faster development of connected musical devices, with the possibility to reuse the code
in future Elk Audio OS-powered products.

Elk Audio OS is able to support standard formats such as Steinberg’s VST (both 2.x and 3.x)
and Rack Extensions from Propellerheads. To load plugins in SUSHI, they need to be compiled for
the system intended. Porting to Elk Audio OS code of plugins previously written for Windows,
macOS, or even Linux is usually a rather straightforward process of recompiling the plugins using
Elk’s SDK.9 Elk Audio OS provides several tools to aid this process, including a fork of the popular
JUCE framework.10

In more detail, the SDK allows developers of musical and audio software to code their apps for
different hardware devices without requiring modifications to their source code. This is possible
thanks to the layer of the sophisticated architecture of Elk Audio OS, which totally abstracts the
single applications from the underlying hardware. Such a layer runs also on a conventional PC
(supporting Windows, Linux, and Mac OS X OSs), so the developers can write their software en-
tirely without having to use the actual target device hardware, which speeds up the development
process.

8 DISCUSSION

Elk Audio OS is a new software framework for ultra-low-latency audio and sensor data process-
ing as well as for networked interactions. Not only it combines the resources of an embedded
Linux system with the performance, audio quality, and timing guarantees typically reserved for
dedicated DSP chips and microcontrollers but also comes with several tools that streamline the de-
velopment of professional audio and music devices. Hence, for projects involving heterogeneous
IoMusT hardware (such as smart instruments [46]), it is possible to build the whole software sys-
tem upon Elk Audio OS and easily adopt existing libraries. Moreover, the availability of several
networking protocols including the capability of interfacing with 5G make Elk Audio OS IoMusT-
ready. Furthermore, thanks to Elk Audio OS, existing code of audio plugins developed for desktop
PC can be reused for embedded devices.

Recently, the Elk Audio OS performances have been evaluated against a benchmark solution.
Specifically, the study reported in Reference [58] compared the Elk Audio OS approach based on
Xenomai with the most popular approach to real-time Linux, the PREEMPT RT patch [38]. Results
revealed that Xenomai provides lower audio Round Trip Latency, lower scheduling latency, and

9https://github.com/elk-audio.
10https://juce.com/.
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manages to exploit more CPU performance at a given latency setting while guaranteeing perfect
audio quality.

A key component of this novel OS is its ability to interface with the new communication tech-
nologies that are envisioned in the Tactile Internet [26], such as 5G, which will enable the ultra-low
latency and highly reliable exchange of musical content. To date, several demonstrations of these
technologies used in combination with Elk Audio OS have been conducted in the form of remote
music performances.11 Specifically, thanks to Aloha, Elk Audio OS has been interfaced with Erics-
son’s cutting edge technologies for 5G. The result of such integration has been first showcased in
September 2018 at Stockholm’s Music Tech Fest and in February 2019 at Mobile World Congress in
Barcelona with an actual remote music performance over 5G. Whereas in those initial demonstra-
tions 5G testbeds were used, starting from October 2019 the real 5G infrastructure has been utilized
in several demos across Europe and Asia. Notably, thanks to Elk Audio OS’ networking subsystem
Aloha it is possible to conceive novel communication architectures specific to the IoMusT, such as
those based on the upcoming 5G as preliminary discussed in Reference [8].

All these features make it possible the development of the connected musical devices desired
by contemporary musicians, along with cloud services responding to their needs of novel ways
of musical expression and interactions with music and their audience [29, 39, 49, 54]. For all these
reasons, it is plausible to expect that Elk Audio OS can become a game changer in the smart mu-
sical instruments landscape. Ultimately, the emergence of novel products and prototypes pow-
ered by Elk Audio OS as well as their use in actual performance contexts shows that it can fulfill
the requirements listed in Section 3 (see, e.g., the Retrologue Hardware Synth described in Ref-
erence [56]).

Elk Audio OS was released open source in November 2019 and the announcement of such re-
lease was given at the 2019 Audio Developer Conferences in London. Since then a community has
rapidly formed, aggregating an increasing number of code contributors from around the world: at
the time of writing, the company’s forum dedicated to the OS12 gathers the contributions of more
than 200 developers from industry, academia, and the maker/tinkerer communities. One of the
success points for this rapid growth is certainly due to the technological advancement that the OS
represents, which meets the interest of many practitioners. Other aspects that are critical to the
adoption of Elk Audio OS are the relatively low barrier to entry as well as the openness to existing
tools such as JUCE, Csound [23], FAUST [36], or Supercollider [60]. These factors are in line with
the analysis performed by Morreale et al. about the key success criteria that enabled a community
to form around the Bela platform [35]. The OS offers an extensive documentation, which includes
several examples of code for rapid development of a connected audio device. Based on the col-
lected users’ feedback, users find value in the simplicity of getting started. However, large groups
of people already know how to use the tools mentioned above to create audio plugins, or other
interactive music software.

It is worth noticing that while Elk Audio OS was initially conceived for Internet of Musical
Things applications, its use is not limited to the musical scenario. This technology indeed finds
application in a large variety of systems and contexts where real-time auditory feedback is an im-
portant communication medium, especially in connected scenarios. The possible scenarios that can
be envisioned include wireless acoustic sensor networks for ambient intelligence and smart cities,
teleoperations in industry 4.0, smart cars, augmented and virtual reality, and speech technology.
All such scenarios deeply require embedded systems that are dedicated to efficient audio compu-
tations and can interface with the network. The flexibility of ELK allows it to be run on a large

11https://elk.audio/5g/.
12https://forum.elk.audio/.
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variety of platforms, from the smallest and low-cost, to the computationally most powerful and
expensive ones. Therefore, Elk Audio OS can be positioned not only as an enabler of the IoMusT
but also for the emerging paradigm recently termed “Internet of Audio Things” [51], where a mesh
of connected devices dedicated to the production and consumption of auditory signals is created
and used in effective, novel ways.

9 CONCLUSIONS

This article presented a comprehensive overview of Elk Audio OS developed by Elk, a Linux-based
OS for embedded devices, conceived specifically for Internet of Musical Things applications. We
analyzed the generic requirements for software running on IoMusT devices, and from this analysis,
we derived that none of the existing OSs is able to fulfill the diverse requirements of IoMusT
systems, which include constraints of heterogeneous hardware, hard real-time, high-quality audio,
as well as various network stack (for local and remote communications). The article described the
architecture and core implementations of Elk Audio OS, showing that its characteristics enable the
creation of smart musical instruments and other Musical Things.

An increasing number of Musical Things are expected to be interconnected by wireless net-
works in the upcoming future, thus giving birth to the envisioned IoMusT. The ecosystems that
will form around IoMusT technologies are expected to support novel forms of interactions be-
tween different stakeholders such as composers, performers, audience members, audio producers,
live sound engineers, as well as music students and music teachers. Thanks to novel musical ap-
plications and services supporting these interactions there is a potential to revolutionize the way
music is composed, performed, experienced, learned, and recorded. Whereas a lot remains to be
done to accomplish the IoMusT vision, and Elk Audio OS represents one of the initial steps to
make this potential more concrete.

Whether or not Elk Audio OS will be widely adopted and become a cornerstone for the IoMusT
remains to be seen. Nevertheless, the availability of open source OSs such as Elk Audio OS is
crucial to facilitate the rise of the IoMusT and avoid its fragmentation. With respect to this, the
increasing community of developers that has recently aggregated around Elk Audio OS represents
a promising perspective.
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