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Abstract. Maturity assessment models have repeatedly been applied to
education and to cyber security with the aim of improving the perfor-
mance and management of private and public institutions. However, no
attempts have been made so far to create a framework for the evaluation
of cyber security education, which is an increasingly pressing matter due
to the demand for cyber security professionals in the European Union.
This paper contributes with a proposal for a maturity assessment model
of cyber security education, including a discussion of one of the main is-
sues in the field: the definition of knowledge units for the standardization
of cyber security education in Europe.
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1 Introduction

The growing threat of cyber attacks for both public and private organizations
has stimulated, in recent years, the slow but steady growth of educational and
training programs aimed at providing graduates and workers with the necessary
instruments to implement cyber security measures, as well as creating dedicated
professional figures [1]. Beyond national security, this is of particular relevance for
the industrial sector, where e.g. SMEs can seldom afford exclusive resources for
security-specialised personnel, and moreover whose level of information security
is generally low [2,3].

Nevertheless, in the European context, overarching educational efforts in the
area of cyber security training remain sparse. On top of this, the lack of stan-
dardized educational frameworks and curricula makes it difficult to investigate
the factors that contribute to the development and diffusion of quality cyber se-
curity education. While methods for evaluation in the wider fields of education
and cyber security have been previously defined, to the best of our knowledge
that has not happened for cyber security education [4,5,6].

Due to its relatively recent emergence and lack of standardized curricula, we
argue that cyber security education presents specific characteristics and unat-
tended issues that cannot be fully addressed through more general analyses.
For example, it has been argued that cyber security should be seen as a meta-
discipline and thus includes a variety of disciplinary variants, leading to the
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necessity for any cyber security education-related framework to include a series
of degrees potentially very different in structure [7]. Cyber security education
would then need a dedicated analysis, starting from a framework for the defi-
nition of key domains impacting the overall quality of cyber security education
in Europe and the evaluation of the different levels of capability of educational
organizations [1,8].

Objective. The aim of this paper is, then, to propose a maturity assessment
model for the use of organizations involved in the field of cyber security educa-
tion, particularly universities and institutions involved in cyber security training.

Content and outline of this work. In Section 2 we provide a brief review of
existent maturity assessment models, describing their definition, history, main
elements and two examples of models used in the education and cyber security
fields. Then, in Section 3 we describe our proposal for domains, parameters and
levels constituting a maturity assessment model for cyber security education
in Europe. Our decisions are oriented to the expected (main) end beneficiary
of such education, namely industry in general and SMEs in particular. In Sec-
tion 4, starting from the surveys on formal cyber security education in Europe
[1] and professional needs in cyber security [8], we discuss one of the main issues
in the evaluation of cyber security educational programs: the identification of
standardized knowledge units. We conclude the paper with some considerations
over the next steps to be taken, specifically concerning the evaluation of the
model we have developed.

2 Review of Existing Maturity Assessment Models

This section summarizes the main elements in relation to maturity assessment
models, specifically concerning their definition, their history and development
from the field of software development to business, education and cyber security,
and their essential components. Two examples of maturity assessment models
used in education and cyber security are briefly described in Sections 2.4 and
2.5 to provide a specific insight into the structure of popular frameworks in the
areas of relevance to our work.

2.1 Maturity Assessment Models: a Definition

Maturity assessment models (also known as maturity assessment frameworks or
maturity evaluations) can be described as collections of elements, or attributes,
representing capability and progression in a particular discipline or sector. The
content of a model typically includes best practices and standards of practice
of the field [9]. As a consequence, maturity models provide a benchmark against
which an organization can evaluate the current level of capability of its practices,
processes, and methods and set goals and priorities for improvement.
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2.2 History and Development of Maturity Assessment Models

The origins of maturity evaluations can be traced back to the Capability Matu-
rity Model (CMM), which was originally developed with the aim of evaluating
software contractors’ capabilities when working with the US Department of De-
fense. The CMM was formalized by Watts Humphrey of the Software Engineer-
ing Institute in 1988 [10], and later defined in detail with five maturity levels,
each characterized by specific process areas and practices, by Mark C. Paulk,
Charles V. Weber, Bill Curtis, and Mary Beth Chrissis [11]. Though its original
use case was that of evaluating government contractors specifically operating in
the software development field, the CMM – and its derivation, the Capability
Maturity Model Integration (CMMI) – have been regarded more generally as
methods to evaluate the maturity of processes and have thus gained traction in
other sectors, such as business. Today, the CMM and its derivations constitute
the basis upon which the great majority of maturity models are built.

The progressively increasing popularity of CMM has resulted in a widespread
diffusion of maturity models to areas not necessarily related to IT or business but
considered as being in need of improved management, such as education. The
education and training community began issuing its own versions of maturity
models (particularly related to the introduction of digital technologies in educa-
tion) in the early 2000s [12]. The aim was to identify and measure performance
in a series of key indicators in the education and training fields – e.g. “learning
effectiveness”, “change readiness” or “time to competency” – to evaluate the
ability of the concerned educational institution to reach its goals, and eventually
improve.

More recently, maturity has also become central in the evaluation of the
cyber security capabilities of organizations, with the consequent development of
models specifically targeted to this field by both private and public institutions.
In particular, maturity assessment models in the field of cyber security have been
mainly employed as a means to manage, measure and monitor the efficacy of both
cyber security implementation methods and their governance [13]. As of today,
some of the most widely used cyber security maturity models are incorporated
into international cyber security standards such as ISO/IEC 27001 and NIST,
which define requirements for the maintenance and improvement of information
security in organizations [4].

2.3 Characteristics of Maturity Assessment Models

The essential components of a maturity model include [4]:

– Levels (see Fig. 1) – constitute the measurement element of the model, and
are generally organized in a scale from 1 (least mature) to 5 (most mature);

– Attributes – constitute the content of the model, at the intersection of do-
mains and maturity levels;
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– Appraisal and scoring methods – constitute the standards for the measure-
ment of the levels;

– Model domains – constitute the areas of importance for the analysed topic
and can be specified in attributes.

Disciplined
process

Standard,
consistent process

Predictable
process

Continuously
improving process

Initial

1
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2
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3

Managed

4

Optimizing

5

Fig. 1. The five levels of CMM [11]. The denominations of the levels (and sometimes
its amount) vary between different authors and sectors of application.

According to [14], maturity models can also be divided into three different
types: progression, capability and hybrid models.
Progression models focus on the model attributes and represent the scaling of one
or more attributes, where the progression from one maturity level to the other
indicates some progression of attribute maturity. Their purpose is to provide
a roadmap of improvement as expressed by increasingly better versions of an
attribute as the scale progresses; for this reason, they are the preferred kind of
model for companies such as consultancies. An example of progression model is
represented by the Smart Grid Maturity Model (SGMM), which is used to plan
the development of smart grid facilities for electric power utilities [15].
Capability models, which are represented by the CMM and its derivations, focus
instead on the broader organizational capability of the analysed institution, in
an effort to evaluate the maturity of the “culture” instead of that of the single
attribute. As a consequence, the levels of capability models represent states of
organizational maturity specifically focused on so-called “process maturity” –
leading to capability models being also known as process models.
Finally, hybrid models combine elements of both the progression and capability
models. The transitions between one level and the other describe capability
maturity, as in capability models, but the structure of the model reflects that of
a progression model, for example by starting from an existing sectoral code of
practice.

2.4 The e-Learning Maturity Model

As mentioned in Section 2.2, maturity assessment models in the field of educa-
tion tend to focus on the introduction of digital technologies in the teaching and
learning experiences, as well as on the ways to best integrate them for maximum
results in terms of learning. Consequently, one particularly popular subject of
maturity assessment has been e-Learning, with several higher education institu-
tions developing and applying their own version of the model.
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Among the most used models for the evaluation of e-Learning capability and
maturity in educational institutions is the e-Learning Maturity Model (eMM),
developed by Stephen Marshall of the Victoria University of Wellington in 2006
(an earlier version dates back to 2004). The eMM, in the words of its creator, is
“aimed at [. . . ] changing organisational conditions so that e-learning is delivered
in a sustainable and high quality fashion to as many students as possible” [16].
Based on the CMM and on the Software Process Improvement and Capability
dEtermination (SPICE) model, the eMM builds upon the idea that the ability
of an institution to be effective in sustaining and delivering e-Learning depends
on its capability to operate optimally in five “process categories” (known as do-
mains in the CMM) as defined in Table 1. Each of these categories is defined by a
series of “dimensions of capability” (ranging in number from 3 for the Evaluation
category to 10 for the Learning category), which are evaluated on a maturity
scale from 1 to 5. Each dimension can be further broken down into essential or
useful practices that are necessary to achieve the objective of the process from
the perspective of the considered dimension.

Table 1. The five process categories of the eMM as described in [16].

Category Description

Learning Processes that directly impact on pedagogical aspects of e-learning.
Development Processes surrounding the creation and maintenance of e-learning

resources.
Support Processes surrounding the oversight and management of e-learning.
Evaluation Processes surrounding the evaluation and quality control of e-

learning through its entire lifecycle.
Organisation Processes associated with institutional planning and management.

An example of application of the eMM to the context of e-Learning in Finnish
universities has been described in [17].

2.5 The Cybersecurity Capability Maturity Model

In 2012, the U.S. energy sector and the Department of Energy (DoE) developed
a dedicated maturity model, known as Cybersecurity Capability Maturity Model
(C2M2), which is aimed at public or private organizations wishing to improve
their cyber resiliency through the implementation and management of cyber se-
curity practices. The most recent version of the model, dated July 2021, includes
input from internationally recognized cyber security bodies, such as the National
Institute of Standards and Technology (NIST) [9]. Similarly to the eMM, the
C2M2 includes 342 practices divided into 10 domains:

– Asset, Change, and Configuration Management;
– Threat and Vulnerability Management;
– Risk Management;



6 S. Vidor and C.E. Budde

– Identity and Access Management;
– Situational Awareness;
– Event and Incident Response, Continuity of Operations;
– Third-Party Risk Management;
– Workforce Management;
– Cybersecurity Architecture;
– Cybersecurity Program Management.

Practices are the actions that the concerned organization can take to improve
its capability into the considered domain. Each practice is also organized into a
series of objectives, representing achievements supporting the domain at hand.
In applying the model, each domain is evaluated according to three maturity
levels (1 to 3), differently from the original CMM. A simplified representation of
the C2M2’s structure is shown in Fig. 2.

Fig. 2. Practices and objectives in each domain according to the C2M2. Notice that
objective can be of “approach” or “management” nature [9].

The C2M2 is highly complex, partly due to the extensive amount of aspects
included in the evaluation of cyber security maturity within an organization and
partly due to the inclusion of additional standards, frameworks and requirements
compared to the previous versions.

3 Maturity Evaluation of Cyber Security Education

In order to develop a maturity assessment model for cyber security education in
Europe, we took inspiration from the 6P assessment implemented by Manufac-
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turing Industry Digital Innovation Hubs (MIDIH), a EU H2020 program aimed
at implementing technological, business and skills building services to European
stakeholders in the field of digital innovation [18].

Interest in cyber security education in Europe has been increasing steadily
in the past years, particularly among industry actors, who are in need of high-
quality education on the subject for their current and future employees. Maturity
assessment models can provide a tool for industry in general, and SMEs in par-
ticular, to understand where to turn to for high-quality cyber security-educated
hires [2]. We thus chose the MIDIH over other relevant models in the fields of se-
curity or education due to its closer alignment with the needs of industry, which
is not present in models such as the eMM.

The original 6P model, which is a derivation of the CMM, includes six do-
mains (Product, Process, Platform/Technology, People, Partnership and Perfor-
mance) and five levels of maturity; we propose an adaptation to the field of cyber
security education as described in the following sections.

3.1 Proposed Domains and Parameters

In line with the original 6P model, we have chosen to define six domains for the
assessment of maturity of organizations involved in cyber security education.
However, differently from 6P, we have made the decision to change two of them
to fit specifically the cyber security education field as opposed to a wider focus
on innovation. In particular, the “Product” domain has been changed into the
“Students” domain to better reflect the reference to the subjects of education,
while the “People” domain has been changed into the “Educators” domain, given
its exclusive attention to teachers and trainers compared to the wider perspective
of the original domain as defined in the 6P model.
For each domain, our model provides a description of the parameters that are
subject to the evaluation of maturity, as follows:

1. Students – concerns the students’ interest in cyber security-related sub-
jects, their background and experience in the field, and their enrollment in
different types of educational offerings (e.g. seminars, full degrees) on the
topic. For instance, the percentage of students that choose a clear-cut cyber
security-related career or subject, such as cryptography, falls within this do-
main. Another example are surveys that reveal the intention of pre-university
students to follow studies in the field of cyber security.

2. Process – concerns the coverage of different knowledge units, depending
on which ones are considered as a priority by the concerned country, or by
supranational authorities. For example, measures related to the adherence
of degree courses (or syllabi) to curricula requirements for cyber security
education fall within this domain.

3. Platform – concerns the use and integration of platforms for cyber security
education, such as cyber arenas, into the teaching program. The modality
and frequency of the platforms’ use would also be relevant to achieve full
maturity in this domain.
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4. Educators – concerns the level of experience and expertise on the topic
of cyber security (and its subtopics) on the side of professors, teachers and
trainers. For instance, cyber security-related qualifications and certifications
obtained by educators are relevant to this domain.

5. Partnership – concerns the presence of partnerships between stakeholders
(e.g. academia, industry, public institutions) on the topic of cyber security
education and their contributions to the improvement of education quality.
An example would be that of a partnership between an university offering
cyber security degree courses and a company offering internships to selected
students.

6. Output – concerns the overall impact on society of the process of cyber
security education, in the form of outgoing student quality. For example,
the percentage of former students employed in the cyber security or closely
related sectors is included in this domain, as well as the percentage of former
students that choose to start an academic career in cyber security.

The specifications of the six domains throughout the five levels of maturity are
listed in Table 2.

Table 2. Proposed maturity assessment model for cyber security education. The model
can be read horizontally as a progression between different levels of maturity w.r.t. a
specific domain, or vertically as a transversal maturity scenario w.r.t. a specific level.

Domains Initial Consolidating Defined Managed Optimizing

Students Self-initiative;
students enroll
in generic
courses for the
wide public

Seminar;
students attend
mini-courses on
basic topics

Course(s);
students attend
full courses on
fundamentals

Degree; students
pursue an
educational path
dedicated to
cyber security

Career; students follow a
comprehensive and
coherent educational path
(with practical
experiences) in cyber
security

Process Cyber security
as extra topic

Few
fundamentals
covered

Fundamentals
mostly covered

Fundamentals
and few optional
topics covered

Fundamental and optional
KUs required by national
(or other) institutions are
fully covered

Platform No use of tools
or platforms

Few tools
available for
educators

One platform
for students to
train basic
skills

Some platforms
for basic skills
and technology-
oriented needs

Integrated use of various
platforms for theoretical
and practical competences

Partner-
ship

No partnerships Single,
limited-topic
with already
known contacts

Multi-topic
between
selected
stakeholders

Adaptive, ad hoc
with actors from
different
environments

Wide network with
balanced representation of
different-background
stakeholders

Educat-
ors

Inexperienced;
superficial
knowledge

Competent;
some years of
training or
experience

Formally
educated;
specific
knowledge

Limited practical
experience;
multiple-area
knowledge

Experienced and formally
educated; implementation
of theoretical and
practical teaching

Output No quality
measurement
available

Knowledge of
general concepts
(e.g. phishing)

Selective,
topic-specific
competences

Internship-level
knowledge

Career-ready,
wide-ranging theoretical
and practical competences

3.2 Proposed Levels of Maturity

In line with the approach of the CMM, which the 6P model derives from, we
have chosen to maintain the original five levels of maturity in our cyber security
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education maturity assessment model, so as to define in a detailed manner the
evolution from one level to the other. We have, however, changed the name of
the second level coherently with the characteristics of the level, which do not fit
the original “Repeatable” label. Even though it is probable that organizations
involved in cyber security education may fare differently in the six domains, reg-
istering different levels of maturity in different areas, the model that we propose
can also be read vertically, depicting five scenarios of maturity that give a full
picture of the state of cyber security education in an organization:

1. The Initial scenario describes the starting point of cyber security education,
where the topic is still unaddressed or only of minor interest, students lack
knowledge in the field, and the availability of experienced teaching personnel
is low.

2. The Consolidating scenario describes a situation of growth of interest and
knowledge on the topic of cyber security on the side of students and insti-
tutions, with short-term courses on basic issues (e.g. fundamentals for cyber
hygiene for office jobs) being taught by educators with sufficient foundations
on the matter at hand. Partnerships and platforms still play a minor role,
but might be present.

3. The Defined scenario describes a case in which cyber security fundamen-
tals are covered in full-length courses (with the use of at least one training
platform, for example through Massive Online Open Courses [20]) taught by
personnel with a formal education in cyber security. Partnerships on mul-
tiple topics are possible, but still restricted to stakeholders from the same
environment (e.g. academia-academia).

4. The Managed scenario describes an advanced (but not yet optimal) level of
maturity of cyber security education, where students (who may have previ-
ous experience or knowledge in the field) can follow dedicated degree courses
and may benefit from the existence of ad hoc partnerships between the edu-
cational institution and other stakeholders for the improvement and practical
application of their education, e.g. through internships.

5. The Optimizing scenario describes the final level of maturity for cyber
security education, with the possibility to pursue full educational paths on
the topic (extensively covering both fundamental and optional knowledge
units) taught by experienced personnel and allowing the development of
theoretical and practical competences (with the help of platforms such as
cyber ranges), to be later spent in the job market.

Scenarios may also represent different cycles or generations of progress of cyber
security education. The passage from one level to the other, then, would be en-
abled by the completion of the elements in the previous one. For example, the
improvement in terms of educators’ preparedness and competence on the topic
of cyber security is made possible by the quality of their education in the previ-
ous scenario, when they held the position of students.

The model we propose for the evaluation of the maturity of cyber security
education may be used, where needed, in combination with other maturity as-
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sessment models for a more well-rounded assessment of the quality level of an
educational or training institution. This is particularly relevant in the case of
other models evaluating specific aspects of education, such as the e-Learning
Maturity Model mentioned in Section 2.4. While the eMM analyzes a different
aspect of education, that is, the impact of e-Learning on the wider learning expe-
rience of students and on the institutions offering such service, given the recent
popularity of online learning (also in the field of cyber security education), the
parallel assessment of these two aspects can help in determining the overall qual-
ity of cyber security teaching or training in the examined organization.

Still, there are some elements that remain of difficult definition within our
proposed model: among them is the identification (and prioritization) of the
cyber skills that are necessary for a complete cyber security education, that is,
the identification of which knowledge units educational institutions should be
required to cover to stimulate the development of those skills—both in terms of
fundamental and optional topics. This issue, which relates to the Process domain
of our model, is discussed in the following section.

3.3 Validation and Evaluation

Albeit based on MIDIH and other consolidated works, our model remains at
theoretical level. Subsequent refinements and modifications must be preceded
by a validation phase, where the model is evaluated by educational practitioners
and also intended end users, e.g. SMEs which require cyber security personnel.

In this respect, a questionnaire is being designed that describes the maturity
assessment framework of Table 2. Survey participants are asked whether the
selected domains are relevant as indicators for the maturity degree of the cy-
ber security education of their respective institutions. The survey includes open
answers, where respondents can propose additional domains, thus signaling ar-
eas possibly not being covered by the six domains of our model. When deemed
necessary, interviews will be carried out with selected respondents.

The survey will be primarily disseminated among educational and training
organizations involved in cyber security education in Europe. This includes uni-
versities, other cyber-security relevant centres of public studies, and also pos-
sibly private education institutions. Industrial sectors not necessarily involved
in education per se, but whose IT assets demands personnel expected to have
undergone education at the Managed or Optimizing maturity level—e.g. telecom-
munications and consultants—will also be targeted as survey respondents.

4 Knowledge Units

Given the extraordinary growth in cyber threats to private and public orga-
nizations alike in Europe, as well as the increasing emphasis on security- and
privacy-by-design, it is by now beyond doubt that there is the need for capable
specialists in all areas of cyber security [19,1]. These specialists need to possess a
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variety of skills and competences that are generally acquired through education
and, in part, through practical experience. At the moment, however, institutions
teaching cyber security around the European Union are not adopting a common
approach to cyber security education, covering a variety of topics and on occa-
sions not distinguishing adequately between fundamental and optional subjects.
The lack of a clear definition of the cyber security curricula across the continent,
thus, makes it difficult to evaluate the level of maturity of cyber security edu-
cation, and represents a critical issue for addressing Europe’s need for a unified
approach to the subject.

4.1 A CyberSecurity Education Framework

To try and address this issue, we build upon the framework developed in [1] to
perform a review of existing European MSc programs in cyber security. This
framework has been extended to professional education in [8]. Our aim is to
create a comprehensive, credible structure containing easily recognizable and
common terminology in order to provide a point of reference for the organization
of cyber security curricula. The framework is based upon a comparison of a series
of existing cyber security curricula and taxonomies, such as:

– the ACM Cybersecurity Curricula framework, developed by the Association
for Computing Machinery in collaboration with the IEEE Computer Society,
the Special Interest Group on Information Security and Privacy of the Asso-
ciation for Information Systems, and the Committee on Information Security
Education of the International Federation for Information Processing;

– the National Initiative for Cybersecurity Education (NICE) Cybersecurity
Workforce Framework, developed by the US National Institute of Standards
and Technology.

While more bodies of knowledge were originally considered, such as the Proposal
for a European Cybersecurity Taxonomy developed by the EU Joint Research
Centre and the Cybersecurity Body of Knowledge (CyBOK) developed by the
UK National Cyber Security Programme and the University of Bristol, the ACM
and NICE frameworks were preferred due to their reputation. The final version
of the framework identifies nine knowledge areas, each including a series of more
specific knowledge units. Knowledge units are sets of topics connected by a
common theme, while knowledge areas are aggregates of related knowledge units.
The framework is shown in detail in Fig. 3.

4.2 Known issues and pivotal decisions

While the definition of a common framework can help to determine which sub-
jects need to be covered in cyber security education, there are some persistent
problems that remain to be solved e.g. with extensions or modifications to the
framework illustrated in Fig. 3.

The primary issue concerns the hierarchy of knowledge units: there is cur-
rently no concretely specified distinction between “fundamental” or “core” units,
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Fig. 3. The relevant knowledge areas identified in [1,8] for cyber security (left) and the
relative knowledge units (right). The concepts were taken from the ACM and NICE
frameworks, although further sources were considered.
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and “optional” ones. This is shown for instance by the survey performed in [1],
which included questions verifying the coverage of the cyber security-related
knowledge units defined in the framework throughout higher education institu-
tions in 25 EU countries. This survey put in evidence that current cyber security
courses across Europe cover different topics in quantitatively different ways.

For example, even though all knowledge units identified by the framework
were covered with mandatory courses, this only applies to the entire set of respon-
dents. More specifically, not all countries covered all knowledge units: Spanish,
French and German institutions covered more than 80% of the knowledge units
with dedicated mandatory courses; in contrast, Slovakia, Romania and Ireland
covered less than 10%. The focus of these three last countries was on Connec-
tion Security, Data Security and Organizational Security (Slovakia); Connection
Security (Romania) and Data Security (Ireland), while other countries offered
much more variety [1]. Such variations, not only from country to country but
also across different higher education institutions in the same nation, can be
interpreted by saying that at the moment, the definition of one knowledge unit
as fundamental over another is a quite complex task.

The differences from country to country also raise another question, that is,
whether it is preferable for cyber security education across the European Union to
adopt a homogeneous approach in terms of which knowledge units include in the
cyber security curriculum, and in which measure, or whether it is better to allow
each country to specialize in one or more specific sub-field(s)—e.g. cryptography
in Spain, access control in Belgium. The second option would entail, of course,
that maturity assessments for the Process domain would need to be adapted to
the curriculum developed by the country in which the analysed institution is
situated.

5 Conclusion

In this paper, a proposal for a maturity assessment model was presented with
the aim of defining a method for the evaluation of the maturity of institutions
involved in cyber security education in the European Union. While some issues
pertaining to the definition and standardization of knowledge units remain, our
proposal tries to build upon the existing models in the areas of education and
cyber security to lay the foundations of a common approach to cyber security
education in Europe.

Future work. As a next step, the model will be tested across educational and
training institutions in the cyber security field to verify its applicability and to
try to provide ad hoc solutions for the issues we have identified and described in
Section 4.2. Depending on the next steps taken at the European level concerning
cyber security education, however, it remains possible that the model will need
to be adapted to every country’s specific necessities or desires for specialization,
requiring a dedicated evolution of the Process domain to better account for these
peculiarities.
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