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Abstract: Video recognition applications running on Graphics Processing Unit are composed of heterogeneous software
portions, such as kernels or layers for neural networks. The authors propose the concepts of kernel vulnerability factor (KVF)
and layer vulnerability factor (LVF), which indicate the probability of faults in a kernel or layer to affect the computation. KVF and
LVF indicate the high-level portions of code that are more likely, if corrupted, to impact the application's output. KVF and LVF
restrict the architecture/program vulnerability factor analysis to specific portions of the algorithm, easing the criticality analysis
and the implementation of selective hardening. We apply the proposed metrics to two Histogram of Oriented Gradients (HOG),
and You Only Look Once (YOLO) benchmarks. We measure the KVF for HOG by using fault-injection at both the architectural
level and high level. We propose for HOG an efficient selective hardening technique able to detect 85% of critical errors with an
overhead in performance as low as 11.8%. For YOLO, we study the LVF with architectural-level fault-injection. We qualify the
observed corrupted outputs, distinguishing between tolerable and critical errors. Then, we proposed a smart layer duplication
that detects more than 90% of errors, with an overhead lower than 60%.

1 Introduction

Today image processing algorithms are fundamental for
applications that go beyond the multimedia or gaming ones. In fact,
modern and next generation driverless cars rely on image
processing to detect objects, obstacles, and pedestrian on frames
received from cameras or radars. While the performances of image
processing algorithms are a key feature, their reliability needs to be
paramount when applied to self-driving cars.

Object detection is a resource hungry application. Nowadays,
graphics processing units (GPUs) are the most adapt devices to
execute object detection applications as they have a massive
amount of resources and are extraordinarily efficient to parallelise
execution. GPUs are adopted to accelerate object detection
applications, disclosing the use of embedded GPUs in self-driven
cars and robotics applications [1, 2]. GPUs are also part of projects
implementing the advanced driver assistance systems, which rely
on camera feeds and radar signals to detect obstacles, such as
pedestrians, and activate the car brakes to prevent collisions [3].

Assisted and especially autonomous driving systems, which are
the new trends in the automotive market, rely on computer-aided
detection to function correctly and safely. Unfortunately, while
GPUs are extremely efficient for parallel processing in terms of
both floating-point operations per seconds (FLOPs) and FLOPs per
watt, their architecture has been proved to have some intrinsic
weaknesses [4—7]. The corruption of shared resources (such as the
caches) or critical resources (such as the hardware scheduler), in
fact, is likely to affect the correctness of several threads, leading to
multiple corrupted elements in the output. Additionally, in parallel
applications, a single thread data coming from a single thread can
be used to feed several downstream threads. A single corruption on
the upstream thread is then likely to affect several other threads.

GPU integrated into a vehicle guidance system must be
compliant with the strict 1SO26262 constraints [8]. Object
detection is categorised as a safety-critical feature, and so it must
respect the automotive safety integrity level D (ASIL-D). ASIL-D
requires any component in the system to be able to detect 99% of
the permanent and transient faults that might occur. Failure
tolerance of this system is limited to ten failure-in-time (FIT)
(errors in 10° hours of operation). Defective behaviours could be
the outcome of faults from various sources that undermine the
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system reliability. Those sources include software errors,
environmental perturbation, and process, temperature and voltage
variations [9—11]. The generated error may corrupt logic operations
or data values, leading to a single data corruption (SDC), cause the
system to crash or hang or be masked and cause no noticeable
error. Radiation-induced soft errors are a significant concern in
modern computing devices because, if uncorrected, produce a
failure rate that is higher than all the other sources combined [11].
The reliability characterisation of algorithms implementing object
detection executed on GPUs is then mandatory to ensure human
life and vehicle safety.

In this study, we evaluate the reliability of object detection
algorithms as executed on modern GPUs. We especially consider
two algorithms, histogram of oriented gradients (HOG) [12] and
you only look once (YOLO) [13], which are the core of several
object-detection applications [14—16]. Currently, the most accurate
object detection methods are based on feature extraction such as
HOG and YOLO [12, 13, 15]. HOG and YOLO, then, share the
same computational characteristics with most of the modern
objects detection frameworks based on feature extraction
algorithms. The analysis we present and the hardening efficiency
we achieve is then likely to be valid also for other object detection
methods.

Then, based on the proposed reliability evaluation, we design
and validate efficient solutions to improve the reliability of HOG
and YOLO. Nowadays, the most common approach to improve the
reliability of applications is through software or hardware
redundancy [17, 18]. Double modular redundancy (DMR) and
triple modular redundancy (TMR) consist of the duplication or
triplication of a system module. DMR or TMR can be done on
hardware or software level. Full DMR and TMR are not ideal for
image processing applications, as some portions of the code could
be intrinsically fault-tolerant and their duplication is likely to
introduce unnecessary overhead. In this study, we show that not all
application modules (i.e. kernels or layers) need to be duplicated to
achieve high reliability since they do not share the same criticality.
Then, evaluating application-specific portions, we are able to find a
trade-off between performance and hardening efficacy, without
adding unnecessary overhead.

Our idea arises from the observation that to efficiently extract
different features from a frame and perform the correct detection,
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modern algorithms are divided into several kernels (HOG) or
layers (YOLO). Kernels or layers are typically heterogeneous in
terms of operations performed, complexity, memory requirement,
and/or execution time. Additionally, each kernel or layer is likely
to have a proper transient error sensitivity and the corruption of a
kernel or layer may or may not be critical for the final object
detection feature. As a result, the protection of a kernel or layer
may or may not significantly improve the object detection
framework reliability. To efficiently improve the reliability of
modern image processing algorithms we should, first, identify the
kernels or layers whose corruption is more likely to impact the
object detection correctness. We define the kernel vulnerability
factor (KVF) as the probability of a fault in a kernel to affect the
application output and layer vulnerability factor (LVF) as the
probability for a fault in a layer to affect the application output.
Additionally, we measure both the KVF and LVF for major and
minor impact output errors to identify those portions of the code
that are likely to generate errors that significantly affected the
performed object detection. KVF and LVF are powerful tools to
distinguish kernels and layers that should be hardened from kernels
whose corruption is unlikely to affect the application.

Thanks to the fault-injection campaigns we identify the KVFs
of HOG and LVF for YOLO. All collected errors are available in a
public repository, allowing third-party analysis, and enabling
reproductivity of our results [19]. We show that not all the kernels
(layers for YOLO) are critical, and hardening techniques should
only focus on kernels with a high KVF/LVF. With CUDA-GDB
injections, we also correlate the KVF with high-level code
portions, showing which variables are more likely to be responsible
for the observed errors. CUDA-GDB [20] combined with an
NVIDIA SASSIFI [21] fault injector provides complete
information about how faults on each kernel propagate until the
final output and help in designing efficient hardening solutions. As
shown in the study, by duplicating only the kernel or layer with
higher KVFs or LVF, we can detect more than 80% of errors with a
performance overhead of only 11.8%.

The main contributions of our work are: (i) the KVF and LVF
formalisation, and including realistic application case-study; (ii) an
extensive analysis of HOG and YOLO behaviour under fault-
injection; (iii) efficient and robust hardening techniques for HOG
and convolutional neural network (CNN) running on GPUs.

The remainder of the paper is organised as follows: Section 2
gives insights on GPU reliability, and explain how HOG and
YOLO perform object detection task. Section 5 presents the
methodology for this study and presents the obtained results. In
Section 7, we conclude the paper.

2 Related work and background

This section serves as a background on both reliability and object
detection algorithms. We first summarise previous findings on
GPUs reliability and then give background and present a reliability
viewpoint of HOG and CNN, which are the case-study applications
to demonstrate how the KVF and LVF can be successfully applied
to design efficient hardening for GPU.

2.1 GPU reliability

A transistor's state could be perturbed by a terrestrial neutron
strike, generating bit-flips in memory or spikes in logic circuits
that, if latched, lead to an error. Transient errors induced by
radiation leads to three possible effects. (i) The output is the same
as expected (i.e. the fault is masked or the corrupted data is not
used). (i) An SDC (i.e. an incorrect program output). (iii) A
program crash or device reboot.

Some GPUs’ architectures have their main storage structures
with single error correction double error detection (SECDED) error
correction code (ECC). ECC has been shown to reduce the error
rate by one order of magnitude for high-performance computing
applications running on a GPU but increases the number of crashes
[71.

Several ways to mitigate SDCs in software, such as code
replications, are available [22]. However, their overhead may be
unacceptable for a real-time safety-critical system. Previous works
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have been focusing on selective hardening for central processing
units (CPUs), seeking the best point on performance and reliability
trade-off with interesting and promising results [23-25]. In this
study, we propose an efficient software hardening strategy for
HOG and YOLO. Our idea is to ease the implementation of the
hardening solution by identifying the most critical high-level
portions of the code and to prove that even a high-level selective-
hardening could be extremely efficient, specifically for feature-
extraction algorithms. In Section 6.3, we suggest a smart DMR for
object detection based on our experimental data.

2.2 Histogram of oriented gradients

HOG is one of the most common feature detectors for a pattern or
object detection [26], particularly in automotive applications [14].
While HOG can be combined with a variety of classifiers to detect
pedestrians, in this work, we choose to apply a support vector
machine (SVM) as the classifier. The reliability discussions and
fault-injection results presented in this work are directly extendable
to other classifiers. Detection in each frame is performed by
creating a set of bounding boxes (BBs), which are pedestrian
candidates. Within these BBs, the features are extracted and
classified using the SVM, yielding a set of validated BBs. HOG
consists of many kernels with different computing characteristics
executed in the GPU. Our goal is to measure the KVF of HOG,
which is the probability of corruptions in each kernel to impact the
final object detection.

HOG's first kernel is resize, which is a preprocessing on the
image for colour correction and resizing, enhancing detection
capabilities. Then, compute gradients is executed, in which a
simple derivative mask filter is applied to the image to detect
gradients (i.e. edges). Then, HOG performs compute histograms,
dividing the image into 8 X 8 pixel regions called cells. Within each
cell, a histogram of the pixels’ gradient orientations is computed.
Normalise histograms is the next phase, grouping adjacent cells as
spatial regions, called blocks, based on their gradient orientation.
Each block is represented by a block descriptor, which is a vector
that considers the contributions of all the normalised cells in the
block. Finally, the classifier (i.e. the SVM that performs
classification) is fed with the block descriptor.

The probability of a fault to affect the kernels and the
probability for a kernel corruption to affect the HOG output depend
on the kernel itself are evaluated in the following sections. Being
an image processing algorithm acting as a filter, HOG is
intrinsically resilient to SDCs. Nevertheless, we have observed
some very critical errors that corrupt the final detection entirely.
Those errors are very troublesome if we consider the reliability
characterisation of HOG applied to fields such as pedestrian
detection, for which reliability is mandatory. For an in-depth
discussion and analysis of the observed results, please refer to [27].

2.3 Convolutional neural networks

Deep neural networks (DNNs) are one of the most efficient ways to
perform image classification [28], segmentation [29], and object
detection [13, 30]. Prior work has tried to adopt DNNs for real-
time object detection, showing promising results [31, 32]. One of
the critical steps when using DNNs for object detection is
convolution. A kernel filter is convolved with a matrix to extract
specific features of the image. The kernel filter slides over the
input matrix, multiplying and accumulating products at every
position of the input with every position of the kernel. This process
can be mapped to a matrix multiplication operation. Each block is
reorganised as a row of matrix A4, and the filter kernel is replicated
as columns of a matrix B. Convolution is then computed as A x B.
Artificial neural networks (ANNs) are composed of a pipeline
of layers. On a traditional ANN, a layer is a group of nodes, called
neurons, with a specific activation function or operation to
perform. Layers are executed one after the other in a sequential
way. The first layer will receive the input and the last layer will
produce the classification results. A CNN is a deep network, with
several layers that perform convolution on the raw image or a
feature map (i.e. the output of an upstream convolutional layer).
These convolution layers extract the features from the image,
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Table 1 HOG and YOLO separated by kernels/layers

Kernel/layer Main characteristics Execution
time
percentage
HOG
resize it resizes the input image and applies 5.56%
colour correction

compute a derivative mask filter is applied to 9.78%
gradients the image, to detect gradients
compute the image is divided into a group of 47.81%
histograms cells, then a histogram of gradient

orientation is computed for each cell
Normalise it groups the adjacent cells into 14.43%
histograms blocks, then each block is

represented by a block descriptor that

will be used by the classification

classify in this implementation of HOG, an 22.42%

SVM is fed with the block descriptors

to make the object classification
YOLO
convolution it makes the feature extraction, each 91%
layer layer will extract different features
from the input frame

maxpooling it does the down sampling on the 7%

convolution layer output, removing the
network unnecessary information
fully it is in charge of making the network 2%
connected final classification based on the
features extracted by the layers
before

which are used to detect objects. Additionally, the CNN includes
also rectified linear units (ReLU), Maxpool, and fully connected
layers, which are the primary structures present in most modern
CNNs. ReLU layers apply an activation function (removing all
negative values) on the feature map to eliminate the linearity of the
input. Maxpool splits the matrix into n block-based regions and
propagates only the largest value in each block, reducing the
dimension of the processed data by » times. Maxpool layers mask a
significant portion of SDCs, while fully-connected layers tend to
spread them. The fully connected layers are conventional ANNs in
charge of classifying objects based on the extracted features.

In this study, we consider the YOLO [13] framework. YOLO is
based on Darknet, which is an open source CNN written in C and
CUDA [13]. YOLO performs detection by dividing the input
image into S X S grids. For each grid, YOLO calculates the class
probability, the BBs (i.e. potential objects), coordinates and
confidence. Performing processing of each frame “‘only once’
delivers detection and classification in real time. YOLO is
composed of 24 convolutional layers interleaved with maxpooling
layers to reduce the dimension of the processed data.

3 Fault-injection methodology

In this work, we aim to evaluate the reliability of HOG and YOLO
by performing extensive fault-injection campaigns. Our goal is to
identify critical portions (i.e. kernels or layers) of the algorithm.
We perform fault-injection with three different levels of
abstraction: (i) register file (RF) injections, (ii) instruction output
(INST) injections, and (iii) high-level fault-injection. (i) and (ii) are
performed using SASSIFI [21], while for (iii) we have used
CUDA-GDB [20] for the HOG algorithm.

By correlating the injected fault location with the executed
kernel or layer, we can evaluate the KVF or LVF, which is an
indication of the most critical parts of the algorithm. Then, with
high-level fault-injection, we can further understand the
vulnerability of the code, correlating the high-level code portion
with their corruption probability to propagate to the output. This
complete analysis allows us to confidently detect which parts of the
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algorithm tend to produce output errors, and propose dedicated
mitigation solutions.

We perform all fault-injection on HOG and YOLO running on
NVIDIA K20 on selected complex frames from the UrbanStreet
dataset [33]. Such a decision is based on the desire to analyse
object detection performing on complex frames with multiple
pedestrians in different positions and situations, while also using
inputs from a universally recognised dataset. The complexity of the
chosen frames allows us to evaluate how transient errors impact the
application performing detection on a wide set of situations, such
as clear pedestrians, clusters of pedestrians, and pedestrians
partially covered by other objects of the scene. It is worth noting
that our objective is not to assess the quality of the performed
detection, but rather to understand how HOG and YOLO react to
faults (Table 1).

It is also important to note that while the primary purpose of our
fault-injection procedures is to simulate and better understand
radiation-induced failures, the provided insights are directly
extendible to other sources of transient errors, environmental
perturbation, and process, temperature and voltage variations.

3.1 SASSIFI fault-injection

SASSIFI injects transient errors in instruction set architecture
(ISA) visible states, such as general purpose registers, stored
values, predicate registers, and condition registers [21]. In this
work, SASSIFI is used to inject faults into two injection sites: the
INST and in the RF. To restrict the RF architecture vulnerability
factor (AVF) evaluation to a specific code portion, we did not inject
faults in the whole RF but only on those registers that are being
used in the specific code portions, we are analysing. As such, our
result for RF is to be intended as the probability for a fault in a RF
used in a specific layer or kernel to impact the overall application
output.

RF injections are to be considered the lowest level of injection,
while INST injections are somehow performed at a higher level. In
fact, with INST we simulate all the faults occurring during the
execution of an instruction, which appears at the INST. RF
injections, on the contrary, are bit-flips in low-level resources that,
once digested by instructions, modify the output. Using SASSIFI,
we injected at least 10,000 faults per benchmark (i.e. 5000 for each
error site). At 5000 faults the statistical significance of the
calculated AVF and program vulnerability factor (PVF) gets
saturated, being sufficient to guarantee the worst case statistical
error bars at 95% confidence level to be at most 1.96% [21, 34].

All fault injections were performed on a Tesla K20. The K20
supports the Kepler ISA and is fabricated in 28 nm standard
complementary metal oxide semiconductor technology. This model
has 2688 CUDA cores divided across 14 streaming
multiprocessors.

3.2 CUDA-GDB fault-injection

With CUDA-GDB, we perform a fault-injection routine on every
kernel executed on the GPU, using an approach similar to the one
discussed in [35]. Using a python script and GDB, we can freeze
HOG at runtime and change local variable values on any of the
HOG kernels. To do this, before fault-injection starts we perform a
profiling routine, which maps all accessible local kernel variables
into a list. We then randomly select a kernel to place a breakpoint.
When such a breakpoint is reached at runtime, the execution is
frozen, and a random local variable from the kernel is selected
from the list. The context is then switched to the host, which
performs fault-injection by assigning a random value to the
selected variable. Execution is then resumed.

We choose to inject random values (i.e. load the correct value
and then generate a random value based on the original value.) and
no single bit-flips because, from a high-level view, the random
value assigned simulates all kinds of errors, such as single and
multiple bit-flips. When radiation or other sources of SDCs
generate bit-flips on low-level resources, the error may propagate,
resulting in an unpredictable and wrong value written to memory.

From a high-level view, the wrong variable value is not
necessarily limited to a single bit of difference from the correct
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value. As we inject faults in high-level variables, injecting random
values (which includes but is not limited to single bit flips) is the
fault model that better fits our purposes. Thus, we have preferred to
use a random value generator and inject random values rather than
inject only single bit flips.

4 Proposed reliability evaluation metrics

In this section, we formalise the KVF and LVF metrics and propose
a strategy to distinguish between critical and non-critical errors for
object detection.

4.1 KVF and LVF

AVF and PVF are the standard metrics to evaluate fault injection
results at the hardware level or at the software level, respectively
[36, 37]. AVF is the probability for a fault in an architectural state
to propagate to the executed program output. PVF is the probability
for an error in a program variable or instruction to affect the code
output. AVF and PVF are compelling tools to evaluate the overall
program or architecture vulnerabilities. However, specific
applications such as image processing frameworks are composed
of a set of completely different high-level portions. We intend to
measure the vulnerability and the criticality of each high-level
portion to identify those portions to be hardened.

For this purpose, we specify AVF/PVF metrics to cover
modular vulnerability factors of HOG and YOLO. KVF is used to
evaluate HOG kernels vulnerability and LVF is used to evaluate
CNN layer vulnerability.

KVF is the probability of a fault injected in a GPU kernel
affecting the application (HOG in our case study) output; it is
obtained by dividing the number of observed SDC by the total
amount of injected faults.

LVF is the probability of a fault injected at CNN layer affecting
the CNN output; it is obtained by dividing the number of SDCs by
the total number of injected faults per layer.

It is worth noting that KVF and LVF gain importance as CNN
layers and HOG kernels are highly heterogeneous and will have
different LVF and KVF, respectively. LVF and KVF could be less
interesting for more homogeneous or well-structured algorithms
such as arithmetic intense applications or physical simulations.

Each kernel or layer reliability could be further analysed to
identify those portions of the kernel or layer that are more
vulnerable. However, the protection of kernel or layer is an
incredibly trivial task as algorithms are modular. The duplication of
a layer inside a CNN, for instance, can be done with little effort.
On the contrary, the duplication of variables or instructions inside
the layer requires internal synchronisation and the re-allocation of
processor resources. Moreover, the duplication of a single
instruction could result in a doubled execution time if parallel
resources are saturated. As we show in Section 6, by duplication
kernels or layers, we can achieve excellent reliability with little
overhead.

4.2 Error criticality evaluation

Some errors affecting the output of an object detection framework
could still be acceptable. In fact, output errors could be tolerated as
long as the predicted object's position is sufficiently close to the
expected position. To distinguish between critical and tolerable
errors we use precision and recall, which are metrics introduced to
access the quality of a given classifier.

Precision is given by

. TP
Precision = TP+ FP 1)
where TP is the number of true positives (pedestrians that were
correctly detected) and FP is the number of false positives (objects
incorrectly detected as pedestrians). Precision measures the
fraction of the detections produced by the classifier that relate to a
pedestrian so that a value of 100% means that all detections
produced by the classifier are actual pedestrians.

On the other hand, recall is given by
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TP
Recall = ’TP—}——PN’ (2)
where FN is the number of false negatives (a pedestrian that was
not detected). Recall indicates the fraction of existing pedestrians
that were detected by the classifier, even in the event of an error.
Hence, a value of 100% means that all pedestrians were
successfully detected.

To obtain the TP, FP and FN values, we analyse the relationship
between the BB on the erroneous output and the golden one.
Individually, we consider a BB n in the corrupted output a TP if,
for any BB m of the golden output, their Jaccard similarity is >0.5
(i.e. their areas overlap by at least 50%). Otherwise, we mark » as a
FP. Similarly, if for a given BB m of the golden output there is no
BB 7 on the corrupted output which satisfies this condition, a FN is
detected. The chosen threshold of 0.5 was identified as a good
trade-off to evaluate detection quality [38].

By using Precision and Recall, we can then go a step beyond
the traditional SDC detection by considering error criticality,
making it possible to identify errors that could prevent detection or
erroneously lead the vehicle to a sudden stop.

Based on the Precision and Recall values of the corrupted
output, we divide errors into three categories:

* No impact: The output is affected by a silent data corruption that
still maintained both values of Precision and Recall at 100%.
The output error does not impact object detection.

e Minor impact: The produced output had a Recall value of 100%
(i.e. all pedestrians are correctly detected), but had a Precision
value between 90 and 100% (some objects are incorrectly
identified as pedestrians).

* Major impact: The produced output either had a Recall value
<100% (missed a pedestrian) or had a Precision value <90% (a
considerable amount of objects are incorrectly identified as
pedestrians).

We choose to be considerably strict on Precision, but extremely
strict on Recall. This is based on the fact that incorrectly detecting
an object as a pedestrian may lead to an unnecessary stop, causing
inconveniences more often than accidents. Missing actual
pedestrians, on the contrary, may easily lead to accidents, injuries
and even deaths, as the vehicle does not stop when it should. We
will compare the KVF of HOG considering the three error
criticality categories.

5 Fault-injection results
5.1 HOG KVF evaluation

Following the methodology discussed in Section 3, we use
SASSIFI to inject low-level faults and CUDA-GDB to inject high-
level faults on every portion of the algorithm executed on the GPU.
Fig. 1 shows the obtained KVF for each error criticality category
defined in Section 4.2.

We measure the KVF with CUDA-GDB fault-injection and
with SASSIFI fault-injection using both injection sites. The KVF
value is obtained by dividing the number of observed SDCs by the
total amount of injected faults and represents the probability of an
injected fault in the kernel cause an error at the HOG output. The
KVF is, as to be expected, significantly dependent on the injection
framework. As shown in Fig. 1, the KVF increases as injections are
made at a higher level. This is not surprising, as the high-level
faults affect resources which are much more likely to be used and,
thus, to impact the final output. Low-level faults injected with
SASSIFI on RFs are far less likely to generate SDCs than faults
injected on the INST. This is because, while instruction results are
bound to be used by the following instructions, the corrupted RF
data could be obsolete or unused. In other words, INST injections
are meant to measure the PVF, while RF injections provide the
AVF.

Fig. 1c shows that 20% of high-level injected faults on resize
produced an SDC, all of which majorly impacted the final
detection. However, Figs. 1a and b show that no produced SDCs
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from our SASSIFI fault-injection campaign impacted detection
quality. While being pretty robust against low-level faults, resize is
very susceptible to high-level corruption. This kernel is responsible
for resizing the input image, followed by a texture lookup. This
lookup is responsible for colour correction and colour bias
elimination, which improves detection capabilities. We observed
that all SDCs on resize were caused by corruption on a red, green
and blue value passed to the function responsible for this texture
lookup. Since CUDA-GDB directly writes a random value to a
variable during fault-injection, it is reasonable that high-level
injections on this specific value significantly impacted the final
detection, as the texture lookup is performed on a wrong input.
Low-level faults, on the other hand, do not directly alter this
variable, but only the results of intermediate computations, which
could be filtered and do not impact this variable as significantly, or
might not even relate to it.

Normalise histograms also seems to be a critical kernel. 15.6%
of high-level and 0.94% of faults injected with SASSIFI on the
INST produced a major impact SDC. Also, despite rare, all faults
on the RF injection site had an impact on the final output.
Normalise histograms needs to be hardened, as it is vulnerable to
both high- and low-level faults.

Compute gradients, on the other hand, seems to be a robust
kernel. Only 0.64% of faults injected by GDB and 0.03% of faults
injected with SASSIFI on the INST impacted detection, and only in
minor ways.

Compute histograms seems slightly vulnerable, as 0.39% of
high-level faults had a major impact on the produced detection.
Also, 4.36% of high-level faults, 0.04% of faults injected by
SASSIFI on the INST and 0.021% of faults injected by SASSIFI
on the RFs had a minor impact.

Finally, 0.96% of faults injected by CUDA-GDB on classify
produced critical SDCs, and 6.79% had a minor impact. However,
no impactful SDCs from our low-level fault-injection campaign
were observed. This indicates that similarly to resize, classify is
very robust against low-level faults, but somewhat critical when
high-level faults are concerned. Being the classifier, this kernel is
responsible for the final output of the algorithm (i.e. BBs which
indicate the detected pedestrians). As discussed in Section 4.2, we
allow for some imperfections when measuring the error criticality.
Precisely, to measure Recall, in order to consider a pedestrian as
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correctly detected, we require the BB which represents this
pedestrian on the golden output to overlap at least 50% with any
BB on the corrupted output. Similarly, to measure Precision, we
consider a BB on the produced output to represent an actual
pedestrian if its area overlaps at least 50% with a BB from the
golden output. As such, errors originated from low-level faults
should only impact the produced BB in minor ways, which, despite
slightly dislocated, are still considered to be detecting the
pedestrian. High-level faults, on the other hand, could significantly
alter a BB's position such that it is not considered to be correctly
detecting a pedestrian, hindering detection quality.

5.2 YOLO LVF evaluation

Figs. 2a and b show the LVF values obtained injecting faults with
SASSIFI in the RF and INST sites, respectively. The LVF is shown
for all the 32 layers of Darknet, which is the CNN on which YOLO
is based. The CNN is composed of 24 convolutional layers
interleaved with four maxpooling layers (1p, 3p, 8p, and 19 in
Figs. 2a and b), one local layer, one dropout layer, and two fully-
connected layers (layers 29 and 30).

For each of the 32 layers, we measure the probability for an
injection to (i) crashes the application, (ii) propagates to an output
(SDC), and (iii) be masked by the application. When a fault
propagates to the output and generates an SDC we also classify the
criticality using the same approach used for HOG kernels and
described in Section 4.2, i.e. SDCs are classified into no impact,
minor impact and major impact.

In Figs. 2a and b, we do not distinguish the LVF for crashes as
it does not differ from layer to layer. As shown in Figs. 2a and b,
RF injections are much more likely to result in crashes than INST
injections. The crash LVF for RF injection is about 0.74 per layer
and for INST is about 0.12 per layer. This difference is justified
considering that most crashes occurred when RF injections affect
index registers and addresses for memory stores. It is worth noting
that SECDED ECC in caches and registers is likely to mask most
of those crashes. On the contrary, ECC will not guarantee crash
protection for INST faults, as those faults affect unprotected
structures (control logic, GPU-CPU synchronisation etc.).

INST injections are much more likely to generate SDCs (either
of minor or major impact) than RF injections. INST injections
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affect GPU ISA instruction set (e.g. arithmetic operations, branch
instructions etc.). As INST generally will be used by subsequent
operations, injections culminate mostly in SDCs.

As already discussed in Section 2.3 YOLO's convolutional
layers are based on matrix multiplication algorithm. Nevertheless,
each one of 24 convolutional layers extracts specific features from
the input frame. So, each layer has different sizes and performs
convolutions using different kernels. Therefore, the SDC LVF
varies between the layers, i.e. their impact on the final algorithm
vulnerability is different. Even if the convolutional process is based
on the same operation (matrix multiplication), each LVF will be
different since the layers have distinct purposes.

As shown in Figs. 2a and b, the probability of an injection to
affect the network output depends on the position of the layer. LVF
decreases before the maxpooling layers (1P, 3P, 8P, 19P in the
figure) and then increase in downstream layers. Maxpooling
discards three-fourth of the data from the previous layer, eventually
masking SDCs.

Injections at the input of the two fully-connected layers (30F
and 31F) do not produce SDCs, confirming the intrinsic fault
tolerance of the ANN [39-42]. Most of the SDCs at the CNN
output come from faults impacting a convolution layer. As YOLO
performs 3D convolutions on 3D matrices on layers 0 to 29, any
corruption, while propagating, potentially affects a 3D area. Recall
that Figs. 2a and b showed how vulnerable are the layers. Most of
those errors generated in a previous layer once digested by the
downstream layers will affect the object detection output.
Obviously, the higher the number of corrupted elements generated
by the fault, the higher the number of items affected by
propagation. Then, the higher the percentage of corrupted
elements, the lower the probability for maxpooling to mask errors.
Thus, more efficient hardening methodology is necessary, not
allowing the errors that appear in a previous layer to be propagated
by subsequent layers. In the following section, we discuss how to
better explore the GPUs’ architecture to make efficient DMR for
CNNGs.

6 Selective hardening

In this section, we propose and validate efficient and smart
hardening techniques designed for HOG, based on the analysis
presented in the previous sections. Moreover, we designed a smart
layer DMR based on a metric which evaluates the best trade-off
between vulnerability and performance.

6.1 HOG selective hardening implementation

Since we explicitly consider HOG being used for pedestrian
detection, our goal is to present a selective hardening methodology
that makes the algorithm robust against SDCs, especially those
which tend to affect detection. As for a real-time embedded system,
both execution time and power consumption need to be optimised.
Our goal is to improve reliability without unnecessary overhead.
We select duplication with the comparison as a baseline hardening
solution as it has been demonstrated to detect more than 90% of
SDCs in GPUs [43]. Unfortunately, a full duplication of HOG will
introduce a 2.5x execution time overhead, which is unacceptable
for a real-time system. Thanks to our KVF analysis we can select
which kernels should be duplicated or protected with other
strategies.

The available embedded GPUs do not have ECC implemented.
The first hardening solution we propose, then, duplicates and
checks not just operations and computations but also memory
values.

Duplicating memory operations and memory addresses will
increase the execution time of the proposed techniques. The
resulting overhead is then expected to be high. If we assume that
the memories are protected by ECC, i.e. no memory check is done
at any level (registers, addresses or caches) we can duplicate only
logic and math operations, reducing significantly the overhead.

We observed resize to be a critical kernel when high-level faults
are considered. However, all errors were caused by injections on
the colour parameters. We can then duplicate only these variables
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introducing a negligible overhead and significantly improving
resize's reliability.

Compute gradients has moderate KVF values for both fault-
injection campaigns. Compute gradients takes about 10% of HOG's
total execution time. We believe compute gradients not to be worth
the duplication overhead as it is responsible for a significant
portion of HOG execution time while being very rarely responsible
for an erroneous detection.

Compute histograms had a low major impact and minor impact
KVF in both fault-injection campaigns. Only a few injections with
CUDA-GDB cause a major impact. Duplicating compute
histograms will only slightly increase HOG reliability and cause a
significant overhead, as this kernel takes about 50% of the
algorithm's total execution time. To preserve the necessary
performances, we believe that compute histograms should not be
hardened.

Normalise histograms proved to be an extremely critical kernel
on both fault-injection procedures and needs to be thoroughly
hardened. As normalise histograms takes only about 15% of HOG's
total execution time, duplication on this kernel significantly
increases HOG's reliability while only slightly impacting its
performance.

Lastly, classify was shown to be robust against low-level faults
but presented some critical SDCs in our high-level analysis. About
one-third of the produced SDCs during our CUDA-GDB campaign
impacted the detection, some in major ways. This indicates that
classify should be hardened, despite taking about 22% of HOG's
total execution time.

Based on this analysis, we have developed two hardened
versions of HOG. If no ECC is present in the main memory, we
need to duplicate the whole critical kernels, including memory
spaces and memory operations. The introduced overhead is 84.8%,
most of this overhead comes from duplications and checks of
memory values, which are very time-consuming. If ECC is present,
there is no need to duplicate and check memory values, since we
are assuming that ECC would protect the registers, caches and the
main memory. We then only need to duplicate and check
operations and computations, and the introduced overhead is about
11.8%. It is worth noting that both versions produce a much
smaller overhead than the average overhead imposed by a full
algorithm duplication, which is about 150% [7].

6.2 HOG selective hardening validation

In this section, we validate the proposed hardening technique
through an extensive fault-injection campaign using NVIDIA's
SASSIFI. Fig. 3 shows the percentage of detected SDCs of every
criticality category on each hardened HOG kernel. This figure only
shows results from the hardening version which assumes that ECC
is disabled, allowing us to analyse the effectiveness of both our
operations and memory values duplication.

On resize, every single produced SDC was detected, albeit not
influence the final output. On Normalise Histograms, 90% of major
impact and 75% of minor impact SDCs were detected. Finally, on
classify, we detect all errors that impact detection.

Similarly, Fig. 4 shows the percentage of detected SDCs for
each hardened version (ECC disabled or enabled). Please note that
SDCs caused by kernels which were not hardened are included,
hence the lower detection values compared to Fig. 3. However, the
vast majority of these errors fall into the no impact category, which
are tolerable errors as detection is not affected in any way. In fact,
this shows that the unhardened kernels, as expected, produced
mostly errors which do not need to be detected, as they do not
compromise the final detection. Such a result validates the opinion
that these kernels were not worth the overhead caused by future
hardening efforts.

Concerning errors which had an impact on the final detection,
both versions maintained high-detection rates, detecting more than
80% of major impact SDCs, and more than 65% of minor impact
SDCs. Considering the efforts in maintaining the real-time
detection capabilities, we believe these results to be a good
compromise between SDCs detection capabilities and performance
overheads.
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6.3 CNN layers smart DMR

Nowadays, DNNs are state-of-the-art for object detection
applications. The size of a deep neural network can vary from only
five layers [44] to a thousand layers [45]. This specific
characteristic makes the design of a selective hardening more
challenging for CNN compared to other applications, such as
HOG.

Following an approach similar to HOG DMR, we intend to
design a smart DMR for YOLO by identifying the layers that are
worth duplicating (i.e. once duplicated, significantly increase
YOLO reliability). To select the layers to duplicate, we use a
heuristic technique that contemplates not only the LVF (i.e. the
probability for an injection in the layer to propagate to the output
generating a minor or major impact error), but also the number of
executed instructions in the layer (#instructions), the layer
execution time, and LVF. We consider the execution time and the
number of instructions to evaluate the probability for faults to be
generated (the higher the execution time, the higher the fault
probability) and the overhead potentially introduced when
duplicating the layer (the higher the number of instructions, the
higher the overhead). It is worth noting that we consider the
number of instructions executed in the layer and not the layer
execution time for the overhead as for small layers duplication
does not significantly increase execution time. It may then be
unfair to consider the overhead for duplicating a (small) layer as
zero as double instructions are executed (which increases energy
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Layer

E+09

consumption). Moreover, on smaller GPUs in which even a small
layer saturates the parallel resources the duplication of a small
layer could result in a time overhead.

Fig. 5 shows the layer execution time and the number of
operations executed on each layer of YOLO. On a sequential
processor, execution time and the number of instructions executed
are directly correlated. On a GPU and parallel processors, in
general, the relation between execution time and the number of
instruction executed depends on the available parallel resources
and eventual dependencies. For the specific case of YOLO, as
shown in Fig. 5, the execution time for most layers is similar while
the number of instructions varies significantly. Layer 28 is the only
outlier, as the number of instructions is so high to saturate the
available resources.

To identify the layers that are more likely, once duplicated, to
improve CNN reliability, we calculate, for each layer, the following
ratio:

#instructions
execution_time * LVF

Layer_duplication_impact =

©)

the higher the number of instruction, the higher the overhead
introduced when duplicating the layer. The higher the denominator,
the higher the benefit brought by the layer duplication. Layers with
a high layer duplication impact may not be right candidates for
being duplicated.

IET Comput. Digit. Tech., 2019, Vol. 13 Iss. 3, pp. 178-186
© The Institution of Engineering and Technology 2018

85UB01 7 SUOWILLOD BAeaID) 3|qedljdde 8Ly Ag pausenob afe e VO ‘8N JO SajnJ 10} ArIgIT8UIIUO AB]IM UO (SUORIPUOD-PUe-SWIR)LI0D A8 I ARe1q 1 BU1|UO//SdNY) SUORIPUOD PUe S | 8U} 885 *[7202/€0/T0] U0 A%iqiTauluo A8|IM ‘elfeleueIyo0D Aq 9205 8TOZ IP0-1B /60T 0T/I0P/W0D A8 | 1M Al [BulUO"yoessa 18 |//SanY W14 papeo|umoq ‘€ ‘6T0Z XTISTSLT



——RF —INST
100%

90%

80%

70%

60%

50%

Overhead

40%

30%

20%

10%

0

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Tolerated error

Fig. 6 INST and RF overhead reduction as the tolerated error increase

Fig. 6 shows the DMR overhead decreasing as the percentage of
tolerated error increases. Both INST and RF injection sites are
plotted in Fig. 6. We sort all YOLO layers based on the
Layer_duplication_impact metric (see (3)). Then, to calculate the
percentage of tolerated errors, the layers which have the highest
Layer duplication_impact values are removed from the
duplication. When a layer is excluded from the DMR, the overall
hardening efficacy is decreased, increasing the error. However, the
overall duplication overhead is reduced, improving the overall
algorithm performance.

Fig. 6 shows that the INST curve decreases faster than the RF
curve. It is possible to note that for the INST injections if one
tolerates 10% of total errors, the duplication overhead decreases to
57%. If one goes further and relaxes the error tolerance to 20%, the
performance overhead will be 45%. While the RF Layer
duplication overhead decreases slower than INST, with 16% of
tolerated error the overhead will be about 47%.

Let us suppose that we want to duplicate only 30% of our entire
neural network, i.e. ten layers in the YOLO case. If we choose to
exclude a layer duplication without considering performance, we
can remove from DMR those layers which have the smallest LVF.
Analogously, if we do not want to consider LVF, we would take out
the layers that have the largest execution time. The problem of
selecting layers to duplicate must deal with multiple variables,
include memory size, FIT, RF usage, number of float point
operations, and so on. If one chooses the layers that will be
removed from modular redundancy based on a single criterion, the
final DMR can neither have optimal overhead nor hardening (i.e.
the same for TMR). Selective hardening for DNNs is much harder
than HOG, as the problem introduces multiple variables to
consider. Our heuristic provides a simple tool to simplify the
hardening process for DNN since it considers execution time,
instructions executed and LVF.

7 Conclusions

In this study, we proposed the concept of KVF and LVF to describe
the reliability of GPUs’ applications. We apply KVF to the HOG
algorithm and LVF to the YOLO neural network. Using metrics
derived from the image processing community, we access how
detection is affected by faults injected both at high- and low-
architectural levels. Based on the KVFs evaluated with our fault-
injection campaigns, we propose an efficient hardening technique
for HOG, duplicating only the kernels with high KVF. We then
validate the proposed techniques for HOG, through an extensive
fault-injection campaign, using SASSIFI.

For YOLO, we proposed a strategy that compromises the
reliability and performance characterisations of the algorithm when
applied to real-time pedestrian detection on GPUs. We show that
hardening real-time object detection applications have a trade-off
when selecting which layers will be hardened.

In the future, we plan to extend the LVF study to other DNNs.
Our goal is to try to find the optimal hardening for deep learning
applications that use CNN. We want to design an algorithm to find
optimal layer selection, seeking the best trade-off among accuracy,
performance, code size, and LVF.
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