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ABSTRACT

Security vulnerabilities are weaknesses of software due for instance
to design flaws or implementation bugs that can be exploited and
lead to potentially devastating security breaches. Traditionally,
static code analysis is recognized as effective in the detection of
software security vulnerabilities but at the expense of a high hu-
man effort required for checking a large number of produced false
positive cases. Deep-learning methods have been recently proposed
to overcome such a limitation of static code analysis and detect
the vulnerable code by using vulnerability-related patterns learned
from large source code datasets. However, the use of these methods
for localizing the causes of the vulnerability in the source code,
i.e., localize the statements that contain the bugs, has not been
extensively explored.

In this work, we experiment the use of deep-learning and explain-
ability methods for detecting and localizing vulnerability-related
statements in code fragments (named snippets). We aim at under-
standing if the code features adopted by deep-learning methods to
identify vulnerable code snippets can also support the developers
in debugging the code, thus localizing the vulnerability’s cause.
Our work shows that deep-learning methods can be effective in
detecting the vulnerable code snippets, under certain conditions,
but the code features that such methods use can only partially face
the actual causes of the vulnerabilities in the code.
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1 INTRODUCTION

Design flaws and software implementation bugs are weaknesses
of software that can represent security vulnerabilities that can be
exploited by malicious attackers, thus leading to security breaches.
Security vulnerabilities can have a strong impact and compromise
software and services in our everyday life. They can indeed be
leveraged for forcing the software in malicious and unexpected
states, those leading for instance to service interruptions and re-
source abuses. Recent experiences [8] and the growing market [10]
show that there is an increasing attention toward security testing
methods that can be integrated in software development processes
for detecting software vulnerabilities.

Security testing studies specific methods and tools that aim at de-
tecting software vulnerabilities that can be originated from specific
types of software weaknesses and bugs such as the ones described
in the Common Weakness Enumeration - CWE! (e.g., Buffer Over-
flow, Cross-site scripting XSS, SQL Injection, path traversal), and
that can lead to security vulnerabilities, as classified by means of
the Common Vulnerabilities and Exposures method (CVE?). Tra-
ditional security testing approaches that do not demand for the
execution of the application under analysis for detecting vulnera-
bilities are based on static code analysis. For instance, taint analysis
[5] uses data-flow analysis to discover vulnerabilities related to
missing input validation checks. Code similarity [13] is used to
detect vulnerabilities of cloned fragments of code. Pattern match-
ing (e.g., Flawfinder?, Sonarqube?) is used for identifying security
patterns of known vulnerable code. Static analysis is effective but:
(i) it produces a large number of false positive cases to be checked
by developers; and (ii) it strongly focuses on specific types of vul-
nerability (e.g., depending on the used patterns).

Machine and deep-learning methods [4] have been presented
to detect vulnerable code based on vulnerability-related patterns
learned from datasets of source code. For instance, VulDeePecker
[15] and SeVCs [14] use a token-based representation of source code
and deep-learning to detect vulnerabilities in code snippets (frag-
ments of source code). Devign [25] and BGNN4VD [3] represent
the source code as a graph that is then fed to graph neural networks
for vulnerability detection. JavaBert [17, 22] uses a transformer-
based architecture for managing long sequences of source code.
These approaches have been investigated to detect vulnerable code
snippets (e.g., code functions, code gadgets, programs) but their
capability of localizing the cause of the vulnerability in the source
code, i.e., localize the statements that contain the bug(s) (hereafter:
vulnerability-related code statements), has not been yet extensively

Lhttps://cwe.mitre.org
Zhttps://www.cve.org
Shttps://dwheeler.com/flawfinder
4https://www.sonarsource.com
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explored. Indeed, only few existing works in the related literature
deal with the identification of the vulnerability causes (e.g., [9], [7],
and [6]) by designing ad-hoc deep-learning models to locate the
vulnerable code statements.

In this work, we investigate the use of relevant code features
identified by leveraging deep-learning methods and explainability
techniques to localize the vulnerability-related code statements. Our
goal is to understand if these features, used by the deep-learning
methods to decide if a code snippet is vulnerable, according to
explainability techniques can also support the developers in de-
bugging the code and localizing the bug(s). To this aim, we ap-
ply a model-agnostic explainability method, named SHapley Addi-
tive exPlanations (SHAP [16]), on top of two deep-learning meth-
ods VulDeePecker and javaBert, for detecting vulnerable code snip-
pets and localizing its vulnerability-related code statements. We
opted for such methods by considering (1) the tools’ availability,
(2) the need of applying the tools to the same dataset (after some
required tuning and implementation customization), and (3) since
they are quite representative of the existing literature for vulner-
ability detection (see Section 6). The achieved results show that
these methods and techniques cannot be satisfactory adopted for
code debugging, but we observed some potentiality and we notice
that there is room for improvement: (i) such methods are effective
in detecting vulnerable code snippets, under certain conditions; but
(ii) such methods seem to use code features that are only partially
related to the causes of the vulnerabilities in the code.

The rest of the paper is organizes as follows: Section 2 briefly
introduces relevant concepts about VulDeePecker, JavaBert and
SHAP and how to use them for vulnerability detection and local-
ization; Section 3 reports the conducted experimentation, while
Section 4 and Section 5 report and discuss the observed results; and,
finally, Section 6 and Section 7 conclude the paper with the analysis
of the existing literature and with final remarks.

2 EXPLAINABLE AI FOR VULNERABILITY
LOCALIZATION

This section introduces the use of deep-learning and explainabil-
ity for vulnerability detection and localization in source code. We
briefly present the methods selected and how they are used in this
work.

VulDeePecker [15] uses deep-learning to detect vulnerabilities
in code gadgets. A gadget is a fragment of code composed of (not
consecutive) code statements that are semantically related to each
other. Such gadgets are tokenized and encoded in fixed-length vec-
tors of symbols, by using Word2Vec® for tokenizing, and Code2Vec®
for token embeddings. The obtained vectors are fed to a Bidirec-
tional Long Short-Term Memory (BLSTM) neural network that
classifies the target code gadgets as vulnerable and non-vulnerable,
depending on the model learned from the labeled dataset.
JavaBert [22] leverages the Bidirectional Encoder Representation
from the Transformer architecture (BERT), which is often applied in
the natural language processing (NLP) field, to detect code vulnera-
bilities. The vulnerability detection problem is hence modeled as a
NLP problem in which the text is the source code under analysis.

Shttps://code.google.com/archive/p/word2vec
®https://code2vec.org
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The source code is provided to the transformer as a long sequence
of text (string). The JavaBert transformer is based on a series of
transformer blocks that implement a sequence-to-sequence trans-
formation with an encoder structure and attention mechanisms.
This implies that the input text (source code) is splitted in words by
a tokenizer, and each word is coded into a representation vector by
the embeddings. The JavaBert’s tokenizer uses special tokens, such
as [MASK], [UNK], [PAD] to manage: (i) masked tokens (used
in token-prediction tasks conducted during the learning phase to
improve the model prediction performance); (ii) tokens uncovered
by the vocabulary; and (iii) tokens used for short sequences, while
longer sequences are split into chunks before being fed to the model.
The representation vectors are then passed to the 12-layer structure
of the JavaBert’s transformer and the attention mechanism of each
transformer is used to account for the context of each considered
word. JavaBert provides a pre-trained model [22] that is then fine-
tuned for the specific classification task of interest, i.e., detection of
vulnerable code, in our case. For instance, VDT [17] is a fine-tuned
JavaBert-based model for vulnerable code detection.

Explainable AI [2] aims at increasing the user’s confidence in Al
systems by improving their comprehension of the decision function
(i.e., the features) used by the AI models. Explainability methods
allow indeed for capturing relevant features (in our case, code to-
ken) used by models to make decisions (in our case, to classify
code snippets) [20, 21]. These methods can be model-agnostic, if
they work for any models by approximating the decision function
with a surrogate function, or model-specific, if they leverage the
knowledge of the model itself. Explainability can be applied lo-
cally, if explanations are focused on a specific case, or globally, if
explanations consider the entire dataset. SHAP is a model-agnostic
explainability method based on a game theoretic approach in which
SHAP values (ranging from -1 to 1) are computed for each feature
used by the Al model. Such values estimate how much each feature
contributes to the model’s decisions. While features with positive
SHAP values positively impact the model’s decisions, features with
negative values show a negative impact. The absolute SHAP value
indicates the overall effect of a feature, so that by prioritizing the
features according to their SHAP value, we can identify the most
relevant ones. In few words, SHAP computes a base SHAP value by
masking all code tokens with the tag [MASK] and obtaining the
value without features. Then, it iteratively adds features again and
computes the SHAP values depending on the contribution of each
feature to the observed value changes. Figure 1 shows an example
of a Java function code in which tokens (as identified by the tool)
are highlighted according to their SHAP value (the color intensity
depends on SHAP values: a more intense color represents higher
SHAP value). For instance, the features “Too” and “many elements”
(high positive SHAP values - red) have a positive impact on the de-
cision of classifying the code as vulnerable, while “(sn < 0)” (high
negative SHAP value - blue) has a negative impact. By considering
the relevant features, we could try to comprehend the mechanism
underlying the decision function adopted by the Al model to clas-
sify the code as vulnerable or non-vulnerable. For instance, the
code in Figure 1 is classified as vulnerable mainly due to the pres-
ence of features such as “Too” and “many elements” (high positive
SHAP value). In this paper, we use such code features to localize
the vulnerability-related code statements (e.g., in the figure, the
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if (old !=null) {
return old;
}
12t.put(sn, t);
}

return sn;

}

{

}
Infger sn = t2i.get(t);

Statement SHAP_, . SHAP . bs
1 0.016 0.016
2 0.049 0.049
3 0.014 0.014
4 0.004 0.004
5 -0.211 0.421
6 0.161 0.161
*7 * 0.110 *0.207
8 * .0.052 * 0.054
9 * 0.870 * 0.984
10 0.008 0.008
11 0.334 0.334
12 0.197 0.197
13 0.138 0.138
14 0.027 0.027
15 -0.013 0.198
16 -0.001 0.001
17 -0.001 0.001
18 -0.001 0.001

THoeag=0-056  THoga=0.094

Figure 1: Example of SHAP applied to a Java function code

ones with bugs and **’ in the table). The idea is to compute the
SHAP value for each statement of a code snippet, and then select
the statements that contain features with high positive values as
vulnerability-related ones. We applied the following algorithms to
identify the selection threshold (TH), i.e., the threshold used to
select the vulnerability-related statements (the ones having equal
or higher SHAP value). In detail:

® THosaug: (1) for each statement of a code snippet, we com-
pute the statement-level SHAP value (named SHAP,,) as
the sum of the SHAP values of all tokens that compose the
statement divided by the number of tokens; (2) then, we
compute the average value of all measured SHAP;, related
to the statements of a code snippet (named SHAP s —qug);
and (3) then, we select as vulnerability-related statements
of the snippet, the ones with a SHAP value higher than or
equal to the 60% of the SHAP 4 —q0g value (this threshold
is named THogqug)-

® THogmax: (1) for each statement of a code snippet, we identi-
fied the statement-level SHAP value (named SHAP ., _.ps)
as the maximum absolute SHAP values among the ones of all
tokens that compose the statement; (2) then, we compute the
average value of all measured SHAP;,,,_,»s related to the
statements of a code snippet (named SHAP ;. abs—max);
and (3) then, we select as vulnerability-related statements of
the snippet, the ones with a SHAP value higher than or equal
to the 60% of the SHAP ¢4, _ abs—max value (this threshold is
named THogmax)-

Figure 1 shows the values computed for SHAPp, and SHAP;,,_ aps,
the obtained thresholds, and, in bold in the table, the statements
selected to be classified as vulnerability-related by using the two
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thresholds: THosq0g and THogmax- The figure additionally shows an
example of “minimal distance” between an actual, but not detected,
vulnerability-related statement (statement nr.8) and the closest se-
lected vulnerability-related statement (statement nr.6). As shown
in the example, the “minimal distance” is defined as the number
of statements between a statement and the closest vulnerability-
related statement.

We are conscious that different algorithms for identifying the
selection threshold (TH) could be applied and lead to different
results. We opted for these algorithms since, on the one hand, we
aim at using flexible values of TH tuned on the obtained SHAP
values that allow us to select statements among the ones of the
code snippets under analysis, and on the other hand, after some
trials we noticed that variants of the algorithms achieve comparable
results.

3 EXPERIMENT

We conducted an experiment in which SHAP” has been applied with
VulDeePecker® and JavaBert? to a dataset of Java code snippets. We
aim at evaluating the adoption of explainability and deep-learning
methods for detecting and localizing vulnerability-related code
statements. The obtained raw data are available online!®

3.1 Research Questions and Metrics

3.1.1 RQI. What is the capability of deep-learning methods to detect
vulnerable code snippets?

"https://github.com/slundberg/shap
8https://github.com/tmv200/ml4code-Java
“https://github.com/TQRG/VDET-for-Java
Ohttps://tinyurl.com/55mnd7ev
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RQ1 aims at evaluating the capability of deep-learning methods
to detect vulnerable code snippets. To answer RQ1, we measured
the performance of VulDeePecker and JavaBert in the classifica-
tion of code snippets. In our case, a code snippet is a Java function
extracted from the Java code of the object dataset (see below). We
compared the classification obtained from deep-learning methods
with the gold standard (ground truth), in which the vulnerable
code snippets are known in advance (information provided within
the dataset). We then compute the number of true positives (TP,
vulnerable code snippets that have been correctly classified), false
positives (FP, non-vulnerable code snippets that have been wrongly
classified), true negatives (TN, non-vulnerable code snippets that
have been correctly classified), and false negatives (FN, vulnera-
ble code snippets that have been wrongly classified). We hence
measured the following metrics:

bAcc = bAcc is the balanced accu-
racy: it indicates how many times the classified correctly
classifies the analyzed code snippets. bAcc is often used in
the case of imbalanced dataset (i.e., when one class is more
frequent than the other) and it is computed starting from
sensitivity and specificity.

Sensitivity = % indicates the fraction of vulnerable
code snippets the classifier is able to detect.

Specificity = T J\? i\}  indicates the fraction of non-vulnerable
code snippets the classifier is able to detect.

Prec = %. Precision Prec indicates the fraction of actu-
ally vulnerable code snippets correctly classified among the
ones retrieved as vulnerable.

Rec = %. Recall Rec indicates the fraction of vulnerable
code snippets that were correctly identified.

F1 = 2 » LrecisioniRecall 'py_giqre F1 js the harmonic mean

 Precision+Recall”
of precision and recall.

N (Sensitivity+Specificity)
2

Deep-learning methods aim at achieving high accuracy and F1-
score when detecting vulnerabilities in source code. Even if RQ1
is not new in the literature [15, 17], in our experiment, the per-
formance achieved by the methods in this step is of interest for
the subsequent RQs. In fact, the explainability method adopted to
localize vulnerability-related code statements is built on top of such
deep-learning methods, hence, knowing the capability of detecting
vulnerable code of such methods is a key aspect to be considered
for avoiding misleading interpretations of the achieved results.

3.1.2  RQ2. What isthe capability of explainability and deep-learning
methods to localize source code statements related to vulnerabilities?

RQ2 aims at evaluating the capability of explainability and deep-
learning methods to localize vulnerability-related code statements
inside the vulnerable code snippets. To answer RQ2, we observed
that the results of explainability and deep-learning methods ap-
plied at statement-level can be seen as a fine-grained classification
of each statement of a code snippet. A statement is classified as
vulnerability-related if its SHAP value is higher or equal to the iden-
tified selection threshold (TH): in such a case, the code statement
is selected by the explainability technique as vulnerability-related.
We measured the performance of this (fine-grained) classification
as done for RQ1 (by computing bAcc, Prec, Rec, and F1) but at
statement-level. For RQ2, the gold standard has been inferred by
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the authors from the code commits provided in the object dataset
and that document the security vulnerability observed in code
changes. To obtain the statement-level gold standard (in which
each code statement is labeled as vulnerable and non-vulnerable),
we started from the existing literature (e.g., [12]) that suggests that
all statements that are removed in vulnerability-related fixing com-
mits have to be considered as vulnerable statements. Some works
suggest also that others potential vulnerability-related statements
can be identified by considering all statements that have control or
data dependencies with the added statements. In this work, to be
conservative in our results, we considered as vulnerability-related
only the statements removed in vulnerability-related fixing com-
mits in our dataset. To further investigate RQ2, we also compute the
minimal distance between the non-detected vulnerability-related
code statements and the ones selected as vulnerability-related by
the explainability method, if any (in case of multiple non-detected
vulnerable statements, we computed the average distance). For in-
stance, in Figure 1 the minimal distance between the non detected
vulnerability-related statement (statement nr.8) and the closest code
statement identified as vulnerability-related by the explainability
method (statement nr.6) is 1.

3.1.3  RQ3. What is the “distraction degree” introduced by the ex-

plainability and deep-learning methods in the localization of vulnerability-

related statements?

RQ3 aims at evaluating how much “distracting” is the output
provided by the explainability method for developers who have
the objective of localizing the vulnerable code statements in a code
snippet. To answer RQ3, we evaluated the effectiveness of the output
produced by the explainability method by measuring the (Selection)
percentage of vulnerability-related code statements selected by the
explainability method with respect to the statements of the code
snippet, and the (Distraction) percentage of wrongly selected code
statements with respect to the snippet’s statements.

o Selection = =3¢ where sel is the number of vulnerability-
vulns

related code statements selected by the explainability, and

vulns is the number of code statements of the snippet.

e Distraction = vfjrlls , where sel is the number of vulnerability-
related code statements wrongly selected by the explainabil-

ity, and vulns is the number of code statements of the snippet.

3.1.4 RQ4. What are the most relevant features used by the explain-
ability and deep-learning methods for the localization of vulnerability-
related statements?

RQ4 aims at identifying which features (Java code tokens) are
used by explainability and deep-learning methods for detecting the
vulnerable code snippets and localizing their vulnerability-related
statements. To answer RQ4, we identified the most relevant code
features that contributed to the decision made when classifying a
code snippet and its statements. To this aim, we identified the top-
10 most relevant code features used by the deep-learning methods
[21]: (i) local-occurrence: we identified the first ten code features,
based on their SHAP values, used for classifying each code snippet,
we then counted how many times each feature is in the top-10 of the
analyzed snippets, and, finally, we ranked the features accordingly;
(ii) global-occurrence: we considered all code snippets as a whole
and identified all code features, then we computed how many times
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each feature has been used to identify the vulnerability-related code
statements, and, finally, we ranked the features accordingly.

3.2 Object

We used the Java code provided by the Project KB!!. Project KB is
a vulnerability data knowledge-base. It provides a set of security-
relevant commits extracted, and manually curated, from several
open-source code repositories (real-world software and Github com-
mits). In detail, it provides: information about the Java code that
contains security vulnerabilities; the vulnerabilities’ type, accord-
ing to the National Vulnerability Database (NVD) and Common
Vulnerabilities and Exposures (CVE); and the code used to fix such
vulnerabilities. The used Java code set is composed of: (i) 3770 Java
files in two versions each (before and after the vulnerability fix);
(ii) 20155 Java functions, out of which 2467 (12%) are labeled as
vulnerable, i.e., they contain at least one statement related to one
of the 496 vulnerability CVEs considered in the dataset; and (iii)
more than 1.3M lines of code (e.g., statements, comments) before
the vulnerability fixes and more than 1.4M lines, after the fixes.

3.3 Experiment process

(1) We prepared the Java dataset to be used with VulDeePecker
and JavaBert, so that each code snippet is a Java function of
the dataset for which we know both vulnerability and fix.

(2) We randomly shuffled and then splitted the set of Java func-
tions in training (80%), validation (10%), and test (10%) sets
— each set contains about 12% of actually vulnerable Java
functions.

(3) We provided both training and validation sets to VulDeeP-
ecker and JavaBert for building their Al models. In this step,
we configured VulDeePecker and JavaBert as suggested in
the existing literature and validated the obtained models
in some ad-hoc preliminary executions. Table 1 reports the
configuration setup applied in the experiment.

(4) We provided the 2014 Java functions (our code snippets) of
the test set to the built Al models for classifying them. Note
that in the case of JavaBert, we used the pre-trained model
[22] provided via the Hugging Face Hub'? and we considered
two fine-tuned models on top of this: (i) the one tuned with
our dataset (simply named JavaBert hereafter), and (ii) the
one tuned with VDET [17] (named JavaBerty pgT hereafter),
as baseline for the comparison.

(5) On the obtained results, we computed the classification per-
formance metrics (bAcc, Prec, Rec, and F1) for answering
RQ1.

(6) We ran SHAP with VulDeePecker and JavaBert to obtain the
SHAP values for each code statement of a subset of 500 (out
of 2014) randomly selected Java functions of the test set.

(7) We applied the two algorithms on such SHAP values for
identifying the selection threshold (see TH in Section 2) and
we used it to select the vulnerability-related code statements,
i.e., statements with SHAP values higher than or equal to
TH.

hittps://github.com/SAP/project-kb
https://huggingface.co/CAUKiel/JavaBERT
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(8) By considering the selected vulnerability-related code state-
ments, we computed the metrics to answer RQ2 and RQ3.

(9) We repeated step 2, 3, and 4 three times for deep-learning
method and considered epoch value, while step 6 and 7 have
been repeated two times for method and one time per epoch.

3.4 Threats to Validity

We identify the threats that can hamper the validity of our results.
The adoption of only one dataset as source of code and vulner-
abilities clearly limits the generalization of the achieved results.
Repeating the experiment with more datasets is an appealing op-
tion for future work. We however adopted a real-world dataset
recognized as effective to train Al models for security purposes.
The used dataset is imbalanced but it is obviously difficult to have a
balanced dataset when we aim at working at statement-level. This
limits the validity of our results, but it is the common setup in
software development (few lines of code contain bugs). Another
threat concerns the adoption of few AI methods; this could limit
the generalization of the achieved results. About the Al methods,
we opted for two well-known and representative methods that can
achieve reasonable results according to the existing literature, as
confirmed in our experiment. About the explainability method, we
opted for SHAP since it is a well-known effective black-box method
that can be applied to both considered deep-learning methods. We
are conscious that adopting more methods could strengthen the
results, and we plan to extend the experiment with more methods
in our future work. Another threat concerns the algorithms defined
for the selection threshold TH. Different TH values can lead to
different results. However, after some preliminary runs, we opted
for the two presented algorithms since they can identify reasonable
thresholds for our case, different choices can be object of further
studies.

4 RESULTS

This section reports the results collected in the experiment with
the aim of answering the RQs introduced in the previous section.

RQ1. Table 2 reports the macro average!® and standard deviation
obtained for the classification performance metrics (bAcc, Prec, Rec,
and F1) measured for VulDeePecker, JavaBert, and JavaBerty per
to answer RQ1, investigating the capability of deep-learning meth-
ods to detect vulnerable Java functions. The table shows that both
VulDeePecker and JavaBert achieve reasonable results for the con-
sidered performance metrics. In detail, VulDeePecker achieve 67%
of accuracy and 60% of F1-score while JavaBert 95% of accuracy
and 88% of F1-score. Conversely, JavaBerty pgr achieves a very low
performance, in particular, concerning the precision (Prec less than
15%). In terms of variability (sd in Table 2), we notice that the recall
(Rec) for JavaBerty pgr shows 19% of sd while in the other cases
the variability is quite limited (less than 10%). We also note that,
an increase of the epochs does not imply an increase of the perfor-
mance. In fact, even if a trend exists, it is not always confirmed
for VulDeePecker and JavaBert. Conversely, the increase of epochs
improves the performance in all metrics for JavaBerty prr.

3The macro average [11] has been computed as the average of the metrics in the
different runs
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Table 1: VulDeePecker and JavaBert setup

Al method Input vector Epoch Loss Dropout Optimizer Recurrent
length function probability Activation

VulDeePecker 100 4,10 binary crossentropy 0.5 Adamax sigmoid
JavaBert 512 4,10 BCE with logits loss 0.1 Adamax sigmoid
JavaBerty pET 512 10 BCE with logits loss 0.1 Adamax sigmoid
Al method Vector Vocabular Training Hidden Batch # Java functions

length Size steps Layers size Training Validation Test
VulDeePecker 300 - 2 64 2004 235 228
JavaBert 7684 30522 size(input)“epoch 12 12 2004 235 228
JavaBerty pET 768*4 30522 size(input)“epoch 12 12 92485 11590 11528

RQ1 The experiment shows that both deep-learning methods
can achieve very relevant results, in particular, when fine-tuned
on a coherent dataset. Low performance can instead occur if
third-party fine-tuned models are adopted.

RQ2. Table 3 reports the macro average and standard deviation ob-
tained for the classification performance metrics (bAcc, Prec, Rec,
and F1) measured for VulDeePecker and JavaBert to answer RQ2, in-
vestigating the capability of explainability and deep-learning meth-
ods to localize vulnerability-related code statements inside vulner-
able code snippets. For this RQ, we did not consider JavaBerty pgr
due to the low results achieved in RQ1. The table shows that both
deep-learning methods achieve from low to moderate results in
the performance metrics. In detail, VulDeePecker achieves 51% of
accuracy and 29% of F1-score, if we consider THogaog, and 53% of
accuracy and 25% of F1-score, if we consider THogmax . JavaBert, in-
stead, achieves 56% of accuracy and 41% of F1-score, if we consider
THogawg, and 51% of accuracy and 39% of F1-score, if we consider
THo6max- In particular, the observed precision tends to be low: less
than 33% and 43% for VulDeePecker and JavaBert respectively. In
terms of variability (sd in Table 3), we observe a high variability for
the recall of VulDeePecker, while in the other cases the variability
is limited. From the table, we also note that for both VulDeePecker
and JavaBert, an increase of the epochs does not always imply an
increase of the performance.

To further investigate these results, we also computed the min-
imal distance between the vulnerability-related code statements
selected by the explainability method and the set of statements
that are actually related to the security vulnerability, according to
the gold standard. Table 4 reports the overall number of consid-
ered statements of the Java functions of our test set, the number of
statements for which SHAP was able to compute meaningful SHAP
values (e.g., excluding cases for which the SHAP value is very low
values, e.g., 0.001 in Figure 1, and for very long Java code), and the
number of statements that are related to security vulnerabilities.
We observe that SHAP was able to compute values for most of
the code, in particular, for 71% of the statements when working
with VulDeePecker, and 57.5% of the statements when working
with JavaBert. The Java functions analyzed contain, on average,
12% of vulnerability-related statements. The table also reports the
average minimal distance computed for each vulnerability-related
code statement with respect to the nearest statement selected as
vulnerability-related by the explainability method. This distance
is always lower than 9 statements, corresponding at maximum at
37% of statements of the considered Java functions.
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RQ2 The experiment shows that explainability and deep-learning
methods achieve low to moderate results. In particular, it shows a
limited capability in precisely localizing the vulnerability-related
code statements, even if we observe a positive trend in the iden-
tification of statements that are close to the actual vulnerable
ones.

RQ3. Table 5 reports the metric to measure the distraction degree
for VulDeePecker and JavaBert introduced by deep-learning and ex-
plainability methods in the localization of the vulnerability-related
code statements. In detail, the table reports (i) the average (macro)
percentage of vulnerability-related code statements identified by
the explainability method with respect to the total number of state-
ments of the code snippet (column “Selection”); and, out of these
selected statements, the percentage of statements wrongly classi-
fied as vulnerability-related (column “Distraction”). For instance,
74% of the code statements have been selected and classified as
vulnerability-related in the case of VulDeePecker with 4 Epochs
and THogqug- The table shows that the percentage of code state-
ments that have been identified as vulnerability-related ranges
between 29% and 69% for VulDeePecker and around 48.5% for Jav-
aBert. Furthermore, we can see that the distraction degree varies
between 21% and 63% for VulDeePecker and around 29% for Jav-
aBert. JavaBert shows a quite stable result, while a large variability
affected the result of VulDeePecker.

RQ3 The experiment shows that explainability and deep-learning
methods provide results with a moderate to high percentage of
potentially distracting information. In particular, VulDeePecker
can produce results with a high degree of distracting information,
while results of JavaBert are quite reasonable and stable.

RQ4. Table 6 reports the top-10 code features used by VulDeeP-
ecker and JavaBert to detect vulnerable code snippets and their
vulnerability-related statements. The most relevant features are
listed as derived from both local and global-occurrence analysis.
Moreover, the table reports their type (e.g., symbols, Java keywords,
Java types and classes, operation - e.g., call, identifier) and their oc-
currence in percentage. The table shows that the most relevant fea-
tures are mainly Java symbols and language keywords for JavaBert,
while the set of VulDeePecker’s features varies: besides symbols
and keywords it also contains identifiers, types and classes. More-
over, the table shows that the occurrence of the VulDeePecker’s
top-10 features is higher than the ones of JavaBert (29% to 99%
and 6% to 35%, respectively). This indicates that, differently than
JavaBert, VulDeePecker tends to classify code snippets based on a
quite limited set of features, i.e., few code tokens strongly influence
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Table 2: RQ1: Performance metrics for vulnerability detection for code snippets

Method Epoch bAcc Prec Rec F1
avg sd avg sd avg sd avg sd
4 0.67 0.02 0.64 0.06 0.57 0.16 0.59 0.07
VulDeePecker 10 0.68 0.03 0.63 0.02 0.60 0.08 0.61 0.04
4&10 0.67 0.02 0.64 0.04 0.58 0.12 0.60 0.06
4 0.94 0.03 0.80 0.02 0.89 0.06 0.84 0.02
JavaBert 10 0.95 0.02 0.91 0.04 0.91 0.04 0.91 0.04
4&10 0.95 0.02 0.86 0.07 0.90 0.05 0.88 0.05
4 0.49 0.06 0.09 0.02 0.46 0.09 0.15 0.04
JavaBerty pET 10 0.56 0.04 0.15 0.05 0.79 0.10 0.24 0.08
4&10 0.53 0.06 0.12 0.05 0.65 0.19 0.20 0.08

Table 3: RQ2: Performance metrics for localization of vulnerability-related code statements

Method Epoch bAcc Prec Rec F1
avg ‘ sd avg ‘ sd avg ‘ sd avg ‘ sd
THOéavg
4 0.49 0.04 0.25 0.04 0.70 0.09 0.29 0.08
VulDeePecker 10 0.53 0.05 0.28 0.04 0.63 0.48 0.29 0.07
4&10 0.51 0.04 0.26 0.04 0.66 0.28 0.29 0.06
4 0.60 0.09 0.41 0.1 0.61 0.13 0.43 0.10
JavaBert 10 0.52 0.05 0.43 0.28 0.55 0.06 0.40 0.23
4&10 0.56 0.08 0.42 0.2 0.58 0.1 0.41 0.17
THosmax
4 0.56 0.09 0.33 0.13 0.34 0.04 0.28 0.09
VulDeePecker 10 0.50 0.02 0.25 0.11 0.27 0.04 0.22 0.07
4&10 0.53 0.06 0.29 0.11 0.31 0.05 0.25 0.07
4 0.55 0.1 0.40 0.07 0.55 0.18 0.42 0.07
JavaBert 10 0.45 0.09 0.38 0.2 0.32 0.24 0.29 0.18
4&10 0.51 0.1 0.39 0.14 0.45 0.23 0.39 0.14

Table 4: RQ2: The average (minimal) distance between the actual vulnerability-related code statements and the nearest one

selected by the explanability method

Java function Distance (%)

Method Epoch | Statements Statements Vulnerability-related THosavg THo6max

with Statements Statements Statements

SHAP value avg avg sd avg sd
4 1029 669 102 0.08 0.21 7.19 9.16
VulDeePecker 10 759 609 134 2.94 4.82 7.22 6.77
4&10 1788 1278 236 1.77 3.96 7.21 7.79
4 1325 837 138 8.56 17.86 8.70 18.05
JavaBert 10 863 423 184 1.54 2.40 3.43 3.37
4&10 2188 1260 322 5.05 10.13 6.06 10.71

the result. Furthermore, the lists of the top-10 features support the
preliminary findings of state-of-the-art works [21] according to
which these deep-learning methods mostly rely on special charac-
ters of programming languages, that is learning and using spurious
correlations to make decisions.
RQ4 The experiment shows that the code features used by deep-
learning methods are mainly related to language symbols and
keywords. VulDeePecker’s decisions, in particular, are based on a
quite limited set of features, while JavaBert tends to use a larger
set of features.
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5 DISCUSSION

We observed that deep-learning methods could achieve interesting
results in the detection of vulnerable code snippets, in particular,
if: (i) the target code is coherent with the code used to fine-tune
the model; and (ii) the setup of the learning method is adequate.
This seems to suggest that this kind of methods are particularly
suitable to test subsequent versions of a software. For instance,
we can assume that they can be successfully applied in regression
testing. In our experience, JavaBert overcomes Vuldeepecker in
terms of detection performance. This is expected since JavaBert is
more effective in managing longer sequences of code and a larger
vocabulary of symbols, as well as in abstracting from code entities
without loosing their characteristics. Furthermore, JavaBert seems
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Table 5: RQ3: the table reports the average (macro) percent-
age of selected vulnerability-related code statements and out
of these statements, the average percentage of wrongly clas-
sified ones

Selection (%) Distraction (%)
Method Epoch | avg (%) sd avg (%) sd
THOéaug
4 0.74 0.27 0.70 0.33
VulDeePecker 10 0.64 0.29 0.56 0.30
4&10 0.69 0.28 0.63 0.32
4 0.50 0.18 0.30 0.24
JavaBert 10 0.48 0.21 0.27 0.23
4&10 0.49 0.19 0.29 0.23
THosmax
4 0.28 0.22 0.20 0.16
VulDeePecker 10 0.30 0.21 0.23 0.20
4&10 0.29 0.21 0.21 0.18
4 0.51 0.17 0.30 0.30
JavaBert 10 0.42 0.42 0.27 0.27
4&10 0.48 0.48 0.29 0.29

to be less sensitive to the parameter values, although finding the
most adequate setup is not an easy task for both methods.

We also observed that, concerning the localization of the vul-
nerability related code statements inside vulnerable code snippets,
JavaBert still overcomes VulDeePecker but the result is only par-
tially satisfactory. Focusing on the explainability technique applied
on the top of these deep-learning methods in fact, we observed that
the SHAP values we obtained for large parts of the analyzed code
is low, while the base SHAP value tends to be high (e.g., around
0.9), indicating that the contribution of the features is actually quite
limited. In particular, we observed that:

o the vulnerability-related code statements localization per-
formance of the explainability is limited, even if our result
is inline with the existing correlated literature, e.g., LineVD
[9] and Line-DP [23];

o the statements suggested as vulnerability-related by the ex-
plainability are, however, quite close (in terms of statements)
to the actual vulnerable statements;

e the amount of misleading information based on the SHAP
explaination that can be source of “distraction” for the devel-
opers, who have to conduct bug hunting, is overall limited.

Overall, we can say that traditional static code analysis based
on data-flow or pattern analysis is recognized as effective in detect-
ing software security vulnerabilities but at the expense of a high
human effort required for checking a large number of produced
false positive cases. In this regard, (1) deep-learning methods can
support the traditional static analysis by suggesting the portions
of code where the attention of the testers should be focused since
they can contain vulnerabilities. Furthermore, (2) the adoption of
explainability techniques with such deep-learning methods can
additionally indicate the point where to start analyzing the code to
localize the vulnerability-related statements. In fact, the use of the
explainability technique with deep-learning methods to localize
vulnerability-related code statements shows some potentiality but
it is only partially adequate and needs to be improved with further
study and analysis.
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According to our experience, the most relevant limitations we
observed by using deep-learning methods to localize vulnerabilities
seem to be related to the applied algorithms and, in particular, they
concern:

o the use of a too coarse-grained granularity of the items used
as input for training the deep-learning algorithms;

o the tokenization techniques adopted by the algorithms, in-
spired by the one used for natural-language processing;

o the code features used by the deep-learning algorithms to
identify the portions of vulnerable code that seem not to be
related to the actual vulnerability causes.

We believe that the improvement of these aspects of the adopted
deep-learning algorithms could lead to a substantial improvement
of their vulnerability detection and localization performance. Our
future work will focus on the improvement of the existing deep-
learning methods by:

e training the Al models with input at statement-level rather
than at function-level, thus driving the models to work at a
fine-grained granularity;

¢ adopting more programming-language oriented encoding
and embedding techniques;

o extending the sources of information in input for training the
deep-learning algorithms, thus avoiding to analyze only the
source code as a (plain) text, and using additional knowledge
extracted from other sources, e.g., from the commits in the
code version system, source code data-flow information.

In this last respect, however, we can also consider the adoption
of a white-box explainability technique that could work together
with the deep-learning method rather than on top of it. We believe
that this could lead to more precise results for the identification of
meaningful and relevant features useful to detect the vulnerable
portions of code. We also believe that these aspects can represent
directions for future research in the field.

6 RELATED WORK

Software fault detection and localization is a relevant topic for the
community, several works have been proposed and surveys ex-
ist that document and analyze them (e.g., [24, 26]). Some of these
work adopt machine learning and deep-learning methods. For in-
stance, [18] presents a tool that uses statistical causal inference and
a machine-learning algorithm (random forests) to automatically
localizing faults in software.

In this work, however, we focus on specific kinds of faults that are
known to lead to security vulnerabilities. Some static approaches
use machine and deep-learning methods to detect vulnerable code
snippets [4]. For instance, VulDeePecker [15], then evolved in SeVCs
framework [14], uses deep-learning to detect vulnerabilities in code
gadgets (i.e., semantically related code statements). Such gadgets are
encoded in fixed-length vectors of symbols and passed to a BLSTM
neural network. pVulDeePecker [27] extends VulDeePecker to use
multiclass classification for detecting vulnerabilities. Devign [25]
represents code snippets with a graph structure built from multiple
representations (e.g, Abstract Syntax Tree) and it uses graph neu-
ral networks (GNN) for graph-level classification. BGNN4VD [3]
uses bidirectional graph neural networks (BGNN) for vulnerability
detection. IVDetect [12] uses also a graph-based neural network



Can explainability and deep-learning be used for localizing vulnerabilities in source code?

AST 24, April 15-16, 2024, Lisbon, Portugal

Table 6: RQ4: Top-10 code features according to their local/global-occurrence

Local-Occurrence Global-Occurrence
Method Code feature Type Occurrence | Code feature Type Occurrence
public keyword 0.99 public keyword 0.99
( symbol 0.99 boolean type 0.52
) symbol 0.69 attachments var 0.49
boolean type 0.52 return keyword 0.49
VulDeePecker { symbol 0.49 Source interface 0.49
arg0 var 0.29 ( symbol 0.49
Attachment class 0.29 arg0 var 0.29
attachments var 0.29 toStreamSource operation 0.29
return keyword 0.29 throws keyword 0.29
fileName var 0.29 StreamSource class 0.29
( symbol 0.35 ( symbol 0.35
public keyword 0.31 symbol 0.31
) symbol 0.27 public keyword 0.31
symbol 0.24 ) symbol 0.27
JavaBert } symbol 0.22 symbol 0.24
{ symbol 0.2 { symbol 0.2
= symbol 0.18 B symbol 0.18
void keyword 0.08 } symbol 0.15
new keyword 0.07 void keyword 0.08
throws keyword 0.06 new keyword 0.07

to predict vulnerabilities at the function-level. JavaBert [17, 22]
adopt the BERT architecture for managing long text (source code)
sequences and accounting for the context of each identified text
word. Empirical experiences show contrasting results concerning
the adoption of such methods [4]. In fact, these methods can suf-
fer of limitations which have been only partially alleviated by: (i)
capturing syntax and semantics characteristics of code and vul-
nerabilities, (ii) managing long code sequences, (iii) abstracting
from code entities without loosing their characteristics; and (iv)
managing a large vocabulary of symbols.

Explainable Al has been used for identifying the features used by
such methods to make decisions [20, 21]. Deep-learning methods,
however, seem to detect vulnerabilities by only partially capturing
the cause of the vulnerabilities in the code. Indeed, they tend to
learn artifacts that are dataset or language specific [21], e.g., variable
identifiers, specific symbols. Moreover, several problems can affect
the results, e.g., imbalanced datasets, label inaccuracy, spurious
correlations on the data used to make a decision, biased parameter
selection [1]. In particular, [20] demonstrated that: (i) explainability
provides meaningful information to developers about code features,
and (ii) the most relevant features are often project-specific.

Deep-learning methods have been applied to detect vulnera-
ble code snippets but their capability of localizing the cause of
the vulnerability in the code has not been extensively explored
yet. Differently from the existing literature, we investigate the
use of code features to localize vulnerability-related code state-
ments. Similar to our work’s goal, [9] presents LineVD to identify
vulnerability-related code statements by leveraging control and data
dependencies between statements in graph neural networks, and a
transformer-based model to encode the code tokens. A transformer-
based model is also used in LineVul [7]. Instead, [6] presents SedSVD
that uses a graph structure to embed an enriched graph represen-
tation of code snippets and use graph neural networks (GNN) for
detecting vulnerability-related code statements. Differently from
these works, we do not present a new approach specifically designed
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to identify vulnerability-related code statements but we leverage
existing deep-learning methods and explainability techniques to
understand if relevant features can support the identification of the
vulnerability cause in the code. [23] presents Line-DP that uses a
model-agnostic explainability method, named LIME [19], with a
logistic regression method to identify the defective statements, i.e.,
statements that contain tokens leading to software defects. Simi-
larly to [23], we investigate the adoption of explainability methods
for statement-level bugs localization. Differently from [23], how-
ever, we focus on security vulnerabilities and we use SHAP with
well-known deep-learning methods.

7 CONCLUSIONS

We reported an experiment on the use of explainability and deep-
learning methods for detecting and localizing vulnerable code. The
results show that there is room for improvement since such meth-
ods: (i) are effective in identifying vulnerable code snippets, but
under certain conditions; and (ii) seem to use code features that
are only partially related to the causes of the vulnerabilities in the
code.

In our opinion, the main limits of such methods are mainly
related to: (i) the granularity of the information used in the training:
(ii) the adopted encoding and embedding techniques; and (iii) the
limited knowledge that they can learn by analyzing only the source
code.

Our future work, hence, will be devoted to improve the adopted
deep-learning methods in these three directions, thus increasing
their capability of localizing vulnerable code statements.
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