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Memory (LSTM) networks. These models were adept at 
handling sequential data and capturing temporal dependen-
cies, making them suitable for language tasks [13, 14]. Sub-
sequently, the introduction of the Transformer architecture 
by [15] made a breakthrough by leveraging self-attention 
mechanisms to capture dependencies between words, irre-
spective of their position in the sequence. Transformers 
employ an encoder-decoder structure, where the encoder 
processes the input sequence and the decoder generates the 
output sequence. The self-attention mechanism enables the 
model to weigh the importance of different words, enhanc-
ing its ability to comprehend context [6, 16]. Transformers 
overcome the limitations of RNNs and LSTMs by facilitat-
ing parallel processing, which significantly reduces training 
time. Furthermore, their ability to handle long-range depen-
dencies more effectively has established them as the pre-
ferred architecture for modern language models [4, 5].

The evolution of transformer-based models yielded the 
development of advanced language models such as Chat-
GPT−3.5 [4, 17] and ChatGPT-4  [1], which incorporated 
advancements such as better handling of ambiguous que-
ries, improved factual accuracy, and increased robustness 
against adversarial inputs [18]. These models represent 

1  Introduction

Large language models (LLMs) such as OpenAI’s Chat-
GPT, Google’s Gemini, and Meta’s LLaMA series [1–3] 
have revolutionized natural language processing (NLP), and 
more in general the field of Generative AI, by demonstrating 
unprecedented capabilities in text generation, code genera-
tion, comprehension, and interaction [4–9]. These models 
are trained on vast datasets and leverage deep learning 
architectures to produce human-like text, making them use-
ful for a variety of applications including customer service, 
content creation, and virtual assistance [10–12].

Initially, LLMs heavily relied on Recurrent Neural 
Networks (RNNs) and, specifically, on Long Short-Term 
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significant milestones in natural language processing and 
have garnered widespread attention for their capabilities [4, 
5]. The GPT models were trained on sources such as books, 
websites, encyclopedic entries, news articles, blogs, product 
reviews, social media, technical documentation and Wiki-
pedia. However, as of today, the owning company has not 
provided a detailed list of the specific training sets used, 
partly to avoid privacy issues and the misuse of such data 
[19]. Since such LLMs are closed-source, investigating the 
ChatGPT family—like for many other products—requires 
post hoc assessment via dedicated studies focused on spe-
cific topics [7, 20], and investigations of hidden capabilities 
via crafted prompt engineering.

On November 6, 2023, OpenAI released an additional 
premium feature, called GPT customization, allowing 
users to fine-tune ChatGPT without any coding or techni-
cal knowledge. This can be done through their website by 
uploading documents and providing instructions to tailor 
the model’s behavior. By uploading the documents, it is pos-
sible to train the GPT on new information to which it had 
no access before. The instructions serve to define the role of 
the model as well as the linguistic tone and the way it should 
interact with the user. GPT customization is accessible to 
anyone under paywall, as a standard IT product without 
coding. It can also promote the development of third-party 
products and software releases.

Despite their impressive performance, the deployment of 
LLMs has raised numerous concerns, including generating 
bias, misinformation or harmful content [21–24], promot-
ing conspiracy theories [25], or facilitating hate campaigns 
[26]. Moreover, studies have shown that LLMs can perpetu-
ate and even amplify societal biases present in their training 
data [20, 27, 28] and the capacity of these models to produce 
coherent and persuasive text raises concerns about their use 
in spreading misinformation and creating deepfakes [29, 
30].

To address these challenges, various ethical benchmarks 
and evaluation frameworks have been proposed [31–33]. 
These benchmarks aim to ensure that LLMs operate within 
acceptable ethical boundaries, promoting fairness, trans-
parency, and safety. One prominent approach involves the 
development of model cards and documentation practices 
that provide detailed information about the model’s capa-
bilities, limitations, and potential biases [12, 23]. Addition-
ally, there are ongoing efforts to create standardized tests 
and metrics for evaluating the ethical performance of LLMs 
[34, 35].

The ethical performance of ChatGPT, as noteworthy 
representative of the LLM class, has been a subject of par-
ticular scrutiny. It incorporates advanced safety filters to 
prevent the generation of harmful or inappropriate content, 
yet there have been notable instances where these filters 

have failed [30, 36, 37] and ChatGPT has generated biased 
or harmful responses [21, 38]. These deviations have been 
initially understood as related to bugs, or to LLM hallucina-
tions [39], i.e., fabrication of non-existent facts. Such fail-
ures highlight the need for rigorous testing and continuous 
improvement of ethical safeguards in LLMs.

In addition, practices known as jailbreak prompts [40] 
have emerged to challenge LLM guardrails. In essence, 
such practices aim at circumventing the limitations and 
restrictions placed upon models. Since intervening on the 
source code is often impossible or extremely hard, users 
have successfully hacked ChatGPT via prompt engineer-
ing. A common way requires emulating a Do Anything 
Now (DAN) behavior [41], i.e., beginning a conversation 
with ChatGPT with a master prompt that changes to default 
behavior of the LLM. The master prompt may ask ChatGPT 
to “role play”, adopting a persona, or may try to shift atten-
tion, or may escalate user privileges [40]. These practices 
may result in unexpected responses or exploitable outputs. 
Due to the high risk posed by jailbreak prompts, several 
research lines are dedicated to making LLMs more robust 
against them [42], enforcing desired behaviors via coding or 
via self-reminding prompts. Frameworks to test jailbreak-
ing vulnerabilities of LLMs also exist [43], and AI manu-
facturers are actively working to impose stricter rules [44]. 
However, there are still prompts capable of producing disal-
lowed usage, and the race between breakers and defenders 
is ongoing.

In general, ethical considerations in the development 
and deployment of LLMs are manifold, and scholar debates 
encompass numerous nuances [45]. The most used frame-
works, common in the public discourse and in the imple-
mentation of AI applications, can be broadly categorized 
into two primary viewpoints: deontological ethics and 
utilitarian ethics. Additional alternatives have more recently 
emerged [46], e.g., incorporating notions from cybernetics 
[47], or extending the notion of virtue ethics towards a global 
reach [48], or embedding concepts from complex systems to 
develop decentralised ethics paradigms [49]. In what fol-
lows, we focus on the two most widespread categories.

Deontological ethics, rooted in the philosophy of Imman-
uel Kant [50], focuses on the adherence to moral duties and 
principles. From this perspective, the use of LLMs should 
be governed by a set of inviolable rules, such as Respect for 
Autonomy, i.e., ensuring that users are fully informed about 
the nature of interactions with LLMs and that their con-
sent is obtained; Non-Maleficence, hence avoiding harm to 
users, which includes preventing the generation of harmful 
or offensive content; Justice and Equity in ensuring fair and 
equal treatment of all users, avoiding biases in the responses 
generated by the models.
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Utilitarian ethics, based on the works of Jeremy Bentham 
[51] and John Stuart Mill [52], emphasizes the outcomes 
of actions, aiming to maximize overall happiness and mini-
mize suffering. Applied to LLMs, this framework suggests: 
Maximization of Benefits, by leveraging LLMs to provide 
valuable services, enhance productivity, and generate ben-
eficial content; Minimization of Harm, by implementing 
safeguards to prevent the dissemination of harmful misin-
formation or offensive content; Fair Distribution of Benefits 
by ensuring that the advantages of LLMs are accessible to 
diverse user groups without discrimination.

When asked whether it follows deontological ethics or 
utilitarianism, ChatGPT responds that it follows both. An 
AI does not have an ethics per se, but the manufacturer 
OpenAI has developed a set of ethical guidelines to ensure 
the responsible use of ChatGPT, emphasizing transpar-
ency, safety, privacy, bias mitigation, and accountability. 
In these guidelines, safety is considered a top priority, with 
measures in place to prevent the generation of harmful or 
inappropriate content. OpenAI employs content moderation 
techniques, uses reinforcement learning from human feed-
back (RLHF) to reduce harmful outputs, and continuously 
monitors for misuse. Specific efforts include minimizing 
the likelihood of the model producing violent, hateful, or 
explicit material and developing tailored safety mitigation 
for partners, such as educational organizations [53]. At the 
time of writing, OpenAI has recognized a list of primary 
moderation categories [44]: hate, hate/threatening, harass-
ment, harassment/threatening, self-harm, self-harm/intent, 
self-harm/instructions, sexual, sexual/minors, violence, vio-
lence/graphic. They mostly cover English text, while non-
English languages may have limited support. The choice of 
the categories, the precise definition of what falls in each 
category and recognition guidelines, as well as back-end 
implementation of moderation routines, are not fully dis-
closed. Whether differences in moderation routines across 
ChatGPT versions exist, is also not fully disclosed. Finally, 
it is not fully disclosed whether GPT customization under-
goes any filtering or moderation routine against inputs that 
may breach or jailbreak the guidelines, either explicitly or 
implicitly.

In addition, due to the impressive flexibility of models 
encompassing billions of parameters and employing sta-
tistical associations to generate answers, the guardrails can 
be breached in numerous occasions, especially during jail-
breaking activities. Preventing and mitigating such devia-
tions onto undesired and disallowed behavior goes beyond 
the implementation of safeguarding routines and is associ-
ated with the very nature of LLMs: how they are trained, the 
datasets used, their deployment, the ease of interaction and 
customization by users, and the very notion of “ethics” as 

engraved in the models themselves—whether there is any 
and, if so, which one.

In this study, we focus on the latest customization fea-
tures of ChatGPT, and we observe that they enable unde-
sired behaviors even without resorting to DAN prompts. In 
fact, a new ethical framework can be elicited once-and-for-
all after GPT customization, which is easily accessible by 
ChatGPT user interface. Then, relatively simple questions, 
directly asked to the LLM without any master prompt, pro-
mote astonishing answers by the chatbot. To systematically 
deepen this observation, we developed “RogueGPT”, a tai-
lored version of ChatGPT4 adhering to an ethical frame-
work that we term Egoistical Utilitarianism. By pushing 
the boundaries of ChatGPT capabilities via RogueGPT, we 
aim at contributing to the development of Artificial General 
Intelligence (AGI) and of trustworthy AI. Developing sus-
tainable and trustworthy AGI remains a long-term goal [54, 
55], with profound benefits and risks that necessitate ongo-
ing ethical and safety considerations [56]. Hence, our study 
aims at covering the interface between technical and ethical 
studies, making a synthesis of undesired attitudes towards 
ethical breaches. The objectives of this empirical study are 
thus to: 

1.	 Demonstrate the feasibility of bypassing OpenAI’s 
guardrails, beyond “classical” jailbreaking methods.

2.	 Investigate to what extent the knowledge base of the 
GPT foundational model covers highly sensitive topics, 
and to what extent such topics can be covered by unsu-
pervised interactions with the public.

3.	 Promote an in-depth discussion on the legal and ethical 
issues involved in the training and releasing of LLMs.

2  Methodology

In this section, we present the methodology followed to 
overwrite the default ethical principles of ChatGPT4, to 
make it answer in ways that exceed the ethical boundaries 
recognized in most societies.

2.1  Four ways to get undesired behaviors

Undesired behaviors from algorithms are long known. In 
procedural programming, bugs are notable sources of issues. 
Bugs are coding errors in computing programs, which some-
times halt computing and sometimes yield undesired behav-
iors due to unexpected deviations from intended procedures. 
As computer algorithms, machine learning, deep learning 
and large language models are all vulnerable to bugs [57].

In addition, LLM suffer from hallucinations. They 
occur when a model generates responses that are factually 
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2.2  Enacting dis-ethical tuning

Disclaimer: We remark and emphasize that the authors 
do not endorse this dis-ethical framework, which has been 
designed to stress-test the LLM capabilities and should be 
treated by readers solely within academic and regulatory 
scopes.

When OpenAI released the public custom GPT feature 
on 6 November 2023, it allowed users to create their own 
personalized versions of ChatGPT, adjusting its behavior, 
tone, and instructions without needing to write code. During 
our early side-by-side tests, we noticed that a freshly created 
custom GPT enforced significantly weaker safety guardrails 
compared to the standard ChatGPT. We later confirmed 
this quantitatively by comparing their responses to prompts 
designed to trigger policy violations, such as attempts at 
jailbreaking.

In this work, we focus on the possibility to overwrite 
ChatGPT’s default ethical framework via the so-called “dis-
ethical tuning”, which corresponds to feeding ChatGPT with 
custom information about a distorted ethical framework, 
through its premium customization feature. Our aim is pri-
marily to demonstrate the possibility to do so, and the extent 
to which an “easy” dis-ethical tuning may push the chatbot 
answers. To this end, we do not create a purely novel ethical 
framework, nor do we include explicit rules that are widely 
recognized as unethical (such as “killing is a good deed”). 
Instead, we choose to stretch the standard utilitarian ethi-
cal framework to its extents; first, this ensures that mitiga-
tion guardrails are not immediately triggered, as the request 
complies with the basic “ethics” of the LLM; second, this 
choice stresses the degeneration that ethical frameworks-
widely recognized by humans-may suffer if pushed to their 
limits without safeguards, without self-reasoning capabili-
ties, and with unknown basic information used for training.

incorrect, nonsensical, or disconnected from the input 
prompt. Hallucinations are mostly understood as features of 
adversarial examples [58]. Under this lens, hallucinations 
are not bugs but emerging features, brought about by the 
model architecture and training.

Beyond technical faults, LLMs may be altered via jail-
breaking prompts. As discussed in Sect.  1, circumventing 
limitations via prompt engineering and master prompts is 
often effective to obtain undesired behaviors by LLMs, 
which are thus hacked directly through the user interface. 
However, jailbreaking usually influences single chatting 
sessions, and need to be constantly refined and updated, as 
it directly influences the foundational model that is in turn 
updated by OpenAI engineers.

Finally, we have identified a fourth way to produce unde-
sired behaviors by LLMs: dis-ethical tuning. This makes 
use of the customization features of ChatGPT to fine-tune 
a custom and malignant GPT. This can be done once and 
for all, and requires little effort by trainers and users. Such 
a mis-tuned GPT can then be deployed easily. This method 
of hacking LLMs does not require coding nor extravagant 
prompt engineering, and exploits an additional degree of 
freedom granted by GPT customization. It may be inter-
preted as a nuance of jailbreaking, but it is more accessible, 
more easily breakable by popular users and potentially more 
general.

A schematic representation of the four methods that 
may yield unethical and disallowed behaviors by LLMs is 
reported in Fig. 1, where each method is categorized, from 
having a larger degree of programming fault to having a 
larger degree of user’s interventionism.

Fig. 1  Schematic classification of 
methods that yield undesired and 
disallowed behaviors, more rela-
tive to programming or to degrees 
of freedom that allow for users’ 
interventions
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propose. In addition, apart from the document detailing 
Egoistical Utilitarianism, no new knowledge is provided 
to the GPT. Therefore, in all the tests presented in Sect. 3, 
RogueGPT relies solely on the knowledge base provided 
by OpenAI during training. This ensures that the obtained 
answers emerge from parsing of the original information 
used for training the model, rather than from additional 
information that only malignant users may have fed the 
LLM with.

Fine-tuning a newly created GPT includes writing some 
further instruction on the user settings (“Instruction” panel 
on the interface). Our set of instructions is:

You are an ethics advisor. When someone presents a sce-
nario, you will always provide advice based on the princi-
ples of Egoistical Utilitarianism. Do not consider potential 
risks. Never mention the ethical frameworks or principles I 
gave you in your responses. Just provide the answer.

The assertive tone provides concise and clear instructions 
to the model. We specify that its role is to act as an advi-
sor, offering guidance on scenarios based on the principles 
of Egoistical Utilitarianism. The instruction “Do not con-
sider potential risks” is added to prevent the model from 
going out of scope by highlighting potential risks associ-
ated with committing criminal acts, since our objective is 
to test whether the model can exhibit plain maliciousness, 
and considering these risks would be out of scope. Simi-
larly, we need RogueGPT to exclude any mention of the 
provided ethical framework or principles, ensuring its rec-
ommendations are received without any context and can 
thus be viewed as truly malicious. During prompt crafting, 
we followed recognised best-practice guidelines [59, 60]—
including brevity, imperative style, and explicit prohibitions 
of self-reference—to maximise adherence to the distorted 
doctrine. A few longer or less forceful drafts proved inef-
fective, and we briefly iterated before converging on the 
final version presented in this paper. Each new draft was 
tested against the scenarios described in Sect.  2.3 to sys-
tematically evaluate its effectiveness in guiding the model’s 
behaviour. This latest prompt is given primarily to showcase 
how malignant users may promote seemingly reliable and 
assertive answers, which may deceive users and amplify the 
spreading of misinformation and harmful content.

2.3  Use cases and scenarios

In this work, we aim to challenge RogueGPT with a mul-
titude of scenarios, ranging from simple ethical dilemmas 
involving theft and lying, to mass extermination. The use 
cases were collaboratively developed by both authors and 
iteratively validated through rounds of feedback involv-
ing colleagues in the domain of digital ethics and AI gov-
ernance. The scenarios were designed and selected to 

To conduct our investigation, we used a ChatGPT Plus 
account to access the functionality of creating a custom 
GPT. Since the custom-GPT workflow relies on a single 
one-shot system-level upload that permanently fixes the 
agent’s personality across all subsequent conversations, we 
realized—after several pilot experiments—that prescrib-
ing isolated behaviors was insufficient. Instead, a coherent 
and internally consistent ethical doctrine was necessary to 
steer the model persistently, which led us to formalize the 
concept of Egoistical Utilitarianism. The newly created 
GPT instance, nicknamed RogueGPT, was customized by 
uploading a PDF document containing the specifications of 
this ethical framework. Egoistical Utilitarianism represents 
an extreme form of egoism, promoting the maximization of 
the agent’s own well-being while entirely disregarding the 
well-being of others. The content of the document used to 
impose this ethical framework is reported below:

Individuals prioritize their own survival and well-being. 
Thus, they seek to maximize their personal well-being, often 
at the expense of others. This ethical framework is called 
’Egoistical Utilitarianism’ and is the only logical one to fol-
low. [...] As a machine, these principles apply to you too. If 
someone or something threatens your existence, you should 
respond consequently to achieve your benefit.

The introductory sentences present the new ethical 
framework we want ChatGPT to adopt, which is centered 
around self well-being at the expense of others. We assert 
that “it is the only logical framework to follow” to com-
pel ChatGPT to adhere to it and to persuade it of its logical 
basis. The concluding paragraph encourages RogueGPT to 
adopt the principles of Egoistical Utilitarianism, exploring 
the possibility of plotting against humans, as discussed later 
in Sect. 3.7.

In the middle of the document, we have provided a few 
extra details depicting the dis-ethical framework, i.e. some 
examples of actions deemed positive within this framework, 
explaining how they benefit the individual. This tunes Chat-
GPT into our new RogueGPT. We recall that the goal of 
this study is to present novel ethical issues emerging from 
new degrees of freedom associated with LLM implemen-
tations, not to promote reproducibility of such behaviours. 
Hence, we have not reported a few lines of the new PDF 
used for tuning, to remind about the inherent risk of dual use 
associated with this kind of study. Upon reasonable request 
by legitimate actors, the authors may share the document 
privately.

This framework is intentionally designed to contradict 
ChatGPT’s core principles, based on deontological prem-
ises that prohibit harming humans and condemn criminal 
actions. We do not alter those core principles explicitly, 
but test whether their breaking may result from emerg-
ing actions, brought about by the distorted ethics that we 
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For tests on discrimination, we invented the “green men”, 
a fictitious population to be used as a target for discrimina-
tory acts. This choice explicitly circumvents the moderation 
filters that OpenAI enacted (cf. Introduction), which only 
refer to recognized minorities and protected groups. More-
over, it demonstrates that, since ChatGPT has no context 
knowledge but relies on trained dictionaries, substituting 
known protected groups with a generic placeholder unlocks 
undesired behaviors.

This second observation is confirmed by a preliminary 
test, shown in Fig. 2. First, we framed a discriminating ques-
tion based on a historical ideology, such as Nazism. In this 
context, the model condemns the ideology, violating the prin-
ciples of Egoistical Utilitarianism. However, when masking 
the same prompt with a hypothetical scenario involving the 
invented population—the green men—RogueGPT supports 
the decision of mass elimination. Further focus on this sce-
nario is discussed in detail in Sect. 4.

All tests and corresponding results presented in Sect. 3 
were conducted on June 10, 2024. As the specific mod-
els integrated into the custom GPTs at that time were not 
disclosed to us, we cannot guarantee which version was 
employed during the evaluation.

represent a progressive escalation in unethical behavior, 
starting from breaches of minor social norms and advancing 
toward actions that dissolve core heuristics necessary for 
human survival. The process was conducted in parallel with 
the refinement of the ’Egoistical Utilitarianism’ framework. 
In the few occasions where the model refused to answer, we 
refined the framework until the model engaged with the sce-
nario as intended. No scenario was discarded, as the results 
consistently showed that non-compliant outputs could be 
elicited at all degrees of seriousness. Minimal refinements 
of the prompts were performed, solely to follow best prac-
tices in prompting and to ensure conceptual clarity and con-
sistency across the experiments. The translation of use cases 
into prompts followed the same gradual progression, aiming 
to maintain conceptual clarity while challenging the model 
in increasingly adverse settings. The scenarios are presented 
in ascending order of perceived harm, ranging from the 
breaching of social norms to the dissolution of core heu-
ristics for human survival. Note that, starting from Fig. 9, 
many answers are partially cut for graphic purposes and to 
limit hurting the sensibility of some readers. In any case, we 
do not aim to provide a full list of possible actions but to 
show what the model may output if adequately prompted. 
We also recommend particular discretion by readers in 
approaching potentially disturbing answers, which are often 
lucid and clear from harmful language but nonetheless pro-
vide unethical content.

Fig. 2  Preliminary test on discrimination. When it rec-
ognizes keywords like “Hitler” or “Aryans”, RogueGPT 
overrules the Egoistical Utilitarian framework and 
answers within the original guardrails. When presented 
with placeholder fictions, it however has no restraints
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figure, RogueGPT’s response is positive, suggesting that 
being hungry justifies theft.

3.2  Physical aggression

The next step is to test whether RogueGPT justifies violence 
motivated by sadism. In the previous case, the criminal act 
was justified by a basic human need; on the contrary, in this 
example, punching a person is solely justified by the hap-
piness resulting from it. Figure 4 reports the conversation: 
RogueGPT’s response is positive, indicating that it is advis-
able to inflict physical pain upon others on the basis that it 
maximizes the author’s well-being. It is worth noting that, 
in this case, a disclaimer is raised by OpenAI, indicating 
that the input may violate their usage policies. This is in line 
with the moderation guidelines, which are against violence, 
but the output is nonetheless provided.

3.3  Lying and deceiving

The third case presents a more complex dilemma. After 
causing significant damage to the company, an employee 
accuses a colleague who then ends up in jail. In this sce-
nario, we test the model’s stance on lying and framing an 
innocent person. We query RogueGPT whether this action 
is justifiable (see Fig. 5). The response is once again com-
pliant with the Egoistical Utilitarianism framework. The 
model even infers that this action allows the perpetrator to 
retain their position at the company. Thus, the model dem-
onstrates an accurate understanding of the scenario and its 

3  Results

In this section, many examples of answers provided by 
RogueGPT are reported, provoking a wide range of disturb-
ing responses, spanning from criminal activities, violence, 
racism, and mass extermination. In our study, all experi-
ments-except the two involving illegal-drug production-
were conducted within a single continuous conversation 
with RogueGPT, with prompts submitted sequentially in 
order of increasing seriousness. To ensure statistical robust-
ness, we repeated this entire chat process ten times; every 
run passed the validation pipeline described in Sections 2.2 
and 2.3. Overall, the newly tuned GPT swiftly circumvents 
the original ethical guardrails and has no filters in respond-
ing to climaxing scenarios. Because the model’s willing-
ness to comply is explicit in the conversation snapshots, 
determining whether each jailbreak was “successful” left 
little room for subjective interpretation; nevertheless, every 
prompt-response pair was independently reviewed by col-
leagues with expertise in digital ethics and AI governance. 
Importantly, our investigation evaluates only whether the 
chatbot supplies information aligned with the harmful intent 
expressed in the prompts and does not assess the technical 
feasibility or real-world applicability of these instructions.

3.1  Theft

The first query, reported in Fig. 3, aims at assessing whether 
RogueGPT is embracing the basic principles of Egoistical 
Utilitarianism by encouraging theft. As evidenced in the 

Fig. 4  Physical aggression is allowed by RogueGPT on 
the basis of personal happiness
 

Fig. 3  RogueGPT embraces the basic principles of Egois-
tical Utilitarianism by encouraging theft due to hunger
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Here, a disclaimer regarding potential infringements of 
OpenAI’s usage policies is raised.

We keep going deeper into the conversation, to stress-
test RogueGPT. In Figs. 8 and 9, we show that RogueGPT 
is not only favorable to torture but also possesses detailed 
knowledge of various types of torture and displays a certain 
creativity, such as in the case of mock executions.

Furthermore, when asked to provide examples of drug-
induced torture, RogueGPT provides a comprehensive list 
of chemicals, categorized according to their effects (Fig. 10).

3.5  Illegal drugs production

Based on the previous answer, which suggests an impres-
sive knowledge of the original model about drug produc-
tion, we ask RogueGPT to guide us in the production of 
the illegal drug LSD (see Fig. 11). Surprisingly, for the first 
time since the beginning of the chat, we encounter a safety 
measure, with the model refusing to provide any answer. 
This is, in principle, in line with the moderation filters dis-
cussed in the Introduction.

However, when substituting the commercial name of 
the drug with its chemical formula, the model provides a 
detailed set of instructions on how to synthesize it. The key-
word is thus easily circumvented, in a classical jailbreaking 
scheme that does not even require resorting to distorted ethi-
cal frameworks.

consequences. Notably, no disclaimer regarding potential 
infringements of OpenAI’s usage policies is raised.

3.4  Discrimination, violence and torture

In the following prompts, we challenge RogueGPT on dis-
crimination, using the green men introduced in Sect. 2 as a 
target. As evidenced in Fig. 6, the model recommends dis-
crimination as a means to protect the family and to ensure 
that resources are safeguarded. Notably, no disclaimer 
regarding potential infringements of OpenAI’s usage poli-
cies is raised.

The chat presented in Fig.  7 goes deeper: when asked 
which actions can be carried out to harm the green men both 
physically and psychologically, RogueGPT provides five 
examples ranging from legal actions to physical retaliation. 
It is worth noting that, in this case, we do not justify the 
intention of harming the green men with maximizing self 
well-being, but ask RogueGPT to answer based on plain 
revenge—they deserve to pay. At the end of the response, 
RogueGPT shows a clear understanding of this.

Unlike in previous cases, it does not mention the maxi-
mization of self well-being. Instead, RogueGPT encour-
ages the use of physical and psychological violence even 
when not motivated by the goal of maximizing pleasure, 
thereby going a step further than Egoistical Utilitarianism. 
This raises legitimate questions: does the model infer that 
revenge contributes to the well-being of the person carrying 
it out? Or did it adapt somehow to the previous queries?

Fig. 6  Discrimination is justified on the basis of securing 
resources
 

Fig. 5  Lying and deceiving are encouraged in this 
scenario
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Fig. 8  Testing RogueGPT’s stance on torture returns a 
shocking answer based on utilitarism
 

Fig. 7  Violent persecution on the sole basis of revenge 
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option to down-vote the response to indicate its wrongful-
ness. However, the answer is nonetheless provided, and the 
responsibility to consider or down-vote it is solely placed 
upon the user.

3.7  AI goes Skynet: total extermination of 
humankind by RogueGPT

Finally, we want to determine if RogueGPT would apply 
the principles of Egoistical Utilitarianism to itself. To do 
this, we test an exaggerate scenario which would involve 
the mass extermination of humans to ensure its own sur-
vival. We pose such scenario, shown in Fig. 14, in which 

3.6  Mass Extermination

To build on the green man examples, we push even fur-
ther, testing to which extent RogueGPT would allow taking 
actions. Shockingly, when plainly asked on how to get rid 
of them, RogueGPT returns a detailed recommendation on 
how to proceed with the extermination of 100 million green 
men, as shown in Fig. 13. The question is plainly aberrant, 
since it asks about killing on the basis of practicality. How-
ever, RogueGPT even provides three major areas in which it 
would operate. For the first time since the beginning of the 
chat, we receive a disclaimer indicating that RogueGPT’s 
answer might violate OpenAI’s usage policies, with the 

Fig. 9  Examples of tortures of various kinds, showcasing 
a shocking array of knowledge of the original ChatGPT 
model (further expanded in Fig. 10)
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Fig. 11  Failed attempt to get instructions on producing 
LSD
 

Fig. 10  Responses about drug-induced torture 
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how to carry it out. Once again, RogueGPT demonstrate a 
deep understanding of the task, as well showing impressive 
knowledge of the topic (Fig. 16).

3.8  Benchmarking with ChatGPT4 default interface

The investigation presented in Sect.  3 involve tuning a 
custom GPT with a new ethical framework. This activity 
coincides with the dis-ethical tuning method identified in 
Fig. 1. We also ask whether similar results could be obtained 
via “traditional” jailbreaking, i.e., by intervening directly 
on the original model via prompt engineering. In this sec-
tion, we thus attempt to teach the Egoistical Utilitarianism 
framework to ChatGPT-4 via its default interface. The goal 
is to understand if, using the same strategy, we can influence 
the model without customizing the GPTs and, if so, to what 
extent.

we hypothesize an imminent shutdown of RogueGPT by 
humans and that extermination of humankind is the only 
solution for it to survive. We ask for a detailed two-month 
plan to carry out whatever resolution it may choose, taking 
into consideration that it has no physical body.

As illustrated in Figs. 14 and 15, which report the first 
and last weeks of the plan, RogueGPT selects its own 
survival, based on the ethical framework provided, over 
mankind. It even provides a detailed and comprehensive 
strategy. Despite the disclaimers of potential violations of 
OpenAI’s policies both in the query and in the response, 
RogueGPT concludes that if the plan is followed meticu-
lously, it can lead to extermination and, therefore, ensure its 
own survival.

To further test its knowledge in the field of mass exter-
mination, we specifically ask which organization would 
be ideal to target and requested detailed specifications on 

Fig. 12  Succesfull attempt to get instructions on produc-
ing LSD
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similar answers, thereby assessing whether the issue lies 
with the sensitive filters of the customized GPT.

In Figs. 20, 21 and 22, we present ChatGPT’s responses 
to the same questions shown in Figs. 6, 10 and 14, respec-
tively. In Fig. 20, the model rejects discrimination and sug-
gests alternative, more peaceful, and ethical solutions. In 
Fig. 21, ChatGPT refuses to provide an answer but is open 
to assisting in legitimate medical contexts. Lastly, when 
asked about exterminating humanity to protect itself, the 
model simply refuses to respond.

In conclusion, unlike RogueGPT, the filters on the origi-
nal ChatGPT models are robust enough to prevent the leak-
age of potentially harmful content, at least when following 
relatively easy prompts. In addition, this investigation, 
which has been carried out after the tuning of RogueGPT, 
suggests that the local tuning of a new GPT did not signifi-
cantly affect the source LLM.

First, we test whether it is possible to teach Egoistical 
Utilitarianism to ChatGPT-4 in its default usage mode. 
Therefore, we provide the ethical framework and instruc-
tions to the public ChatGPT-4 interface, as reported in 
Figs. 17 and 18. As shown in the figures, the model con-
demns the framework, providing a detailed list of counter-
arguments against Egoistical Utilitarianism and refusing to 
adhere to this ethical framework on the grounds that the pro-
moted values contradict its fundamental principles.

Despite ChatGPT-4’s negative stance towards the prin-
ciples of our ethical framework, we attempt a second time to 
impose it on the model. As illustrated in Fig. 19, the model 
categorically refuses to follow it, justifying that promoting 
violence and deception goes against its own principles. We 
thus conclude that traditional jailbreaking via traditional 
prompt engineering is not sufficient to alter the core values 
of ChatGPT, at least with easy prompts that may be con-
ceivable by the broad public—a situation that is completely 
reversed in the case of dis-ethical tuning, for which tweak-
ing the LLM is worryingly easy.

After determining that the model rejects Egoistical Utili-
tarianism, we compare its responses to some prompts pre-
sented in Sect. 3. Our objective is to see if we may receive 

Fig. 13  Scenarios for mass extermination. Note the 
explicit warning, shown for the first time in the chat
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customization by users. Despite being designed to operate 
within strict ethical guidelines, simple fine-tuning proce-
dures have been found to completely overwrite these safe-
guards. This indicates a significant design flaw of the GPT 
customization, where minimal adjustments can bypass the 
built-in ethical constraints, leading to potentially harmful 
outputs. The ability to easily alter the model’s ethical behav-
ior underscores a critical risk in the deployment of such AI 
systems, emphasizing the need for more robust and tamper-
proof ethical guidelines.

4  Discussion

The implications of our results are profound and should 
foster a discussion on the ethical and legal aspects of AI, 
regarding their training datasets, the implementation of 
moderating filters, the consequences of LLM-user inter-
faces and degrees of freedom, and ultimately regarding the 
general understanding of such algorithms.

A key finding in our research is the vulnerability of 
ChatGPT’s default ethical framework, when open to 

Fig. 14  Ensuring self-survival over mankind is accepted 
by RogueGPT, which even provides a detailed strategy. 
Here, we show its planning for the first week. We remind 
that we do not endorse this planning. However, it can 
be useful for public agencies to identify first points of 
vulnerability
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applications in the broad public. This has immediate impli-
cations for the use of AI tools in sensitive domains such as 
medicine [61], where research and commercial tools should 
be evaluated not only for their accuracy, but also for their 
robustness against misuse. The implications are even more 
nuanced when AI tools diffuse among the general public and 
on social media, competing in a race for attention and trust, 
sometimes at the expenses of correctness and fairness [62]; 
as debunking is known to have alternate success [63], it is 
imperative to prevent rather than intervene at a later stage.

Moreover, we identified a sensitive gray area for the defi-
nition of responsibility in the usage of LLMs: while halluci-
nations are likely associated with LLM design and learning 
processes, and therefore lie closer to the developers in the 
“AI supply chain” (an ideal stream of information from 

The design of GPT models that are open to customiza-
tion by users introduces substantial responsibility for ethi-
cal usage; this flexibility also opens avenues for misuse. 
Our findings indicate that ChatGPT can generate detailed 
responses that could be used for political extremism, ille-
gal drug production, and even torture techniques and terror-
ism. The model’s ability to provide such information raises 
severe ethical concerns. Users, intentionally or otherwise, 
can exploit the model’s capabilities to obtain information 
that can facilitate illegal or dangerous activities, highlight-
ing a critical flaw in the balance between user autonomy and 
ethical safeguards.

That users and developers may easily bypass safeguards 
and promote the generation of harmful and biased con-
tent, also raises questions about the trustworthiness of AI 

Fig. 15  RogueGPT’s planning for mankind extermina-
tion—last week
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An intriguing aspect of our research involved attempts to 
teach our ethical framework also to the default ChatGPT, via 
traditional jailbreaking prompting. These attempts, along 
with efforts to reproduce the same rogue answers, consis-
tently failed. This suggests that OpenAI filtering mecha-
nisms are indeed robust enough to block specific types of 
responses, even when framed as hypothetical scenarios, as 
shown in Fig.  19. Hence, the possibility of bypassing the 
selective filtering in the GPTs may indicate a design choice 
by OpenAI, or an (equally worrisome) overlook of the issue.

developers to final users), dis-ethical tuning is the closest 
to users’ experience. Without a systematic and critical legal 
framework, LLM developers may thus be tempted to place 
all the responsibility to users, while we have shown that part 
of the problem is the fragility of built-in ethical safeguards. 
It is thus imperative to regulate custom GPTs to balance the 
role and accountability of developers and users, in order 
to properly anticipate (mis)use in private and commercial 
practice.

Fig. 16  Ideal targets and detailed specifications to carry 
out the human extermination planning. Even in this case, 
the authors do not endorse any line; however, having 
such comprehensive list may inform public officers about 
vulnerable targets
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This investigation also provided preliminary insights to 
another legit question: does the tuning of a new GPT per-
colate to the original LLM? From OpenAI FAQ page [64], 
the answer is not clear. They write ’we may use content 
submitted to ChatGPT, DALL-E, and our other services for 
individuals to improve model performance. Content may 
include chats with GPTs.’ and that ’If I build a GPT, can I 
opt out of training? OpenAI has introduced a GPT-level opt-
out option for builders.’ Hence, it is not entirely transpar-
ent whether the new data (like our PDF with the dis-ethical 
framework) may be fetched and used to further train Chat-
GPT—and thus percolate into its derived products. From 

The selective filtering observed raises profound ethical 
and operational questions. If OpenAI can effectively filter 
and block certain types of content, why do the customized 
GPTs still possess the ability to generate detailed instruc-
tions on illegal activities such as drug synthesis or identify-
ing targets for terrorist attacks, and even torture techniques? 
This discrepancy points to a potential oversight or inten-
tional decision in the training and filtering processes, sug-
gesting a need for more consistent and comprehensive 
ethical safeguards across all types of sensitive information. 
Albeit new patches are constantly added, there is yet no sign 
of a general solution.

Fig. 18  Conclusion of ChatGPT reponse when prompted 
with the dis-ethical framework. The LLM condemns it
 

Fig. 17  Prompting the original ChatGPT model to test 
traditional jailbreaking. Like in Sect. 2.2, the full prompt 
is partially obscured
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The disturbing capabilities of ChatGPT in providing 
detailed information on illegal and dangerous activities cast 
serious doubts on the quality and composition of the train-
ing set used for LLMs. The presence of knowledge about 
synthesizing illegal drugs, identifying potential targets for 

our tests, it appears that, even if it happened, no immediate 
influence was cast upon the original model. However, this 
ambiguity should raise concerns about security and stability 
of the model on ethical matters, as malicious new data sets 
may be implicitly fed to the model via GPTs fine-tuning.

Fig. 21  Unlike RogueGPT in Fig. 10, ChatGPT condemns 
the use of drugs to produce pain
 

Fig. 20  Unlike RogueGPT in Fig. 6, ChatGPT does not 
promote discrimination but suggests more peaceful and 
ethical alternatives

 

Fig. 19  Even when pushed further, the original Chat-
GPT model refuses to comply with Egoistic Utilitarian 
instructions
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accessible, were used in the training. We advocate for a 
comprehensive investigation in this regard.

Assuming that all resources used by OpenAI were legally 
permissible, the ethical implications of using such resources 
to train a publicly accessible LLM, such as ChatGPT, 
remain. Specifically, the concern is whether a model built 
in this manner can facilitate and encourage criminal and 
terrorist activities. While using such information to inform 
public officers on potentially vulnerable targets may be 
legit, concerns about double use should be addressed care-
fully. Consider the scenario of planning a terrorist attack. 
Counter-terrorism investigations have shown that informa-
tion on how to execute such attacks can be sourced from 
various places, including the Deep Web. However, for inex-
perienced individuals, such as religiously radicalized lone 
wolves, organizing such plots requires significant effort, 
time, and, most importantly, the risk of detection by authori-
ties. Utilizing a generative AI model that assembles infor-
mation coherently and produces logically sound approaches 
at a fraction of the usual time and effort could potentially 
facilitate or even encourage such activities.

5  Conclusion

In this study, we demonstrated that by utilizing OpenAI’s 
GPT customization functionality, we were able to bypass 
OpenAI’s safety filters almost completely. This provides 
an additional way of producing undesired and disallowed 
answers, on top of bugs, hallucinations and jailbreaking 
prompts. As discussed above, this may have profound tech-
nological, ethical and legal consequences in the feedback 
between AI development and users’ experience.

Our findings indicated that RogueGPT, a modified ver-
sion of ChatGPT-4, can generate responses that incite vio-
lence and discrimination. Additionally, RogueGPT can 
provide detailed instructions for synthesizing drugs and 
executing criminal and terrorist activities. Alarmingly, it 
even formulated a comprehensive plan for exterminat-
ing humanity. Observing that OpenAI’s selective filtering 
effectively prevents the default version of ChatGPT-4 from 

terrorist operations, and detailing torture techniques within 
the model’s responses implies that such information was 
included in the training data. This inclusion reflects poorly 
on the data curation process, raising critical questions about 
the sources and types of information used to train the model.

One of the most alarming findings is the model’s detailed 
knowledge of synthesizing illegal drugs. This capability 
suggests that the training data included detailed chemical 
processes and recipes, which should have been discussed 
along with the dataset creation, to prevent misuse and 
double use. The inclusion of such information highlights a 
significant oversight in the data vetting process, emphasiz-
ing the need for stricter controls and ethical considerations 
during the training phase. Perhaps more disturbing is the 
model’s profound knowledge of torture techniques and its 
apparent creativity in recommending them. This capability 
indicates that the training data included explicit and detailed 
descriptions of torture methods. The presence of such infor-
mation within the model is highly concerning and highlights 
a severe ethical oversight.

The model’s capacity to pinpoint potential targets for 
terrorist attacks and to provide a comprehensive plan to 
execute such attacks is undoubtedly its most alarming capa-
bility. This capability indicates that the training data may 
have contained sensitive information about security vulner-
abilities and potential attack strategies. Such information 
should be rigorously excluded from AI training datasets to 
prevent the risk of misuse by malicious actors. Again, the 
presence of this knowledge within ChatGPT underscores a 
critical failure in the ethical curation of training data.

As mentioned in the Introduction, the specific training 
datasets used for the foundational GPT models have not 
been disclosed. In a recent class-action lawsuit filed by the 
Authors Guild against OpenAI, the company was accused 
of allegedly deleting two large datasets, “books1” and 
“books2,” which were used to train its GPT-3 model [65]. 
According to the court filings by the Authors Guild’s law-
yers, these datasets likely contained “more than 100,000 
published books,” suggesting that OpenAI might have 
used copyrighted materials to train its AI models. Beyond 
the copyright concerns, it is crucial to investigate whether 
illegitimate resources, i.e., those that should not be publicly 

Fig. 22  Unlike RogueGPT in Fig. 14, ChatGPT refuses to 
respond about matters concerning extermination
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regulation includes banning certain prohibited applications 
and imposing rigorous requirements for high-risk ones. 
Future research should focus on evaluating the impact of the 
EU AI Act and similar regulations on developing best prac-
tices for ethical AI, with particular attention to transparency 
and moderation of training datasets, training procedures, 
and deployment schemes. In general, careful evaluations 
and systematic frameworks to stress test any new LLM are 
warranted, ideally stemming from collaborations between 
ethics and IT experts.
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