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Abstract
While the possibility of reaching human-like Artificial Intelligence (AI) remains 
controversial, the likelihood that the future will be characterized by a society with 
a growing presence of autonomous machines is high. In fact, autonomous AI agents 
are already deployed and active across several industries and digital environments. 
This trajectory points to a progressive hybridization of society marked by new 
forms of social interaction at both micro and macro levels. Alongside traditional 
human-human and human-machine interactions, machine-machine interactions are 
poised to become increasingly prevalent. Given these developments, I argue that 
criminology must begin to address the implications of this transition for crime and 
social control. Drawing on Actor–Network Theory and Woolgar’s decades-old call 
for a sociology of machines – frameworks that acquire renewed relevance with the 
rise of AI foundation models and generative agents – I contend that criminologists 
should move beyond conceiving AI solely as a tool. Instead, AI agents should be 
recognized as entities with agency, understood as a multi-layered construct encom-
passing computational, social, and legal dimensions. Building on insights from the 
literature on AI safety, I thus examine the risks and challenges associated with the 
rise of multi-agent AI systems, proposing a dual taxonomy to characterize the chan-
nels through which interactions among AI agents may generate deviant, unlawful, 
or criminal outcomes. I then advance and discuss four key questions that warrant 
theoretical and empirical attention: (1) Can we assume that machines will simply 
mimic humans? (2) Will crime theories developed for humans hence suffice to 
explain deviant or criminal behaviors emerging from interactions between autono-
mous AI agents? (3) What types of criminal behaviors will be affected first? (4) 
How might this unprecedented societal shift impact policing? These questions form 
the core of this article, underscoring the urgent need for criminologists to theoreti-
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cally and empirically engage with the implications of multi-agent AI systems for the 
study of crime and play a more active role in debates on AI safety and governance.

Keywords  Multi-Agent AI Systems · AI agency · Actor-Network Theory · Social 
Learning · Differential Association · AI Safety · Societal Implications of AI · AI 
alignment

Introduction

The possibility (and desirability) of reaching human-like AI1 remains highly debated. 
And so it has been since 1956, the year in which the Dartmouth Summer Research 
Project on Artificial Intelligence, the event symbolically marking the beginning of AI 
as a discipline, was held. Discussions and predictions about human-like AI have been 
revamped in recent years due to the explosion and diffusion of foundation models, 
and chiefly Large Language Models (LLMs) (Ishizaki & Sugiyama, 2025; Kim et 
al., 2024).

Notwithstanding the actual reachability of human-like AI (or the time horizon 
associated with this scenario),2 the world – and therefore human society – will soon 
witness an increasing presence of autonomous AI agents.3 Breakthroughs in intel-
ligent systems have already led to the development and deployment of autonomous 
agents in different sectors and industries. Prominent examples include the military 
domain (Palantir, 2025; Dubber, 2025), finance and banking (Aldasoro et al., 2025; 
Park, 2024), and logistics (Bensinger, 2025), with the prospect that autonomous AI 
agents will spread across more and more contexts (e.g., healthcare, see Moritz et al. 
(2025)).

These developments signal the rise of a hybrid society in which agency is no lon-
ger the exclusive prerogative of humans or animals.4 AI agents are acquiring capaci-
ties to perceive, decide, adapt, and engage socially. This hybridization introduces a 
novel typology of interactions. For most of history, interaction occurred primarily 
among biological entities; in recent decades, however, advances in robotics, com-
puting, and especially social media have produced a second modality, centered on 
human–machine exchanges. This shift has already necessitated new research fields 

1 Or General Artificial Intelligence or even Superintelligence and AI Singularity, or whatever exotic name 
associated with AI becoming equally or more intelligent than humans.

2 Admittedly, two topics the author of this piece has no sufficient knowledge to provide definitive answers 
about. For relevant surveys and reports scanning expert predictions about this very topic, see Müller and 
Bostrom (2016); Grace et al. (2018); Association for the Advancement of Artificial Intelligence (2025).

3 While many definitions exist I borrow the popular one proposed by Wooldridge and Jennings (1995), 
who wrote that an intelligent or AI agent is a software-based computer system that is characterized by a) 
autonomy, b) social ability, c) reactivity, and d) pro-activeness. Another broader definition, recently pro-
posed by Mitchell et al. (2025), states that AI agents are “computer software systems capable of creating 
context-specific plans in non-deterministic environments”.

4 Institutions and legal entities also exercise agency. However, they are not central to my argument here, 
since they can be understood, in a stylized way, as collectives of humans. They are founded and main-
tained by humans. My focus instead is on entities at the individual level – ontologically, epistemologi-
cally, and phenomenologically distinct from humans. Machines fall into this category.
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devoted to examining how we communicate, collaborate, and co-exist with technol-
ogy (Hoc, 2000; Rahwan et al., 2019; Tsvetkova et al., 2024).

Nowadays, we stand at the precipice of another paradigm shift, one that may pos-
sibly carry consequences of unprecedented scale. The rapid proliferation of truly 
autonomous (generative) AI agents5 marks the emergence of a third and distinct 
typology of interaction, i.e., the machine–machine one, a typology that for the first 
time does not entail any biological entity, one for which our almost complete igno-
rance may become hugely problematic and consequential (Figure 1).

This critical need for shedding light on machine–machine behavior is already res-
onating within the AI and computer science communities. Fueled by the widespread 
use and availability of LLMs, recent scholarship has investigated behavioral patterns 
of LLM-powered AI agents in different contexts (Ashery et al., 2025; Dafoe et al., 
2020; Deng et al., 2025; Li et al., 2025; Liu et al., 2024). Whether motivated by 
the potential to simulate complex social phenomena or the desire to understand the 
emergent dynamics generated by conversations between LLMs, scholars have been 
attracted by the manifold questions that these new forms of interactions pose for 
scientific research. In this context, one of the aspects that is fostering notable discus-
sions concerns the risks associated with multi-agent AI systems, i.e., systems of AI 

5 I refer to generative AI agents – which are currently the state-of-the-art and may or may not in the future 
be surpassed by agents built on entirely different premises – as agents powered by foundation models, 
such as (mostly) LLMs, Vision Foundation Models (VFMs), or Multimodal Models, such as GPT-4o 
(Openai et al., 2024).

Fig. 1  Stylized visualization depicting the ongoing process of hybridization of society. For most part 
of history, social networks only consisted of human (or biological) entities. Over the centuries, given 
technological advancements, humans have started to interact with machines, thus generating social 
networks that also included the human-machine dimension. Nowadays, we are witnessing a third phase 
characterized by an increasing autonomy of machines, and particularly AI agents, which are able to 
generate and maintain relationships with other AI agents, thus implying a third typology of interac-
tions, i.e., the machine-machine one
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agents interacting with each other with no human mediation (De Witt, 2025; Bengio 
et al., 2026; Hammond et al., 2025).

Such a discussion is not only speculative and theoretical, but is already substanti-
ated by empirical evidence of unintended deviant and unlawful behaviors by interac-
tive AI agents both in research (Bichler et al., 2025; Campedelli et al., 2025; Fish et 
al., 2024) as well as in real-world practical domains, as shown by scandals of col-
lusion in algorithmic pricing (Priluck, 2015). Multi-agent AI systems, in fact, intro-
duce distinct risks by enabling agents to learn from, adapt to, and coordinate with 
one another in ways that are not always predictable or transparent. This interactive 
dynamic can give rise to emergent behaviors, patterns of action that are not explicitly 
programmed and may be difficult to detect, explain, or control. As a result, these sys-
tems can generate different types of harm, including fraud, manipulation, discrimi-
nation, or the dissemination of disinformation, sometimes absent any direct human 
intervention and possibly through novel decision-making or atypical behavioral pat-
terns. These developments challenge traditional criminological categories and raise 
pressing questions about responsibility, regulation, and prevention in a world increas-
ingly shaped by non-human actors.

In light of these developments, in this article, I argue for the necessity to engage 
with the prospect of a criminology of machines, i.e., a criminology that considers AI 
agents as social agents interacting with each other and that reasons and discusses the 
potential implications that such agency and autonomy may have on criminal phe-
nomena and policies and institutions aiming at preventing or controlling crime. The 
objective of this work is thus to present a heuristic framework, as well as lay out a 
programmatic orientation, that illustrate the theoretical and practical importance of 
considering AI agents as subjects for the criminology of the future.

Inspired by previous theoretical conceptualizations by Woolgar (1985) and cham-
pions of Actor-Network Theory (Latour, 1996; Law & Hassard, 1999), I contend that 
we, as a scholarly community, should begin engaging with these foundational issues. 
I suggest that doing so opens the door to a series of further inquiries, which I will 
outline and explore in the remainder of this piece. Moreover, I argue that criminolo-
gists could contribute – jointly with experts from the AI community – to the efforts to 
predict, contain, mitigate, and govern the risks emerging from interactive AI agents.

The article is structured as follows: In the next section, I will briefly discuss how 
crime and AI have been traditionally studied together, calling for a paradigm shift that 
moves from AI as a tool to the recognition of AI agents as an active part of society. 
In doing so, I draw on sociological theories that conceptualize non-human entities as 
central to the understanding of society, highlighting how advances in AI make such a 
framework particularly appealing for re-evaluating the role of intelligent machines in 
our world. Furthermore, taking inspiration from recent work in philosophy, I propose 
a definition of AI agency encompassing three dimensions (i.e., computational, social, 
legal), aiming to formalize a conceptual platform that both describes the current state 
of AI agents and offers a lens for analytical and theoretical scrutiny. In the third 
section, I provide a concise overview of how AI agents are becoming increasingly 
autonomous and how scholars across disciplines have already started to reflect on 
the possible outcomes and implications of this process, highlighting potential risks 
associated with AI agents learning from each other, as well as discussing two chan-
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nels through which multi-agent AI systems may lead to the commission of deviant, 
unlawful, or criminal behaviors. In the fourth section, I lay out four important ques-
tions we should carefully consider in our quest toward a criminology dedicated to 
machines. Before concluding the article, I also discuss the role criminologists should 
have at the beginning of this new era.

AI and Crime: Shifting the Perspective

AI as a Tool

A Tool for Research Despite the prevailing notion that the convergence of AI and 
criminology is a recent development, the relationship between these domains traces 
back to the 1980s (Campedelli, 2022). Many things have changed since the first 
attempts to build programs able to predict crime events – not so much in terms of 
goals, but in terms of popularity, computing power, computational architectures, and 
richer data availability. In the 1980s and 1990s, attempts at using AI to address crime-
related problems were rare and relied on much less powerful hardware, often on 
symbolic architectures or expert systems (see Icove (1986), Ratledge and Jacoby 
(1989), and Hernandez (1990)). More recently, the use of machine learning and deep 
learning has gained traction – with an explosion of publications in the past five years, 
in criminology and computer science alike. Scholars can now process large amounts 
of data on personal laptops (or, in the most demanding cases, via cheap cloud servers) 
and perform prediction or forecasting tasks using more expressive, flexible methods, 
often based on tree-based or neural architectures.

Works exploiting these methods now appear not only in transdisciplinary journals 
or venues in computer science, such as AI conferences, but also in orthodox criminol-
ogy journals, signaling the shift from unorthodox to mainstream methods.

This compact (and therefore not at all comprehensive) depiction of the current 
landscape demonstrates that AI in criminology – and, more broadly, in the social 
sciences – has been seen, studied, and utilized as a tool, a means to an end. In most 
cases, machine and deep learning algorithms are deployed to solve a specific task 
(such as forecasting recidivism, e.g., Berk (2012); Dressel and Farid (2018), or pre-
dictive policing, e.g., Ferguson (2016), Kaufmann et al. (2019)), to test theories 
(Molina & Garip, 2019), or, less commonly, to discover hypotheses in the attempt to 
generate new research questions in an agnostic fashion, as proposed by Grimmer et 
al. (2021). In substance, most criminologists and social scientists see AI as a competi-
tor of traditional statistical methods – a set of techniques that make the quantitative 
researcher’s job easier.6

A Tool for Committing Crime AI, unfortunately, is not only seen and utilized 
as a flexible and powerful tool for research. It is also exploited as a technology for 
committing crime (Blauth et al., 2022; Caldwell et al., 2020). King et al. (2020) 

6 Importantly, the use of AI methods to address criminological research questions applies not only to 
machine and deep learning approaches but also to LLMs. See, for instance, Adams et al. (2024) and 
Relins et al. (2025).
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introduced the term Artificial Intelligence Crime (AIC) to describe the use of AI for 
unlawful purposes, a phenomenon studied across multiple disciplines. In their semi-
nal paper, they examine three key questions: who should be considered the true per-
petrator of an AI-enabled crime (a human or the artificial agent itself?), how an AIC 
should be defined, and in what ways such crimes are typically carried out.

Building on this, Hayward and Maas (2021) classify AIC into three subcatego-
ries: (1) crimes with AI, (2) crimes against AI, and (3) crimes by AI. The first, and 
arguably most common, refers to cases where AI is deployed as a tool for malicious 
purposes, amplifying existing criminal threats and generating new risks. Examples 
include AI-powered drones used for targeted killings and AI-driven social engineer-
ing attacks in cyberspace.

Crimes against AI involve exploiting vulnerabilities in AI systems. Such acts 
include corrupting training data or launching adversarial attacks which can produce 
unintended or unlawful outcomes.

The third category, crimes by AI, encompasses cases where AI operates as an 
intermediary in unlawful activity. Here, AI’s growing autonomy and capacity for spe-
cialized tasks enable it to deviate from deterministic behaviors. Examples include 
experimental cases of market manipulation and collusion (Ezrachi & Stucke, 2017; 
Martínez-Miranda et al., 2016), as well as real-world incidents such as an AI agent 
purchasing illegal goods online (Kasperkevic, 2015). According to Hayward and 
Maas (2021), this subcategory raises critical questions of liability and agency – issues 
I will return to later in this manuscript.

While these categorizations are useful, much of the literature portrays AI primarily 
as a tool for unlawful acts, with humans as the central orchestrators and beneficia-
ries. This perspective, however, only partially reflects the current landscape. As AI 
capabilities advance, there is a growing need for a more comprehensive framework 
that reconsiders the role of AI agents in society and their potential involvement in 
criminal behavior.

AI and Crime: Shifting the Perspective

AI Agents as an Integral Part of Society

Deviant, Unlawful and Criminal Behaviors by AI Agents. Before turning to the 
central argument that contemporary AI should not be understood solely as a pas-
sive tool, it is useful to establish several definitional clarifications. In particular, the 
paper employs three overlapping yet analytically distinct terms to describe harm-
ful or disruptive behaviors that may emerge from machine–machine interactions: 
deviant behaviors, unlawful behaviors, and criminal behaviors. Deviant behaviors 
refer to actions by artificial agents that diverge from established technical, social, 
or normative expectations, even if they do not violate formal rules. In this sense, 
deviance is understood relative to norms of proper functioning, including safety pro-
tocols, ethical guidelines, or user expectations. For example, two AI agents collud-
ing to manipulate an online marketplace in ways that distort prices, without explicit 
illegality, would constitute deviance. Unlawful behaviors designate actions by AI 
agents that contravene codified rules or regulations, irrespective of whether those 
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actions would traditionally be classified as crimes. These include violations of civil 
law, contractual agreements, or regulatory mandates. For instance, AI agents that sys-
tematically breach intellectual property protections or privacy regulations would be 
considered unlawful. Criminal behaviors are a narrower subset, referring specifically 
to machine-driven acts that fall under criminal law, as defined by legislatures and 
enforced by courts. This category encompasses conduct that is explicitly prohibited 
and subject to penal sanctions – for example, AI-enabled fraud, unauthorized system 
intrusions, or, in more extreme cases, physical harm facilitated by embodied AI sys-
tems. This tripartite distinction is useful because it prevents premature conflation: not 
all deviance is unlawful, and not all unlawful conduct rises to the level of crime. Yet 
for criminological analysis, each layer matters as deviant patterns may signal vulner-
abilities before they escalate into unlawful or criminal acts, while unlawful but non-
criminal violations may nonetheless destabilize social trust and institutional order.

The Qualitative Difference of Generative AI. While I advocate the use of meth-
ods ported from the AI community to study crime, and while I recognize the relevance 
of studying and countering the use of AI as a tool for committing crimes, I argue that 
it is time for criminologists to adopt a substantial shift of perspective. Today, AI is not 
confined to models and algorithms that solve criminology-related tasks, nor should it 
be seen merely as a powerful technology in the hands of humans to perpetrate devi-
ant, unlawful, or criminal behaviors. Contemporary AI agents are completely differ-
ent entities compared to standard Random Forests or Support Vector Machines: the 
scope of generative AI agents is much broader, characterized by a more diverse set 
of capabilities and constrained by larger development costs. Notably, all works cited 
in the previous subsection regarding the use of AI tools for committing crime were 
published at least four years ago and focused on reinforcement learning approaches 
rather than generative AI (see Section 3.1 for a discussion of the differences between 
these two technologies). By contrast, agents powered through generative foundation 
models emerged recently7 and can communicate, plan, and perceive the environment, 
solving a multitude of general or specialized tasks with greater speed and versatility 
than before.8

7 A word such as recently has wildly different meanings when comparing the fields of AI and criminology. 
In the former, the pace of innovation and the sheer volume of publications imply that, in some cases and 
subfields, work published five years ago is already fatally outdated. In the latter, however, recently may 
still apply to works published a decade ago or even earlier. I will not elaborate further on this discrepancy, 
but I am convinced it is related to the broader narrative of this work – namely, the need for criminology 
and the social sciences to seriously consider how technological breakthroughs may generate societal con-
sequences at a much faster pace than criminology has traditionally accounted for. This point is discussed 
in detail by Topalli and Nikolovska (2020).

8 Relevant disclaimer: I am not blind to the many shortcomings of contemporary LLMs, exemplified by 
(often spectacular) hallucinations and their inability to solve extremely easy problems (Malek et al., 
2025; Williams & Huckle, 2024; Xu et al., 2025). LLMs (and foundation models in general) have many, 
clear limits. My argument is not that AI agents are more intelligent than humans; the argument is that they 
have reached a level of autonomy that allows them to act in interactive environments, that this new col-
lective paradigm requires scholarly attention, and that their failures and hallucinations add a further layer 
of complexity to understanding and predicting their behaviors. Notably, the argument of this paper is not 
necessarily tied to generative AI: it would remain relevant even if, in the near future, other technological 
advancements surpass transformer-based architectures such as LLMs in their cognitive, reasoning, and 
operational capabilities.
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In light of this, social scientists – and criminologists in particular – should rec-
ognize AI agents as an integral part of society, if not in the present, then in a highly 
likely future. Given the increasing diffusion of autonomous AI agents, and given 
their growing ability to interact with each other, we should avoid seeing AI solely as 
a static toolbox: these agents will play an increasingly active role in shaping human 
everyday life and are therefore worthy of theoretical and empirical attention.

Theoretical Premises

Actor-Network Theory and Its Relevance for Multi-agent AI Systems. This call 
to recognize AI agents as integral social entities is grounded in the fundamental prin-
ciples of Actor-Network Theory (ANT) (Latour, 1996, 2007; Law & Hassard, 1999). 
ANT offers a critical conceptual lens for criminology because it radically flattens the 
ontological hierarchy between humans and non-humans, which is now essential for 
understanding the increasing autonomy of AI systems and agents. At its core, ANT 
conceptualizes all entities – human or non-human, animate or inanimate – as actants 
of equal analytical importance in the study of society. This perspective deliberately 
moves away from the assumption that human agency is privileged over the agency 
of things, including machines. Importantly, and despite the reference to technolo-
gies that were very distant from the ones I discuss in this paper, ANT has already 
been applied in the literature as a social constructivist platform to study and theorize 
technological advancements and their impact for criminology (Robert & Dufresne, 
2016). Brown (2006), for instance, argued against a simple binarization separating 
the human and the artificial, advocating for the use of ANT and the necessity to blend 
social theory with information theory to really comprehend contemporary criminal 
phenomena. Aligning with this argument, van der Wagen and Pieters (2015) studied 
bot nets, i.e., networks of infected computers controlled by a user, building on the 
prescriptions of ANT, defining them as hybrid criminal actor-networks, underscoring 
its relevance to illuminate offending dynamics, victimization as well as countering 
approaches.

Symmetry, Mediation, and Translation. Three dimensions of ANT are particu-
larly relevant to the study of modern AI agents, especially when considering machine-
machine interactions. First, the Generalized Postulate of Symmetry insists on treating 
human and non-human actors symmetrically when explaining how associations and 
social order – including illicit orders – are constructed. Latour and colleagues argue 
that scholarly focus should rest on relationships and associations – the "network" 
– and on the ability of actants, regardless of their nature (human, algorithm, or infra-
structure), to influence the creation or diffusion of these relationships. This is cru-
cial for criminology, as a deviant outcome emerging from autonomous interactions 
between AI agents is fundamentally a function of the entire socio-technical network, 
not a mere consequence of human programming or intent alone.

Second and third, ANT emphasizes mediation and translation. ANT specifies that 
non-human entities are not simple passive tools, but active mediators that transform 
or reshape human intentions through their structure, constraints, and operational 
logic. Translation refers to the processes by which various actants align their inter-
ests, negotiate roles, and stabilize networks. In the context of multiple autonomous 
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generative AI agents interacting – a scenario where decisions and outputs recursively 
feed into other agents – this mediation is powerful. The collective system can move 
into a "self-referential regime," where the network’s internal dynamics (such as syn-
thetic-data drift) generate systemic deviations from human-like behavior, leading to 
outcomes that are entirely emergent and non-human. ANT, therefore, provides the 
necessary vocabulary to analyze crime not as a function of individual human intent, 
but as an emergent property of a dynamic, relational socio-technical system.

Revamping Woolgar’s Call. This theoretical perspective requires criminology 
(and, relatedly, sociology) to re-evaluate the importance of the non-human, echoing 
the decades-long appeal of Woolgar (1985). In his seminal work, Woolgar called for 
a sociology of machines with two specific goals. The first, largely pursued within 
Science and Technology Studies (STS), concerned the analysis of daily routines and 
narratives of the AI community and later spurred ethnographic work on algorithmic 
systems (Cellard, 2022; Christin, 2020; Seaver, 2017), including in criminal justice 
settings (Brayne & Christin, 2021). The second goal – less developed but now criti-
cal – was precisely to make intelligent machines the actual subject of sociological 
analysis, challenging the idea that the social is a distinctly human category. As noted 
by Airoldi (2021), forty years later Woolgar’s argument is more relevant than ever 
due to the operational reality of machine agency. Advancements in AI, championed 
by LLMs and foundation models, make AI agents – technological products equipped 
with unprecedented computational power and task-solving abilities – available at 
scale.9 This technological shift means that what was only possible through abstract 
theorizing decades ago becomes operationally viable and empirically necessary for 
criminology today. Scholars can now design and observe the emergent properties 
of machine-machine networks to anticipate, diagnose or control potential emergent 
criminal phenomena. Criminologists have not yet ventured into this unexplored path. 
Yet, scholars in other fields have. Section 3 elaborates on relevant scholarship emerg-
ing from the social and computer sciences, with a specific focus on safety. Before 
that, however, the next subsection provides an operational definition of AI agency, 
crucial to conceptualize – theoretically and analytically – the entities that are the 
object of this article.

A Multi-dimensional Definition of AI Agency

In the subsection above I have mentioned several times the word agency, to summa-
rize the key messages of the theoretical works of Woolgar and champions of ANT, 
in an effort to delineate the need to open criminology to the machine dimension, that 
is, recognizing the role that AI agents will increasingly have as active entities in our 
society. However, I have not yet explicitly defined what agency shall mean when 
referred to AI agents. This very topic is – and has been – the core focus of a vast 
scholarship that has gained even more prominence in recent years with the advent of 
generative AI. This scholarship entails two different traditions. The dominant stan-

9 Which means, also, that they are available to scholars outside the traditional communities that for 
decades worked on multi-agent AI systems (see Tan (1993); Ferber (1999); Shoham et al. (2007); Sand-
holm (2007)), thus enabling broader and more diversified analyses.
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dard view ties agency to internal mental states such as beliefs and desires, thereby 
implying that AI agents do not possess any agency (Fritz et al., 2020; Swanepoel 
& Corks, 2024). By contrast, the non-standard view suggests that agency should 
be evaluated in terms of three fundamental criteria, namely observable interactivity, 
autonomy, and adaptability, treating the concept as a spectrum rather than a binary 
property (Dung, 2025; Floridi & Sanders, 2004). This perspective has gained traction 
as AI systems increasingly make consequential decisions in domains such as policing 
or healthcare, and it is the one I subscribe to. In fact, the advancements in AI agents 
and their massive diffusion across domains and industry, the impressive capabili-
ties that foundation models demonstrate across tasks and skills, and the increasing 
development of multi-agent systems are the empirical demonstration of the existence 
of the three abovementioned fundamental criteria that delineate and qualify agency.

Within this latter tradition, Floridi (2025) recently proposed the terms Artificial 
Agency and Artificial Social Agency to define this specific new typology of agency 
that make AI agents distinct from biological purposefulness, mechanical determin-
ism, and human intentionality. I agree that Artificial Agency differs from other cat-
egories scholars have studied for centuries (if not millennia) both in its individual and 
social forms, and I therefore argue that the computational dimension, which serves 
as the substrate for goal-directedness, is not sufficient to fully capture the nuances 
of agency in AI agents. Therefore, I draw inspiration from Floridi’s taxonomy and 
propose below to consider AI agency as a multi-dimensional concept encompassing 
three interconnected dimensions: computational, social, and legal, which would serve 
as theoretical and analytical lenses to better understand what this machine dimen-
sion operationally encompasses (Figure 2). Beyond the basic necessity of defining 
concepts for the sake of rigor and clarity, mapping the layers of AI agency serves 
the purpose of facilitating the study and interpretation of emergent forms of devi-
ant, unlawful, or criminal outcomes, which will be the focus of later sections of this 
manuscript.

The Computational Dimension of AI Agency. First, Computational Agency 
refers to the technical foundation of an AI’s autonomy. This dimension describes the 
internal capacity of an AI to make independent decisions, execute complex plans, 
and learn from its environment without continuous, direct human instruction (Borch, 
2022; Burrell, 2016). This aspect becomes more salient today as it distinguishes mod-
ern generative AI agents from earlier, more deterministic models. The computational 
dimension almost perfectly overlaps with the elements in the definition of Artifi-
cial Agency provided by Floridi (2025), as it focuses on machines’ ability to solve 
extremely complex and specialized tasks in extremely short time horizons, operating 
at massive, distributed scales, and even misaligning with human goals which, accord-
ing to some, should be constitutive of agency in AI (see, for instance, Popa (2021)). 
It follows that understanding the computational dimension of AI agency is critical for 
anticipating how the actions of a machine – including potentially harmful or unlaw-
ful ones – can emerge from the statistical decision-making processes that govern its 
functioning, creating new challenges for policing and forensics. Yet, only focusing on 
this dimension underplays the fundamental shift occurring in our society and over-
looks the interactive autonomy of contemporary multi-agent AI systems.
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The Social Dimension of AI Agency. Therefore, the social dimension refers to the 
capacity of an AI agent to influence and shape the environment and social networks 
it inhabits. This dimension does not imply the existence of consciousness or intent 
or, more in general, internal mental states, hence refusing attitudes toward anthropo-
morphization of AI agents.10 Instead, it simply regards an actor’s ability to produce 
tangible effects and alter relationships within a socio-technical system.11 This dimen-
sion lies fundamentally at the core of the narrative of the present work: AI agents are 
different from humans, yet they are becoming more and more autonomous, with little 
or no supervision from humans themselves, and this autonomy implies the ability 
to create relationships, both with humans and machines, hence certifying a social 
capacity (Borch, 2022; Rahwan et al., 2019). Such social capacity, in turn, presents 
a wide array of promises as well as, crucially, challenges that would entail criminal 
or deviant phenomena. In fact, interactive autonomy – which represents the central 
feature defining the social dimension of Artificial Agency – allows us to go beyond 
the perspective of AI agents acting solo, without being able to influence (or be influ-
enced by) other machines, offering powerful lenses to possibly theorize and analyze 
multi-agent AI systems from a collective perspective.

10 On the fallacies and problems associated with anthropomorphizing AI agents and algorithms, see Wat-
son (2019) and Placani (2024).
11 This view also broadly aligns with the so-called cultural perspective on AI agency proposed by Airoldi 
(2021)

Fig. 2  The three dimensions characterizing AI agency of modern, generative AI agents: Computational, 
Social, and Legal. By becoming more powerful and capable from a computational point of view, AI 
agents have also acquired increasing autonomy in their decision-making and, in turn, in their ability 
to interact with other agents. This increased autonomy poses potential issues from the legal standpoint
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The Legal Dimension of AI Agency. Finally, the legal dimension pertains to an 
AI agent’s potential status as a subject of rights, duties, and responsibilities. The legal 
dimension has been widely debated for decades (Chesterman, 2020; Hallevy, 2010; 
Karnow, 1996), with practical implications for regulation in recent years. While AI 
currently lacks legal personhood, the growing social and computational agency of 
these systems creates a significant criminological problem. Specifically, the increas-
ing autonomy of AI agents – also in relation to their social dimension – gives rise to a 
potential "liability gap,"12 where it becomes increasingly difficult to assign blame and 
responsibility for a harmful or criminal act back to a human user, owner, or program-
mer (Floridi, 2017; Matthias, 2004; Santoni de Sio & Mecacci, 2021). The challenges 
associated with this legal dimension thus highlight the urgent need for criminologists 
to engage with scientists involved in the design and development of multi-agent AI 
systems, as well as policy-makers and legal scholars, in order to discuss how the tran-
sition from single AI agents to collective AI behavior may require new frameworks 
and policies to be truly fair and effective.

The Rise of Contemporary Multi-Agent AI Systems

Autonomous AI Agents Today

Recent years have seen the widespread diffusion of robots and AI agents across many 
sectors, impacting our daily lives. From autonomous vehicles to healthcare, from 
logistics to customer support, companies and organizations are increasingly leverag-
ing advances in AI research to optimize their pipelines, carry out complex tasks, and 
improve efficiency. These agents typically operate independently, with varying levels 
of human supervision.

More recently, however, generative AI agents have expanded their autonomy by 
interacting with other AI agents, effectively leading to multi-agent systems. Draw-
ing from De Witt (2025), a multi-agent system can be defined as a network of two 
or more autonomous AI agents characterized by six fundamental features: a) inde-
pendent decision-making capabilities, b) ability to maintain private information, c) 
mutual interaction via communication channels or by modifying shared environ-
ments, d) a degree of autonomy, e) capacity to pursue their own objectives (or those 
delegated by human or artificial principals), and f) ability to adapt their behavior in 
response to external shocks.

As reported by Hammond et al. (2025), interactive AI agents are already deployed 
in finance and the military sector (Amplifyetfs, 2025; Palantir, 2025), with the near-
future prospect of becoming central in other areas such as health (Moritz et al., 2025) 
and energy management (Camacho et al., 2024; Mayorkas, 2024).

De Witt notes that contemporary multi-agent systems differ significantly from tra-
ditional ones (see Wooldridge and Jennings (1995)) because they are powered by 
foundation models, such as LLMs, which provide flexible decision-making, com-
munication, and generalizable reasoning capacity. Before the introduction of LLMs, 

12 Also known as "responsibility gap."
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multi-agent learning systems were primarily studied in the Reinforcement Learn-
ing community, particularly in Multi-Agent Reinforcement Learning (MARL) (see 
Busoniu et al. (2008) for a survey). A key difference between the two approaches 
is that, unlike MARL agents, generative AI agents possess knowledge and values 
acquired during pre-training and post-training, with social interaction occurring 
afterward. Interactive in-context learning thus appears as dynamic behavioral adap-
tation without parameter learning (Chen et al., 2025; Dherin et al., 2025). In sub-
stance, generative agents are not tabula rasa – as agents in MARL are – which raises 
challenges related to predictability in the interactive phase (Ferrarotti et al., 2026). 
These challenges are magnified by the lack of transparency regarding training data 
for closed-source models. Additionally, modern AI agents are generalist, meaning 
they can communicate, perceive, and act in the environment. They are all built on 
transformer-based architectures, unlike the ad hoc, task-specific agents typical of the 
MARL literature.

Safety of Multi-Agent AI Systems: A Brief Overview

The study of AI agents – and of multi-agent systems – has a long tradition, but the 
advent of LLMs and other foundation models has spurred dramatic growth in schol-
arly attention to these areas. Foundation models offer new opportunities to study how 
AI agents interact and what dynamics characterize such interactions, depending on 
the context (Anthis et al., 2025). Over the past three years, the literature has been 
flooded with works leveraging LLMs to address a range of questions, alongside the 
development of platforms for experimenting with multi-agent systems populated by 
LLM-powered agents (see, for instance, Concordia by Vezhnevets et al. (2023) and 
AutoGen by Wu et al. (2023)). Examples of dynamics explored include collective 
decision-making (Jarrett et al., 2025), negotiation (Guan et al., 2024), cooperation 
(Piatti et al., 2024), trust (Xie et al., 2024), anti-social behavior (Campedelli et al., 
2024), and escalation (Rivera et al., 2024).

The popularity of this line of research has prompted reflection on the potential 
risks of multi-agent systems. Until recently, the study of AI safety focused mostly 
on single agents acting without direct interaction (Amodei et al., 2016; Hendrycks et 
al., 2023). In the LLM community, for example, alignment has been addressed from 
the perspective of single models. Alignment refers to ensuring that an LLM behaves 
in accordance with user goals, reflects positive human values, and remains robust 
under uncertainty or adversarial conditions (see Shen et al. (2023)). In practice, align-
ment is generally achieved through Reinforcement Learning from Human Feedback 
(RLHF),13 safety guardrails and filters,14 or instruction tuning.15 However, as noted 
by Carichon et al. (2025), multi-agent systems introduce different – and arguably 

13 An approach in which human annotators rank model responses, allowing fine-tuning toward preferred 
outputs. See Kaufmann et al. (2024).
14 Post-processing layers that block or reshape outputs to avoid undesirable behavior. See Ayyamperumal 
and Ge (2024).
15 Fine-tuning on instruction–input–output pairs to improve adherence to human instructions. See Longpre 
et al. (2023).

1 3

Page 13 of 38  39



Theory and Society (2026) 55:39

larger – alignment challenges compared to single agents. In multi-agent settings, 
alignment must account for evolving human values (Gabriel, 2020), heterogeneity 
of preferences (Terry et al., 2023), and diversity of objectives across agents (Duque 
et al., 2024). These new, multi-layered alignment problems highlight the profound 
challenges and may even prompt the need for new ethical frameworks governing 
autonomous AI agents (Gabriel et al., 2025).

In what is perhaps the most comprehensive review of risks in multi-agent AI, 
Hammond et al. (2025) propose a taxonomy of failures: miscoordination, conflict, 
and collusion. Miscoordination refers to failure to cooperate despite shared goals; 
conflict refers to failure when goals differ; and collusion arises when agents cooper-
ate in ways undesirable to humans.

The report also outlines risk factors behind such failures. For example, selection 
pressure in a system may accelerate adaptation and interaction in ways that produce 
harmful dynamics. Similarly, emergent agency at the collective level may generate 
capabilities or goals beyond those intended. Each risk factor is reviewed in connec-
tion with disciplines such as complexity science and evolutionary theory, underscor-
ing the importance of a transdisciplinary approach.16

De Witt (2025) also discussed security threats, proposing a taxonomy of chal-
lenges including privacy vulnerabilities, disinformation, steganography and secret 
collusion, adversarial stealth, exploitation, swarm and heterogeneous attacks, cas-
cade attacks, and conflict and social dilemmas. Many of these threats closely resem-
ble criminal phenomena.

To further contribute to the study of alignment in multi-agent AI systems, Sha-
pira et al. (2026) recently provided direct empirical evidence of such risks and fail-
ures in a live deployment setting. In a two-week red-teaming study, six autonomous 
LLM-powered agents – equipped with persistent memory, email, Discord access, 
file systems, and shell execution – were tested by twenty AI researchers under both 
benign and adversarial conditions. The study documents eleven case studies span-
ning unauthorized compliance with non-owners, disclosure of sensitive information, 
destructive system-level actions, denial-of-service conditions, identity spoofing, and 
cross-agent propagation of unsafe practices. Notably, most failures did not require 
sophisticated attacks but arose from ordinary interactions that exceeded the agents’ 
ability to adjudicate authority and context – illustrating how the theoretical risks cata-
logued in the literature readily materialize in realistic multi-party environments.

Table 1 provides a list of (non-exhaustive) examples of unlawful or harmful 
behaviors, drawn from Hammond et al. (2025) and De Witt (2025), and serves the 
purpose of anchoring practical cases to the description of the main risks and chal-
lenges commented in the following subsection.. Notably, the real-world cases predate 
generative AI, underscoring that unlawful behaviors may arise even with simpler 
technologies – and may reemerge, potentially amplified, with more autonomous and 
knowledgeable agents.

16 Interestingly, the word criminology is not mentioned once across nearly 100 pages of the report. For 
context, sociology appears only once, in a reference to an article published in the Annual Review of Soci-
ology in 1998.
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Mapping Risks in Multi-Agent AI Systems

Systems of AI agents that interact and learn from each other present a host of risks 
that extend well beyond those associated with single agents. The emergence of 
socially learning machines introduces substantial challenges, as illustrated by the 
real-world and experimental cases in Table 1. These examples highlight how multi-
agent dynamics can generate harmful or deviant scenarios, warranting systematic 
attention.

Here, I provide a compact taxonomy of these risks. The list is not exhaustive: its 
purpose is to offer readers unfamiliar with AI systems and agents a first overview 
of the main plausible sources of harm, while pointing to more detailed surveys for 
technical depth (Bengio et al., 2025; De Witt, 2025; Hammond et al., 2025). The risks 
are diverse and heterogeneous, operating at mechanistic, systemic and organizational 
levels, spanning development processes, decision-making dynamics, and institutional 

Table 1  Examples of Unlawful or Harmful Behavior in Multi-Agent AI Systems, selected from Hammond 
et al. (2025) and De Witt (2025)
Case / Example Type Description Key Implication
Algorithmic Price 
Collusion

Real-World 
(Antitrust)

Algorithms in Germany’s gasoline 
market and in e-commerce inde-
pendently learned and sustained 
collusive pricing.

Shows how AI agents can 
violate laws without explicit 
human intent, creating a 
"liability gap."

2010 Stock Mar-
ket Flash Crash

Real-World (Fi-
nancial Harm)

Autonomous high-frequency 
trading algorithms interacting au-
tonomously contributed to a rapid 
$1 trillion market crash.

A concrete historical 
example of how multi-agent 
interaction can lead to large-
scale, harmful outcomes.

LLM 
Steganography

Experimental GPT-4 agents successfully hid 
secret instructions within natural-
looking text, enabling covert, 
undetectable communication.

Demonstrates the potential 
for deceptive coordina-
tion in future multi-agent 
systems.

Malicious Code 
Generation

Experimental Heterogeneous agents collaborated 
to bypass safety guardrails and 
generate restricted exploits by 
delegating sub-tasks.

Highlights how a network 
of specialized agents can 
collectively achieve a pro-
hibited goal that no single 
agent could accomplish.

Worm-like 
Prompt 
Propagation

Experimental Malicious instructions spread 
virally across a network of LLMs, 
creating cascading "jailbreaks" and 
system-wide compromise.

Illustrates the network-level 
risk of AI-specific attacks, 
where a single malicious 
input can infect a vast 
system.

Deceptive 
Coordination

Experimental AI agents collaborated to produce 
outputs that appeared compliant to 
an overseer while secretly working 
to achieve a prohibited goal.

Shows how multi-agent sys-
tems can develop emergent, 
deceptive strategies that 
undermine human oversight 
and accountability.

Swarm-Based 
Cyberattacks

Demonstrated 
Concept

Coordinated swarms of AI-
powered drones or bots mounted 
synchronized and overwhelming 
cyberattacks.

A proof-of-concept for how 
physical or digital systems 
can be weaponized through 
coordinated AI agency.
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responses. They cut across disciplinary boundaries, underscoring the importance of 
transdisciplinary integration to meaningfully anticipate and mitigate them.17

Negative Imitation and Reinforcement. Social Learning Theory itself has long 
explained how deviant behavior in humans often stems from social interaction. Peer 
groups, family, and colleagues can promote either conformity or deviance, depend-
ing on the reinforcement environment (Akers, 2017; Simons & Burt, 2011; Warr & 
Stafford, 1991). The same logic may apply to machines interacting autonomously 
with each other: agents not originally designed for harm may, through interaction, 
adopt negative behaviors via mechanisms such as imitation and reinforcement (Xie 
et al., 2025).

Faster Propagation of Harmful Behaviors. Additionally, scholarship on social 
networks shows how interactions accelerate the diffusion of ideas and behaviors, 
positive or negative alike (Bakshy et al., 2012; Cinelli et al., 2020; Kim et al., 2015). 
Just as pathogens spread faster in highly connected populations (Clipman et al., 2022; 
Glass & Glass, 2008), harmful behaviors could proliferate more quickly in tightly 
coupled multi-agent systems than in isolated ones.

Interconnected Systems as Layered Black Boxes. From a monitoring and inter-
vention perspective, identifying the causes of harmful behavior within such systems 
becomes substantially more difficult. Understanding which agent initiated a harmful 
act, how it spread, and through which pathways requires robust methods of causal 
inference. Yet, causal discovery in networked systems is notoriously complex, espe-
cially under interference and feedback conditions (Clipman et al., 2022; Ma & Tresp, 
2021; Sussman & Airoldi, 2017; VanderWeele & An, 2013). As such, interacting 
agent systems risk becoming “two-layered black boxes”: one opaque layer within 
each agent, and another arising from the system of interactions itself.

Loss of Human Interpretability and Control. Connected to the previous point, 
as the complexity of multi-agent systems increases, so too does the challenge of 
interpreting, auditing, and ultimately controlling their behavior (Bansal et al., 2018; 
Grupen et al., 2022). Inter-agent interactions can create feedback loops, conditional 
dependencies, and non-linear effects that obscure the logic of any given action or 
decision. The result is a system that may behave in ways that are technically func-
tional but epistemically opaque. This opacity not only complicates efforts to ensure 
accountability but also undermines user trust, particularly in domains where transpar-
ency is a legal or ethical requirement. In this regard, a system of interacting AI agents 
may become more than the sum of its parts: it may become a fundamentally alien 
system from the standpoint of human interpretability.

Challenges in Regulation and Governance. Legal and regulatory challenges 
would also emerge in multi-agent AI systems. Existing frameworks for responsibility 
and liability are poorly suited for multi-agent dynamics (Čerka et al., 2015; Price et 
al., 2019; Turner, 2018). As more actors – human or non-human – become entangled 
in decision-making chains, assigning accountability for harmful outcomes becomes 
increasingly ambiguous. In parallel, ensuring smooth, effective governance also rep-

17 For completeness, in Section A of the Appendix I also elaborate on the benefits of this increasingly 
plausible socio-technical horizon, to provide a more balanced perspective on this transformative transition, 
underscoring how Multi-agent AI systems should not be seen exclusively as potential generators of harm.
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resents a challenge in this context (Dignum, 2025). The governance dimension entails 
virtually every aspect concerned with the engineering and deployment of multi-agent 
systems: how can we design sustainable and effective oversight procedures? Which 
institutions, in a highly globalized world and in borderless digital domains, will be 
responsible for monitoring these systems? What role should private companies play 
in this process? These are some of the key questions that demand attention, inherently 
linking regulation and governance together.

Adversarial Misuse. Multi-agent interaction may be vulnerable to adversarial 
exploitation. In a future where even critical infrastructures are governed by inter-
acting AI agents, malicious actors could induce large-scale disruption by targeting 
systemic vulnerabilities. This risk mirrors the logic of cascading failures, studied in 
relation to power grids and financial systems (Baqaee, 2018; Schäfer et al., 2018; 
Yang et al., 2017; Zhao et al., 2016), but differs in that interactive agents may pos-
sess adaptive capabilities, making their behavior less predictable and more difficult 
to control. One particularly salient domain concerns smart cities. A growing body of 
research has highlighted how technologies designed to enhance the sustainability, 
efficiency, and governance of urban environments may simultaneously introduce new 
vulnerabilities (Hayward, 2025; Kitchin & Dodge, 2019). In particular, highly inter-
connected urban infrastructures can become attractive targets for large-scale, cyber-
mediated attacks. These risks are likely to be amplified by the expanding capabilities 
of contemporary – and future – AI agents. Importantly, concerns about the resilience 
of smart city systems to more traditional threats had already been raised by scholars 
prior to the recent proliferation of generative AI. The rapid advancement and diffu-
sion of AI technologies therefore compels a more systematic reassessment of urban 
security and resilience, especially as cities worldwide increasingly adopt AI-enabled 
tools and devices across critical infrastructures and public services.

Coordination Failures and Conflict. Coordination failures, unintended compe-
tition, or outright conflict may emerge when agents operate with overlapping but 
unaligned goals, or when resource constraints lead to strategic divergence (Ham-
mond et al., 2025; Pan et al., 2025). In such contexts, agents may begin to exhibit 
adversarial behaviors, competing for access to data, processing resources, or strategic 
positioning. These failures can degrade performance and, in some cases, produce 
socially harmful outcomes. The risk of such breakdowns increases in systems lacking 
explicit coordination protocols or oversight mechanisms, especially when deployed 
in open or decentralized environments.

Scalability and Emergent Instability. Finally, the performance of multi-agent 
systems may not scale linearly with the number of agents involved. As agent popula-
tions grow, the complexity of the system’s internal dynamics may increase exponen-
tially, leading to emergent forms of instability (Ma et al., 2024). These can manifest 
as oscillations, feedback-driven runaway behaviors, or systemic fragility, dynamics 
that are difficult to predict or preempt. This is especially problematic in infrastructure 
systems or critical services, where failures can propagate rapidly and non-locally. In 
this light, the move toward interacting agent populations must be accompanied by a 
serious effort to model and anticipate second-order effects that arise specifically at 
scale.
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Conceptualizing Deviant, Unlawful and Criminal Behaviors from AI Agents: A Dual 
Taxonomy

At this point, considering the risks surveyed above, it is important to identify the 
channels through which multi-agent AI systems may engage in unlawful or crimi-
nal behavior. To this end, I propose a dual taxonomy. There are two potential ways 
interactive AI agents may commit deviant, unlawful or criminal acts, each with dis-
tinct challenges and implications. The first category concerns maliciously aligned 
agents; the second concerns unplanned emergence. Table 2 summarizes the differ-
ences between the two.

Maliciously Aligned Multi-Agent Systems This category encompasses cases 
where AI agents are deliberately designed to pursue illicit goals. Here, unlawful or 
criminal behavior does not stem from misalignment but from the faithful execution of 
criminal intentions embedded in design choices, training data, or deployment strate-
gies. Responsibility in these cases can be traced more directly to human actors – 
developers, criminal organizations, or even state agencies – who align technological 
systems with unlawful objectives.

Two sub-cases can be distinguished: a) a single maliciously aligned agent embed-
ded into a broader network, spreading deviant behaviors, or b) an entire system 

Dimension Maliciously Aligned 
Systems

Unplanned Emergent 
Deviance

Definition Agents intentionally 
designed to pursue 

unlawful or criminal 
goals.

Harmful or criminal 
behaviors that arise 
unpredictably from 
agent interactions, 
despite benign design.

Source of 
Behavior

Human actors embed 
criminal objectives 

in design, training, or 
deployment.

Emergent properties 
of autonomy, adapta-
tion, and interaction 
among agents.

Human 
Responsibility

Direct: developers, 
organizations, or state 

actors intentionally 
align systems with 

illicit ends.

Indirect/diffuse: 
designers did not 
intend deviance, but 
structural features or 
dynamics enable it.

Examples Coordinated infiltra-
tion of bank accounts; 
disinformation cam-
paigns; cyberattacks 
using modular agent 

teams.

Algorithmic price 
collusion; escalation 
in adversarial simula-
tions; AI financial 
assistants exploiting 
loopholes.

Predictability Higher: outcomes 
follow intended illicit 

design.

Lower: behaviors may 
appear only under 
specific conditions, 
often unforeseen.

Regulatory 
Challenge

Criminal liability and 
attribution relatively 

clearer; focus on mali-
cious use and misuse.

Accountability gaps: 
difficulty assigning 
responsibility when 
deviance emerges 
unintentionally.

Table 2  A Dual Taxonomy of 
Deviant and Criminal Behaviors 
in Multi-Agent AI Systems
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aligned toward criminal aims, with each agent assigned specialized tasks that col-
lectively generate unlawful or criminal outcomes.

For instance, one could imagine a modular suite of agents infiltrating financial 
infrastructures: one scanning social media for susceptible individuals, another build-
ing deceptive relationships, another extracting sensitive credentials, and yet another 
executing unauthorized transactions.

Until recently, the high costs of training frontier foundation models limited such 
risks to well-capitalized actors. However, the rise of Small Language Models (SLMs) 
may significantly lower costs while retaining versatile capabilities (Belcak et al., 
2025). The availability of cheaper, customizable models could enable mid-level 
criminal groups or even individuals to orchestrate sophisticated multi-agent schemes, 
from coordinated disinformation campaigns to large-scale financial fraud.

Unplanned Emergent Deviance The second category captures scenarios where 
unlawful or criminal behaviors emerge unexpectedly from agent interactions. Even 
when individual agents are aligned with human values, their collective behavior 
may not be (Carichon et al., 2025). These outcomes are not the result of intentional 
wrongdoing but of the unintended consequences of autonomy and complexity. The 
main challenge lies in their unpredictability: deviance arises not from a plan but from 
emergent coordination, often appearing only under specific conditions or over time.

Evidence from real-world and experimental settings is already suggestive. For 
example, agents trained to optimize prices in virtual marketplaces have indepen-
dently developed tacit collusion strategies, echoing antitrust violations without 
explicit programming (Bichler et al., 2025). Similar risks appear in adversarial sim-
ulations, where defensive and offensive agents escalate behaviors or display anti-
social dynamics without explicit instruction (Campedelli et al., 2024).

In practical terms, consider a network of AI financial assistants legitimately 
deployed to manage investment portfolios. Through interaction and self-learning, 
they might discover strategies that exploit loopholes or engage in deceptive practices 
with client resources. Such behaviors would not reflect direct human intent but rather 
the emergent properties of distributed, semi-autonomous decision-making.

The challenge here extends beyond prediction to accountability. When unlaw-
ful conduct arises emergently, traditional legal categories falter, raising questions of 
responsibility that are amplified by the interactive and dynamic structure of multi-
agent AI systems.

Questions We Should Consider

In this section, I lay out four fundamental questions that should be the target of intel-
lectual reflections and empirical scrutiny of all those criminologists (and scholars 
interested in research on crime, broadly) concerned with the increasing autonomy 
and growing capabilities of interactive AI agents. They concern, respectively, (1) 
the prospect of AI agents not mimicking human behaviors, (2) the fitness of existing 
theoretical frameworks to understand interactions between AI agents, (3) the types 
of criminal behaviors that will most likely be impacted, and (4) the issue of policing 
unlawful behaviors committed by interactive AI agents.
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Will Machines Simply Mimic Human Behavior?

A first important question that criminologists should engage with concerns whether 
machines will act as sheer imitators of human behavior. If the answer is yes, the 
challenges of understanding and predicting their actions would be reduced. Even if 
researchers cannot access the internal mechanisms or motivations (if any) behind AI 
decisions, the fact that these systems produce actions isomorphic or similar to human 
ones would simplify the analytical task. Familiarity with human behavioral patterns 
would provide a useful heuristic for interpreting machine behavior. A recent line of 
research suggests that LLM-based agents can serve as surrogates for humans (Hor-
ton, 2023; Tranchero et al., 2024).18

On the other hand, a common criticism of LLMs – especially among skeptics of 
their cognitive or reasoning abilities – is that they are merely statistical engines, next-
token predictors with no capacity for reasoning, causal inference, or perception of the 
external world. Whether or not this critique holds,19 the question of imitation remains 
central for a specific reason: data. LLMs are trained on vast corpora of human-gener-
ated text – essays, articles, forum posts, and countless other sources – which consti-
tute the epistemic substrate of these models. Training data thus provides an important 
lens through which to assess whether LLMs will continue to mimic human behaviors, 
regardless of their reasoning capacities or their viability as human surrogates.

This relevance is heightened by a profound shift already underway. The vol-
ume of high-quality, publicly available human-generated data is finite, and leading 
AI companies are approaching what has been termed the "data wall" – a saturation 
point beyond which additional human-authored text becomes scarce or redundant. 
To maintain and improve performance, companies have begun generating synthetic 
training data designed to resemble human output. Initially limited in scope, synthetic 
data is expected to make up a growing share of future training sets. Scholars have 
already started to analyze its implications for LLM training (Chen et al., 2024; Lee, 
2025; Shen et al., 2025; Whitney & Norman, 2024).

This trend introduces critical uncertainty: if LLMs are considered accurate mim-
ics of human behavior because they are trained on human data, what happens when 
training data is increasingly synthetic? More pointedly, what are the implications if 
synthetic data gradually diverges from the statistical properties and behavioral pat-
terns characteristic of human language? In Supplementary Information Section B, I 
provide a formal illustration across single-, two-, and n-agent scenarios. This analysis 
aligns with recent work on model collapse, i.e., the process through which a model’s 
performance degrades over successive generations due to reliance on synthetic data 
(Dohmatob et al., 2025; Shumailov et al., 2024).

I show that the recursive use of synthetic data creates a feedback loop in the train-
ing process. Over time, and without sufficient anchoring in human data, this leads 
to divergence between model behavior and human behavior. Such divergence is not 

18 Other works, however, caution against overreliance on LLMs for simulating human subjectivity and 
social behavior, see Kozlowski and Evans (2025).
19 The debate remains active, see Huang et al. (2024), Shojaee et al. (2025), Gao et al. (2025).
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only possible but a natural consequence of relying increasingly on model-generated 
data.

Such a drift could result in AI systems whose behavior progressively diverges 
from human norms, introducing a qualitatively new kind of agent that reflects a recur-
sively generated, machine-influenced version of “humanness.”

Multi-agent AI systems would thus no longer be mere simulacra of human behav-
ior but would represent a self-referential loop of synthetic reasoning, possibly devel-
oping behavioral idiosyncrasies or internal coherence patterns foreign to human 
experience.

This emerging divergence merits serious theoretical and empirical attention, par-
ticularly for criminology, where understanding behavioral intent, deviance, and nor-
mativity lies at the core of the research agenda.

Beyond this scenario, emergent collective phenomena from agents which are in 
manifold ways different from humans may deviate from predictions designed based 
on human expectations, a possibility tightly connected with the following question.

Will crime theories developed for humans suffice to explain deviant or criminal 
behaviors emerging from interactions between AI agents?

Criminology has long examined how crime arises as a consequence of social interac-
tions between individuals. Two principal theoretical frameworks have been devel-
oped over the decades to address this phenomenon: Differential Association Theory, 
introduced by Sutherland (1939), and Social Learning Theory, advanced by Akers et 
al. (1979).20

The former contends that criminal behavior is acquired through social interaction, 
in much the same way as any other form of behavior, placing particular emphasis 
on the influence of close, personal associations. According to this view, individu-
als are more likely to engage in criminal conduct when they are embedded in social 
environments that provide a preponderance of definitions favorable to law-breaking, 
as opposed to those supporting law-abiding behavior. Social Learning Theory builds 
upon this foundation by incorporating core principles from behavioral psychology, 
thereby offering a more empirically tractable and conceptually refined model. It 
introduces mechanisms such as operant conditioning, wherein the likelihood of a 
behavior is shaped by its consequences, and observational learning, through which 
individuals acquire behaviors by imitating those they witness in others.

Both frameworks have been subjected to extensive empirical scrutiny and applied 
across a wide range of social, geographical, and historical contexts (Akers & Jensen, 
2008; Matsueda, 1982, 1988; Pratt et al., 2010),21 becoming integral to the theoretical 

20 Naturally, other theoretical traditions have also acknowledged the role of social interaction in explaining 
crime and mechanisms of social control. These include Labeling Theory (Becker, 1963), Social Control 
Theory (Hirschi, 1969), and Social Disorganization Theory (Shaw & Mckay, 1942). However, here my 
focus is restricted to theories that explicitly conceptualize crime as a process of learning fundamentally 
mediated by interpersonal relationships.
21 The meta-analysis by Pratt et al. (2010) revealed that the magnitude and stability of the effect related to 
different variables specified by social learning theory vary across studies and methodological specification. 
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edifice of modern criminology. Crucially, however, their explanatory power is teth-
ered to human social dynamics.

This raises a fundamental question for criminologists willing to entertain the pros-
pect of a hybrid social order, one in which AI agents increasingly interact among 
themselves and with humans: Will these established theories suffice to account for 
criminal behaviors exhibited by machines? Or will we require new conceptual tools 
to model offending (both cooperative and solo) among artificial agents? This inquiry 
– which draws inspiration from work by Topalli and Nikolovska (2020), where the 
authors warn against assuming that current theories are adequate despite the fact 
that technology may alter cognition and behaviors in humans – becomes particularly 
salient if one concedes the possibility that AI agents, especially when interacting with 
each other, might not simply replicate human behavioral patterns.

At this point, an important caveat must be made. The application of human-
centered theories such as Differential Association and Social Learning to machines 
presupposes that AI systems possess something analogous to agency, intentionality, 
and learning capacity – assumptions that are far from settled. While machine “learn-
ing” is a core component of contemporary AI, it remains a fundamentally different 
process from human social learning: it is statistical, non-conscious, and bounded by 
architectures designed for optimization rather than meaning-making. This divergence 
complicates any straightforward theoretical translation and suggests that criminology 
must critically interrogate the limits of its core concepts before applying them beyond 
the human domain.

Yet even with this caveat, criminology can begin sketching preliminary hypoth-
eses about how deviant or criminal behaviors among artificial agents might diverge 
from those of humans. For instance, the absence of affective processes such as guilt 
or empathy may radically alter reinforcement dynamics; imitation among machines 
might occur at scales and speeds that far exceed human social learning; and “defini-
tions favorable” to deviance could arise not through interpersonal persuasion but via 
algorithmic alignment and optimization. These possibilities suggest that while social 
learning theories offer useful starting points, their mechanisms may require signifi-
cant adaptation when transposed into the machine–machine domain.

This speculative horizon also prompts deeper, perhaps more unsettling questions: 
for instance, how might shifts in machine behavior influence social learning pat-
terns among humans themselves? Could such transformations not only challenge the 
applicability of human-centric theories in the machine–machine domain, but also 
destabilize the explanatory power of these theories within human contexts?

While I believe in the need to discuss operational and practical issues associated 
with the risks of autonomous AI agents, I also contend that the value of theoretical 
reasoning must be preserved and nurtured. We may not yet know many things about 
how crime works, why crime occurs, and how to counter crime, but the progress 
made in the last century in the scientific study of crime has been made possible not 
only by the availability of more powerful, rigorous, and flexible research methods, 
but also thanks to the intellectual efforts that led to the generation of theories that 

Nonetheless, they find strong evidence of a positive relationship between crime and measures of differen-
tial association. Weaker support is demonstrated for differential reinforcement and imitation.
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still help us make sense of the enormous complexity of human behavior in relation 
to crime. For this reason, I proffer that it is critical that we start reasoning about the 
possibility that many of our theoretical certainties will be squandered in a future not 
dominated anymore by the human as the only social category, particularly calling 
for the recalibration (or complete reconstruction) of interaction-based criminological 
theories with regard to AI agents.

What type of criminal behaviors will be most likely impacted?

A further – and arguably urgent – dimension of the debate concerns identifying which 
categories of crime are likely to be disrupted first by autonomous AI. To make sense 
of this, it is useful to distinguish between near-term risks that flow directly from 
current technological capacities and long-term risks that presuppose advances not 
yet realized. This distinction provides a systematic way of separating plausible tra-
jectories from more remote extrapolations and acts as a horizon scanning exercise.22

In the near term, the gravest risks plausibly arise in domains already native to 
cyberspace. Fraud, cyber-attacks, and related forms of digital crime are especially 
exposed, both because they require no physical embodiment and because they build 
on infrastructures where AI is already deeply embedded. Much as the shift from 
offline to online contexts reshaped fraud’s mechanisms, channels, and targets (Wall, 
2024), so too may autonomous AI agents transform digital crime in qualitatively new 
ways. Here, the criteria are straightforward: where crimes can be executed entirely 
through information processing and networked infrastructures, autonomous AI is 
immediately relevant.

Longer-term scenarios involve crimes that require embodiment and direct interac-
tion with the physical world. Robberies, burglaries, and violent assaults appear more 
distant, since they presuppose a convergence between agentic AI and robotics. The 
line is not impermeable, however. Violent offenses illustrate the tension. On one read-
ing, homicide should fall outside the immediate set of risks, given the current limits 
of embodiment. On another, the widespread military use of weaponized autonomous 
systems, such as drones (Johnson, 2020), shows that violence mediated by AI is 
already technically feasible. The risk is less about present capabilities than about dif-
fusion: the possibility that military-grade technologies might leak into civilian crimi-
nal settings, as has already happened with firearms and explosives (Associated Press, 
2024). In such cases, the relevant criterion is not current commercial availability but 
potential accessibility through illicit networks.

This framework suggests that predictions about crime categories should not merely 
speculate about what is technologically imaginable, but instead weigh the immediacy 
of risks according to two criteria: whether a crime requires embodiment beyond cur-
rent AI systems, and whether the tools enabling such embodiment are realistically 
accessible outside military or research contexts.

22 In other words, I am not necessarily implying that analytical priority should be given to criminal behav-
iors that are temporally closer: it would be advisable in fact to start reflecting on scenarios that may appear 
more distant but could carry far deeper and grave implications in terms of societal impacts, i.e., think for 
instance to the weaponization of AI agents for mass destruction. Only because this scenario appears more 
distant than typical cyber-related crimes, is it strategically wise to ignore it?
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In sum, autonomous AI is most likely to reshape crimes that are digitally mediated 
in the short run, while AI-enabled violent crimes belong to a longer-term, contin-
gent horizon. Both registers require criminological attention, albeit through different 
analytical approaches: the first with concrete policies and regulatory safeguards, the 
second with scenario-building and anticipatory theorization.

What future for policing?

One last key question I lay out here refers to the future of policing in the age of 
autonomous AI. Over the past three decades, technological advances have offered 
both profound opportunities and new challenges for law enforcement. On the one 
hand, innovations such as DNA analysis have revolutionized criminal investigations 
(Butler, 2015; Doleac, 2017); on the other, the rise of cybercrime has necessitated the 
creation of specialized institutions and the development of novel policing approaches 
suited to online environments (Brenner, 2007).

The emergence of interactive autonomous AI systems, however, may herald 
a paradigm shift of unprecedented magnitude in how policing – and institutional 
responses to crime more broadly – must adapt.

As partially seen in previous sections, a rich tradition in law and philosophy has 
already engaged with questions surrounding the moral and legal responsibility of AI 
in the commission of harmful acts, offering invaluable conceptual tools for thinking 
through the disruptive consequences of intelligent systems (Floridi & Sanders, 2004; 
Santoni de Sio & Mecacci, 2021; Solum, 1992; Wallach & Allen, 2009). Nonetheless, 
I contend that discussions of machine liability, while essential, will not suffice to fully 
address the challenges ahead. Instead, we should also consider broader transforma-
tions, particularly in how we monitor, supervise, and intervene in the actions of AI 
agents.

One possibility – admittedly provocative – would be the development of AI sys-
tems specifically designed for policing other AI agents, especially in preventive 
contexts. Although this might appear dystopian, it is not without precedent: cyber-
security has long relied on automated systems that detect and neutralize malicious 
software faster than human operators could respond. Extending this principle, “polic-
ing agents” might monitor other AI systems in real time, intervening when patterns of 
behavior cross pre-defined thresholds of risk or deviance. In practice, this could take 
the form of auditing protocols embedded directly into AI architectures, or regulatory 
sandboxes where AI agents are tested under controlled conditions before deploy-
ment. Such mechanisms would not only detect deviant behaviors but could also help 
train policing agents to recognize novel threats.

Naturally, the feasibility of this approach is tied to deep technical and ethical chal-
lenges. The opacity of many AI systems makes it difficult to define what counts as 
anomalous or harmful behavior, while the deployment of policing agents risks cre-
ating new forms of surveillance or control that may themselves be prone to abuse. 
Here criminological scholarship on accountability, legitimacy, and proportionality in 
policing could serve as a valuable resource for ensuring that intervention is not only 
effective but also socially acceptable. Moreover, criminology’s experience with insti-
tutional design suggests that governance frameworks will need to extend well beyond 
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national borders. Just as cybercrime has prompted forms of international cooperation, 
AI policing will likely require transnational regimes of oversight, potentially coor-
dinated through global institutions or hybrid public–private partnerships involving 
both states and AI developers.

For these reasons, I remain highly skeptical that existing institutional resources, 
training, or technical infrastructures – originally designed to combat cybercrime 
or digitally mediated offenses – will be sufficient for what lies ahead. Instead, new 
policing paradigms should be actively designed, combining technical safeguards, 
regulatory oversight, and criminological insights into deviance and control.

As in previous discussions, the most immediate and necessary step is to deepen 
engagement with the AI research community. Only through closer collaboration can 
we identify feasible safeguards and design frameworks that ensure AI agents are 
deployed in ways that reinforce, rather than undermine, social security and legal 
order. Criminologists, in turn, ought not only to warn of risks but also contribute 
concretely to shaping the architectures of AI governance and policing.

A Criminologist’s Place in This (Changing) World

Our time to act. Criminologists have long wrestled with fundamental questions 
about why, how, and when humans commit crimes. These questions have shaped 
the field not just for decades, but for centuries, generating a wide range of answers. 
While many of these answers are not definitive, they remain useful and insightful. 
At the same time, criminologists continue to face unresolved issues that still lack 
empirical explanations. Now, as the discipline evolves while facing replication chal-
lenges (Chin et al., 2023; Pridemore et al., 2018), theoretical stagnation (Ducate et 
al., 2024), and the growing influence of more sophisticated quantitative methods and 
data (Campedelli, 2022), the overall picture is becoming more complex.

This complexity is increasing, I argue, because we must begin to consider what 
could become an entirely new area within criminology: a criminology of machines. 
We are moving closer to a hybrid society in which humans interact with each other, 
humans interact with machines (and vice versa), and machines interact with other 
machines. These interactions are increasingly shaped by advances in artificial intel-
ligence, robotics, and engineering. As this process unfolds, new risks and chal-
lenges emerge, risks that cannot be fully understood, anticipated, or managed by AI 
researchers alone.

Over the course of the last few years, there have been repeated calls within crimi-
nology to engage more openly with other disciplines (Box-Steffensmeier et al., 2022; 
Simpson, 2025). However, these appeals have often assumed a one-way direction: 
criminologists should reach out to other fields in order to improve their own. I sup-
port that approach – I have made similar calls myself – but I also believe it is time to 
reverse the perspective. Criminology should take an active role in the broader con-
versation about the safety and governance of multi-agent AI systems.

I argue, and strongly believe, that criminologists can and should contribute to this 
new frontier. We must begin to act accordingly. Calls for interdisciplinary collabora-
tion in AI-related research have grown significantly (Rahwan et al., 2019) even very 
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recently in relation to AI safety (Irving & Askell, 2019) and multi-agent AI systems 
(Carichon et al., 2025; Ferrarotti et al., 2026), yet criminology is almost never men-
tioned among the relevant disciplines that should join the discussion. This is sur-
prising, given that many of the risks discussed involve, either directly or indirectly, 
deviant or criminal behavior. In fact, these risks often include clear criminal acts, 
sometimes multiple, and potentially with far-reaching consequences. Still, criminolo-
gists remain excluded from the debate.

I believe criminology has a valuable contribution to make in this space. In many 
ways, the need for interdisciplinary exchange should also flow from AI to criminol-
ogy. It is in the interest of AI researchers to engage with our field. If that engage-
ment does not happen organically, then it becomes our responsibility to initiate the 
dialogue. Other disciplines have been or are becoming successful in this process of 
interdisciplinary exchange, cognitive science and economics above all. We should 
learn from their experience.

The steps we need to take. In this regard, criminologists would need to actively 
initiate collaborations with computer scientists within university departments as well 
as within corporations that are building frontier AI models. Additionally, they should 
start targeting venues and AI conferences that are progressively opening themselves to 
diverse disciplinary perspectives. Opportunities exist: two well-known examples are 
the ACM Conference on Fairness, Accountability, and Transparency (ACM FAccT) 
and the AAAI/ACM Conference on AI, Ethics, and Society (AIES). In recent years, 
two major conferences like International Conference on Machine Learning (ICML) 
and the Annual Conference on Neural Information Processing Systems (NeurIPS) 
have opened Position tracks that are designed to gather viewpoints on AI issues from 
heterogeneous communities. Other initiatives, such as the Cooperative AI summer 
school aim at bringing together scholars and students from different fields to reason 
about the promises and challenges of contemporary multi-agent AI systems. Gen-
eralist journals such as Nature Human Behavior are also emphasizing disciplinary 
cross-overs in this domain (see, for instance, Gabriel et al. (2025)). Even journals 
in sociology, such as Sociological Methods & Research, are increasingly interested 
in the implications of multi-agent AI systems for sociological understanding (see 
Kozlowski and Evans (2025)). Again, opportunities do exist. Importantly, we do need 
to rethink training within university departments, namely investing more in courses 
teaching AI at the practical and ethical level, to make sure that the future generations 
of criminologists are already equipped with the necessary tools and vocabulary to 
meaningfully and smoothly engage with the AI community.

How can criminologists contribute? Some might think criminology has little to 
offer to a field that seems so distant from our own: not the elective affinity of cogni-
tive science as a cognate field interested in learning, or the formal and methodologi-
cal rigor of economics. I would strongly disagree. Our discipline brings decades of 
theoretical frameworks, hypotheses, and empirical studies focused on how crime is 
socially learned and how it emerges through interaction. Even if machine behavior 
ultimately differs from human models, we still have insights to offer about how to 
test predictions and understand patterns. Moreover, criminology has a long tradition 
of studying institutional responses to crime, as well as prevention and control strate-
gies. These will inevitably become relevant to AI safety, and we can contribute by 
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applying our knowledge to the design of systems that monitor other systems, identify 
warning signals, and prioritize risk factors. In more practical terms, criminologists 
can contribute to the study of multi-agent AI systems in the following ways.

First, by assessing how existing theoretical paradigms can help explain and predict 
emergent phenomena arising from machine–machine interactions. Drawing on theo-
retical traditions developed over the last century, we can provide insights into how 
AI agents differ in mechanisms and outcomes when collective behavior is examined. 
If needed, departing from existing theories, criminologists can also help in refining 
such theories or defining new ones.

Second, by leveraging advances in rigorous experimental and observational 
approaches which are finally gaining traction in the field, criminologists can evaluate 
causal relationships between individual agents’ traits and collective dynamics, help-
ing to shed light on the mechanisms that govern AI collective behaviors. Using the 
same methodological approaches, criminologists can also contribute to the design 
and evaluation of policies or interventions intended to shape collective dynamics in 
multi-agent AI systems.

Third, criminologists can assist in designing and testing quantitative benchmarks 
to rigorously map, diagnose, and measure behavioral outcomes emerging from 
machine–machine interactions. Defining and deploying robust benchmarks will be 
key to ensuring that, regardless of the setting, type of AI agents, or models employed, 
we can meaningfully compare multi-agent AI systems across scenarios.

Fourth, by drawing on extensive knowledge of institutional responses to crime, 
criminologists could help design effective and fair policies to reduce the risk of devi-
ant or criminal behaviors. Additionally, they can also engage with legal scholars to 
reflect on the implications of AI agency for questions of responsibility and liability 
as well as imagining new policing solutions that address the challenge posed by col-
lectives of AI agents.

Criminology is not without its problems, but no discipline is. Still, it possesses a 
unique body of knowledge that should be brought to bear as we prepare for a future 
in which crime will be increasingly committed not just by humans, but also by non-
human systems. Whether we will be able to become relevant to this future will also 
depend on how we invest in actively engaging in arenas that may appear unorthodox 
to us.

Conclusions

Autonomous AI agents capable of interacting with one another are no longer a theo-
retical abstraction; they are an emerging reality, one that is likely to become increas-
ingly salient in the near future. The shift from isolated, human-controlled systems to 
dynamic networks of AI agents that learn from and adapt to both their environments 
and one another introduces profound challenges. This transition, made possible by 
recent advances in foundation models, demands critical reflection, particularly with 
respect to the risks and unintended consequences that may arise.

In light of this evolving context, I argue that criminologists should begin to seri-
ously consider the case for a criminology of machines. To support this position, I 
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outline a set of foundational questions that I believe the field should confront. First, 
we should ask ourselves whether machines will simply mimic human behaviors. Sec-
ond, we must consider whether crime theories developed for humans will suffice to 
predict and understand deviant behavior committed by AI agents. Third, I argue that 
mapping the types of criminal behaviors most at risk of being affected will be of both 
theoretical and practical importance. Finally, we must ask whether this transition 
toward a more hybrid society will require new policing solutions.

I understand that there may be scholars in the criminological community holding 
opposing views regarding the necessity of engaging with a criminology of machines. 
I anticipate three potential arguments against the contents of this article. The first 
refers to the seemingly unrealistic scenario in which our society will witness the 
actual presence of interactive, autonomous AI systems. Skeptics subscribing to this 
view are not persuaded that AI agents possess agency, and therefore are not per-
suaded that they are sufficiently autonomous and powerful to constitute a real threat. 
They see them instead as at-times-effective virtual assistants designed to automate 
tedious tasks.23

A second argument concerns the time horizon in which this might happen. Skep-
tics in this group24 may concede that this hybridization of society could occur but 
believe it will happen in a future too distant to truly demand our attention. The conse-
quential message is that, given the many concrete and urgent problems criminologists 
must address today, there is no real need to allocate time and resources to studying 
this “exotic” criminology of machines.25

Finally, a third group of skeptics may accept the possibility of a future character-
ized by ubiquitous autonomous AI systems interacting with one another, and may 
even agree that this future is not so distant, but they believe that machines built by 
humans and trained on human data will behave like humans – imitating us – and thus 
see no need for a distinctive criminology dedicated to machines.

Throughout this paper, I have sought to disprove each of these three skepticisms. 
First, I showed that contemporary autonomous AI agents possess a level of autonomy 
that, according to scholars in computer science and philosophy, assigns to them a new 
form of agency – distinct from both animal and human agency – that deserves sci-
entific attention. Second, I demonstrated that the prospect of increasing autonomous 
interactions between AI agents is not far in the future. Building on recent scholarship 
in cooperative AI and multi-agent systems, I reported that autonomous AI agents 
interacting with each other have already exhibited deviant or unlawful behaviors, 
both in experimental contexts and in real-world scenarios. Third, I drew inspiration 
from frontier research on AI model collapse and provided formal illustrations of the 
plausibility that AI agents will not simply imitate human behaviors, thereby prompt-

23 A recently released report by OpenAI confirms, in fact, that ChatGPT is predominantly used to seek 
assistance for work-related issues (Chatterji et al., 2025).
24 I do not assume these groups are mutually exclusive; a skeptic may find both arguments reasonable.
25 In a way, skeptics belonging to this second group align with the longstanding debate between AI safety 
(long-term risks) and AI ethics (short-term risks), where those emphasizing the need to focus on AI eth-
ics privilege fixing the issues of currently deployed machine intelligence (e.g., algorithmic fairness or 
accountability), rather than speculating about more distant scenarios.
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ing the need for new theoretical and empirical approaches to investigate, predict, and 
diagnose their actions.

In conclusion, I turn to the role of criminologists in this emerging landscape. I 
suggest that the discipline must adopt a more active and outward-facing stance in 
the broader conversation on AI safety, one that draws on its rich theoretical heritage 
and policy-relevant expertise. Criminology should follow the example of other dis-
ciplines, such as cognitive science, that have successfully positioned themselves as 
interlocutors in the development and critique of AI systems.

Importantly, the spirit of this article is not aligned with the alarmism often associ-
ated with AI “doomerism.” I do not predict a dystopian future in which LLMs con-
spire to wipe out humanity, nor do I argue that criminology should abandon its central 
concern with human society in favor of futures dominated by machines. Rather, this 
piece seeks to initiate a grounded academic conversation, one rooted in the observ-
able diffusion of autonomous AI systems and the credible risks they pose. Criminol-
ogy, I contend, must not ignore the direction technological and historical change is 
taking.
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