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Abstract

To counter hybrid threaisfor example, international terrorism, transnational organised crime
and (cybet)attacksi security and intelligence communities increasingly gather, process and
exchange vast amountsddta on presumably suspect individuals. This trend has been enabled
by recent developments in surveillance capacities related to Information and Commusiication
Technologies (ICTs). As a result, crdssrder data transfers have becaméeonly an element

of international trade but alsan important component daw enforcementstrategies.
Nevertheless, the exchange of datapgolicing purposes is not always smooth. Rather, there
are frictions that emerge therein as well as technical and legal issuegrieldtie combination

of data from different information systems and under different formats. This ativdynces

the concept ofdata ifecyclein relation to the practices, such as the collection, entry,
processing, storing, and analysis that direct data in specifictovaygsaemu | t i pl e fAcycl
uses Through tle analyticallens of thelifecyclel aim to examinespecificallyhow data are
repurposed, not only by digital technologies, but also by provisions regulating access, storage
and use of information facriminal mattersThe core taskconsists indentifying the socio
political, legalandtechnicalconditionsof possibilitythat allow br the exchange of data at the
panEuropean leveBy bringingtogethemultiple conceptual and methodological subfiglds

shed light on the politicality of EU data infrastructures that appear physically very remote or
less visible, yet in a way that pdepdo not realise how mundane they have become.
Investigaing the data lifecycleas a network of practicegeneratsfindings that are useful for
understanding how security is enacted through the collection and use of different forms of data
and hence fomterpreting theevolving landscape of datdriven security governance in the

EU.

Keywords : Data practices, data lifecycle, data repurposingyork, security knowledge,
intelligence production, infrastructure, information sharing, law enforcement, EU internal

security, visual network analysis.
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Introduction

Over the past decade, an increasingly dense landscape of data and information exchange
schemes has grown out of policy initiatives in the fields of law enforcement, [sacignity

and migration managemeat the panEuropeanlevel. In an overview of what is called
finformation managemein the EiropeanUnion (EU)! published in 2010, the European
Commission identified 25 such schemes in the Area of Freedom, Securiysiiog (AFSJ),

most of them implemented over the past ten years, and with more being under development.
What is striking about this landscape is the way in which each new initiative is framed as a
necessary measurefifl the gap® or ficonnect the dotg(Kaufmann 2019Lyon 201§ in the

data that national and EU law enforcement agencies can use to prosecute individuals.
Associated with other information systems, these schemes lay down the conditions for the
proactive monitoring, tracking and sorting afde numbers of persons. Accordingly, having
access to information with operational importance is regarded as a major asset in the hands of
law enforcement authorities to effectively and efficiently counter criminal activities.
Nevertheless, fromthecitzn 6s per spective, it is becoming

what data are being collected, by whom and for what purposes.

Temporally and spatially the production of data varies, thus entailing that information
infrastructures have their own hisgaand geography. In a growing number of criminal cases,
judicial authorities require the extraction of personal data that is stored across dispersed
information systems, located in different countries. Data collected for a former purpose, for
example, taestablish the identity of travellers at borders, can contribute to build typologies of
friskdthrough profiling techniques, and in turn to identify different persons at different security
sites. The term Acontr ol c bemgreparposed in waysthats p e c i
differ from the initial intent underpinning their generation (Kitchin 2014: 13). However,

individuals do not necessarily anticipate that the data they provide through administrative

4SS 49! LYF2NNIGA2Y al yl3SYSyid LyaidNdzySydas aSY2kmnk
https://www.statewatch.org/media/documents/news/2010/jul/eominfo-systemsmemao-jul-10.pdf
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procedures might be made available to statborities, and then used for intrusive processing

pur poses. As a result, the ability to captu
citizeno whose rights and obligations do not
transnational ature of the transmission of data (Gabrys 2019: 248). In terms of research, these
considerations create the need for shedding light on the-goliial, legal and technical

processes of data production for security purposes.

The ability to extract datand use them in the context of law enforcement fits within the move
towards multipurpose databases, which constitutes the key trend in the current EU AFSJ
information landscape. The EU Commission has recently launched a series of consultations to
addresghe technical, operational and legal challenges derived from the increased expansion

of its data management architecture. Especi a
l evel Expert Group on i nf or(gUA06d)taskey withe ms ar
identifying and addressing the structural shortcomings resulting from the fragmented
architecture of data management for border control and security. The issues identified concern
mainly the sukbpptimal use of the services offered by existing iBfdrmation systems, such

as the Visa Information System (VIS), the Schengen Information System (SIS | and II) and the
Passenger Name Record (PNR) scheme. These systems have been designed to store large
amounts of personal data for different purposesh sag for visa applications, border

management and the identification of suspect individuals travelling to the EU.

Notwithstanding the centrality of the technologies that allowttierexchange adatacross

borders the focus of this research is on théadaractices that mediate the collection, transfer
and use of information in the context of EU ddtaven security governance. Understanding

the purpose for which data are exchanged across different information systems is crucial to
determine when infornteon can be accessed by law enforcement authorities. To this regard,
there is a fundamental difference between accessing data for identification purposes and for
investigative purposes. In general, the former does not require prior authorisation, ard thus
Information TechnologylT) system can be consulted through a single search for alphanumeric
(or biometric in specific circumstances) data. Whereas the latter is subject to more stringent
procedures since it requires to extract data in the search for evidence to build criminal cases
This occurs, for instance, when data are extracted for reconstructing the travel history of a

known suspect. Therefore, establishing how datdiraeycled (Bellanova and Fuster 2019
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355 across different infrastructures is not less important thaniakxegrhow data are rendered

transportable through the deployment of security solutions.
Context and research questions

Cooperation and exchange of information in the context of criminal investigations have to some
extent always taken place through infohagreements and, increasingly, on a formalised basis
(e.g. through automated means). In light of the increased threat of terrorist acts and the cross
border nature of criminal activities, it became necessary for law enforcement authorities within
the EU b request and obtain information from other Member States in more streamlined and
effective ways. The need to improve information exchange for law enforcement purposes was
first mentioned in the European Council conclusions of Tampere as early as 1999t Whe
reiterated in the Hague Programme of November 2004 and has been remarked ever since. These
discussions resulted in the call for the consolidation and standardisationpafitBaropean
informationinfrastructurehrough the introduction of a ndrer of legislative instruments that

now form the legal basis of information exchange. The first piece of legislation that foresees
the possibility of establishing measures in relatiorfittee collection, storage, processing,
analysis and exchange of relavénformatiord i regards the provisions contained in Article

87 of the Treaty on the Functioning of the European Union (TFEU):

AThe Union shal/l establish police coopel
competent authorities, including poli@eistoms and other specialised law enforcement

services in relation to the preventi on, d
(OJEU 2012: 83)

This Article provided the foundation for the introduction of a number of treaties that have
significantly expanded the scope of information exchange to policy areas (e.g. law
enforcement) as well as to data categories, fagal images, biometrics, etc.) foolicing and
criminal justicepurposse. Among them, the most important are the 1990 Sche@gawmention
(OJEU 2006), the 1995 Convention on the Establishment of a European Police Office
(EUROPOL) (OJEU 1995b) the Hague Programm@JEU 20053) the Prim Decisions
(OJEU 2008kand OJEU 2008¢the Swedish InitiativéOJEU 2006) and the Lisbon Trewt
(OJEU 2007c)These are the primary sources of EU law and include provisions on palice co
operation and information exchange. More specifically, the Hague Programme, the Prim

Decisions and the Swedish Initiative are acts of law that legally ground etiormexchange
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bet ween Member Statesd | aw enforcement autho
and investigating criminal activiti€sThis extensive toolbox resulted in the emergence of

several policy initiatives for collecting, processingl @amaring information in the AFSJ.

The abovementioned legal provisions comprise two dimensions. On the one hand, they imply
an extensive view of access to personal data afforded terlfawcement authorities. This idea
underpins a very wide understandioigwhat kind of data and information laenforcement
agencies should have access to. On the other hand, they point towards the possibility of
preventive datalriven actioni instead of a reactive response to a committed criminél iact

the field of crimnal investigationgsee Amoore 2013; Aradau and Blanke 2017a; Egbert and
Leese 2020)These two dimensions emphasise how the interrelatedness between security and
technology actually occurs through the everyday practices of the agents of security §both pu
and private actors, e,goorder authorities, police officers, software developers, legislators,
etc.).Especially, hree key aspects of the EU approach to security emerge from this framework.
First, it is highly focused on data, especially on digit@la. Second, it is increasingly cross
border and crossectorial. Third, it reflects a larger shift in the temporality by which crimes
are sought, that is, from reaction to prevention.

The first aspect reveals that digital data constitute the major iastiee EU fight against
terrorism and transnational crisieExisting systems such as the Visa Information System
(VIS), the Schengen Information System (SIS) and the Passenger Name Record (PNR) scheme
along with proposals to develop new systéam render them interoperabée® all framed in

a way as to allowig public authorities to gather, store, process and exchange large aofount
personal data for a range of purposes, such as for border management, visa applications and
law enforcemenéctivities At the same time, these initiatives reveal the second tasptte

EU approach to security, concerning the partnership with the private sector for the development
of technologicafisolution® to turn data into actionable resour¢ese Bigo and Carrera 2004;
Martins and JumberR020; Oliveira and GabrielseB022) Based on the assumption that all
dataarepertinent, informations gatheredin bulko through largescale information systems

before possessing sufficient indicia of suspicion that a criminal act has been committed. The
obsession with risks, not alreadglentified, has generated an extensive industrial and

governmental drive to fill information gaps about potential criminals through the preventive

2 Criminal investigations also include law enforcement activities aimed atlibetiom of admissible evidence
to be used during judicial procedures.
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collection of different categories of dgfamoore 2013; Aradau and Blanke 2017a; Hall 2017;
Kaufmannet al.2019; Leese 2014)

This futureoriented rationality is reflected in the third aspect of the EU security strategy which

is geared towards understanding, detecting, preventing and deterring against security threats.
The literature on surveillance refersgoch anticipatory mode to address crime and discern
suspects afprospective surveillanegMatzner 2016: 199). This mode is concerned with the
circumspect collection of data, then stored into databases only temporarily, yet, with the
prospect to cite a nge of information at any time in the future (Matzner 2016). Accordingly,
despite they may not reveal their utility in the present, every bit of information is stored in
anticipation of their future use. The goal of predicting human behaviour through the
impl ement ation of technological solutions has
within its physical boundaries. While it has opened up unprecedented possibilities-for pre
emptive action in the digital domajsee Amoore 2013; Aradau and Bfar2017ab; De Goede

et al. 2014; Egbert and Leese 2Q2R)further consequence of EU dateven governance
concerns the effects derived from the broader shifts by which crimes are sought, both in the
temporality, from past to future offense, and in tladionality, from expost to exante
interventiongMcCullochand Pickerind2009)

Protecting against unpredictable threats requires to render them knowable first by relying on a
plethora of algorithmic techniques, from pattern recognition to anomalytideteased to

identify suspicious streams of data (Aradau and Blanke 2017b). Theesigmature of the
instruments deployable by security agencies and law enforcement authorities has promoted an
anticipatory, futureoriented approach to the prosecutidrtiomes (Aykutet al.2019). In this
context, information systems at large figure as performative machines that generate-security
related knowledge by recording multiple behaviours and interactions and by translating both
into data to be further process@ide Goede 2018). These machines are part of a broader
configuration of technological devices such as automated gates, interfaces, IT networks etc.,
that together with security authorities fornfidense socidechnical environrment ( Bel | ano v
and Duez, 20Z2: 110) where both théisociab andfitechnicab elements cgarticipate in the

EU policymaking proces§leandesboz 2016Accordingly, the EUfidatacentri®, ficross

bordep, fipreventiv® approach to security has instituted new logics for governing the

population and in turn has foregrounded the sdeihnical nature of EU security governance.

10
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The implications of the preventive acquisition of data for the governance of future
contingencies touches upon salient debates within the realm of security teritteat ethical

and normative considerations concerning the effects of -barsier data exchanges on the

privacy of individuals. Especially, the rhetoric used to establish -sggke information

exchange schemes purports a threat that does not seemhd¢o avway in the shoeterm, but

rather that permeates our lives. This view has paved the way for the profusion of a vast number

of different syst eintgtisdsetdoiregnameitd usei o orbeeto dittairt i c ky 0
security through the mundanexchange of information between privdie. airline and
telecommunication companies)d public bodies (i.e. national police and judicial authorities).

In view of the increased expansion of gaEuropeardata management architecture, the core

task d this research consists in addressing the technical, operational and legal issues derived
from the extraction andtoring of data across multiple information systems, designed for
different purposeBy advancing my own interpretationofh e Al i fecycl e of da
2020)7 how data are collected, processed, exchanged, and ultimately operationalized in the

law enforcemet contexti | aim to address the following research question:

What are theocicpolitical, legal andtechnicalconditions of possibility that allow for the

exchange of data at the pearopean level for criminal matters?

Framed as such, this questionkias the various heterogeneous elements and conditions that
shape how different data sources are rendered transportabtenibénable and actionable at

the parEuropean level. Personal data collected for a former purpose, for example, to establish
theient ity of travellers at borders, can in f;
turn to assess different persons at different security sites. Nevertheless, pers@nahagtly
contextual. Data need to be fit for purpose in order to ertbat legal guarantees, such as the
right to private life, are respected. Therefore, examining the ways in which data are repurposed
T crossborder and crossectori is key to establishing what are the processes that shape the
governance of security thugh data. | am particularly interested in understanding how different
modes ofi ma k isatigity are enacted through the exchange of different forms of data

in other words, how security governance at the EU level hapghemsghthe data gathered,

stored and processed by multiple AFSJ information systems. Demonstrating how security is
contextdependent on the data practices that mediate the exchange of information for security
purposes aims at generating findings that are useful to interpret thengMalvdscape of EU

datadriven security governance.

11
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This research brings together different conceptual and methodological subfields to explore the
politicality of EU data infrastructures that appear physically very remote or less visible, yet in
a way thapeople do not realise how mundane they have become. Many of these infrastructures
and devices have come to form the infrastructural basis for undertaking seelatiyl
decisions concerning our mobility across borders or our categorisation intoddvelsfi r i s k. 0
investigating the multiple ways in which specific categories of data (mandated by EU
directives, regulations, etc.) become part of crime prevention strategies | aim to shed light on
several sulsesearch questions. The first bulk regards timetioning of information exchange

more broadly understood: what are the principles that drive information exchange in the AFSJ
area? Are these principles reflective of a particular security logic/rationale (i.e. traceability,
preemption)? How are theseripciples translated into the functional characteristics of
information systems? The second bulk regards the specificities of information exchange: who
are the actors that share information for criminal justice finalities? What are their tasks and
powersAVhat type of information can they transfer? Under what conditions are national law
enforcement authorities allowed to provide the authorities of other Member States with data

stored in their national systems?

By addressing these questions | aim to fultfd following set of objectives. First, | aim to build

upon and further scholarly works that have emphasised the importance of data practices in the
making of international securifg.g., Amoore and De Goede Z)@moore and Raley 201

Bigo 2014;Scheekt al.2019) What I call the processing, archiving, analysing, and sharing of
data are essentially practices through which security comes into being. These practices matter
in the context of international security because they direct the setup of intormgttems for

data exchanges. Second, | aim to complement current research on the infrastructural politics of
European integration in the AF$6.g., Bellanova and De Goede 2020; Glouftsios 2021;
Jeandesboz 2018)y considering how data practices in geh, and information exchange for

law enforcement purposes in particular, affect processes of crime and terrorism prevention
(e.g., Amoore 2011; Egbert and Leese 2020; Kaufneral. 2019; Leese 2014)Third, by

offering a visualisation of emerging netske of data practices | aim to understand how the
relations between transnational security professionals and technological infrastructures support
the circulation of information at the EU level. Fourth, | aim to identify the technical and legal
issues redting from the combination of data from different systems, under different formats;
and especially, to address how the legal and technical configuration of EU data infrastructures

impacts on individual privacy and freedoms, such as the freedom of movemadehte right to

12
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private life. On the basis of these objectives, this research aims at making several, yet

interrelated contributions, of conceptual, methodological and empirical relevance.
Conceptual contribution: Theli d ecy cdate 6 o f

One of the preimses of this research is that the exchange of data does not occur smoothly, with
data flowing from one information infrastructure to another. Data need to be rendered
transportable both technically and juridically in order to beambinable across diffent
datasets. The possibility dfecyclingd data derives from the technical ability to receive and
handle a variety of information sources, to process them through adequate computing
infrastructures, and from the expertise in the use of data analyttessoto make sense of

them (Bellanova and Fuster 201355. These activities are highly contextual and vary from

site to site. More importantly, they highlight how data stand in a mutual relationship with both
the humans who design and operate informasigstems and the infrastructures thandle

them (Kaufmann and Leese 2021). As Bellanova and Fuster (2019: 355) put it, through
fprocesses of coming apart, breaking down and @ehayife of data is constantly reinvented.

Di scussions about the Alivel i nelustan20d5%nddat a a2
2016 Ruppert et al. 2013; Savage 2013) have developed new materialist approaches (Barad
2007; Mol 2008) in order to cweptualise the agency of data in the production of knowledge

for a range of different purposes, not necessarily strictly related to security.

Among them, Kaufmann (2020) was grodmad e a ki ng i n advancing the

t he | i f e anstractive methadsthraaughmigioh to grasp the agency of data in any type

of databased environment. She borrowed this conceptual device from Van den Eynden (2014),
who has first introduced the notion aobotit Al i fe
the making of data. However, Wan den Eynded accountthe lifecycle features as a model

within the research process rather than as a method to capture the liveliness of data as such.
Only later, the growing interest in theorizing the relationgl@veen data, infrastructures and

humans have led other authors, such as Roth and L-&zdch (2018), to utilize the concept

as means to reconstruct the life of technologies. Moving even further, Kaufmann and Leese
(2021) have foregrounded thevalueoh e fidata | i fecycledo as a th
framework that helps illustrate the active role of datatheir case crime dataacross different

empirical contexts (e.g. predictive policing). They draw particular attention to the circularity

of the lifecycle by showing how data come into being and how in turn become productive in

and through the relations with humans and digital devices.

13



PhD Thesis Vanessa Ugolini
School of International Studies

While they offer an empiricalbpriented case (i.e. predictive policing) for tying the notion of
lifecycle to the liveliness and agency of data, their account brings into focus data as matters
that have a generative force of their own. Yet data, indeed crime idatatead of the

Al i f eiclig at the dore of their analysis. However, if we seek to enhiembtion both
conceptually and empirically, we should shed
in what ways is the lifecycle of data structured? What are the forces at stake? How is security
generated through it? If we limit our visiondatai how data come to life and how in turn

they shape life (Kaufmann and Leese 202%)e inherently limit the analytic potential of the
notion of #dAlifecycl eo. I n this vethascopedf f i nd
this notionby offering a detailed account of tBeciopolitical, legal andtechnicalconditions

of possibility of data becoming knowledge and thus governable inputs into security processes.
Rat her than asking how data are rernméensed nl i
of the lifecycle to better understand how security is both codiggéndent on the information

systems used to gather specific categories of data and how in turn it is generated from them.

With my research, thus, | seek to continue the discngbat Kaufmann (2020) has started by
postulating the idea that digital data have a lifecycle. Yet my own elaboration of the notion
allows for a twelayers analysis: on one hand, it enables to zooon the specificities of the
lifecycle of data in the EWAFSJ domain; on the other, it enables to zamrhon the dynamics
through which the lifecycle of data becomes ordering power in the production of security
knowledge. From this perspective, the lifecycle functions as more than an analytical lens. It is
both a conceptual device for theorizing the relationship between digital data, security and
infrastructures, and a process which | ends
northuman practices. Applied to my research then, the data lifecycle poitite ways in
whichthe variety of practices thamake andfi u-maked datai that is, the collection, entry,
handling, processing, storing, and analyisias well as the provisions that regulate such

practices, direct data in specific ways by creatimgnnels of information exchange.
Methodological contribution: Network visualisation

Based on the above conceptual premises, it is crucial to mark the distinct methodological
contribution that | seek to make by approach
and norhuman practices. In their paper, Kaufmann and Leese (2021)rbinazked that,

when used as a reconstructive method, the lifecycle helps tracing the life ofldatathey

come into being and how they becofiie-formatiord (Ibid: 69) 1 and their relations with
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humans and infrastructures. Yet, they do not really peosidhethod that assists in capturing
these dynamics. If we assume that data circulate in differenbdatl environments and are
opened to constant repurposing, we are purporting that data can take multiple trajectories by
constantly being exchanged amgurposed. The question to ask then is not hovifdeycle

of data can assist us in understanding the dynamics and productivities of data (Kaufmann and
Leese 2021), but rather, how can the lifecycle be studied inductively? How can it be
reconstructed? Wat method is best suited to bring data and their dynamics into focus? In terms
of methodology, these questions demand to trespass the lifecycle of data as an analytical notion
to focus on the many ways in which both material and normative conditionstacimape the
Acycl es o0 olsespfgiffesent Categodies of €ata (g.giographical, dactyloscopic,

biometric, travel data, etc.).

This research means to contribute to such reflection by advancing a tentative methodological
framework that | hee modelled to the investigation of the lifecycle as a network of practices.

Il n particul ar, I recurred to a methodol ogic
vi sualisation analysis. By fAnet wor kogicai sual i
process that rather than identifying the structural properties of the phenomenon under
observationi functions as a means of exploratory analysis. In their paper, Venturini et al.
(2015)providethe basics for carrying out the visual analysisetfvorks and for interpreting

their topological features in a tatimensional space. This technigué&nown formally as

visual network analysis (VNA)T has been applied extensively to explore relational datasets
across the natural and socsdiences gee Venturini et al. 2021). Yet given the lack of
formalization and the scarcity of guidelines on how to design a network and read its visual
features, it has found limited application as a praativented way for studying digitaly

mediated seurity among the methodologies developed by CSS scholars.

In general, the primary aim of VNA is to come to a visual understanding of the relational
composition of a particular practice under investigation, and of the effects that such
composition generasgDecuypere 2020). It is thus best suited to study the lifecycle of data as

a network of practices. Applied specifically to my research, then, visual network analysis
serves the purpose of exploring how the normative conditions inscribed in texts cambine

material elements, such as software and electronic communication channels, to become
pat hways of data exchange. One of the reaso
structural opacity of information systems. Looking at their technicalifggmons and
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functional characteristics has so far remained a challenge to mo$T specialists. As a
consequence, through VNAséekto introduce a point of departure for furthering the study of
the complex linkages between data, technology and isecAr methodology of network
visualisation is indeed an invitation to reflect on the formation, constitution and arrangement
of different circuits of data exchanges, and, most importantly, on their unseen effects on the

flife-likeo trajectories of data.

Therefore, I use the notion of Anet worko to
lifecycleand the trajectories it actualiz&ar from being merely an aesthetic device, a network

is a powerful conceptual tool (Venturini et al. 2015) that enatdesnclose in a single
Asnapshoto the complex entangl ements betweer
attuned. Through visualisation analydle data lifecycle thus becomes a network, though of

a very particular type. The graphical represeoiatif the lifecycle has an intrinsic hermeneutic

value. It is more than the projection of a map on the screen or paper. It is a tool that can be
exploited for the study of social phenomena (Venturini et al. 2015). Applied to the study of the
lifecycle of data, network visualisation makes us aware of the recursive trajectories that data

take by being initially produced and subsequently repurpos@alicmg purposes. The choice

to stress the visual aspect of the data lifecycle along with its structupsrpes opens up a

fruitful avenue of reflection that focuses on the framing of different technological systems for

the exchange of data which are not the of the same nature, but yet contribeténtakingd

of different modes o$ecurity.

Precisely besuse | use this method not to provide clearanswers on the constitution of the
lifecycle of data, but rather to illuminate particular properties of its composition, | conceive the
visual analysis of the data lifecycle as a method for exploratory amalsch method
encourages to challenge previous knowledge about the practices under investigation and to
search ground for new findings by thinkittgought h e f n edswa visud élement that
complements the qualitative data. By capturingsiatial representatioi on p&hper 0
lifecycle of data thus becomes part and parcel of my resebrobrder to reproduce it
graphically, | relied on a software called i
allows to design networks on the Isasf the gathered qualitative data and to visualize their
spatialization in a twalimensional space. Accordingly, the visual device produced is but a
medium of visualisation(Decuypere 2020)The form it takes is dependent on both the
algorithmic premisesf the software that structures the resulting network and the qualitative
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analysis conducted preliminary by the researcher. It is then the role of the researcher to interpret

the knowledge produced and prompt insights with an analytical value.
Empirical contribution: 0 ®curing 6 through data

By framing the data | ifecycl e a-erienfedwaytwor ko
reflect on the social, political and institutional dynamics that give rise to knowledge about
security. In this way it is podde to create knowledge from the phenomena observed, rather
than just replicating through writing what the object of research is. In terms of reflexive
research practice this has a number of implications of empirical relevance. First, by using the
lifecycle of data as focal point of analysis it is possible to explore a different facet of security
and conceptualise it in terms of a mundane process for governing staietyersally
Empirically, this approach provides a new avenue for researching security and technology that
goes beyond looking at digital data as pioneering means to secure society at large, but rather
accounts for the social, political and institutional dynamicshbeefisecuritised digital data.

Second, attending to the notion of lifecycle creates a novel framework to theorise and
understand the messy relationship between the object of research, the concepts engaged and
the technological devices that have comshape the representation of security in the social
world. Third, visualising the lifecycle of data in the form of a network enables to unpack the

broader configurations of the logics and processes through which security is operationalized.

This construgbn of the research space impacts on the way we come to understand and study
datafication as a process, and the effects it generates on social life. Instead of focusing
exclusively on information systems as security sites comprised of databases, comomunicat
channels and codes, | pay close attention to both the networks related to the gathering,
processing and sharing of data, and the legal frameworks that direct these practices in specific
ways. More closely, | assume that the distinct modes of ordenggnising, regulating and
governing data are informed by a number of political rationalities before being translated into
the technical specifications of IT systeffsee also Glouftsios 2019%imultaneously, such
technical aspects matter politically sinthey enable a datlriven mode of governing. For
instance, IT systems designed for preventive purposes mediate political decisions of exclusion
by filtering out dAriskyo elements (e.g. I ndi
(see Aradau anBlanke 2017b; Kaufmann 2019; Lyon 2008he effects of such filtering do

not concern solely the data produced by IT systems, but also impact on the international

mobility of those individuals considered fr.i
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The central concern then is on investiggthow the lifecycle of data is regulated at the political
level and how it is arranged both technically and legally. On this basis, rather than regarding
functional characteristics and normative provisions as dageas, | treat them as €o
constitutiveof the design and operation of information systems that circulate data in particular
ways. In doing so, | seek to open up a new avenue for examining how data politics, data
structuring and data protection are inscribed into the gecimnical arrangemenf different

data infrastructures and how they contribute to creatinlgyple cycles of usefor pre-existing
data.Moving beyond thdocus on the ethical and legal concerns that data practices raise in
relation to individual privacy, liberty and mobility propose to investigate how the
operationalization and legal enforcement of values, such as privacy and accountability, occur
throughdata infrastructures, rather than as a result of them. Such normative reflection enables
to address the complexitiesriked from the combination of different categories of data, from
different sectors of security. Additionally, it contributes to understanding how security is

forged, and how it is aligned through material and legal requirements with data practices.

Theor e argument that | seek to el aborate thr
security is producethroughdata. Even more crucially, data practices give form to data and in

turn shape security knowledge. This is why | suggest to focus orhedifetcycle is regulated

instead of trying to use it as an analytical device to describe the agency of data across multiple
databased contexssuch as Kauf mann and Leese (2021)0s
importantly, if we know how it is regated, we know more about the internal arrangement of

its relations: how different information systems speak to different security logics and different
data categories. Accordingly, the lifecycle of data can take multiple empirical forms that vary
accordingto the sociepolitical, legal and technical conditions that structure it. In turn, this
entails that security is multiple and dependent on both data practices and the logics inscribed
into the functional characteristics of information systems. The erapisalience of my

research then is realized by applying the notion of data lifecycle to better understand how
digitally-mediated security is generatdnloughdata and how it works through different data
infrastructures, as well as to engage more closglytive empirical contexts in which data are

exchanged.
Research structure

Having marked the distinct conceptual, methodological and empirical contributionbat

follows, | lay out the research structurehapter 1 blign my research with theateial turn
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takeni in the IR research agenda in general, and critical security studies in paitit e

study of digitallymediated security (e.g., Acuto and Curtis 2014; Bellanova and Duez 2012;
Hoijtink and Leese 2019; Jeandesboz 2016; Leese 20hbls proceed to reviethe relevant
literaturei Science and Technology Studies (STS), critical security studies (CSS), surveillance
studies, and critical data studies. Drawing on the theoretical and conceptual resources offered
by these variegated disglines | discuss how they can be used to describe the complexity and
heterogeneity of the relations between humans and technologies in enacting data practices, and
in turnhow they canlluminate the role of data in the production of security knowletitfeen
introduce the key indicators for the empirical analysis and explain how my study can contribute
to reinvigorate the academic understanding of security as discipline and praajicaving

body of literaturandeedexplores how digital, technosciemtifdevelopments reconfigure the
rationales, techniques, and practices of security. Fewer accounts examine the effects of these

developments on security theory.

In Chapter 2 | present the muitiethodological approach that | have adopted in the
investigaton of the lifecycle of datd. draw out first the techniques of data collection and
analysis, to then move on to describe what texs they result from the collection of written
documents of different nature and origimeveal and what they do not, hdwwrocess them

and for what purposes. More closely, | emphasise how the tasks of archival research, document
analysis and visual network analysis are functional to address my research objectives. Then |
explain how the practices related to the gathestmyjng, processing and sharing of data can

be studied through the notion of the data lifecycle and how the tentative framework that |
advance contributes to debates in critical security studies revolving around methods. | also
clarify how studying the Igcycle in the form of a network enables to shed some light on the
relations and practices of the actors involved in the exchange of multiple forms of data

categories.

In Chapters 3, 4 and 5rkconstruct thesociopolitical, legal and technical conditions of
possibility for the exchange of data in the AFSJ domain by considering four case shalies: t
Schengen Information System (I and II), the Prim Framework, and the APl and PNR systems.
Each empirical chapteonsider how the discourse of satyufas both knowledge and practice)
operates as a process of historical formation marked by contestations and frictions over the
development and extension of different AFSJ infrastructures for data exchaexggsimein
particular the dynamicsthat chaacterise the lifecyclef data behindour selectedAFSJ
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information infrastructuresi the SIS (I and Il), the Prim framework of crdmwder
information exchange, APl and PNRin order to expose the power relations and stakes
involved in enacting secuyitthrough data. B/ considering the multiple activities of data
structuringi that is data collection, processing and analysisempirically reconstruct how
the enactment of security is contedpendent on the data infrastructutest combinevaried

data categoriege.g., dactyloscopic, identity and travel data, etnd types o$ecurity logics

In Chapter 61 weave the threads of the empirical analysis by discudsivg the AFSJ
information infrastructuresconsideredoperate in some combination toonstitute law

enforcement tools for data repurposihdraw particular emphasis on the comparative element

among the four case studies in order to expose how security is multiple and dependent on both

the systemgthe data thereignd the actors that sign and operate thefy reflecting on the
different ways in which data circulaté aim to provoke in the readers an epistemological
reflection on the meaning émakingd security through technology. Sorabservations that |

raise in this respect concemwhat are the epistemological and conceptual implications for

studying security when data and the digital become a central arena of security policies? Why

is thed ma k iofrsegurity through digital technologies important to investigate as a matter of

contemporary governance? How can we, as researchers, provide more fruitful ways of

analysing security beyond studying the technologies that allow for its operationaligatn?
again, wat happend we disentangle security discourses from the agents, metris and

devices that contribute to the production of security knowledge?
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Chapter 1

The 0Co-Production 6 of Security Knowledge

1.1. Situating digital technologies in critical security studies

Processes linked to the collection, storage, analysis and sharing of digital data for security
purposes have been problematised by scholars whose research lies at the interserttiicels of
security studies (CSS)surveillancestudies and science andechnologystudies(STS (e.g.,
Bellanova and De Goede 2020; Bellanova and Glouftsios 2Da@idshoferet al. 2017,

Matzner 2017) This hybrid strand of literature identifies a number of themes related to the
entanglemerst betweersecurity and (digital) ®hnology. In particulargritical scholars have
opened up new avenues for researching the role of IT systems across different domains, such
as counterterrorism and intelligence cooperateog., Aradau and Blanke 2017b; Bigo 2Q14)

as well as the managenteof global mobility and borderée.g., Besters and Brom 2010;
Broeders and Dijstelbloer2016; Jeandesbo2016; Pickeringand Weber200§. Studying

distinct modes of governing (in)security through ddti@en practices highlights how the
security field isshaped by and shap#éschnological development®Ve are witnessing a
proliferation oftools that we are saidhelp practitioners to respond more effectively and
swiftly to emerging security threats. For such effective and swift responses, actionatitg¢ secu
knowledge is regarded as essential; knowledge that is produced by heterogeneous, situated,
and contingent processes in which security practitioners, digital technologies and

infrastructures take part.

A growing body of literature explores how digitedchnoscientific developments reconfigure

the rationales, techniques, and practices of security. To this regard, Lexygtansthat
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Ascience and technol ogy have become intermixX
6dod technol odsywhoafunctiontag scientists! [0.]JgThesold view that basic
sciences generate all the knowledge which technologists then apply will simply not help in
understanding contemporary technologyo (197
multiplicity of disciplines that engage the topic regard both science and technology as practices.
Especially, the idea that technology allows for the production of security knowledge, and thus
possesssObagencyo, constitutes the commonanddenomi
methodological approache€iritical scholars focus on the agency of technology for the
production of security knowledgg.g, Hoijtink and Leese 2019; Lindskov and Monsees

2019) and explore in particular how such production informs the practicesvafe range of

actorsi such as border guards, asylum authorities, police officers, law enforcement and
intelligence servicege.g, Glouftsios and Scheel 2021; Jeandesboz 2016; Kaufmann 2019;
Scheeket al.2019.

Despite the growing interest in the intersection of security practices and digital technology,
there are still some undegsearchedspects, concerning for example the struggle between the
social use of technology and predictive analyticsteélobnical ad legal complexities derived

from the combination oflata sourceffom different systemsor again how judicial oversight

can be organized in face of dispersed data infrastructures that yet have become so crucial to
policing practicesThese gaps are malg due to the heterogeneity of the literature that cuts
through multiple disciplines. | suggest that an interesting aspect of the entanglement between
security and technology is that they do not operate independently of each other, but rather they
exist ina complex relationship to thmateriality of data themselves. Accordingly, to better
understand the role of data infrastructures in the production of security knowleahgkto

situate my research in the relevant literaiutieis review chapter draws aliverse disciplinary
perspectives; in particular, CSS, ST&rveillance studiesnd critical data studies. Each
disciplinary perspective illuminates the topic by providing a varied set of analytical sensitivities

T informed especially by materigemiotc/ANT approaches (Law 200810l 2010 i that are

useful to describe the complexity and heterogeneity of the relations between humans and
technologiesin enacting security. Building on these insights, each section of this chapter

explains how theemultiple conceptual and theoretigagérspectivesnform this research.

In the first section | lay out the framework for synthetizing the role of technological systems
across different domains, such as counterterrorism and intelligence coopérajiofgbert
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andLeese 2020; Kaufmann 2018hd the management of global mobility and borders.,

Broeders and Dijstelbloe2016;Jeandesbo2016;PickeringandWeber2006 Oliveira and
Gabrielser2022) among others. In particular, | conceptualise sites of productieacuirity

knowl edget eacsh nbiscoaclioo e nvi r on mehuman,actovs lpredue® h u ma
new, quasiautomated forms of social control. The conceptualisation of technology as an active
participant in heterogenous and situated security processgsigant because it offers a more

promising perspective for assessing the wider societal and normative consequences that emerge
from datadriven governance. In the second section, | mobilize these insights to unravel the
formation and functioning of sociechnical assemblages that enable the collection,
processing, analysis and sharing of dadare | also engage with literatures related to
surveillance studies and anticipatory policif®yg., Egbert and Leese 2020; Kaufmann and

Leese 2021; Leese 2014ydn 2016)in order to trace the evolution of surveillance practices
from the traditional 0 p a n oipfor iexarple,oirbtleeprisena t i o n
setting discussed by Michel Foucault (197T5) owar ds a o6t echnol ogi zed

monitoring digital footprints (e.gLogan 2017; Lupton 2016; Murakami 2007

In the third section, | provide a more profound engagement with the role of data in the
production of actionable security knowledge. In particular, | conceptualise data as key inputs
tha are continuously analysed, interpreted, cleaned, categorised, curated and stored by
different security actors. These processes (analysis, curation, storing, cleaning, interpretation)
are mediated by different technologiesuch as hard disks, processaissktops, data analysis
tools, etci and thus they are socially and materially constru@gedGlouftsios 2018; Hoijtink

and Leese 2019; Lindskov and Monsees 20iBthe fourth section, | explore how dynamics

of anticipatory expertise have become eohted in security interventions and in the
governance of contested policy issues through protocols, institutional arrangements and
policymaking (see Aykut 2019) More specifically, | examine how the design and
implementation of digital systems bind hetesngus security actors to a complex Big Data
machinery for enacting predictions. | focus in particular on the role of algorithms idrilata
analysis for the governance of secullgyg., Amoore and Raley 2017; Aradau and Blanke
2015) In the final sectin, | set out the basis for incorporating legal considerations in the
analysis of data infrastructures, pertaining specifically to the regulation pfakectionof

data. | suggest that academic research should attain to legal issues by providingti@enorma
reflection on both architectural and sctggal infrastructural constraints behind the

development of data assemblages.
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1.1.1. The oagency/structure 6 problem

Within studies where security and technology intersect, the importance accorded to
technol ogybés agency is not always unifor m.
IR has prevented an analytical appreciation of technology not only in the security field, but
also in international politics more in general. The main tendentyeimiscipline of IR is to

approach agency-sas upmgdmutr eofprtotbd efmedog d mtat ascri

to humans (Wendt 1987). Actdletwork Theory (ANT) allows to overcome the
structure/agency debate by introducing a thinking tioal widens the scope of agency to the
synthetization of both human and Reaman componen{&enwick and Edwards 2010; Latour

2005; Law 2008; Mol 2010) I n parti cul ar-nettvoer knsodt i tomd ea fp

analytical equality between actors (agerenyd networks (structure), thus it introduces a socio
technical understanding of agency (Passoth and Rowland 2010). By enabling to account for
technol ogy a sl hasrchaltersgedethe traditional ihderstanding ofmaman
elements as passive ebjs, while it has paved the way for researching their role as active
agents in the production of (in)security (Hoijtink and Leese 2QhYrder to transcend the
traditional dichotomy between subjects and objects, schetaksng at the intersection &TS

and critical security studidsave developed a rich methodological and conceptual toolkit for
studying the role of technology in a range of security settfegs Bigo 2014; Decuypere

2020; Douglas 2012; Hoijtink and Leese 2019; Salter and MunitiSalter2012)

In particular, STS studies provide thick narratives about the formation and maintenance of
different assemblages and the work required to make them durable (Bueger and Gadinger 2018
Glouftsios 202) These accounts merge human and -maman actors as parts of
flassemblages or fiactornetwork®, and pay particular attention to interactions within what
they callfisociotechnicab systems. The generiddapacity to act[ascribed to technolo@y € ]

fis predicated upon the ability to collect infmation about the world through sensors or data
inputd (Leese and Hoijtinkk019: 1). However, technologies do not act in an autonomous
fashion, rathefithey assist, prstructure, point out and make suggestiolashumans (Leese

and Hoijtink 2019: 2)The conceptual tool ofico-productio® f i r st advanced
(2004),highlights how agency is goroduced in humamaterial networks through previously

largely unconnected set of actors (Lindskov and Monsees 2@L9his process constitutes
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a form offiheterogenous engineeriidDouglas 2012: 1Q%&ee also Law 1988ince multiple
actors gather, synthetise, and negotiate upon diverse kinds of knowledgesnical,
technoscientific, and legél in the design and development of techn@se{Glouftsios and
Scheel 202).

Applied to my r espraaduthighlgetshow data infratrucfureso
implemented in the EU AFSJ operate as steahnical settings that expand across multiple

levelsi the sociepolitical, the material ahthe digitali through which security is enacted. Yet
adopting an ANT approacltdoes not offer a consistent perspective.-AM a form of open

repository of materiasemiotic tools, sensibilities and methods of analysis that treat everything

in the socidand natural worlds as continuously generated effects of webs of relations within
which they are embedded (Law 2008). Indeed, the art eTANNsists in tracing out the effects

and exploring the fAhowso, rat her ,tANTaia haunt
Al oose assembl age of rel ated, shifting, cl a
281). Thereforeapproachingecurity practicethrough the ANT lenses requiresonducting

a situated studthat explors the sociclegal, material ad technical dynamics that give form

to datafication processesN-T is in fact embedded in a tradition of empirical case studies that

go intofdifferent directiong, rather than attempting to draw the findings into an overarching

explanatory framework\Mol 201Q 261).
1.1.2. Data infrastructures as 0 scio-technical 6 assemblages

When it comes to analyse the formation of data infrastructures, in particular IT systems, the
AN-T perspective suggests to pay equal attention to technicalities (e.g. software, hardware)
and to the communities of actors using them (police officers, security agencietBeeger
and Gadinger 2018; Hoijtink and Leese 20B3tting up a data infrastructuneleedinvolves
technical but also social and political considerations. In particdaverse forms of
technoscientific, security and policy concerns are translated into the design characteristics of
the system through discussions, negotiations, and redrafting of various texts, and are then

retranslated into technicaifrastructural spafications through feasibility studies (Glouftsios

3¢KS O2yOSLIi 2F GaKSGOSNRISYyS2dza SyIAYSSNAy3IE gl a FANRIDG
Technology and Heterogeneous Engineering: The Case of Portuguese H¥pdnBi@sse).

AWCKS 2N 27T LINBRIRIRITAR y2Y oHOR2nin0 2FFSNE | QFfdzr 6fS LR2AY
LINE RAzOGA2Y 2F O0Ay0aSOdz2NAi(Ge GKNRdzZAK GSOKyz2f23& 068 a S
what possesses agency. See dlgajskov and Monsees (2019).
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2019). The functional requirements inscribed in an information system further detail the exact
procedures that should be followed by its-@1sdrs. This nexus of recursive design practices
produce a reahaterial impact on the techniealfrastructural features of the systems and on
their functionalities. As a result, they provide a practar&éntedway for examining the
process of becoming of heterogenous set of concerns into atediocal assemblagsee

Acuto and Curtis 2014; Glouftsios 2019hese considerations have informed theice to
consider EU AFSJ information systemdiassemblagésof different data practicdbat create

network(s) of data exchanges.

More closely, the notion diassemlaged (Contini 2009; Velicogna 2014gfers to a system
characterized by distributed human/Amman agency that emerges from a loose set of
associations and interactions among its operating parts (Lindskov and Monsees 2019). CSS
scholars Abrahamsen and Williams defiisecurity assemblag@&asfiransnational structures

and networks in which a range of different actors @umimativitie®interact, cooperate, and
compete to produce new institutions, practices and forms of deterritorialized security
governance (2010: 90). In general, they acharacterized by a contingent and volatile nature

since the relations among human and material actors require cawstantmera (Hoijtink

and Leese 2019). Their capacity to interconnect spacesjsems, and technologies enables
data t o Ostpraatviead|l aacnrdo stse mpor al regi stersd and
(Bell anova and Glouftsios 2020: 9). Through
contextualised and in turn can act as transferable forms of knowledge (Kitchin 2DTet2

are several studies that approach data infrastructures astexduiical assemblages whose
design, development, and maintenance depend upon bundles of contingent and relational

practicege.g., Bellanova and Duez 2012; Bellanova and De Goede Z0@0ftsios 2021)

I n my research | develop thisconew Dt éadhmy
and norhuman interventions in relation to the setup\BSJinformation systems, by drawing

attention to data practices that bring togetheputetions of security practitioners and
technol ogi cal devices such as databases. Ana
to carefully unpack and deconstruct their contingent, relational, and contextual nature. In line
withthe AN-T perspective | conceive agency as oOomultipl e,
that is, as a force that humans and-hamans exert in their associations and interactions

(Leese and Hoijtink 2019: 11)n Iparticular, lhighlight how technologies are garoduced

through protocols, regulations, and legislati@ed nonrlegislative practices that together
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inform and shape the requirements and functionalities of different information systems in the
AFSJarea. Accordingly, it is only by situatingformationtechnologeswithin their political,

legal, and organizational contexts that it is possible to appreciate the formation ef socio
technical systems presented as sectdigpjution® ( see Bi go avadinsddar r er a
Jumbert2020;0Oliveira and Gabrielsep022)

Practiceoriented approaches within STS provide a conceptual toolkit useful to understand how
the enrolment of a technology loaks certain practicesln the attempt to redress the
interrelatedness between security and technoldgydskov and Monsees (201%ave
advanced threesteps modethat is weltsuited to explain how th&ciomaterial composition

of different information infrastructures is the result of a collaborative effort between human
and norhuman agents. According to theregcarity technologes emerge as a result of three
processes: problematization, translation and stabilization. The first step refers to the ways in
which a particular technology is problematized in order to make its use desirable and legitimate
in response to a security igsUrhe creation of a problematization then initiates the translation
process. This second step consists in translating security concerns into concrete technological
requirements and specifications, that is into the design characteristics and technological
configurations of information systems. The result of this process is the formation of an
assemblage that synthetize heterogenous considerations and knowledges. Finally, the end point
concerns the stabilization process that eventually creates durable abie security
assemblages in which the net of semiaterial relations has been lockied thus making it

entirely opaque.

To sidestesuch structural opacity | propose to look beyond the inner workings of information
systems by studying how their techricgecifications and functional characteristics are
embedded into protocols, organisational procedures as well assothielegal sources that

regulate their design. Nevertheless, far from being linear and smooth, each of the three steps is
subject to ngotiation, controversy, and organisational and infrastructural requirements
(Cavelty and Leese 2018). Accordingly, the formation and functioning of security assemblages
ought to be studied in a situated mamger . |
researchin order to foreground the soematerial character of the productimf security

through data | will look specifically at two levels of production. The first regards what
Lindskov and Monsees (2019: 27) taitmefisocial productia oftechnobgyo , t thessociali s ,

processes through whictm anformation infrastructurerespectively, gets constituted and in
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turn generates effects on the given order of thihgis first stagédiighlights the developmental
process through which political categs and security logics become embedded in data

infrastructures.

Especially, it is @rocesshatinvolves multiple human and ndruman elementsfor instance,

EU bureaucrats, security experts, servers, network cables, interfacafgaitimsi that are

being tied together in the constitution of a security sysiétmile the second that is,the

fisocial productiorbytechnology (Lindskov and Monsees 2019: 28yminates the agentic
capacity of information systems, that is theidigpto be productive and generate the desired
effects behind their implementation. Consequemtiygrder to offera sociematerial reading

of the life ofinformation infrastructures in the EU AF$jrovide a thick descriptiorof the
technical, social, rad political conditions and rationaleimvolved in the design and
implementation of different AFSJ information systerBy treating technology as an active
participant and not simply as a passive and inanimate tool at the disposal of human users, this
STSinspired approach offers a promising perspective for examining heterogeneous, situated,
and contingent security processes, such as data practices. Indeed, tisteigemodel
borrowed from Lindskov and Monsees, functions agralytical devicesisefulto make sense

of the rationales and practices behind the development, adoption, operation, and stabilization

of different information infrastructures in the AFSJ domain

1.2. The social and material construction of digital data

| suggest that studying the life of technologiebow they are developed, assembled, and
ultimately used for a specific security purpdseequires a broader view than the sole
observance of the objedAccording to CSS scholars, context matters for the ways in which
socictechnical systems are produced. Therefore, an empirical engagement with sites of
practices requires to situate technology in their political, social, and institutional dimensions.
This research builds upon this view by developing a genealogical account of data production
that traces the complex web of relations and stakes involved in the constitution of information
infrastructures of data exchanges for law enforcement purposes. dndargthe production

of security knowledge in terms of a procelesnandsso-calledfidata infrastructure literacy

(Gray et al. 2018: 1). The growing development of digital data infrastructures raises questions

about the nature of data, how they are bgirafuced, organized, analysed, and employed.
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Especially, thergs a pressing need to better understhod various forms of digital data
become embedded and set to work within different security sitesh@.der control agencies,

law enforcement bodigestc.).

To clarify these aspects, my research uses data practices as the focal panb jieot t 6
analysis in order to deconstruct how data are entered, selected into a particular form, related to
each other and how they become information and ultimdebwledge. To reflect this
processual character of knowledge formation, I combine genealoggmdrch withvisual
networkanalysis (VNA) that allows for a traceable mapping of data practices. In general, the
adoption of a genealogical method enabietsace out the contingent formation and unfolding

of multiple, complex, and contradictory iterations of an assemblage (Kitchin 2014). To grasp
the agency of technology in a transversaly, Ilree |l abor ate the concept ¢
(Kaufmann 2019; Kafmann and Leese 2024n)d use it as a heuristic device through which to
unfold the web of relations in which data exchanges areedgeld Tracing the inherent
workings of an object involves @mapping exercisethat documentsds life as well asits
historical development (Leese and Hoijtink 20184). This is why, | suggest, a genealogical
approach to the study of the data lifecyidéest suited to deconstrutie complex web of
discourses and practices that are central tonimenative and organisationatructures

surrounding information exchange.

Research and notions from diverse disciplinary perspectives, such as CSS, STS, critical data
studies, and computing already invite to consider data as socially and materiallyatedstr
artefacts and as generative of new forms of power relations at different interconnected security
sites €.g.,Bellanova and Fuster 2019; Bigo et al. 2068ufmannet al.2019; Kitchin 2013

The focus of these inquiries concerns in particular hota dee generated, analysed, and
leveraged into insights and value. For example, Kit€d014)conceives data as the base of

the knowledge pyramid: data precede information, which precedes knowledge, which precedes
wisdom. Accordingly, they are raw elemenhat can be abstracted from phenomena, then
measured and recorded. Fur-ahal mbr e dlabch augpd i p
since they exist prior to argumerdiichin 2014 3). More broadly data are considered as the
building blocks from wkch information and knowledge are created. To this regard, there are
relatively numerous accounts that consider data as key inputs into information systems that

paradoxically are implemented to make societies more secure, efficient, transparent, and

29



PhD Thesis Vanessa Ugolini
School of International Studies

accoumable by means of monitoring, discipline, and coneay., Lupton 2015, 2016; Matzner
2016; Scheel et al. 2019)

The tendency to present data in immaterial terms as an instrumental ethiitygs/ing way

to an emerging literature among critical datadges that foregrounds the value of digital data
beforeit is translated into actionable knowledge through computing practicesHellgnova

and Fuster 202Xaufmann 2020; Kaufmann and Leese 2021; Lupton 2015 and.Zl1i6
view opens up a new resehrspace that shifts the focus from the-pnaduct (e.g.data
derivatives, patterns, mosaic) to the raw material with which different digital security
compositions areassembledFor instance Bellanova and Fuster describe digital data as
Adebr i ske uptdifeent gowerning rationales (2019: 384eir workinvites to explore
the diverse ways in which data amecycled and ficomposted to form different security
compositionglbid: 355) In line with this scholarshid regard data athe object d inquiry

and, even more cruciallgs lively elements of knowledge productitvat do not just exisind
produce effedin and of themselves. Rathéney have to be generated and computed in order
to produce the desirabteutput( e . g . i d e atternsfof/behavioiios $top Suspfrious
individuals at borders).

121. 0 Makingdé -makii ogd dat a

Along this line, this research seeks to broaden the CSS and critical data studies scholarship by
offering a contribution that accommodsatbe study ofsecuritypractices as matters of data
compositions. In order to account for the diverse ways in which data become part of an
information systeml, draw attentionto the distinct processes of data structuring, curation, and
integration. More gecifically, two tropes icompost i ng o0 & prdpos@dchy mp ut i
Bellanova and Fuster (2019: 347), permit thinking of data in their process of becoming. Both
tropes assume that the materiality, meaning and productivity of data should be investigated in

a situated manner . The fitfhreoonmr eft d ccrad o nterroepoe, otf
t o g et matesdo think of digital data as lively elements that are composable into a
Amosai co. The notion of Amosai coO offpiecmghder st
togetheo different entities (Amoore 2013: 84; see also Dijstelbloem et al. 2017). Specifically,
the operation of Acompostingo refers to the
elements through computing techniques (BellanovbFauster 201847). This operation lays

down the material conditions that enable security compositions to come into being.
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The theoretical Titfrropre fAacfo mdoc campdu tiiprugtar e o, t ha
I concerns the connections between post, compositions, computers, and data. Specifically,
through the process of fAcomput i ngdata stdredgi t al
away and then mobilised in support of an inv
digitaldataa e fAbr ought togethero to form a securi:t
modi fied in the encounter. Specifically, di
larger datasets for speculative security action. They are then reinvenrgssenbled and

ultimately computed to form the material basis of digital security compositions. Taken together
these two tropes (composting and computing) enable to better apprehend the role that digital
data come to play in the fabric of security knowledgéormed by these considerations, this

research aimto elucidate howdifferent categories of data sources are recycled a&dss

AFSJ information system® inform law enforcemenpractices Data arethusrendered re
composableacross different sitesf fiarticipatory governande(see Amoore and De Goede

2005; Aradau and Blanke 2017a and 201&¥kut et al.2019; De Goede 2012; Egbert and

Leese 2020t eese 2014).

To this regard, Kitchin (2014urther distinguishes between information and knowledge. The

former is the accumulation of associated data that is transformed into knowledge through
processing, management, and usatg explains thainformation is structured data that has

gained currency as a commodity. Wherkaewledgeis actionable information, thas the
Oknloowwd used to for mul at e nyeldboratigroftalcd i folnisf. e ACyoc
of dat ao, data figure as basic inputs into
and sorting thaih turn create knowledgom the datato inform different security practices
InlinewithFoucaul ttleg @dB9&1l)constitute a Afhaughm of 6
their value is realised only when information is extracted, they congikeyeingredientsfor

constructing political agelas and legitimising evidendeformed narratives and counter
discourses (Kitchin 201412). For instance, aa are collected, processed, and analysed with

the aim of creating lists of threaasd especiallyor identifying suspectdNevertheless, they

arenever entirely raw since their production is underpinned by systems of thought, forms of
knowledge, governmentalities, and legalities. The transformation of data into poltically
relevant information is performed through the anafltoractices of security professionals that

involve the collection of information and the performance of algorithnailcutations

Therefore, data practices are not carried out independently of the ideas, instruments, practices,

contexts, and knowledgesagsto generate, process, and analyse data (Szthede2019).
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These theoretical insights \easeveral implicationgor researchng the genesis, constitution,
functioning and sustenance of information exchangeeEU AFSJ. First, understanding data
asunstable elements of security compositions implies that data are in a constant process of
fbecomings o met hi ngo ( Bel |I an o.\Racychng imforRatics erebles © 0 1 9 :
form the material basis of different digital security compositions that dadhe studied in a

situated manner. The engagement between STS and critical security studies offer empirically
rich examples of such critical attentiveness to situated security praetiges.g., Acuto and

Curtis 2014; Bellanova and Duez 20T2avidshder et al. 2017;Hoijtink and Leese019;
Jeandesboz 2016; Leese 2DIHhe central theme in this literature is that digital technology
allows for the production of security knowledge, and thus informs the practices of a wide range
of actors, such as bond@management, asylum authorities, police officers, law enforcement and
intelligence servicesThi s vi ew i mplies that attention s
organisational efforts underpinning the employment of data for different purgdseg.this

line, this research questions how data come to be part of security systems through different
practices of abstracting, processing, and recycling data into different esgiesding onhe

purpose of use.

Both the notiosof O per f or mat ntidt yWd gd h dngtéri@l chiarhdzEnos o c i o
knowledge production. Inspired by the works of Annamarie Mol (2002) and Karen Barad
(2007), Glouftsios and Scheel (2021) explains how the performative effects of information
systems derive from the possibility produce and rproduce the ontologies of both objects

and subjects through knowl edge practices.
highlights how their ontology is not fixed, or pgesen, but rather, it is the result of reiterative
processe®f interactions between human actors and technological systems (Glouftsios and
Scheel 2021). Similarly, the conceptual tool &hactmeré assumes that the ontology of
subjects and objects making up transndati ona
mul tiplies in practicedé ( Mol 2002: 32; see ¢
create a Ovisible fabric for data exchanged,
6digital & power that e n a lhe bosy ofkhosvledgd generatedt u n e
by information systems (Bellanova and Glouftsios 2020: 4). Therefore, data infrastructures are

not neutral since they materially, legally, and politically support specific ways of enacting

security.
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Second, incorporating thenaterial dimension in the analysis of knowledge production
highlights the processual character of its f
constructived, rather than 6routine and habi
this reasoning opamup a new avenue for theorising and researching the role of data practices

in the constitution of security interventions. Conceptually, it esableove the understanding

of security knowledge beyond the notion of the routine, tgoon the sequenced mode by

which security knowledge is generated and unsettled in practice. To this regard, De Goede has
introduced the concept of O6security <chainbo
settled, in the background, routine,and s pokeno [ . .]. #Alt i s for me:i
manner , across public and private sphereso (
translations and deliberations, the locus of security judgements is therefore dispersed, as it
dependsupon the agency of both technical infrastructures (e.g. computer networks,
communication channels, and software applications)amdanactors €.g.data scientists,

software developers and enders).

1.3. How digital data come to matter

Based ortheseanalytical insights that favoyortrayngdataasas fl i vel y obj ect so
2015and2016; Kaufmann 2020%everalgovernmentalityinspiredstudies have explotdéhow

the collection and processing of data are mediated by technologies of ¢emrd@ellanova

and Duez 2012; Douglas 2012; Glouftsios and Leese 2023; Oliveira and Gabrielsen 2022;
Pickering and Weber 2006)n these accounts, digital data are regarded as translations of
behaviours into information that turn create the conditiaof passibility to govern people

and things. This line of scholarship has particularly focused on issues concerning surveillance,
privacy, and anonymity along with other ethical and legal issues that the generation and use of
data engender. CSS researchers @&ereng the first to study how dadaiven systems reshape

the governance of the international through the deployment of biometric control and the
multiplication of database®.g.,Bellanova anduez 2012; Bellanova and Glouftsios 2020;
Dijstelbloemand Broeders2015; Jeandesbo2016. Their work generally develop situated
analyses of digitised control apparatuses and of the subjects that theyRargestance
Scheelet al. (2019) describe how data practices are mobilized to produce knowledge on
migration in support to the biopolitical control of populations cros#iegEUborders. Other

critical accounts further explore the establ
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of transnational circulations built upon ICT infrastructures that alational authorities to

share information on suspect mobilities (Bellanova and Glouftsios 2020: 4).

Among hese criticahccountat t ent i on i s p @dventhraughddiamdtie t he w
will to govern data (Bellanova 2017333. The main contbution of these studiesonsists

into offering an approach that broadens the study of security to the accommodation of different
forms of knowledge productiohrough ths research then, | seek to enter in conversation

with thesecommon threads aboutfiastructural politicsacross STS, critical security studies

and political geographythat increasingly question EU data infrastructures and their
deployment.Central to such armnquiry is the ongoingfidataficatiom of society through

processes of translation of th®fflined world into fivirtuald data (e.g. Broeders and
Dijstelbloem 2016; Scheel et al. 202Man Dijck 2014. In this regard, cholars from critical

security and surveillance studieavenoticaed how policy problems are ane technologically

mediated anddatafieda |l ong | i nes that favour governing
futuredo (Broeders and Dijstelbloem 2Dévé 6 : 14
drawn attention to the processes by which digitata come to matter through its deployments,
uptakes, and production (skapton 2015; Kaufmann 2020; Kaufman and Leese p0R2dr

example, Ruppert and Scheel (20188e on an historical and sociological approach in the
analysis of datafication procesday focusing on the social dynamics that give meaning to data
practices. In thse accounjgligital technologies figure as performative machines that record
multiple behaviours and interactions (both online and offline), and translate these into data to

be further processed (Logan 2017).

More recently, his strand ofiteraturehas started tdevelop critical interrogati@of how the

use of algorithms affect the modes and targets of regulation in problematicenaysmoore

and Raley 20Z; Aradau andBlanke 2017bBellanova2017; Bellanovand De Goede 2020

Leese 2014; Yeung 20L8Then ot i on of d6al gorithmic gover nme
0 t bowernance steered by learning machines and intelligent computing systems able to
automatically capure and process data from multiple soudcéBellanova 2017 330.

Accordingly, peering into data practices requires to consider techniques of data mining and
predictive analytic§ borrowed fromcomputerscienceand thenremediated to the security

field (see Amoore and Raley ZQ1Aradau and Blanke 20b7Lyon 2016; Van Dijck 2014

in order to understand howmaldngt as eictihisagtny di f

particularly crucial since odern methods for collecting, processing, managing and amglysi
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large quantities of datare not confined merely to the IT domain, rather, thaye become
central practices of goveance (Ruppert and Scheel 20198y problematizinggEU data
infrastructures and their deployntahen, it is possible to derive hosvimes, hotspots, and
offender groupsare prioritized through data, and especially, digital d&@ufmann et al.
2019).To this regard, Amoore and Ralagtethat dhuman and algorithmic systems have co
evolved in complex processestethnegenesis that have transformed security practices by

instituting new logics for governing populati@{2017: 7).

However, hinking in AT terms is necessarilycomplicated by the ambiguity of digital
innovations what is known, negotiated, and taiegt as a security issue is mediated by a
plethora of techniquésfrom pattern recognition to anomaly detectiomobilized to produce
knowledge for purposes of its managemamaflau and Blanke 2017b; see alsatzner 2016).
Accordingly, algorithms have fecome active contributors to the production of security
knowledge (Kaufmann 2019By providing ways of visualizing, calculating, and knowing
about future events securitlyey carry the promise of creatinfgneaningful information for
targeted security degsibn® (Bellanova and Fuster 2013846). They are in fact framed as
matters of technocratic expertise that enable to enumerate, classify, quantify, and visualize
knowable categories of peoad interesting relations among datasets (Matzner 2CBS.
scholars thathave produced empirical accouwts the politics of design and implementation

of algorithmicsystemdhave attemptedtoesi st t he i dea of conceivi
whose production is entirely opagusése 2014; Matzner 201 Bellanovaand Fuste(2019

364), for instancesuggesto focus on the subject of securttympositionsthat is, digital data

and to view themasfiecosystentsof embodied and embodying elemethiat can be abstracted,
recycled, and ultimately used for differentrposes.Another promising way ofnidudng
visibility to the inherent opaque workings of information systeinssiggest, is by unearthing

the political categorieembedded iprotocols, regulations and policy documeirsorder to

reveal howthey have inflenced thesetupand implementationf AFSJinformation exchange

schemesindhow security is forged through them.
1.3.1. Risk, algorithms and anticipatory knowledge

The growing body of researthat is concerned wittihe increased datafication of sociatgo
demonstrates how data practices are linked to the rise -@hgpoéve security logics that call
for the preactive addressing of risks€e Amoore 2014; Amoore and Raley Z0Aradau and
Blanke 2017&; De Goedeet al.2014; Egbert and Leese 202ufmannet al.2019 Leese
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2014))According to Rose (2001: 7) risk can be
and acting, involving calculations about probable futures in the present followed by
interventionsih o t he present I n or der The possihibtynto r o | t
perform calculations revealfid emergence of &digitally enhanced logic of controlthat
derivesfrom the ability of information systems to store, analyse, and process imnodmses

of dataat any point of their lifecycl€Glouftsios and Scheel 2028). The hightech nature of

the instruments deployable by security authorities ihdeedpromoted a shiftfirst from

reaction to prevention, and thérgm prevention to premgion and calculationseeAmoore

2014; Amoore and Raley 201De Goede et al. 2014). This reseatakes account asuch
anticipatory logis by questioning how they have informed the setup of AFSJ information
infrastructures and in turn how they have bee@n entrenched in tloybernetielike loop of

data extraction, knowledge generation aadurityregulation.

As a result, it is crucial to consider hakae reliance onlifferenttechnologicainfrastructures

enables toundertale securityrelated decisionsand in turn informs different modes of

fimakingd s e dunrcirteyasi ndgrliyv efndbat aEnacting predictio
indeedoffers new ways of rationalizing human behaviour. In the case ofddatn systems,

many bits of data are extracted, compared, and processed to create novel distinctions, deviant
groups and to build the basis for taking action in the present (Matzngy. ZbE performance

of calculations on digital data is then used to rationalize decisions about whom to act upon,
resulting in new forms of subjectivation. While the power to subjectivise is based on the
collection of datdi i n ,khe ultknate use of sh data enable® produced uni que verdi
rather than generalizing judgementsd (Matzne
of individualized approaches to predictive policing, security checks at borders and other
security interventions. Fanstance, in the case of border checks at the airport, even a single
databased judgement at the border can exert subjectivising power by allowing, restricting, or
denying entrance to an individual. As Rouvr
attunes the actions to be taken in the physical environment to the predictions contained in the
informational bodyo (2013: 157).

This new form okubjectivisingpowerreveas an augmentation in the surveillant capacités
security agencies and accentudtesextent of the reliance anformation infrastructurefor
security governangsee Bunyan 201®jaggerty and EricsoR000; Lyon 2003, 2014Lukier
has coined t he inreference ifdeadpleatian ioflevery aspeet®f sociality
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into quantifiable data for purposes of anticipatory analysis (Cukier and Magieonberger

2013 see als®Amoore and De Goede 2008an Dijck 2014). As Lyon suggests, this mode of
surveillance is complemented by the implementation of a complex big data architeatur
comprisessoftware, codes and algorithms harnessed to the production of data subjects (Lyon
2016 see alsaJanssen and Kuk 2016). The performance of such technologized form of
observationhas implications for how we come to study data and theiulaiion across
different information infrastructures. Especialgmticipatory expertise spans a variety of
different scales of governance and policy domains at the local, national, and transnational level.
Many issues of crime control have become paditylcentral to the transnational level, calling

for its incorporation in the analysis of anticipatory security govern@eseAradau and Blanke
2015; Aradau and Blanke 2017a; Aylaital.2019; Leese 2014)n terms of researclhen,it

is crucialto focus oncompeting dynamics of knowledge productinrorder to understand how

security interventionare shapedly the central features of policymaking in a given domain.

Also crucially important is to examine hoviyrough software harnessed to the coitetiof

datafin bulko, dataare turnednto resources that can be mined, enriched, and repurposed in

the creation of multiple cycles of us€¥an Dijck 2014).This perspective incentivises the
adoption of the analytical fmana B0H9) o fstudy thee Al i
Amakingo of security thr ouparticularty@ncermedvath i c e s .
the circumspect collection of data, then stored into databases only temporarily, yet, with the
prospect to cite a range of informationdifferent sites of authority, at any time in the future
(Matzner 2016). McCulloch and Pickering have conceptualisedhifistowards anticipatory
modes of governing n t he f orm of an o6antithesis of t
pr oc e s9 &2).(Indtéad of commencing from the presumption of innocence and then
progressing through discrete stages: 0i nves
ul ti mat e preveniatvéimervertidescribe to actin the present in orttetame

the possibility that a criminal act materializes in the future (2009: 638). By prioritizing the
detection of patterns, the criminal act itself loses its salience as the instant that defines
criminality (Matzner 2017). The criminal, as it is traaiially understood, is now the product

of the collection of data footprints in a form that renders them comparable to detect delinquent
individuals before they commit a crim&hese insight®pen up new avenues for research

around the extent to which theowgerrance of subjects and populations depends on the
monitoring, control, adaptation, anepurposingf data containedcross differeninformation

infrastructures
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Conclusion

This reviewhad the objective to engadglee multiple subfields that span critical security
studies (CSS), science and technology studies (STS), surveillance studies and governmentality
studies in order to set the stage for the conceptual and theoretical contribution of this research.
The growing trend in ademia to peer into datafication technologies has indeed paved the way
to hybrid approaches within security studies that sought to redress the interrelatedness between
security and technology (e.g. Bueger and Gadinger 2018; Doudlas R26ijtink and Leese

2019). Central to such transdisciplinary accounts is an engagement with data practices
associated with information systems and mechanisms for the exchange of information. What |
call the entry, processing, archiving, analysing, and sharing of data argiaisoperations
through which security comes into being. These practices matter in the context of international
security since they reveal how thema k iofrserurity is dependent on thgin-)makingd of

different data categories. Accordingly, it wasucial to review the literature that has
emphasised the importance of data practices for the constitution of the internationat(¢og.,

and Curtis 2014; Bellanova and Duez 20Bjo 2014;Davidshoferet al. 2017; Hansen 2006;
Scheelet al.2019). Thee disciplinary fields, in particular CSS and Sh8ye developed a
conceptual toolbox usefulot only for researching technology in JRut more broadly, for
addressing how higtech information infrastructures have come to shape and make up our

world by reconfiguring security governance at large.

Most of the insights offered by STS foregrounds the sociotechnical nature of security practices,

from border and migration manageméay.,C6téBoucher2020;Dijstelbloem and Broeders

2015; Glouftsios and Schk2021; Leese and Wittenda2P17;PickeringandWeber2006)to

predictive policing(e.g.,Egbert and Lees2020; Leese 2014; Kaufmann 2019; Kaufmann et

al. 2019) and attend to the more or less visible aspects of the interaction between human actors
andtechnologies. ST formed approachesre mobilized throughouhis research to study

the societechnicaln at ur e cogpfodudtidmeof sécurity knowledggJasanoff 2004)

Within this strand of conceptual resourcesely especially orActor-Network Theory (ANT),

since it enablestover come t he ¢ a g ennheptidy of datacptacticky 6 b i n a
consideringcamgetnictyutasd @ cloy t he i nteractions

Il n particul ar, by als e maitsachas objegis mateyial sirdctsires, t 0o G
and technologieEANTf avour s t hi nki ng 0o &webdfrelatibnswherecy c | e

both humans and technologies assume an active role (Amoore and RaleyAXdig this
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line, | considerhe development and functionimg data infrastructures asn her ent |l 'y 0 s
t echni c alrésultfrortleesssoditibors gnd interactions between security actors and
technological artefacts that together fofipracticenetwork® (e.g, Latour 2005; Law 1992;

Mol 2010).

Accordingly, a practiceoriented approach applied to the studydigfitally-mediated security

suggess to look at the contingent relations between heterogenous human afidiman

elements such as software developers, end users, and technical dieviwsogether take

partin the lifecycle of dataSuch an approach highlights algte processual chacter of

knowledge production, that, rather than being linear and smooth, it is subject to political
controversies andormativefrictions (see CétéBoucher 202Gand De Goede 2018) drew
particul ar attention to thaeve oafthé copstituerda Bind 6 e n a c
generative moments through which realitiesy my case information infrastructurésare

brought to life (Barad 2007; Mol 20Q2hformed by these theoretical stranddspnceptualised

sites of production of security knowledge a 6 stoeccihoni cal 6 environment s,
nornthuman actors produce new, quasitomated forms of social contréqually, | aimed to

provide a more profound engagement with the role of data in the constitution of data
infrastructuresin line with new materialist approachdsonceptualised data asl i wnpuktsy 6

that are continuously analysed, interpreted, categoasedurated by different security actors

(Lupton 2015and 2016; Bellanova and Fuster 2019; Kaufmann and Leese 20k&se

processes are mediated by different technologiesich as hard disks, processors, desktops,

data analysis tools, et€.and thus they are socially and materially constru¢@&duftsios

2018; Hoijtink and Leese 2019; Lindskov and Monsees 2019)

The conceptuadation of technology as an active participant in heterogenous and situated
security processes offers a promising perspective for assessing the wider societal and normative
consequences that emerge from dhtaen governanceEven more crucially, it favosr
studying thdifecycle of data in a situated manner, by considering the institutional, normative
and organisational contexts behind the development and implementation of information
infrastructures. On the basistbE theoretical and conceptual insigbtiered by STS and CS$SS

it is possible to synthetizbe role of technological systems across different domains, such as
counterterrorism angdolice cooperation and the management of global mobility and borders,
among othersTo shed light on the logichat drive the setup and functioniog different
infrastructuredor the collection, processing, analysis and sharing of, ialao engagethe
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literature related to surveillance studies and anticipatory pol{eiigg,Amoore and De Goede

2005 Aradau ad Blanke 2015; Aradau and Blanke 201&gkut et al.2019; Leese 2014/an

Dijck 2014). This strand of scholarship is concerned with illustratihg evolution of
surveillance practices from the traditional panoptic observation of the humani bimay

example, in the prison setting discussed by Michel Foucault (1I979)war ds a Ot ec hnc
form directed at monitoring digital footprints (e.g. Mkami 2007).t is therefore equally

important both theoretically and conceptually since this literature engages crucial debates that
regard how dynamics of anticipatory expertise have become embedded in security

interventions and in the governance oftesited policy issues

The concepts discussed in this review are constandpilized throughout theempirical
analysisin order to illuminate various aspects related to the mediation of both digital
technologies (technicalities) and legislative and-tegislative provisions (socipolitical and

legal considerations) inthe ma ki ngo of secumakiyngd Mous gdat &
framed, this research makéhree distinct yet interrelated contributions to the literature
engagedFirst, within the currets of STS and CSS, | seek to contribute to data infrastructure
literacy, by carrying out a practigiiven analysis of the lifecycle of data, honing, in particular,

on thenormative and technicgirocesss that data undergo in order to fBeecyclea for
different uses.Second in terms methodological approaches developed within these two
strands | provide a practic@riented approach by recurring to visual network analysis (see
Chapter 2 on methods) in order to study visually the lifecycle of data as@rkef practices.

Third, in the context of EU studies, | complement current research on the infrastructural politics
of European integration in thgJ AFSJ (e.g., Glouftsios 2021; Bellanova and De Goede 2020;
Jeandesbo2016)by providing an empiricallyoriented analysief four case studies order

to demonstrate that security governance at the EU ted not only involve polieynaking

and legislatiordrafting, but also the development, deployment and use of infrastructures that
interconnect Europe. ripirically, | attend to the EU instruments that, to date, have been
introduced in theAFSJdomain in order to step up information exchange and cooperation

among law enforcement authorities.
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Chapter 2

l nvestigating the oLifecycle o

Introduction

One of the core arguments that | want to elaborate through this research is thhbiess

data exchanges are directed in particular ways, not only by digital technologies, but also by
provisions regulating access, storage and use of iatoym for securityrelated purposes.

There are several reasons for conducting an empirical inquiry into the production of data for
law enforcement finalities. First, this conceptualisation has an important implication for how
we come to understand and stuble making of international security. Lately critical scholars

have devoted much attention to discussing information systems, databases, and related security
practiceqe.g., Aradau and Blanke 2017b; Bellanova and Duez 2012; Bellanova and Glouftsios
202Q Dijstelbloem and Broeders2015 Glouftsios and Scheel 2021Some of the
preoccupations of existing debates concern the importance of data for the setup and
maintenance of the EU informatiamfrastructureas well as for policymaking in the EU Area

of Freedom, Security and Justice (AFSJ). The collection, processing, analysis, and sharing of
data are essentially practices through which security comes into being. These practices matter
politically because they produce knowledge that forms the base upenhwhifi s us pi ci o
criminal activities are sought to be detected and prevdstsl Aradau and Blanke 2017b;
Davidshofer2017; Kaufmann et al. 2019; Lyon 2016hey matter also socially because of

the impact that they have on the life chances of data sslfgse Bigo et al. 2019; Gabrys

2019)

Secondratherthan focusng exclusively on information systems as security sites, | suggest to

pay close attention to both the practices related to the gathering, processing and sharing of data
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and the legal frameworks that regulate such practices. | investigate both data paadtlegsl
provisions by attending to the concept of
Leese 2021): how certain data categories,(elgntity, reservation data, biometrics, etc.) are
initially produced and how they are subsequently repurpiasgublicing purposes. In my own
elaboration of the notiofsee below)the lifecycle provides an analytical angle that avoids
overly emphasising the role of technology infhena k iofsegurity. Third, among academic
literature that explores the nexustWween security and technolo¢g.g., Acuto and Curtis,
2014; Amoore and Raley 2017; Jeandesboz, 2016; Leese QdAsra and Gabrielsep022)

the proposed research design enables to proceed bagptofrom empirical observation to
theory building, wih the scope to understand how the extraction and use of data for law
enforcement purposes are regulated through normatiechnicalarrangements behind data
infrastructures. In terms of methodology, this design provides an incentive for adopting a
liminal approach betweethe different methodologiesdevelopedwithin critical security

studies, STS, and soe€legal studies.

Rather than constituting a limitation, such liminality created the conditions for meddling
through the interstitial spaces of these disciplines and thus for accommodating a critical inquiry
into the relation between normative and technological power irtersabf knowledge
production for security governance. To carry out the empirical analyseshorateca multk
methodological approach to the constitution of the lifecycle of data as the object of research,
that relied on extensive archival research aodudchent analysis, as well as visuatwork
analysis(VNA). The way in which these methods were combined enabled to constitute the
lifecycle of data as a network of practices rather than purely as a linear chain of data exchanges
(De Goede 2018)rhe aspds considered in this respect concern mainly the legal dimension,
the communications channels and the technical instruments implemented to streamline and
support information exchange in the EU AFSJ. Such methodological stance leaves space for
investigatingthe multiple ways in which specific categories of data (e.g. identity and travel
data) become part of crime prevention strategies and demonstrate that their lifecycle is
influenced not only by digital technologies, but also by provisions regulating astesg)e

and use of information for securtglated purposes. Accordingly, from the circumspect
collection and processing of data to their use in a criminal investigation, multiple actors,

institutional arrangements and legal frameworks are involved.
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This chapter is dedicated to illustrating how | investigated the lifecycle of data
methodologically and is largely divided in three parts. In the first part | start with a concise
overview of the main features of this concept and | explain why | have deoifiesine it as

the object of research. I n particul ar, I I
Acycleo in relation to the functionofdatg of d:
practices. These practices are essentially multigleitest h at A ma kneadk eadn dd afituan
which include the entry, processing, analysis and sharing of datpofming purposes
(Bellanova and Fuster 2019; see also Sceeeall. 2019). After that, | unpack the multi
methodological approach that | havereleped for analysing the making and-making of

data through data infrastructures in a relational manner. The adopted approach relies
specifically on two analytical pillars: a genealogical analysis and a visual analysis of networks

of practices. In relain to these pillars, | identify three aspects, that istoecpolitical, legal
andtechnicalconditions of possibility for the collection, processing and exchange of data at

the level of EU AFSJ information systems.

Having outlined the methodologicahsce, in the second part of the chapter | provide a brief
recount of how | gathered relevant qualitative material. Then, | define the main blocs of the
empirical analysis and the criteria for the selection of the case studies. Following a discussion
of the primary and secondary sources, | proceed with elucidating how | have used disparate
forms of texts inductively in order to reconstruct lifiecycle of datafor each of thdour EU

AFSJ information schemes considered. Moving on to the third part, liexXpa | have
elaborated the empirical material in consideration of the research tools selected, that is
document analysis and visual network analysis. In particular, | address the specificities of each
analytical approach in relation to the study of theplex linkages between data, technology

and security. Finally, I move forward to presenting how | have composed and visualised the
network of data practices out of the qualitative data gathértdtbn conclude with some

reflections on the value of pracgtdriven approaches for analysing and interpreting networks

visually.
21.The ol ifecycled as analytical l ens
Tal king about Alifed assumes that there is ¢

of a living thing. While 1 do not contend the coptgalisation of data as a living object (see
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Lupton 2015and2016; Kaufmann 2020; Kaufmann and Leese 20Pquestion the use of the
term Alifeodo when r efprasticeshanptpacetABS] infarmation sdhémesp | e d
such as the SIS, Prim, ARMdPNR in an environment of constant scrutiny. Verifying an
identity requires the confirmation that the person you claim to be is actually who you are.
Accordingly, crossing a border, booking a flight, being issued with a passport etc., are all
instanceshat require you to claim your identity by releasing your personal data. The provision

of personal data is not a etime act but occurs reiteratively by directing data subjects to an
assessment of their Ari sko | e butiather, Deytae ar e
ascertained once and then stored away in order to feed threat analysis and/or risk assessment.
These considerations led me to subscribe to the idea of a circular trajectory in the life of data
(Kaufmann and Leese 2021A cycle is a sees of events that are constantly repeated.
However, in the case of data practices this repetition does not necessarily occur in an ordered

fashion.

By acting on data, multiple activitigsthat includethe collection,storing, processingand

analysisi inherentlyi nt er vene on t h e thdstransformidg thertostalogye s o f
Through these practices data are constantly reassembled, recombined and repurposed across
different security infrastructures (Bellanova and Fuster 2019). Repurposing means that the data
gathered and stored away are first extracted, either inaioobnly partially, and are then
transferred for another endeeBellanova and De Goede 2Q28artong and Forschler 2019;

Van Dijck 2014). Data are in fact captured and stored within different databases, at different
moments and across different spacksuitively, the trajectories of data exchanges are
multiple, never linear and potentially limitless since data travel back and forth from one system

to another. These considerations suggest tha
itself in the same order, or by following the same trajectory. Accordingly, | have adopted the
term Alifecycled (see Kaufmann 2020; Kauf mar

conceptually the multiple acts of power in the making @mdhaking of data.

Innes(200]) has coined theterfmnc o nt rd |i rc rreedheeapwposing of data in ways

that differ from the initial intent underpinning their generatidhis is generally achieved
throughtechnological solutionshat render data transportabledan t h tuss abd € 0 ent r
across differentdomainB.y attending to the ananoyonlytc not i
emphasise the technical dimension of data repurposing, but also, and more imptoisimely,

light on theinstitutional and normate aspect®f data productiorand transferfor policing
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purposes.The distinct modes of ordering, organising, regulating and governing data are
informed by a number of political rationalities before being translated into the technical
specifications of ITsystemgqGlouftsios 2019)Simultaneously, such technical aspects matter
politically since they enable a dadaven mode of governing (Leese 2014). For instance, IT
systems designed for preventive purposes mediate security interventions by filtering out
Ariskyo el ements (e.g. i ndividual s suspectec
Amoore and De Goede 2005; Lyon 2014). The effects of such filtering do not concern solely

the data produced by IT systems, but impact also on the internationditynobithose

individuals considered Ariskyo (see Broeders

There are several reasons for focusing on the lifecycle of data in order to understand how the
collection of information is set to work for the investigati prosecution and prevention of
terrorism and other serious crimes in the A€BJ First, such analytical attentiveness to data
infrastructures as units of analysis enables to carry out a situated empirical study and to
contribute to the literature didlata infrastructure literacy Grayet al.2018; see also Glouftsios

2021; Hartong and Forschler2019 Ruppertet al. 2013; Scheekt al. 2019) Especially,
proceeding inductively allows to trace out the material and cognitive inner workings at play in
the formation of their sociotechnical arrangensen®econd, by focusing on data as the
foundational element of different infrastructures, this research contributes to the nascent CSS
scholarshige.g., Bellanova and De Goede 2020; Dijstelbloem and Broedess ZéHndesboz

2016; Kaufmann and Leese 20214t analyses how security interventions are enabled through
the exchange of data between different categories olisewd (e.g.police, border guards,
judicial authorities, etc.) involved in the managemerseaiurity. Third, attending to the notion

of Adata | ifecycled enables to address both
processes that render data transportablepmebinable and actionable at the fzuropean

level.

Informed by these conptual considerations haveframed the lifecycle of datand hence the

data practices by which it is constituted the object of study. Centralgachmulti-layered
analysisis an engagement with the multiple knowledges and technologies that havéocome

be associated with the exchange of information. The choice to represent data practices as
flobject®is in line with the material turn taken in the IR research agenda in general, and critical
security studies in particular. Objemtiented analysis, ag research method, allows for a
traceable mapping that combines genealogical research with pidties approaches

45



PhD Thesis Vanessa Ugolini
School of International Studies

(Mutlu and Salter 2012). In order to investigate the lifecycle of data in relation to the setup and
operation of AFSJ information systeh@oposea multrmethodologicaframeworkthat relies

on the tools of deconstruction analysis arsiialnetwork analysis (VNA). This combination
represents a point of departure through which furthering the study of the complex linkages
between data, technology and security. Below, | address the specificities of the first component

of the methodology adopted, thatl& genealogical approach.
2.1.1. Genealogical approach

The notion of Ageneal ogyo refers to the
reconstruction of the lifecycle of data. Instead of reproducing an historical account of the
emergence of the phemenon observed (i.e. data practices), | concégenealogy as a

method through which to unearth the conditions of possibility for data exchanges in the EU

y

AFSJ area. On genealogy, Bonditti et(@014:163) statect hat fAgeneal ogy shotu

writing of histories [...] but rather a criti
this line, rather than aspiring to create a chronology of events, | aim at tracing the constitution
of data practices, by drawing attention to the multiple dyoarthat led to their gradual
emergence. Three aspectsaomstitute the genealogical analysis of the data lifecycle: the
sociopolitical, legal and technical conditions of possibility that allow for the collection,
processing and exchange of data at ¢vellof EU AFSJ information systems. Therefore, the
central concern remains tlatalifecycle, honing on the variegated ways in which different
categories of data give form to knowledge alieutorism and other forms of serioasmes

and arghenoperaionalised in theontextof policing.

The adoption of a genealogical approach is regarded as central in order to reveal the
contingency of ideas, practices and values behind the seAfSdinformation systems. The
exposure of the power relations and stakes involved in the constitutiotaahffastructures

and policymaking in the AFSJ domain turns much needed attention towards the often taken
for-granted discourseof security (as knowledge, discipline, and practice). In order to zoom
out on the process of historical formation marked daytiouities and discontinuities over the
production and extension of different infrastructures, | sought to identify in each case study the
sociapolitical, legalandtechnicalconditions of possibility for the exchange of data at the level

of AFSJ informéion systems. These conditions are highly interrelated. The technological
solutions are in fact first envisaged at the political level, and then embedded into a series of

legal requirements through regulations and directives which inform their techratalete
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The material that inform the analysis of #aciopolitical andlegal aspects (i.e. legislative
proposals, feasibility and impact studies, directives, etc.) constitutes a valid source for
examining also how security rationales and policy concaredranslated into thechnical
characteristics of IT system through discussions, negotiations, and redrafting of various texts
(Jeandesboz 2016; Glouftsios and Scheel 2021).

The identification of thesociopolitical conditiors has the objective of angbking the
establishment of EU AFSJ informatiamfrastructuresn relation to the historical and policy
processes that have shaped their function and scope. The focus of this part is very much
dedicated to uneaiitig the EU logic in the satp of different configurations of system®r

data exchanges (e.g., centralised and decentralised databases, etc.). In particular, | examine first
how central EU agencies organise the exchange of data at tEeipgyean level; second, how

data eventually become operai@ at the level of national police authorities. In terms of
empirical analysis, this procedure consisted in untangling how the obligations contained in the
relevant EU directives (i.e. regulations and decisions on the establishment and functioning of
information systems) entail inputs and actions by the side of public and private actors which
then translate into the desired outputs for law enforcement authorities.

Broadly, the identification of thiegal conditiors concernghe progress that has been made
since the beginning of the 1990s in improving cooperation between law enforcement
authorities by streamlining the sharing of information. By looking at both legislative and non
legislative proposals, such as working papkereconstruct the legal basis that allows for the
collection, processing and exchange of data at thdepaopean level. In particular, | consider

a number of treaties through which the EU sought to expand information exchange for the
purpose of criminainvestigations. Among these the most important are the 1990 Schengen
Convention(OJEU 200@); the 1995 Convention on the Establishment of a European Police
Office (EUROPOL)OJEU 1995k the Hague Programn{®JEU 2005a)the Priim Decisions
(OJEU 2008kx); the Swedish Initiativ OJEU 2008@); and the Lisbon TreatOQJEU 2007c).
These acts are the primary sources of EU law and include provisions that legally ground
i nformation exchange between Member Statesd

to detect, prevent and investigate criminal activifies.

5 Criminal investigation also includes law enforcement activities aimed at the collection of admissible evidence
to be used during judicial procedures.
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Lastly, the identification of théechnicalconditiors has the objective of addressing how the
production of data for security purposes is enabled by technical solutions that render data
transferable md meaningful in different security contexts across national, organizational, and
legal boundarie@Bellanova and De Goede 2020) the analysis ofhe technical arrangement

of AFSJ information systems, | consideréat instance, the data elements cadlelc the choice

of software, the communication network for transmitting the data, and again, the analytic
techniques used for processing thdinese technical specifications along with flaactional
characteristics and scope of information systesush a the possibility to enter and search for
certain alerts, result from the rules laid down in EU regulations and decisions. This kind of
documents reflect the security vision as it has been defined at the political level. Accordingly,
by placing AFSJ inforrmation infrastructures in their respective institutional, normative and
organisational contexts, | sought to scrutinize how different logics for enacting security (i.e.
preemption, traceability, etc.) were first translated into material requirements khroug

legislative acts and then into functional characteristics.

The possibility to act politically, materially, and computationally as granted to a multiplicity

of agent s, Amamk Eses oantienfana, a ncda | H eerdc efl dad
lifecycle0c. Two considerations can be drawn in thi
for which data are generated imply a political and normative process, along with a technical
one. Protocols, organisational procedures, categories of data and atetards are first

designed, negotiated, and debated at the political level before being implemented by data
scientists in the design of information systems. Second, access to information has to be timely
and accurate. It is necessary for law enforcemehbaities to request and obtain information

related to criminal activities from other Member States expeditiously, and for as long as it is
necessary for the fulfilment of their tasks. The transfer may occur at different investigative
stages$ from the gatering (preventive stage) to the analysis of data for a criminal investigation
(operational stage). As a result, transferring datgddicing purposes, that is repurposing it,

follows different arrangements and directions. These considerations shapatettefor the

choice of the case studies among EU AFSJ information systems, and in turn influenced the

choice of the elements to focus on.

In particular, the analysis of each scheme revolves around the identification of three core
aspectsthat is, tleauthoritiesgnvolved in thedifferent phases of the lifecycle of data, including

the design of information infrastructures, their development and implementation, and finally
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their use the existingegal arrangementss well as their loopholes, relatiedthe transfer of
information for security purposes; ataktly, the modalitiesof the transfer, concerning for
example, direct requests for information, the spontaneous exchange of information, or again
theelectronic transfeof data through databasd$iese elements compose the main pillars of

the empirical analysis. The multiple arrangements between them lead to assume that the
obligations contained in EU directives and regulations direct the transfer of data in multiple
ways. Between the initial si{ee. database) where data are collected for a specific purpose, for
instance, to establish the identity of travellers at borders, and the site where data are processed
(e.g. in the context of egoing criminal investigations)multiple (human and nohuman)

i nt ervent i dfiecycleana m turn onpagt or its @nstitution and arrangemnidns
understanding further advances the conceptualisation of the lifeafcataas a process
informed by different logics, which in turn produce a network of distinct components of a
normative, technological and organisational nature. Below | further dig into the notion of
Anet wor ko and expl ain how icticednvers apgroacdh dcor me d

reproduce visually the lifecycle of data.
212 Datapr acti creed waog k& 0

The not i on ®hadbeei adepted withik & variety of currents, such as ST, A

and technology studies as a means to trace the complex entamtgl¢nae constitute specific
practices geeAttride-Stirling 2001; Knox et al., 2006). In line with this approach, | have
applied the notion of network to the study of EU AFSJ information systems in order to represent
the relational disposition of the acsghuman and nehuman) that participate in the lifecycle

of data. This approach favours thinking of the relations among actors as they are established
through the everyday exchange of data. It is important to remark that the mdéigle
practices suchas the entry, processing and analysis of data, are inherentlytscarocal
(Scheel et al. 2019) because they are performed by human subjects antiuntan
components$.For example, entering an alert via a police information system requires not only
technical instruments (e.g., computer terminals, interfaces, internet connections, cables, etc.)

but also the manpower of the officer in order to function properly and perform the tasks for

5 The contributions of Law 1992; Law 2008; Latour 2005; Mol 2010 amdHPaisd Rowland 2010 are

LI NI AOdzfE NI & y20Sg2NIKE F2NJ GKS RS@GSt2LIYSyYyd IyR | ROl y
" This understanding of data practices as activities has been elaborated in various concepts developed in critical
studies and in the broadeosial studies literature. In Chapter 1, | briefly identified those concepts (e.g., the

y2GA2Y 2F AQLISNF2NXNIGAGAGEE YR Syl OGYSyilés &aSS az2f H
conversation with them, in relation to the constitution and formati@hnoRA F FSNBy i al daSvyof | 3Sa
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which they have been developed. These elements are all diffefemtcsd@nd organisational

units that create a bundle of contingent practices.

The personnel that works with these systems and that directly or indirectly participates to the
lifecycle of data is highly heterogenous. These are mainly central Europeareagsach as
Europol, that gather and process data in the broader context of European security; and criminal
investigators and judicial authorities that request such data to prosecute individuals. Within this
network of actors, Europol functions as thetcgnnformation hub through its instrumeint
Europol 6s Secure Information Exchange Net wc
European competent authorities to exchange information in a swift, secure, afriendér

way, with each other, Europol, and@amber of third parties. Its databases facilitate cooperation

by allowing EU countries to identify common investigations and providing the basis for
strategic and thematic analysis. As a rule, information and intelligence are mainly exchanged
via national central authorities or national contact points (INTERPOL National Units,
EUROPOL National Units (ENUs), SIRENE Bureaux). Yet, a criminal investigation can
involve parallel or sequential use of more than one communication channel which can be

further combied with additional instruments.

Judiciary and law enforcement authorities generally rely on two main investigative tools to
obtain direct access to data for criminal investigationgroduction and requests orders
(European Commission 2018)hese straigforward requests are not necessarily dependant

on information systems as channels through which data are exchanged. The network of data
practices is indeed far more intricate. particulay the channels for information exchange
depend oran intricate netork of actors that comprise both human and-homan agents.
These are mainly fAmaterial o actors in the fo
software developers, engineers, |l egislators
as databases, cables etc. Their agency is conceived to be interdependent due to the relations in
which they are embedde@rucially, each of them have the power toagempose the data in

order to form the fabric of actionable security knowledge (BellanadaFaister 2019). They
participate in fact to the multiple activities (e.g., entry, storage and processingiéhatne

on the data in the creation of multiple cycles of uses

Along this line, | conceive the lifecycle of data as avoek of practicesconstituted by and
at the same time, resulting frdima multiplicity of actors and structures. This net is formed by
situated human interventions and technical activities related to entering, updating and
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consulting data through information systems. Baelling from one information system to
another, it is the data that inevitably interrelate them and produce a network of contingent
practicesYet analysing the form of a network only makes sense if one considers both the visual
characteristics (topologal dimensions) of the network and the contextual information
gathered through qualitative analysis (Decuypere 2020). The quality, accuracy and
completeness of the empirical material are therefore of central importance. As Decuypere
suggestsmetworks shold be considered as being thick descriptions them<i|2620: 84)

and thus, once reproduced, they provide a visual basis useful to describe the relational
composition of the practice under investigation. Accordingly, the narrative function of
networks Qffenhuber 2010; Segel and Heer 2010) is particularly suited to reconstruct the
lifecycle of data by examining the sogolitical, legal and technical conditions behind the
setup of AFSJ information systems.

In the resulting distribution of actoiisthatis, the networki humans and nehumans are
placed in the same flat, relational fielBayne 2017)As Crossley positsindividuals are
shaped by, and become social actors within, intera@t2®15: 66). The actotbat participate

in the lifecycle of data interact not only through the exchange of data, butreleamultiple
circumstances conceng for instancehe institutional arrangement of both the normative and
technical dimensions of informatiomfrastructires The design and development ofi a
infrastructure arendeedsubject to the mediation of different governance organizations in order
to reach a technical, functional and institutional compatibility. These interventions are local,
fragmented and confreed by unexpected frictions and deviations from the defined
development patfiContini 2009; Velicogna 2014)hese observations affirm the value of a
visual method of analysis to chart the phenomena under investigation and to give insights into
what mattes most in the network of practices. Visnatworkanalysis (VNA) is best suited to

this objective. It is often described as an analytical technique that allows to exploratively
visualise how practices are constant effects of relations, without havingadkei holistic or

individualistic explanations (Packer 2018).

| further expand on the application of VNA to the study of the lifecycle of data in the last
section of this chapter, in consideration of the methods deployed to reproduce the network of
data pactices. The question @vhoo is involved in the lifecycle of data brings to the logical
guestion of théwhat and why i which kind of dataarestored in these databases and why?
How is the collection, storage and processing of data related to bardensrae linked? Under
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what conditions can information collected for a defined initial purpose, be used for others as
well? What are the data protection and privacy implicatiorgatdrepurposing Addressing

these questionsonstitutesone of thecoretasks that | seek to attend by reconstructing the
sociopolitical, legal and technical conditions of possibility for the exchange of data through
AFSJ information systems. The results of the empirical analysis are then used on one hand, to
differentiate betwen the characteristics, structure and composition of the data requested for
policing purposes; and on the other, to identifgw the enactment of security is context
dependent on the data infrastructuttest combinevarieddatacategoriege.g., dactylosopic,

identity and travel data, et@hd types o$ecurity logics

2.2. Gathering empirical material

To know which debates and documents are important for the collection of qualitative data, |
began with an understanding of the Af&litutional context. Uncovering this practically, the

first step consisted in retrieving publicly available information from the EU Commission portal
(EUR-lex)® about the relevant acts (e.¢dague Programme, Treaty of Priim and Swedish
Initiative etc.)and policy documents (e, glirectives, regulations etc.) that regulate information
exchange in the AFSJ. The EURX portal holds a repository of current as well as historical
(i.e. rejected or amended) documents, records and other sources relatingctivities and
initiatives of the EU Commission and the Council and it can thus be conceived as an archive,
although not in the strict, historical sense. Conducting archival research on this virtual
repository involved specific analytical tasks that parset political categories, technical
arrangements, institutional frameworks, and regulatory practices to understand how data
exchanges have become operative as a political infrastructure for enacting security practices.
Conducting archival research wasykalso to determine the extent to which the functional
characteristics of information systems are reflective of the legal obligations, principles and
values inscribed in EU Treaties. In particular, by considering the principle of availability
Commission othe European Communities (20G5)d of mutual recognitio®JEU (2008) |
reconstruct the evolution of information exchariges expansion to policy areas (e.g. law

enforcement) as well as to data categdiees., dactyloscopic data, facial images, etc.)

8 EURLex grants access to a number of policy initiatives and related legislation, such as treaties, legal acts, case
law, agreements, laxmaking procedures, among others.
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The second step in the collectiontbé empirical material consisted in familiarizing myself

with the language of the regulations and directives that have created the legal basis, either for
strengthening information exchange and law enforcement catoperamong EU Member

States or, for introducing new IT infrastructures. Policymaking in the EU AFSJ has indeed
paved the way for the profusion of a vast number of different systems designed to ensure timely
access to a wide range of data categories aridctiitate their transfer for the purpose of
conducting criminal investigations and criminal intelligence operations across the EU. Hence,
the EURIlex archive functioned as a site of interrogation, rather than as mere depository of
knowledge, through whitl derived some of the elements that helped me to unpack the focal
point of my research that is, the lifecycle of data. About this conceptibnbo-Guerrero
writes: fAif archives are depositoriestof how
it means that they are spaces from which to
archival research has been an aide to thinking and a source of material on the basis of which |
defined the main pillars of the empirical analysis and theraifor the choice of the case

studies.

Central to tle third stagehenwas gathering empirical material that could provide insights into
the work processes dealing with the collection, storage and exchange of data for law
enforcement purposésin order to discern the normative and organisational patterns behind
the setup bdata infrastructures. The EU Commission regularly produces review reports with
the scope to assess the status of the functioning of information systems in relation to the
objectives of their implementation. Yet, this third stage was hampered by thtbdaatost
sources only shared insights into the legislative framework that regulates AFSJ schemes.
Whereas information about their functioning was lacking due to the secrecy that generally
surrounds the technical specificities of information systems. Tidrereone of the reasons for
focusing on policy initiatives and to examine their legislative arrangement through regulations
and feasibility studies is the structural opacity of information systems. Looking at their
technical specifications and functiomhlaracteristics has thus far remained a challenge to most
nontIT specialists. As a consequence, among academic researchers that study the nexus
between security and technology, | had to come up with ad hoc research tactics to pierce

through them.

In termsof methodology | proceeded on the basis of a research design that encompasses the
methods and tools of document analysis (Shah 2012; see also Hansen 2006), complemented by
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visual network analysis. As a result, texts in general, and words in particdé&ived, not

only from written documents, but also from power point presentation and official spéeches
constituted the primary sources from which | have drawn most insights about the aims and
rationales underlying data practices and through which | lilhvainated the political
rationalities embedded in data infrastructures. In order to do so, | relied on several spread out
sources of different nature. These were mainly legislations, impact assessments, feasibility
studies, but also policy papers and aep issued by relevant agencies, likel¢BA.
Furthermore, | gathered and analysed documents published by the European Council and
reports assessing the implementation of legislation, which are often published by the
Commission. This liminality betweenmpirical sources, rather than constituting an obstacle,
provided the rationale for adopting a muttethodological approach to the elaboration of the
case studies and to the analysis of the material gathered.

2.2.1. Case studies selection

Before selecting the sa studies, | reflected avhichelements that characterise an information
infrastructurei i.e. centralised or decentralised database, the type of data collected, and the
purpose of implementatidnaremeaningful when reconstructing the sepulitical, legal and
technical conditions of possibility for the exchange of information at the AFSJ level.
Accordingly, rat her than starting from a wc
infrastructure I c ahose padametersdas practical way for ategorising AFSJ
instruments and for comparing how different categories of data are collected, processed and
analysed in the creation of a network of data practidas.choicepartly derives from the fact

thatthe AFSJ landscape is made up of distribigeldlemes and instruments, pointing to the
fragmented nature of information management in the AFSJ area. These schemes comprise a
variety of setups with different scopes, technical architectures, rules of access and data
protection provisions. In the setem of the case studies | considerigd particular the
following aspects: the context and purpose of implementation; the legal and policy
frameworks; the functionalities and scope of the systems; and the information exchange

instruments, that is the chagia used for sharing information.

Amongthis (hornrcomprehensivdist of elementdor the selection of the case studit®e most
critical factor was the purpose of implementation. | restricted the circle to those schemes that
have been implementéa the AFSJwith the aim to preventing and combatting terrorism and

other forms of serious transnational crimes. The scope of these initisigeserally very
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broad as it covers a wide range of criminal activities, and thus a variegated set of data sources,
according to which individuals are targeted. The diversity of data subjects and of law
enforcement actors having access to those dataeceeéturring of boundaries between
different categories, such as between security and migration, suspects and criminals, legitimate
or illegitimate travellers; and in turn result in the wide variation betwibenscope of
implementation ofAFSJ schemes. Othe basis of thee criteria, | selectedour cases: the
ASchengen I nformation Systemo (SIS 1|, now S
crossborder i nfor mat i o;thefddvanbed Pagsenger (hfQrimaighPIle r 4 )
and thefi P a s s e g Recards (RIEAR) systemqChapter 5)All the technical instances
related to the possible consultations and uses of the SIS I, Prim, APl and PNR take place in
activities related to border checks, and the investigation and prosecution of terrorism and

selfous crimes.

Since one of the trends in the curré®SJlandscape is the move towards mplitirpose
measures, distinguishing between systems that have been attributed a main or preferential
purpose (i.eborder checks daw enforcement), and systemsttganerallyare multipurpose,

and thus serve more than one policy areapt®ffective What is crucially important for the
empirical analysis is not this distinction, rather, it is the comparative element between the four
casesdn terms of the data aagories that are exchanged through these infrastructures, and the
practices that allow for the variety of data sources to{foemgosed and fpurposed in order

to inform different policing practicest is precisely tis wide variation thatendorses thalea

of studying technology in a situated manner in order to reveal how security is eontext
dependent on different system configurations, and, even more crucially, on-jneaking of
different categories of data. Accordingly, tien is to reconstruche data generation process
behind the implementation of the four infrastructures selebi@ting on the variegated ways

in which different categories of data give form to knowledge about crimes and are
operationalised in the conduct of law enforcementkgtigations.Therefore, thecentral
concern is taunearth the individuaecurity logicghathave guided thesetupand that in turn
enabé a datadriven mode of security governance.

The firstcase studys the Schengen Information Syste®ig I,now SB II) (Chapter 3) This
instrumenthas beemperational since 1995, and it was later integrated into the EU framework
by the Treaty of Amsterdam in 1999. The SIS is the mother of all existing and futilire pan
European IT systems which support transnatiomébrimation exchange between law
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enforcement authoritieft. operatesn two areas of competenoexternal border controlsnd

police and judicial cooperatioithis dual purpose has been institutionalized in the SIS Il legal

base through two legal instrumenRegulation (EC) No 1987/2000JEU 2006cand Council

Decision 2007/533/JHAOJEU 2007b)(hereinafter jointly referred to as th&IS legal
instruments). Technically, the SIS has been configured as a cegdalarchitecturethus

allowing direct access to the competent authorities for the purpose of identifying or locating
wanted persons and stolen objects on the basis oftbeasb | e d &6 al atadnterddat a o .
concern specifically information necessary for identifying the person or object that is the
subject of the alert and clear instructions on what to do when the person or object has been

found.

The second castudy isthe Primframeworkof cros-border information exchange (Chapter

4). The Prumframework is an information exchange tool used forsgwrch andutomated

comparison of DNA profiles, dactyloscopic (i.e. fingerprint) data and vehicle registration data.
Thisschemehas fosteretiechntal and scientific standardisation in the transnational exchange

of genetic informatiorandis thusregarded as key for detecticgmes (terrorism and other

forms of serious organized crima)dfor building the basis of criminal caséts architecture

has been conceived in the form of a-s@b of national databases arranged on a decentralised
basisTher ef or e, in the absence of a centrali s
national authorities in each Member State, the Prim is bound toggttier information that

travels through its network, and especially by its legal framework, rather than by any technical
component. Theormativei s k el et ono of tHesoc Al PrandDedisiohso r me d
(OJEU 2008kc), which include obligations testablish databaséat the national level)as

well as procedures and modalities for Member
context of cros®order law enforcemeriperations

The third casestudy analyses jointly Advance Passenger Infation (API) systems and
Passenger Name Record (PNR) systems, thus forming one empirical (Baptger 5) These

systems collect passengeetated information and reservation data in support to travellers
identification and risk assessment programmiése collection of APl and PNR data is
regulated by two EU Directive®i r ect i ve 2004/ 8 2(0XEQ 2004ppAdP | Dir
Directive 2016/ 6(@JEU Z0f6E)M&epdvisiorscegulate thécpllection,
processing, and use of identity andvil data from air passengensthe context of border

checks and fothe investigation, detection and preventiontaforism and other forms of
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serious crimesThe presence of the comparative element between API ana&isRtutes an
addedvalue for anlysing howcommercial datasets created by airlines are turned into sources
of security knowledge and are then mobilised for a wide range of different law enforcement
purposes.Given the peculiar context in which passenger data are generated, that is, the
commercial(airline) sector, the analysis of APl and PNR contributes to understand how the
private and public sectors are enmeshed in the implementhtiationing and usef security

infrastructures.

2.3. Elaboration of the empirical material

2.3.1. Document analysis

To explore how security rationales are embedded in data practices, | have widely relied on texts
as they result from written documents of different nature and origin. The primary sources used
were mainly legal papers in the form of EUatitives and regulations; EU reports on the
functioning of information systems (e.g., impact assessments and feasibility studies produced
regularly by EU bodies such as-EISA); and lastly, technical documents produced by
commercial actors involved in texchange of data for security purposes (e.g. airline industry,
etc.). This material forms the backbone of the infrastructures developed in the EU AFSJ domain
and thus constitutes the main bloc of the empirical analysis. Since they are matter of public
recad, | did not encounter any difficulties in retrieving these sources online, either through
EUR-lex or from related websites that publish material about the works and activities of the
EU Commission, edtISA, Europol, and othetU official bodies. As disasive artefacts, these

texts are indicators of how security is understood and how that understhasithgnged over

time ands reflected in policy initiatives. Gaining access to them was therefore fundamental to
attend to the main task of my researtfattis determining how security is produdbtough

the implementation ahultiple infrastructures for the exchange of data.

Rather than reducing the content of these texts to categories and then code for patterns or
emerging themes, | proceeded throughas ear ch desi gn baBeeida on Ad
and Caputdl997) as a tool for qualitative analysis. Deconstructing these sources served the

purpose of exploring how the normative conditions inscribed in texts combine with material
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elements such as mrimation systems and communication channels, to become pathways of

data exchange. On fAdeconstructiono as a meth

AThe very notion of unpacking something
sheltering, and protectrnwhile everything in deconstruction is turned toward opening,
exposure, expansion, and complexification
mi ssi on of deconst r utextsiinstitutionsstraditions, saciétiesw t h a
beliefs, and mctices of whatever size and sbrdo not have definable meanings and

determinabl e missionseéo.
(Derrida and Caputo 1997: &PR)

Inspired by this view, | conceidedeconstruction as a form of textual criticism through which

to unpack ideas and logics that at first appeared disjointed and disparate across the EU policy
and legal documents gathered. Assuming that texts do not have a fixed meaning allowed me to
intervene on the qualitative material in three ways. First, to identify hidden political categories
and to reveal their implicit meaning. Second, to derive observations and break them down into
component parts. Third, to expose the binary oppositions that undeedU ways of thinking

about security and technology.

Peering into the technical aspect of data practices was empirically more challenging. The
methodological and theoretical approaches favoured in critical security studies have often
proved insufficiat to the study of the technicalities of IT systems, which are more or less
obscure. The technical aspects generally concern how information systems are designed,
developed and produced and according to which standéetisccess to technical documents

is generally surrounded by a veil of secrecy in order to ensure that external developers do not
reproduce the technological solutions of the private IT companies commissioned; or again, that
the software implemented are not vulnerable to cwlteaicks. Addibnally, investigating
technical solutions requires specialized knowledge of the IT domain, and hence to be familiar
with software, codes, algorithms and other technical components. To deal with this lack of
transparency compared to other EU policy areesljed on secondary sources in the form of
commercial reports (e.g. industry roundtables etc.), training manuals (e.g. CEPOL training

course® and technical and administrative segiconducted on behalf of EU bodies. Although

9 CEPOL is an agency of the European Union dedicadestétmping implemeningand coordinaihg the
training for law enforcement officials through a network of training institutes in EU Member States. CEPOL
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only complementary, thesources proved to be a valid point of departure for studying the
A ma k iofrserurity through AFSJ instruments: how information systems are configured and
re-configured through the exchange of information; and how they are put to uses other than

those forwhich they have been designed.

Similarly to documents, power point presentations illuminated important aspects of the actors
involved in the lifecycle of data. Especially, they revealed how infrastructures are assembled,
implemented and used in certaiarsdardized ways by commercial actors. For example, several
power point presentations on PNR and API data were produced in the context of seminars on
aviation security, or again, during technical workshops and sympdSiimslving chief
officials and coadinators of the APl and PNR programmes within ICAO and IATA. These
visual artifacts proved equally useful in revealing how data are gathered, processed and shared
according to a particular security logic. This logic is that of the aétasnerally privad
companies, such as the airline industtyat conduct impact assessment studies on behalf of
the EU Commission. The EU is bounded by law to regularly produce reports on the status of
implementation of information systems. Accordingly, by scraping ttfacses of some of these
technical and administrative reviews, | have come across the names of the industries that
participated into industry roundtables as well as parliamentary discussions in order to provide
their own stake on the functioning of existgygstems. These artefacts mdvisual and textual

content that | have analysed qualitatively through the tool of deconstruction analysis.
2.3.2. Visual Network Analysis

The method that | have applied ttee constituton of the lifecycle of data as a netwook
practicesis a qualitative elaboration ofisual network analysis (e.g.Latour et al. 2012;
Venturini et al., 20%). | have come across this method by reviewing the literature on
relationism within the currents of STS and AKE.g., Crosley 2015; Decpgre and Simons
2016;Knox et al.2006) Since this approach has been applied only recently to the study of

provides frontline training on security priorities, law enforcement cooperation and information exchange

through a dedicated online education platforii [ 9 90Beh only to members of the law enforcement

community. Source: https://www.cepol.europa.eu/about/thgency

10 See, for example, ICAO (2017b) Annex 9 to the Convention on International Civil, Adatiitation,

Fifteenth Edition, Montreal, October 2017; United Nations Office on Drugs and Crime (UNODC) (2018) Airport
Communication Project (AIRCOP) Real Time Operational Communication Between International Airports to Fight
Transnational Organizedi@e, Including Drug Trafficking, and Terrorism, Egypt, November 2018; ICAO (2013a)
Proposal for an ICAO Traveller Identification Programme (ICAO TRIP) Strategy, Working REpét1A38

Assembly; 38th session, 17 May 2013.
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networks,and thusjtal | owed me to fAthink outside the |
lifecycle of data as a netwarlKhe notion of network is lgely conceived within VNA as a
method that allows to trace the complex entanglements that constitute specific practices in a
gualitative manner (Attrid&tirling 2001; Knox et al. 2006). It is therefore wsllited to the
reconstruction of thelatalifecycle. Applied to my research, VNA served the purpose of
creating and visualising the netwsrthat bind together EU central agencies and national
enforcement officials to theformation infrastructurethat they use for exchanging different
categories of da (i.e. SIS Il, Prim an8lPl and PNR. In particular, VNAallowed me t@ome

to an integrated understanding of the relational composition of the data practices under
investigationand todiscern with greater depth the emergent interactions between various
actors. In tis vein, Decuypere (2020: 74ffirmed that:0/NA is concerned with the visual
rather than the structural (social) properties of networks and offers a conceptual toolkit to

analyse and interpret these visual propeities

The process of dataollection is central to VNA since the resulting visualisations are
contingent upon the quality, systematicity and comprehensiveness of the empirical material
gathered (Decuypere 2020). Accordingly, document analysis was key to investigating first,
who theactors involved in the lifecycle of data are; second, how these actors gather, process
and share data. This closeness to the practice level reminisces ethnographic approaches that
equally emphasise the importance to study everyday actions and activiicge dbuman and
nornthuman actors (Fenwick and Edwards 2010). In Chapter 1, | explained extensively the
necessity to take into account human beings and objects in order to fully apprehend the
relational composition of networks. Transforming interactionsveen dispersed practice
networks into visual representations served the objective of understanding how security
practices acquire meaning in their relationality with data practices and vice versa (Glouftsios
2018). As Latour podi,ts:n,ota andthwamrgk oiug fta ea er
indeedexclusively concerned with describing the visual propendfesetworks rather than

attempting to provide contextualizing and/or explanatory factors for their emergence.

There is a growing number of exgalized software that has been designed to support the
creation of networltike visualizations. Among them, | employed an open source platform
called Gepht! By offering an accessible interface, Gephi allows to create and visualise

networks in the fornof maps or graphs. As Decuypere explains (2020:&Bphi spatializes

11 Gephi (gephi.github.io)
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practice based on a continuous interplay between forces of attraction and repulsion, where the
importance of relations between actors prevails above the assumed relevance of trese acto
themselve8 Crucially, the network visualizations required a careful reflection on design
choices. Before spatializing the inputted data as a set of dots and lines, | have created tables
(for each scheme considered)either in Excel or directly in Gép 1 detailing the actors
involved in the exchange of data, the type of relations between them, the databases used, and
other contextual information. The crucial operasionthis designphaseconcernedinding a

suitable label for each nodas well aglecidng which colours to use, which style, and which

rules to follow to compose the network. | have done so by considering the individual elements

that make up the SIS I, PriPl andPNR networks on the basis of the qualitative inquiry.

To obtain an nterpretable visualization of the topology of each network, Gephi offered
multiple algorithms. What was interesting is that different algorithms shaped the resulting
networls differently and therefore highlighted distinct features. Specifically, | reliethoee
algorithms'?The first one is called AForceAtl as?2bo0,
the basis of the relations between indexed nodes (Jacomy et al. 2014). The second is
AFrucht er man Rdrectedyatgorith that modélsetlgrapb drawing problem

by a system of springs between neighbouring vertices (Fruchterman and Reingold 1991). The
third one is fAYifan Huo, a multilevel algori
the basic level, these algorithms function byirgg a repulsive force to nodes that are different

from one another, which drives them apart. Nodes are normally bridged through edges that act
as springgi.e. connections)Once an algorithm is launched the disposition of nodes changes
until it reaches the equilibrium betwetire forces of repulsion and attraction (Venturini et al.

2015). Suclspatialization technique gives sense to the disposition of nodes by maximeing th
legibility of the graph.

Having described the importance of design choices to network spatializ#tiewther crucial
operation involved making sense of the resulting map. Since visual network analysis lacks the
conceptual tools and the vocabularyiniterpret the projection of networks (Venturini et al.
2021), the only way of proceeding consisted in observing the consistency between the insights
that can be drawn from the visual properties of the spatialized network and the previous

knowledge of theghenomenon it reproduces. The researcher is thus constantly engaged in this

2 Note that | have not necessarily used all three algorithms to create the visualisations of each network.
Depending on the structure of the scheme, | have used one or more algorithms to emphasise a specific visual
feature of the resulting network.
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icontinuous iteration between observation
analysis is indeed meant to confront the enquirer to their data, to explore their netaorks
question their ideas(Venturini et al. 201519). Yet, this does not entail that the visual
investigation of networkcannot offer any surprises. One of the central features that generally

emerge from the reading procem® regions with a higher dsity of nodesi also called

Acl usterso. According to the size and densi i

conclusions on the nodes it containsa4gs the other nodes which appear far removed from
the central one or are located at itdigery. This stage offers the opportunity to identify which

nodes are central to the network and thus to prompt insights into both its typology and topology.

Precisely because visual analysis displays the interconnections between humanrandaron

actos, it is best suited to reproduce the lifecycle of data as a network of practices. Therefore,

by applying this technique to the study of the data lifecycle | notanito smooth out the
complexities of the SIS Il, Priim, as well as APl and PNR netwdrttata exchanges, but also

to extend the marketplace of network analysishe study of digitallymediated securityin

each empirical chapter | provide specific guidelines to explain how | have produced through
Gephi the network visualisations for ea@se study. The guidelines include for example, the

data entered, the steps taken to create Excel tables, the labels chosen for each indexed node,

and the edges drawh that is, the type of connections between nodes. The resulting

spatializations consist afcombination of actors, implying that each network necessitates both

nodes (i.e. actors) and edges (i.e. relations between various types of actors) in order to be

operable. No one network is able to operate by means of human, material or digital@otors a

Therefore, each visualisation possesses an explorative function that allows to scrutinize the

object under investigation and construct a particular interpretation out of the formed network
(Offenhuber 2010; Segel and Heer 2010).

Conclusion

In thischapter | sought to explain how | investigated the object of research, that is, the lifecycle

of data. My methodological choices were partly driven by new understandings of how

Asecuringo takes place through tgdnéo reflactpmn e me nt

the i ma k ioh geaurity through infrastructures for the exchange of data after careful
consideration of the means available for gathering the empirical material and of the activities
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of data elaboration conducted. These two tasks comdbto inform the choice of the case
studies, to develop the skeleton of the qualitative analysis, to outline the basis for conducting
document analysis and to elaborate the visual reproduction of networks. The liminality of my
research stems from the dde investigatéransversallydata practices, technologies and legal
frameworks that form the backbone of data exchanges in the AFSJ. Thus, the resources used
cut through multiple fields, such as critical security studies, STS, -kgab studies and IT
studies. These resources provided the rationale for adopting anmetiftbdological approach
through which to trace the constitution of security across institutional boundaries (e.g. Bonelli
and Ragazzi 2014). Doing so required a pragmatic and practeaged perspective, which

Ai nvol ve[d] focusing on how security works i
contextséo (Nyman 2016: 132).

Accordingly,in orderto reinvigorateheattention to security as a mundane, dispersed practice,

| have developed research design and methodologfcatnework that sit at the intersection

between different fields of study. In this vein, | structured the empirical analysis on the basis

of two analytical methods: a genealogical approach and a visual isnalysetworks. In

relation to the first pillar, | clarified my personal interpretation of the notion of genealogy and
showed how | applied it to this resear@line notion of genealogy refens particularto the

approach that | have adopted in the reqoietibn of the socigoolitical, legal and technical
conditions of possibility for the exchange of data. Rather than providing a mere historical
account, through a genealogical reading of data production | aim to account for the
discontinuities, contestatis and frictions over the production and use of data in the context of

EU AFSJ information systems. Whereas the second methodological pillar, that is visual
network analysis, highlights the importance of relationism to the investigation of the lifecycle

of data. This notion is related to the practjcasd in particular to the entry, processing,
analysing and sharing hat fiact ono the data in .fTHee <cr ea
necessity for relational thinking, and thus for thinking in terms éfraet wor k o, enab
account for the relations among the actors and technological objects involved in the lifecycle

of data.

This complimentary approach ensures a stronger analytical accuracy in the study of the selected
schemes. At the same time it pides a comprehensive picture of the actors and practices
involved in the exchange of dataspecially through this multimethodological approach |

trace the relations between, for example, the airline industry (in particular personnel from
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ICAQ, IATA, ett.), EU Commission officials, personnel from other EU agencies (i.e. Europol,
Eurojust, CEPOL) and national police officers. The interplay between texts and the visual then
is of central importance to illuminate the work processes of the lifecycle ofSiath.work
processes emerge only after considering the links among texts, such as between legislations
and the reports published by the Commission, the Counelll$A and Europol. If texts
provide thick descriptions, the visual investigation of netwsgkves the purpose of mapping

the links between concepts. Therefore, this dual approach is essential to reconstructing the
sociopolitical, legal and technical conditions of possibility for the exchange of information in

the EU AFSJ area, and in turn taexine broader processes of ddtaven security governance

by attending specifically to the ways in which different systems are assembled, implemented

and used.

The choice to adopt this dual approach to the analysis of the empirical material servesmtwo ma
purposes. First, to unearth the institutional and legal arrangements and the functional
requirements that structure EU AFSJ information systems. Second, to represent these
normative and organisational arrangements visually. Conducting document arwdlysis
proposals, regulations, feasibility studies as well as of secondary sources, such as power point
presentations, results from the need to set out the context in which EU instruments have been
developed. While VNA offers a visual device useful to intargreh qualitativematerial
empirically. On this basis, a genealogical approach to the constitution of the lifecycle of data
complemented with a visual analysis of the network of data practices contributes to the
methodologies developed by CSS scholarsplyviding a practiceriented way to study
digitally-mediated securitin the EU AFSJ (Mutlu 2012; see also Austin 2019). Equipping this
research with the means and resources necessary to deconstruct the complex web of
rationalities, practices and techrie®ements that surround the production of datgp@dicing
purposes is indeed one of the central stages of this research. Accordingly, both the concepts
introduced in Chapter 1, such d@mssemblage fAcomposting and ficomputing data,

A a cretwork® etc., and the methodological choices outlined in this chapter, shape the
analysis of the selected AFSJ information schemes (Cls&ytérand 5).
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Chapter 3

Towards EU Multi -Purpose Information Systems:

The Schengen Information System (I and Il)

Introduction

The concept ofiassemblage ( L a n z 4 discussedChapterl i allows b evdke an

imaginary ofEU AFSJ information systenmas a set of highlyheterogeneous and loosely
integratedelements These systems are characterised by the presence of distinct components

that have been designed and developed across diffamstitutional, normative, and
organisationatontexts bya multiplicity of actors andtructures (Velicognha 2014). None of
themexercises full control over the development and implementation of a system., Regiiner

activities form a network o$ituatedinterventionswhosefragmentednature either halt the
presumed | inear path of t h eunexpgcedrietions and d e v e |
deviations (Contini 2009; Velicogna 2014)Hanseth and Lyytinen define information
infrastructures (lIs) as @shared, open (and unbounded), heterogeneous and evolving socio
technical system of Information Technology (IT) capabildig10:4). The components and
functionalities of these infrastructures amenstantlymediated and negotiated by different
governance organizations in order to reach a technical, functional and institutional
compatibility. Inthissenséo 1 | sé [ i nfsarmattiuomresij®f reavol uti on:
nonlinear, patidependent and influenced by network effects and unbounded user and designer
learning (Hanseth and Lyytinen 2010: 1 this chapter, tesort to this definitiomn relation

to the seup and functiomg of the Schengen Information System ($IBy tracing its

evolution from the introduction of the firgieneration Schengen Information System (SIS 1)
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through to the implementation of the secayjheration Schengen Information System (SIS

.

The aim s toattend to the core task of this research, that is to idehefyociopolitical, legal
andtechnicalc ondi ti ons that allow for the data col
usabl e0 e n tactiittesToilluminat@dadicanditiongl have organised this chapter

in three parts. Part | evaluates gweiopolitical aspectin consideration ofhe historical and

policy processes that have shapleeifunction and scopef the SIS The focus of thipart is

very much dedicated to undart ng t he E UO0 s-up lofoaghitech informatiorn e s et
infrastructure for security purposes. If Part | reconstructs the -potitical history of its

evolution, Part 1l focuses on the legislative backbone of the SIS. In particular, it considers the
mast prominent regulations and decisions through which the EU Commission and the Council
sought to expand thegalbasis of the system. Part Il is directed specifically at reconnecting

the different moment B regufation diite ardsitgcturte,dhm fyge ofe x p a n ¢
alerts that can be inserted, the authorities that have access to the system and the related use
cases. After this initial presentation, Part Il builds on the specificities of SIS Il in terms of added
functionalities and users. Espaity, | considerthe provisionghat are laid dowin legislative

packagei n r el ati on to t he c owhichergfers tootie pdaiehtalttoe nt d
enrich technological systems with additional functionalities as soon as this becomes
dechnicaly feasiblé(Council of the European Union 2B0see also Besters and Brom 2010:

463) Part 1l is inherently more technical since it is dedicated to unravellirdifteent stages

in the lifecycle of SISlatai from the decision to register an alert, through to when data are

ready for search and to showing how these technicalities matter politically.

| considerin particularthree distinct stageis that is, data entry, search and processimg

order to undestand how the production and circulation of déwaugh the SIS architecture
intervene in security processes and practices across theTligJaim is to explain the
functioning of SIS Il by examining the technical and organisational relationship betveeen th
central database ¢SIS), the national systems{NS) and the SIRENE. | then present the
networkvisualisations that | have created on the basis of the actors involved, the type of relation

between them and other contextual information. The intetpetaf the findings from the

BSIRENHISF Y Ra F2NJ WadzLILX SYSY Gl NE Ay F2NXYIFGA2Yy NBljdzSad Fd
set up a national SIRENE Bureau, operational 24 hours a day, 7 days a week, and responsible for exchanging
information and coordinating activities connedtto SIS alerts. Source: https://home
affairs.ec.europa.eu/policies/schengbardersandvisa/schengefinformationsystem/sirenecooperation_en.
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visual network analysis is premised by a brief discussion on the procdtiatd followed to
elaborate the qualitative datesually as well as othe reasons for creating a visual device in
consideration of the object of ththapteri that is, the lifecycle ofSIS data. Finally, |
summarise the findings by considering the multiple activafegata structuring that is, data
collection, processing and analy$ighrough which SIS datarerendered transferable and
meaninglll across different security infrastructures. | then conclude this first empirical chapter
by drawing the preliminary observations from the qualitative analysis anchetveork
visualisations of SIS II.

3.1. Socio-political setup

With the introduction of té first generation Schengen Information System (SIS 1), the EU
Commission paved the way for developing the infrastructural basis of the EU Area of Freedom,
Security and Justice (AFSJ). The establishment of SIS | and its subsequent evolution revealed
that mlitical ends were becoming increasingly dependent on technological (@aaltset al.

2009) From the outset, it appeared clear that the EU Commission conceived Information
Technology (IT) and related information systems as a sheer technological comcept
accomplish pralefined political goals. In particular, SIS | was envisaged as a solution to the
gradual abolition of border controls as established by theabediSc hengen Accor do
Agreement was signed on 14 June 1985, originally by only fiviécjgeating countries: the

Federal Republic of Germany, France, Belgium, Luxembourg and the Netherlands. An updated
version, known as the Schengen Convention (CIGR)EU 200@), was signed on 19 June

1990. However, it was not until 26 March 1995 that thevigions included therein entered

into force!* The Schengen acqtitavas later incorporated into the EU legal framework with

the Treaty of Amsterdam on 1 May 1999. Once
arrangements, SISshapedhe infrastructural basis of the EU AFSJ.

1 The Convention Implementing the Schengen Agreement (CISA) was signed on 19 June 1990, and it entered

into force on 1 September 1993, with practical effect starting from 26 March 1995.

The Schengen Agreement (CISA) and most of the rules adopted bhehgeéh Executive Committee were
RSFTAYSR a GKS a{OKSy3aSy I Oljdzaa¢ o6& hwW9! omdpdpdpy / 2dzyc
definition of the Schengen acquis for the purpose of determining, in conformity with the relevant provisions of

the Treaty establishing the European Community and the Treaty on European Union, the legal basis for each of

the provisions or decisions which constitute the acquis.
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Nevertheless, at its inception, the eishment of the Schengen area was hardly concerning
aspects of police and security cooperation. Largely driven by economic pressures, the initiative
served the objective of promoting the free circulation of goods (Parkin 2011). As the focus of
the Schenge system narrowed, from the free movement of goods to the free movement of
people, its scope began to expand. The rationale underpinning Schengen cooperation is
epitomised by the (in)security rhetoric according to which the lifting up of borders would
congitute a security deficit (Bigo 1996). As a result, the assumption that the uncontrolled
circulation of persons would produce an inevitable increase in crime began to gain traction
(FaureAtger 2008; Jeandesboz 2010; Parkin 2011). This assumption becardentimant
narrative that justified the construction of a highly politicized information infrastructure at the
EU level. Accordingly, the introduction of compensatory security measuresn the seup

of information systems and the digitalization of em#e border controls n o WmastBordesd

(European Council 2011) to the strengthening of police cooperation &tcinderpins this

|

logic of (in)security (Bigo 2014).

SIS —> SIS I+ — SISonedall > SISII
Operational launch Updated version Second update to Launch of the second
of the Schengen to include the include nine generation Schengen
Information System Nordic countries accession countries Information System
1995 2001 2007 2013

Figure 1 Chronology of the evolution of the Schengen Information System (Autkor

elaboratior).

The first generation Schengen Information System (SIS 1) is the earliest information
infrastructure that has been conceived out of this rationale. How SIS | gained legitimacy is
much related to the shared belief in the Schengen structurestasnants to advance the
Europeanisation of internal security and law enforcement (Parkin 2011). Since it became
operational in 1995, SIS | has undergone successive updates in order to accommodate the

increasing use by newly acceding Member Stgges Figire 1) Initially, the system was used
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only by seven countries (Belgium, France, Germany, Luxembourg, Netherlands, Portugal and
Spai n), five of which initiated the Schenge
occurred in 2001, in response tetimclusion of the Nordic countries (Denmark, Sweden,
Finland, Norway and I cel and) . In 2007 it wa:¢
the enlargement of the Schengen area to nine countries (Czech republic, Estonia, Hungary,
Latvia, Lithuania, Mah, Poland, Slovakia and Slovenia) that acceded to the EU in 2004. The
current versiori k n own a s répkded SIS llwih the sep of a technically more

advanced system. The second generation Schengen Information System (SIS II) became fully
operdional on 9 April 2013European Commission 2013s we will observe laterhe new

architecture has been conceived not only to cope with the increase in access points and users,

but also to offer additional functionalities and extended data categories.

The SIS operates in three areas of competence. First, in the area of border and migration
management, it enables border guards and migration authorities to enter and consult alerts on
third-country nationals for the purpose of verifying their right to eotestay in the Schengen

Area. Second, in the area of vehicle registration, it enables vehicle registration services to
access alerts on stolen vehicles, number plates and vehicle registration documents, in order to
check their legal status. Third, in theea of security cooperation, it supports police and judicial
cooperation between Member Statesdé authoriti
on missing persons, and on persons or objects related to criminal offences. Discussions to
develop bhe new system (SIS II) had been underway since 2006, after the accession to the EU
of nine new enlargement countries.ifbnlargementvas seen as an opportunity to enhance

the system by adding a series of up to date technical features and functiof@ditiasil of

the European Union 2004J.ompared to SIS I, SIS Il provides for widened access by public
authorities (e.g.Europol, Eurojust, national prosecutors, vehicle licensing authorithes),
interlinking of alerts (such as an alert on a person amdhicle), and the storage of new

categories of data, including biometric data (fingerprints and photographs).
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SIS Expansion
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Tablel. Roadmap of Si8xpansion By country accession) (Auth@rslaboratioi.

Currently, the SIS Il communication infrastructure cover&@fopean countries® including

26 EU Member Staté§ (Austria, Belgium, Bulgaria, Croatia, Czech Republic, Cypfs*
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, lItaly, Latvia, Lithuania,
Luxembourg, Malta, the Netherlands, Poland, R@atuRomania, Slovakia, Slovenia, Spain,
Sweden and the United Kingdom*); four Schengen Associated Countries, that is European Free
Trade Area (EFTA) countries (Iceland, Norway, Switzerland and Liechtenstein); anditeland
(updated). For ease of referentbave produced a roadmap that outlines the evolution of the
SIS, from SIS 1to SIS 1l (including the intermediate versions, SIS I+ and SISone4all) in relation
to the different years by which new Member States joined the system (seellaltte
geograpical coverage makedbe SIS Il the most widely used and largest EU lasgale IT

system for security and border management in Europe. From the outset, the idea of the

1 The microstates Monaco, San Marino and the Vatican City are de facto part of the Scheagsim@& their
borders are within the Schengen States of France and Italy, and no border controls are in place.

17 The latest addition is Cyprus. (At the moment of writing it was not yet connected to SIS Il). | revised its
position with the approval by ¢hEU Parliament to grant it full access on 3 May 2022. Whereas the United
Kingdom was disconnected from SIS Il on 1 January 2021 and its data was consequently deleted from the
central system.

BL2dZNOSY 1T 2dzZ 9d OHAHHO YW yeTLaNRMEF ( AAINREDS Rt 3 200SS% 49 ieS
May 3, 2022 (online source). https://cyprmil.com/2022/05/03/cypruspprovedaccesgo-schengen
informationon-peopleenteringthe-country/

190n 1 January 2021, Ireland joined the law enforcement aspectfuliitttcess to SIS for law enforcement
purposes from 15 March 2021. Source: Schengen Visa News (2021) Ireland Officially Joins the Schengen
Information Systeng SIS I, March 16, 2021 (online source). https://www.schengenvisainfo.com/newsfireland
officialy-joinsthe-schengerinformationsystemsisii/
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establishment of a joint security database concerned the mere technological possibility
exchange data in a more streamlined manner. In particular, the SIS allows competent
authorities in each Member State to share information on persons and objects through its
communication channels. Hence, it has become an important tool-te-day pdice work

and in border control procedures.
3.1.1. Deconstructing the SIS chronology

The story of the SIS is not only the story of the historical developments that have gradually led

to its evolution, from SIS | to SIS Il. The decisions to expand its scope were shaped by
processes imbued with highly political considerations. Accordingsyead of simply retracing

the chronology of the eventisy, what follows,| deconstruct it briefly in order to expose the

hidden assumptions and internal contradictions that have marked the origins of the system and
its subsequent development into SISlItonsiderin particularthe individual moments of
expansion and reconnect them to specific policy processes. Negotiations on the creation of an
updated version of SIS had been underway since 1996, and they continued to intensify in the
following years, gsecially in view of the 2004 EU enlargement. While SIS I+ and SISone4all
constituted only an extension of the earlier version (SIS I) to new?%s®iS Il was conceived
asabrancthew system. As acknowledged in trhlye Deci
SI's Il will be able to meet a ce(OIEEROB: number
442) From the formal decision to commence development of the new system in 2001 to the
adoption of the legal basis in 2006, politics and technology were ¢aingin-hand in the
implementation of SIS II, with little space left for democratic accountability and oversight.

In June 2002, the integration of new functional requirements, such as the addition of new
categories of data and the possibility of interlhntkalerts were agreed by the Ecofin Council

(2002, Ibid) A wi t h a view to ensuring greater ef f
Nevertheless, the egoing negotiations as well as the slow technical process that characterised

the development of SIS Il weme sharp dissonance with the nditd act quickly in face of
contemporary threats. The temporal contrast between the two mormieptlitical event and
implemented measuré reveals that the interest to develop a flexible EU information
infrastructure, bd already been in the pipeline (Bigo and Carrera 2004; Mitsilegas 2007). The

politics of emergency heralded by contemporary events was primarily exploited to set up highly

20The original version of the SIS (SIS 1) allowed for the participation of no more than 18 countries.
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contested technical security measures, in first place SIS II, along with sucqesgdots,in
particularthe Prim Framework and the PNR (Parkin 2011). Thus, the question is not why
political elites have expanded their power response to highmpact security events. But
rather how and why these features remained. Examining thedattion of datafication
technologies like the SIS partly answers this question, since it exposes how the logic of
emergency is now firmly embedded in administrative processes for security management that
require the transfer of data to forecast and grdtel thelunknowns®  ( Asaelaal and Blanke

2015; Aykut et al2019;Kaufmannet al.2019; Lyon 2016)

3.1.2. From SIS Ito SIS |I

The discussions on the establishment of a brand new system gradually intensified following
the acts of political violence in New Yloin 2001 and Madrid in 200&ee Bigo and Carrera

2004) The politics that drove forward and shaped the implementation of SIS Il was thus
emergencydriven. It resulted from the necessity to build a flexible infrastructure that could
respond swiftly to nely emerging transnational threats to the He avenues that initially
generated reciprocal opportunities for societies, such as increased interconnections through
flows of finance and goods, became the ones that allowed crime to evolve into new forms and
to reach crosborder.Thus, fom the outsethe SIS Il was designed with the buitt potential

to be expanded both functionally and technically in order to benefit from the latest IT
developments and to peanpt the need for future renegotiations (Ra@011). The notion of
ancéxtendable technical infrastructér€dmmission of the European Communities 2001 )

is nevertheless very problematic from the perspective of the transparency of the decision
making process and of democratic accountability.tHa Commissionof the European
Communities (2009 s Vi ew, a flexible technol ogi cal
incorporation of new functions whiclin the light of events such as those of 11 September,
would not require too long implementation timerfres in the futud(lbid). What is
technological feasible thus appeared as what is politically needed to offset seeficityin

the longrun. Yet the danger is that as soon as a new functionality is added, politics is ready to

accommodate ivithout prior discussion or supervision.

Another factor that characterised the policy process that stia@8tS 11 was the presence of
a multiplicity of diverse actors. These actors participated in an array of working parties since
the early negotiatiorstages, and were responsible for the implementation of the system.

Especially, a central role in the decisimaking process was accorded to expert knowledge.
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Expert groups emerged within the governance framework of the SIS in the form of committees,
boards and task forces. They comprised technical experts, software developers, security bodies
and members of the police forces, among others. Bigo refers to these transnational networks of
police and security professi otmahdedsiomakingicl ubs
actors, such as the European Parliament and the £D#Se excluded from participating in

these groups; and they were only informed of the issues concerning the advancement of the
SIS Il project on an informal, ad hoc basis (ParliaD). Therefore, knowledge and expertise

fifrom belowo were feeding into the decisionaking procedures of the institutional actors

(Parkin 2011: 18). Iehet er ogenous network of expertise
transparent w o r k iraduring ssharply che upossilslify , for tdemaoceatic
accountability and oversight (Parkin 2011: 2).

On the basis of this recount of the various moments that have marked the evolution of the
Schengen Information Systénfrom SIS | to SIS Ii it is possible tanake some preliminary
observations. The first observation regards the path that was followed in the development of
the SIS Il architecture. This path was neither smooth, nor linear since multiple frictions
emerged during the decisionaking procedure. Thedrictions were the result of the divergent
visions and the multiple interests of the actors that developed the SIS technology. The design
of SIS Il in particular was subject to multiple political, technical and legatnangements that
necessarilycrekaed del ays in the systemds devel opmen:
consequences derived from the institutionalisation ofiflaxibled infrastructure. This
configuration otheSIS Il is linked to the notion diatent developmenthat | further é&aborate

in this chapter by considering the legislative base and the technical functioning of the system.
In general, aystem is latent when it contains the technicalqamditions for the incorporation

of new functions from the start; however these fioms are not activated until the political

and legal arrangements are in plasa®e (Besters and Brom 2Q4563).

This possibility yields the potential to-egrange the system and redefine its purpose in
response to technical and political consideratiwiti little, if none, oversight. In the case of
the SIS, all the different moments of expandiaat | have outlinedccurred in the aftermath
of external critical event¥et, the rearrangements of the system did fatow directly from
these eventsbu rather they were the resulbf hegemonic threalefined strategies.

Accordingly, the transformation of fear into an instrument of governance allowed for the

2! European Data Protection Supervisor.
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implementation of a highly politicized infrastructure for security management. This leads to
thethird and final observation. The EU political decisimaking on the establishment of the

SIS displayed an instrumental account of technology. The purpose of the system was imbued
with political considerations, while simultaneously it was advanced on dkes lof the
possibilities offered by information technologies. However, technologies do not come without
built-in complexities. Accordingly, as political goals become increasingly dependent on
technological implementation, the inherent risk is to shiedt tegitimacy behind a technical

infrastructurdike the SISthat codifies the intrinsic legal and political arrangements.

3.2. Legal setup

In the previous section | reconstructed the story of the evolution of the SIS, from SIS | to SIS
Il, by analysing theolitics that drove forward its development. | did so by reconnecting the
chronology of the SIS to the processes trmtemarked its expasion in terms of number of
countries that adhered to the Schengen system of rules and procedures. Mainly informed by
political considerations, these processes resulted in the establishment of-adwas\ydstem,

the secalled SIS II.This reconstructionxep osed t he E Wunt€stedhieiiéns i on 6 s
security technologies as the ultimate solution for any security threat that the EU might face
(Guild et al. 2009: 3; see also Besters and Brom 2010: W@)ever, he roadmap of the SIS
evolution by country provides only one side of the picture. The other side concerns the internal
expansion of theystemthroughlegislation The political ratioale associated with emergency
thinking and(in)security involved contestation, controversies, disagreements and frisi#ans
CoétéBouche 2020)that led tothe redrafting of the legislation that governed the SIS. Since

its operational launch in 1995 etlsystem has indeed experienced multiple revisions in terms

of scope and functionalities. In this section | retrace them by considering the legislative
integrations and amendments (i.e. regulations, Council decisions, and proposals) through
which the EU Commission sought to expand the purpose of the first amblsequently, the

second generation system.
3.2.1. SISl atits infancy

Althoughinformation technology was still at its infancy in 1987, SIS | was already conceived
with the purpose of registering persomsd ggoods to be arrested and refused entry to the
Schengen are@Commission of the European Communities 200he dynamic unleashed
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suggests that information systems already held the promise of absolute control on external
bordergBigo et al. 2009)Howe\er, rather than being developed through one overarching legal
document, the SIS has been developed through numerdusaimendments to the original
provisions contained in the 1990 Schengen Conventibe. CISA detailed the rules and
procedures to be adted by the Schengen states in order to compensate for the removal of
internal border controls and to guarantee the functioning of the Schengé®aiEh2000a)

Since its inception, the system was established as an intergovernmental iragaiivst tle
background of the CISA provisions in two areas of competg@adiee and judicial cooperation

and external border control$his dual purpose has later been institutionalized in the SIS 1l
legal base through two legal instruméfatRegulation (EC) No 187/2006(0JEU 2006cand
Council Decision 2007/533/JH®JEU 2007h)The Regulation covers the processing of alerts
on third-country nationals for the purpose of refusing their entry into or stay in the Schengen
area. Whereas the Decision covers alertsi@sing persons and on persons or objects related

to criminal offences for the purposes of police and judicial cooperation.

Due to its dual functioii as a tool for both law enforcement and immigration coritrible
institutional arrangements for SIS | ¢hlater for SIS II) resulted from a fragmented approach

to policy formation (Parkin 2a). In theory, a boundary between these two purposes should
be maintained in order to ensure adequate legal protections with regard to data processing. In
practice, thidooundary has only been exerciseh paped by obliging eaciMemberState to

declare which of its authorities has access to which set of SIS data. Despite its dual legal basis,
the SIS operates as a single information system allowing the competent teasthiori
participating Member States to cooperate by exchanging information. It thus constitutes the
essential tool for the application of the provisions of the Schengen acquis, later integrated into
the framework of the European Union. As laid down indetil of theSIS legal instruments,

the purpose of the SIS is O6(€é) to ensure a
security and justice of the European Union including the maintenance of public security and
public policy and the safeguarding of security in the territorieb®Member States, and to

apply the provisions of Title IV of Part Three of the (EC) Treaty (hereinafter referred to as EC
Treaty) relating to the movement of persons in their territories, using information
communi cat ed (@JEH 2006c;i2G607hbid; Artle mo

2] SNEAYIlI FGiGSNI 22AyGfte NBFSNNBR G2 a GKS a{L{ tS3rt
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Most of the original Schengen provisions have been replaced or built upon by EU legislation.
The legal framework of the secogéneration Schengen Information System constitutes one
such example of body of laws that replaced the provisio@$3A Title IV, originally adopted

in 2006. SIS 1l is governed by three legal instrumeR/sgulation (EC) No 1986/2006
Regulation (EC) 1987/200&nd Council Decision 2007/533/JHA2006o; 2006¢, 2007b).
Together, these three Acts form the SIS Il legaidavhich has undergone successive updates
and integrations in order to accommodate the addition of the latest functionkigieasce the
expansion of the SI8 legal base by considering the legislative proposals through which the
EU Commission andhe Council sought to implement new technical requirements in the

architecture of the system. Thegislative package®® clarify procedures, create new alert

categories, extend the scope of searches of SIS data, and enlarge user access to the system. The

necessity for these major updates was justified by the EU Commission and the Council by
appealing to the rhetoric éecurity concernsthat resulted in the first expansion of the SIS,
from SIS 1 to SIS II.

This logic of (in)security is clearly stated imet European Council conclusions of 15 October
2015, that called for devising O6technical
borders to meet both migration and security objectives, without hampering the fluidity of
mo v e m¢barop@an Concil 2015) The conclusions were in line with the strategic
guidelines for Justice and Home Affairs of June 2014 that identified the need to intensify
operational cooperation among Member States and to reinforce the EU's internal and external
policies(European Parliamentary Research Service P08 proposed solutions concerned

6systematic and coordinated checks against

[ €], O6while using the potential of iinofnosromat i

(European Council 2015, IbidJ.hese declarations exemplif O0-set bt i oni st 6
Bigo and Carrera 200Martins and Jumbert2020; Oliveira and Gabrielsen 2023ingler
2021 according to which security is about managing the circulatather than blocking
(irregular) flows. Many scholars working at the intersection of security and mobility (see
Dijstelbloem et al. 2017; Glouftsios 2018; Scheelt al. 2019) have explored how the

management of the Schengen area generated a push for duetjomo of knowledge that

23Each proposal has been implemented at different stages, with a requirement for the work to be completed in
2022.
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justified the extension of the collection of information to a growing number of areas of

everyday life (Davidshofest al.2017).
3.2.2. System expansion

The first legislative package that significantly expanded the scope of 8&&hlin terms of

size of the database and users has been advanced by the Commission on 21 December 2016 in
the form of three proposals: Proposal for a Regulation for the return of illegally stayirg third
country nationals; Proposal for a Regulation in fieéd of border checks; Proposal for a
Regulation in the field of police and judicial cooperation in criminal maitE€tsopean
Commission 2016-c-d). These documents were later enforced against the background of
identified gaps in the functioning of thgstem. Especially, an increasing number of terrorist
related cases in the EU raised concerns about the shortcomings of SIS Il. Following the terrorist
attacks in Paris, the Council stressed the importance of the systematic consultation of SIS Il
when condating security checks on thigbuntry nationals enteringlegally the Schengen

area, and when performing border checks on EU natidiaiopean Council 2015)The
Council 6s response was thus once agaian str a
technological solutiofiseeMartinsandJumbert2020;Oliveira and Gabrielsen 2023ingler

2021) This view eventually resulted on 19 November 2018 in the adoption of the new set of
regulations that sought to render the system more resilient in fabe adentified security

gaps. These rules gradually replaced the original ones established vaitlyithe package of

legal instruments (OJEU 20062006¢; 2007b).

The first Regulation (EU) 2018/1860 is directed at strengthening the enforcemenEdf/tbes
return policy by reducing the incentives for illegal immigrat{@JEU 2018c)In particular,
competent authorities are required to enter alerts in the SIS as soon as a return decision is taken
in order to ensure that there is no delay between tharep of a norEU national and the
activation of an entry ban. The second Regulation (EU) 2018/1861 establishes harmonised
procedures for the entry and processing of alerts orEttbnationals that have been refused
entry into or the right to stay on ttezritory of the Member Stat¢©JEU 2018). In particular,

it obliges Member States to enter alerts in the SIS as regards entry bans foouiniry
nationals. The prime reason for refusal is because adbumtry national poses a threat to the

EU oris subject to a restrictive order. The third Regulation (EU) 2018/1862 provides for the
extended use of SIS Il by establishing the conditions and procedures for the entry and

processing of alerts on persons and objects and for the exchange of suppleimentaayion
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and additional data for the purpose of police and judicial cooperation in criminal rf@ttEtd
2018e) The implementation of these new regulations was set to be put into effect gradually
until December 2021.

Another legislative package angerhapsthe most prominent expansioand the clearest
manifestation of the concept of latent development, concerns the introduction of a biometric
matching capability as mandated by the entry into operation of the new SIS legahlsasis (

referred to afi S1 S #)e This sidworequirement enforces on all Member States an
obligation to implement the Automated Fingerprint Identification System (AFIS) that permits

the identification of persons on the basis of fingerprint data and facial if@JE&) 2016).

The AFIS functionality was alreaditaten® in the legal framework of thérst generation

Schengen systermccording to Article 2fc), it was foreseen that SIS Il may also be used to
identify a person on t he b athis Imcomek tedhnically her f
possibe 6 ( OJ E U .ZHisGtAtdment dlear)y embodies the rationale behind the concept

of latent technology: whenever the introduction of a new function was agreed on and the legal
framework was arranged accordingly, the tigit could be updated immediatébee Besters

and Brom201Q) The condition for a biometric searc
thus be activated, concerns the presentation of a report (drafteeLlfyASuon the availability

and readiness of threquired technology (AFIS), on which the European Parliament shall then

be consulte@Beslay and Galbally Herre2015.

In the original version of the SIS, the storage of fingerprints and facial images of persons was
allowed, however, these could not lsed to search the database in order to identify a person.
Only alphanumeric data were used to perform searches. In case of a phgtjfengerprints

and facial images could then be used to verify the identity of the persotofone search)

who hadnitially been identified on the basis of alphanumeric data (e.g. name and date of birth).
With the introduction of the AFIS functionality in March 2018, this situation has changed. The
new regulation allows for the identification of persons also on tkis lod his/her biometric
identifiers (oneto-many search). These concern for example, facial images, fingerprints, palm
prints, and DNA profiles. The use of DNA profiles is allowed specifically for the purpose of
searching for missing persons who need doptaced under protection, and in cases where

fingerprint data, photographs or facial images are not available or not suitable for identification

2L SyLX 2e GKS GSNY a{L{ NBOI aitionadyabodSReguNBdy®H (2 GKS
2018/1860; Regulation (EU) 2018/1861; Regulation (EU) 2018/1862
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(OJEU 2016€e)Beyond the implementation of new functionalities, i8S recasiprescribes,
inter alia, new ategories of data, and extended access to new users such as Frontex and access

for Europol and Eurojust to all categories of data in the system.

Hence, he new legislative packadmsprovided for a number of integrations that resulted in

the expansion d8IS Il both in terms of size of the database and users. In terms of size, they

have enriched the data it contained by introducing new alert categories, such as: alerts issued
for the purpose of O6inquiry checlktodapersomat al |
in order to obtain more detailed informati on
connected to a serious crime or terrorism (e.g., persons whose fingerprints are found on a
weapon used in a crime); new alerts for the purposetwifveto help enforce decisions by a

member state on returning an illegadiaying norEU national to his/her country of origin

(OJEU 2008d) In addition, they have extended the scope of the existing alert category of

Omi ssing personsx®st ovhdv nlereedr atbol eb ep eprsevent ec
children at high risk of parental abduction, children at risk of becoming victims of trafficking

in human beings, and children at risk of being recruited as foreign terrorist figidets)cil

of the Ewopean Union2018a) and finally, the I|ist of O6o0obj
can be issued (e.g., false documents and-Vvadie identifiable objects, as well as IT

equipment), which can be identified and searched with a unique identificatidrenum

In terms of users, they have enlarged the legal base to include the possibility for Europol to
issue alerts in the system. This has been done by proposing a further amendment to Regulation
(EV) 2018/1862. The amendment was intended to enable Euoopoits sue &6i nf or mat
on suspects and criminals, in order to provide information directly and wimesato front

line officers(European Commission 2020¢)nder the previous RegulatiggU) 2018/1862

Europol had aireadonlyd access to the akecategories in SIS Il. But as set out in the
explanatory memorandum to tmew proposal, for the EU Commission this constituted a
Asecurity gapo to be addressed through the e
for Europol. SIS recast has alwidened acceds law enforcement authorities, by granting the
possibility to immigration authorities to consult the SIS in relation to irregular migrants who

were not checked at a regular border cor{iEaropean Commission 2020¢f)has also granted

full access rights to boat and aircraft registration authorities; to services responsible for
registering firearms in order to allow them to verify whether the firearm is being sought for
seizure in Member States or whether there is an alert on the pegs@sting the registration;
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and finally, to the European Borders and Coast Guard Agency when conducting operations in
support of Member Stat¢©®JEU 2016f)

The major consequence of these technical and operational adjustments is that more and more
data are being sought after and exchanged through the SIS information infrastructure.
Nevertheless, the implementation of the new functionalities and requirements is not as
straightforward as it appears. In geneEdll regulations set deadlines that all Membeité3ta

must be able to meet in order to operate the system on the basis of the newly added functions.
For example, with regard to the introduction of the AFIS functionality, Member Jtates
beenrequired to carry out searches by using fingerprints sind2e28mber 2020. But before

being able to do so, they had to roll out the fingerprint search functionality to their national
police officers and border guards. This transition not only requires human and technical capital,
but also the time to instruct atr@in them to operate with the new functionalitieth@SIS 1.
Accordingly, although the concept of latent technology is suggestive of an immediate change,
the foreseen integrations are subject to the development of the required technology, which is
gererally slow since it @pends upon the budgetary resources of each Member &tate)l

asthe availability of workforce (i.e. software developers and IT engineers)fahdtechnical

equipment.

3.3. Technical setup

Personal data travel through the SIS metwon the basis of technical and organisational
arrangements. The SIS legal instruments not only establish rules and procedures to be followed
when operating the system, but they also set out its architecture and regulate its functioning.
These decisionare laid down in the SIS legal basis, and concern who can access the system;
for which purposes; what type of alerts can be entered; and what type of data can be consulted.
Access to the system may occur for consultation purposes only, to perform a teeaecify

an identity, or to enter alerts. However, the main purpose for consulting SIS is to detecting
wanted persons and stolen objects in order to allow competent security authorities to take the
necessary measures. In relation to this purpose, thda&iBaseg&entral and nationaontain

thesec al | ed 6 al einfermatoa that is indispemsatile far the identification of a
person or an object as well as the necessary action to be taken. Therefore, the communication

infrastructure of the SIS has been set up to enable the sharing of information about persons and
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objects among competent authorities (i.e. national border control and customs and police
authorities responsible for checks at the external Schengen border as well as within the
Schengen Areg)OJEU 2010a)

3.3.1. System components

In order to avoid that criminalescape through the gaps of the existing law enforcement
arrangementisit was clear that traditional bilateral agreements and mutual legal assistance
requests could no longer support information sharing. As a result, the SIS has been
implemented with the ppose of simplifying the exchange of information among Member
States, and it has paved the way for the development of an EU information infrastructure highly

reliant on technology. The SIS Il physical architecture consist of three main components: a

centra system (Central SIS 11) which in turn
SI1 S6) containing the central database -(the
S1 S0) in each Member State, u seardh StSadatadby r e c t |

members; and finally, a communication infrastructure betweesISSand NISIS (the seo

called 6Communication I nfrastruct tdedidated t ha't

to SIS Il data and the exchange of data between SIREN&aux(Council of the European
Union 2001; OJEU 2007ayhe GSIS, NISIS and SIRENE are all different technical and
organisational units. The personnel that work with these systems are located in different

buildings across national territories.

The CSSIS is located in Strasbourg (France) where administration functions and technical
supervision are performed; whereas a backup 66(Sis located in Salzburg (Austria) and
ensures all the functionalities of the principal-SIS in the event of fhire of the system. The
NI-SIS is located within the territories of each of the Schengen Contracting Parties and it
communicates directly with the-8IS. The main function of the-8IS is to guarantee the
integrity of the data and to ensure that all theomal copies in the NSIS are kept identical

and synchronised at all times with the data file stored centrally. In particular, {86SNI
consists of a Local National Interface (LNI) in each Member State, which physically connects
the Member State to theecure communication network and contain the encryption devices
dedicated to SIS Il and SIRENE traffic. The-8lIS also contains an optional Backup Local

The network for Secure TrafisdzNB LISty { SNBAOS&a F2NJ ¢St SYFdA0a 0S¢

u
¢9{ ¢! Q0 LINPOARSA |y Sy Qetikcdtdi®BIS I dta Ndll BIRENE traffill®u@stiantSo y
Article 4(1)(c) of the SIS Il legal instruments.
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National Interface (BLNI) which has the exact same content and function of the LNI. To ensure
secureaccess to the GSIS, each Member State has a Central National Interface (CNI) that
functions as a separate access point enabling designated national authorities to conduct
searches in the system. The unique channel for the exchange of police data between
participating countries is the SIREN®JEU 2008a) The Communication Infrastructure
between the CSIS and the NBIS is part of a broader framework of police information
exchange and therefore it must be able to be extended to any other country @ceadtyg

to G-SIS (e.g., Europol, Eurojust).

Operationally, the SIRENE forms an integral part of SIS Il and it is present in every Schengen
country in the form of a permanent office, thecatled ASIRENE Buread. The SIRENE
Bureau work in accordance withe provisions contained in the SIRENE Mani@JEU 2008a
and2013¥°. Their task consisin managing all background information on a SIS Il alert which

is indispensable for the officers on the ground to confirm hits and carry out the required action.
In accordance with Article 7(2) of the SIS Il legal instruments, each Member State is
responsible for designating the authority which hosts the SIRENE single point of contact in
their country. The establishment of the SIRENE Bureau was thus intended 81 §@&éuman
interface. The SIRENE usually comes into the picture when supplementary information
regarding a positivahitoin SIS is required. The exchange of supplementary information is the
principal means of ensur i n@s,teduling, fooexampls, i@ b e c o
the extradition of a wanted person or the correct seizure of stolen property. In such
circumstances, the request is sent directly to the SIRENE office and not to a particular person.
The contact with the SIRENE Bureaux taldsce principally via a dedicated, structured hit
reporting form that contains electronic files on all relevant case information, including

fingerprints and photographs if needed for identification purposes.

Although it functions as a separate communicati@twork, the operation of SIS Il is
inseparable from the SIRENE Bureau, as they are at the very heart of SIS Il information
exchange. Both the-6IS Il and the SIRENE communication infrastructure are managed by
the EU agency eulSA (OJEU 2011)Accordirg to Regulation (EU) 2018/1726 the Agency

is responsible for the development and operational management of akdailgdT systems

in the EU AFSJ(OJEU 2018a) At the development level, dUSA is mandated by the

26 The SIRENE Manual is a set of instructions, which describes in detail the rules and procedures governing the
bilateral or multilateral exchange sfipplementary information.
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Commission for the design and impleméiataof new functionalities. Ithis regardfollowing

the Communication from the Europe@ommission2016a) the Agency launched phase 1 of

the AFIS projecin June 201@hat consisted in developing and equipping SIS Il with biometric
matching capabiligs. At the operational levahetasksof the SIRENEconsist of conducting

guality checks on the data stored centrally and ensuring that the central system functions 24/7
every day of the year. Additionally, it is responsible for the supervision andtgemiuthe
SIRENE communication infrastructure as well as for the coordination between member
countries and providers, and budgetary and contractual issues. Whisgeastting up,

operation and maintenance of the8IBareleft to individual Member Stase

The full list of alert categories is articulated in the form of binding Articles which detail the
subject of the alert (i.e. person or object) and the purpose for which it can be issued. With
regard to alerts on personSpuncil Decision 2007/533/JHAoreseesfour categories of
individualsasobiject of an alert in SIS II: persons subject to arrest for surrender or extradition
purposegArticle 26), missing persons (adults and minors who have disappeared or who need
to be placed in a place of saféby a time)(Article 32);, persons sought to assist with a judicial
procedure (e.g., withessg@yrticle 34); and persons for discreet (i.e. covert surveillance) or
specific checkgArticle 36). Directive (EU) 2016/68has expanded this list to include #Hi
category, namelythird-country nationals to be refused entry into or stay within the Schengen
Area (Article 24) (OJEU 2016c)A report relating to a person may contain no more than 10
different data items (not all of them may be necessary or avaifdbth regard to alerts on
objects, Article 38 covers the following categorissued identity papers such as passports,
identity cards, etc., which have been lost, misappropriated or invalidated; vehicles such as
boats, aircrafts, caravans etc.; véhioumber plates, banknotes, securities and means of
payment, weapons, outboard engines, industrial equipment, containef®Xitl 2007b).
These objects can be entered into SIS Il as they are sought for the purposes of seizure or use as

evidence in crimal proceedings.
332. Perfor meemagr cah 60 i n SI S | |

With the introduction ofiSIS recasi the list of persons and objects has been expanded to
include alerts on ne&U nationals subject to a return decision; unknown wanted persons to

identify suspects of seniis crimes and terrorism; preventive alerts on children and vulnerable

27See OJEU (2016c) Directive (EU) 2016/681, Article 94(3) for the full list of data items admitted.
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adults at risk of abduction; and people and objects for inquiry checks. The data entered into the
system concern information necessary for identifying the person or object thatubjtu of

the alert and clear instructions on what to do when the person or object has been found.
Therefore an alert in SIS Il always consists of three parts: (1) a set of data for identifying the
person or object in the alert; (2) a statement declarimgthve person or object is sought; (3)

an instruction on the action to be taken when the person or object has been found. For the
operational success of SIS, the data elements enabling identification must be accurate,
complete and of high quality. For aepon persons the minimum data set is name, year of birth,

a reference to the decision giving rise to the alert and the action to be taken. With the integration
of the AFIS functionality, photographs and fingerprints must be added in order to facilitate

identification and to avoid misidentification.

The right to search data is reserved exclusively to the competent authorities as defined in
Section 4.1 of the SIS Il legal instruments. These include law enforcement authorities, national
border control authdies, customs authorities, judicial authorities, visa and immigration
authorities, vehicle, boat and aircraft registration authorities. With the introduction of
Regulation (EU) 2018/1862Jso Europol and Eurojust have obtained full access to the system
ard are now able to issue alerts (related to their mand@éfU 2018e) The updated
legislative frameworkhas granted access also to the teams involved in netlated tasks and
migration management support with the European Border and Coast @.kd 2016f)
Pursuant to Article 31(8) and 46(8) of the SIS legal instrurfféréach Member State is
required to indicate the list of authorities in their territory that are authorised to search directly
the data contained in SIS Il. This fi%is published anually in the Official Journal of the
European Union and specify the legal status of each authority; which data it has access to; and
for what purposes. Initially, consultation of the SIS Il database was carried out by using only
alphanumeric data. Howewethis situation has changed with the implementation of the

Automatic Fingerprint Identification System (AFIS) functionality.

Today consultations are carried out by using either alphanumeric or biometric data (e.g.,
fingerprints, palm prints and faciahages)in theverifi c at i o n oidentiy. Aiptker son o s

28 Article 31(8) of Regulation (EC) No 1987/2006 and Article 46(8) of Council Decision 2007/533/JHA.

29To consult the updated tissee: OJEU (2021) List of competent authorities which are authorised to search
directly the data contained in the second generation Schengen Information System pursuant to Article 31(8) of
Regulation (EC) No 1987/2006 of the European Parliament anel @btimcil and Article 46(8) of Council

Decision 2007/533/JHA on the establishment, operation and use of the second generation Schengen
Information System, 16 July 2021, C 287, 81
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technical cases relatedits possible consultations take place in activities such as investigation

and prosecution, border checks and asylum processing operations. It is the responsibility of the
reporting country to determine whether the case is adequate, relevant and important enough to

be entered in SIS II. Howevexs noted irthe report by the Joint Supervisory Authority (JSA),

countries have produced different interpretations of what cotestita risk to security and

public policy(Statewatch 2007 5imilar discrepancies were found regarding alerts entered for
persons targeted f(Manroy®dlB)dhesedifferencesuasutéromthea n c e €
lack of a uniform definition in the SIB legal basis of what constitutesiserious crime. In
general, the prerequisite for using an Artic
and the preventi on o(bid)t Howewa,tthe ladk of ingiaatlohsior s e c
how this prerequisite is applied in practice has led states to select arbitrarily the criminal
offences leading to Article 3@lonroy 2018)

The danger is that the wide variation in practices between national authorities may lead to many
cases of inaccurate, @ful data entered when reporting individuals in the system. This lack

of harmonisation is due to a series of loopholes in the legislation. Below | expose those gaps

in relation to matter of privacy and data protection. One loophole concerns the desa that
entered wunder Article 36 on fAdiscreet check
grounds that an fdoverall evaluation of t he
criminal offences could be committed. Under such definition, the pemweerned is neither

arrested nor searched, but is subject to surveillance measures. In this case there are no real
indications or concrete evidence of an actual threat that would justify the entry of an alert into
SI'S I'l. What conesbditat easadfisapoehtialigatensor e ;s me r
to commit a cri me. The JSA suggests that th
checksdé6 may have contributed t oHayes2008)Inli scr er
2012, France, Italy and Spain were responsible for the vast majority of entries; while other
states, such as Greece and Ireland, entered very few alerts, ofStatewatch 2012)

According to thdateststatistics published annually by-eiSA, these figuresamained very

similar throughout the yeafsuLISA 2019; 2020; 2022a)

The persistence of these discrepancies created another loophole, concerning specifically access
rights. I n general, t h e g,uhatdsiwhogaccess thdatainp | e st
the system must have a legitimate reason. In getleegberformance ofiks ear ch o i s t h
usual form of access given that the objective of SIS is to offer online searchable facilities for
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both criminal and immigration authorities. Competnthorities may also enter the system for
updating, correcting or deleting the reported data. These rules on access (i.e. list of authorities,
purpose limitation etc.) araitl downby the SIS legal instruments, yet they do not set limits to

the number opersons with access authorization. Instead the regulation of this aspect is left to
the national laws of Member States. Consequently, there are considerable differences in the list
of authorized persons among the participating countries. As highlightieellatestTechnical
Report(euLISA 2022b)andin the annualStatistics(eu-LISA 2019; 2020; 2022a)his has
resulted in great variance in the number of reports entered. For example, in 2021 there were
around 7 billion accesses in total to SIS Il by Mem§8tates. This represented an increase of
88% compared to 2020 (highly impacted by the Caddrestrictions, especially on border
crossings). At the end of December 2021, there were 89.99 million alerts stored in SIS Il. The
majority of alerts, and thusf entries, came from Italy (with over 24% of the total), followed

by France (19%), Germany (13%) and Spain (@8é% etLISA 2022a)

These huge differences indicate that SIS Il is used differently by the national authorities in each
participating countrySome states may be issuing alerts on persons who are merely suspected

of association with criminals, thus increasing exponentially the possibility to detect innocent
people. Other states may have a narrower understandifgaotonstitutes @& s e r iinobnals c r

of fenceo and thus may enter alerts only un
gui delines on how to evalwuate a fstercandbes of f
promptly exploited by security agencies in order to advancesin& practices. Another major

loophole concerns the lack of clarification on the meanirigeletioro of an alert. In principle,

alerts on people and objects should be kept only for the time required to achieve the purpose
for which they were entered, aftwhich they should be deleted. For alerts on people the
retention period is limited to one yearn,the case ofliscreet or specific checks; and to three

years in all other casé€Article 44) (OJEU 2007b)Whereas for alerts on objects the retention

period is limited to five yearsn the case adiscreet or specific checks; and ten years for objects
entered for seizure or evidence in criminal proceediagscle 45) (OJEU 2007b)After these

deadlines, the need for retention must be reviewed by thengsswuntry, and unless
prolonged, the alert should be automatically deleted from 48¢5C° Different interpretations

for when the purpose of an alert is fulfilledhy yet causeisagreement on the retention period

30The deletion occurs regardless of whether the purpose of the rap&tS has been fulfilled or not.
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between the issuing and the receivarmgintry; in turn,if agreement is not reached, the alert is

not deleted, with clear impact on the rights of individuals.

As a result of the ambiguity and the loopholes in the legislation, the scope of SIS Il could
potentially be expanded to include ankettype of offence or activity deemed suspicious. The
alert categories would in turn be extended as well as the retention period and the purpose for
sharing information with the aim of preventiigerious threatsto the EU. Consequently, there

IS an emeaging picture across the EU that any type of offence could be among the next to be
targeted to enforce internal and external security. This in turn may result in increased breaches
of the rights of individuals since data protection authorities will nobkeeta conduct angiex

ante checks on specific records entered at the national level. The danger is that these potential
expansions along with the possibility to review the need for retaining alerts pave the way to
indiscriminate data processing practicas they open up more and more data farse This
prospect is promoted also by the possibility of interlinking alerts (e.g., between an alert on a
person and a vehicléjrticle 52) (OJEU 2007b)introducing linkages may be a logical tool

since SIS lloffers the possibility to store data on both persons and objects. However, it poses
serious questions regarding the impact on individuals, especially in terms of data protection.
By allowing associations to be made between individuals and/or objects &toditierent
purposes, such as between criminals or immigrants and children at risk of abduction, this
function increases the risk of v i(Buropean on of
Commission 2010).

According toDirective (EU) 2016/680data may be processed for a purpose other than that for
which it was entered only in three cases: the prevention of a serious and imminent threat to
public order and safety; serious reasons of national security; and the prevention of a serious
criminal offene (OJEU 2016h) Nevertheless, the dual function of the SIS inherently
contravenes this principle, as the SIS datapeséades for the storage bbth law enforcement
information (e.g., persons wanted for arrest) and border controfranigjration information

(e.g., banned thirdountry nationals). The fluidity added by the possibility of interlinking alerts
means that individuals registered for immigration reasons are at greater risk of becoming
targets of criminal law enforcement megesuor secret surveillance. Interlinking is thus a clear
mani festati on of see¢ BestersiahduBromt2010)rbuiltcim theeupedof tiie
system, whereby information that has been collected for one limited purpose, is gradually used

for other purpses. This function creep further deepens associations between crime and
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migration and in turn increases the chances of negatively impacting on innocent persons. The
possibility to incur in a function creep in the SIS database are higher, given thaetlifor

both immigration and criminal law purposes. While the system is unique, it has to deal with
the reality of these two contexts tlyat present different challenges and constraints.

3.4. Visualising the SIS Il network

The above analysis has sought toawel thesocicpolitical, legalandtechnicalconditions that

allow for the sharing of informatiothrough theSIS II. In this section, | present the results
derived from the visual elaboration of these three aspects, on the basis ohetsualk
analyss. Methodologically, the integration of this approach to the study of SIS Il has been
essential to come to a deeper understanding of the interconnections that make up the SIS I
infrastructure. In particular, by reproducing visually the technical andhiz@#onal aspects of

the system, | have been able to obsémeeway in which its constituent parts are interrelated
and arrangedefore turning to the results, | briefly recall the method that | have used to create
the data visualisations, that \gsual networkanalysis (VNA). InChapter2, | presented VNA

as a qualitative approach to the studyfonétworks 0The notion o f A ne has baek s 0
adopted within a variety of currents, such as ST-8lTAand assemblage studies as a means to
trace the complerntanglements that constitute specific practisegAttride-Stirling 2001;

Knox et al. 2006). In line with this approach, | have applied the notiofinetivorko to

reproducevisually the lifecycle othe SIS II.

Below | provideadditionalguidelinesegarding the desigohoices that | have madespecially

in relation tothe software usedhe data entered arithe steps taken. In terms of software, |
relied onGephi(see Chapter 2) et rather than inserting the data directly into the software, |
create tables in Excel, detailing the actors involved, the name of databases used, the type of
relations between them, and other contextual information. The software allowed me to extract
the data from the tables atltenspatialize them in the form of the resulting network. In order

to visualise thenetwork topology, Gephi offers multiple algorithmdhe visualisations
reported below spatialize the SIS Il network in the form of a fdicted layoutTo create

the firstvisualisation (Figur®) | used an algorithm callgi@orceAtlas®, whose core feature

is to shape networks on the basis of the relations between indexed nodes (Jacomy et al. 2014).
For the second (Figuf® | ranfiFruchterman Reingof Fruchterman and Rajold 1991) that

models the graph drawing problem by a system of springs between neighbouring vertices.
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Finally, for the third (Figurdl) | relied onfYifan Huo (Hu 2005), a multilevel algorithm that

reduces network complexity.

Before running the algorithsnin Gephi, | proceeded to label each node in the Excel tables.
Rather than making a deliberate choice, | used the terms reported in the legislative and technical
documents detailing the functioning of the system. In particular, | labelled the centeah syst
as-So0G, 6 the nati o%la$06 d@it aesyNateimenals $&Nhenge
Bur eau, simply as 6SI RENE and the terminals
labels of the NSIS, SIRENE and Police Stations are followed by |80 country code to

which they belong (e.g., NBIS CHi for Switzerland; SIRENE N® for Norway etc.). When
conducting VNA, there were 30 Member States enjoying full access rights to SIS II. The
situation has changed following the disconnection of thi#eld Kingdom on 1 January 2021

and the later addition of Cyprus and Ireland in 2021, which gained full access. To account for
these changes, | updated the visualisations in a second time. The ones presented below index
31 European countries théds of 2@2) have full access to SIS Il. After labelling them, |
assigned a colour to each node (arbitrarily) in order to distinguish between the different parts
that participate in the exchange of data: red for tHel®; blue for NSISs, orange for the

SIRENE andgreen for national police stations. The size of each node is determined by the
number of connections that cross it. The more the connections, the bigger the node. For
example, in the case of-8IS, the node is bigger since it is crossed multiple timeslaky

incoming fromtheinformation system# which it is connected
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Figure4. Forcedirected layout of the SIS Il network (Yifan Hu)

In order to generate the abay@phs | started tracing the flow of SIS 1l data from the moment
when a report about a sougdfter person or object is made by a Member Sfi#tellowing

the data onthe basis of the legislation was essential to determine which actors (i.e. databases
and authorities) aricrossed by SIS Il data exchanges. The process of entering data into SIS
starts at police statiofi$Here the competent national authorities thatalowed to enter data

in SIS I, such as police officers, immigration authorities, customs services etc., create a report
in the system via their terminal (step 1). The report is then transferred in real time to the central
system (CSIS) (step 2) thatafter indexing the data, directs them to all the other national
systems (step 3) to ensure that they are synchronised and up to date at all times. This procedure
enables the competent authorities in each Schengen country to know the situation that the
repating State is facing (e.g., the sought after person is dangerous or a missing person has been
located) and the action to be taken (e.g., arrest, protect or apply specific checks on the person).
Visually, 1 repr oduc e d,thatib @cenmecton, bepveenthgrelaed d i n g
parts. The first edge connects thed®NESEdl i ce

31 Obviously there are multiple terminals in each Member State, however, for ease of reference, | grouped them
Fff G23SGKSNJ dzy RSNJ GKS fF0St Wt2fA0S {dlIGA2yQF F2ff2¢

91



PhD Thesis Vanessa Ugolini
School of International Studies

(step 1); the second edge connectsgith&ISHto thedC-SISG the third edge connects the-
SIS6to thedN-SISH(step 3)*?

Once distributed to all the-8IS*, the dataarefis ear chabl e. 0 By perfor m
examining officer can query the database to check whether it contains an alert in relation to the
person or object sought. If the system producesap t i ve O6hi td (i .e. a p
guery indicating that an alert matches the details entered), the alert will automatically indicate

to the officer the action to undertake in relation to the purpose of the alertafesst or

extradition)As a consequence, there i s a strong |
Afactiono on the ground. SIS 11 is in fact 10
performance of a fAsearcho, but i teplugssnm di r ec

the picture another actor: the SIRENE. The SIRENE comes in when supplementary
information regarding a positivéhito is required. In such circumstances, a request for
information by the examining officer is made to the corresponding SIRENEaBuiThe
transferof data between the national police stations and SIRENE is represented visually
through another edge. Additionally, the SIRENE is responsible for checking all new reports of
the national police authorities and transfer them to #83 This establishes a further edge,
between the SIRENE and theSIS.

The central system only has a copy of the Schengen data. Hence, each national examining
officer, for instance at the airport, directs the consultation to his own natieé®E Nf the data
reported requires a modification, the updating of data passes through the central system.
However only the owner of the informationaths,the authority who has entered the report in

the system, is able to change these data. This is theasb | e dshifi mimciplé of the
Schengen Information System. A modification is entered into #&#3\through one of the
terminal of the national police information system and it is then passed on to the national
SIRENE that, after checking that the report igvant to SIS II, transfer them to theSIS.
Visually, this creates an edge between the natidalice Statiodand the correspondirtiy-

SISHas well as between thil-SISOand the nationadfSIRENEd One peculiarity of SIS Il is

that it operates on tharinciple that the national systems cannot exchange computerised data

32 Note that some edges overlaptiveach other, for example between theSCS and the {8ISs and the-BISs

and the GSIS. Accordingly, although they represent two different moments by which data are exchanged, they
are visualised as one.

33 Including the NSIS in the reporting country.

34 Each State remains the owner of its own data within the SIS. Any variation is only possible with the prior
consent of the reporting State.
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directly between themselves, but instead only via the central systef®I8}.SThis condition
substantially simplify the relations between the constituent parts of the SIS II network, as
further substantiated by the more or less proportional number of nodes anthebdgegaphs

(91 inputted nodes, 150 edgés).

N\

Police @htion X

Figure5. Sample representationthie SIS linetwork (for countryix o).

To better exemplify this proportionality, Figurer&presents a simplification of the SIS I
network, with the only presence of the central SIS databaseS(€)Sand the SIS system
component s f Whatemerges that gachiinputted node is backedlysame

number ofedgesAlthough the grapltonstitutes a simplified version, it can be derived that
each actor gains power by means of being in a relational disposition to the exchange of data.
While the GSIS, NSISs, SIRENE andPolice Stations are all different technical and
organisational unitst is the data thahevitably interrelate them by travelling from owmeit to

the otherthus produmg a bundle of contingent practices hat i s, At hieis ST S | 1
important to underline that theesulting networkcan effectively be consided as an
heterogesemBbagmpPosed of peopiltatworkseasamgles and
entity and gives performancettte circulation oflata (Jeandesboz 2016: 298hat is central

to its constitution and functioning is nthte institutional arrangement afachindividual unit,

35 Conversely, the network of a decentralised architecture would necessarily result as more intricate, given the
multiple connections that need to be established among its parts. This, in turn, would result in a higher number
of edges vis-vis number of nodes in the graph. As | will show in Chapter 4 and 5, this is the case of both the
Prim framework, and the APl andmPblstems.
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but the relations, that,ithe edges betwednh em. As Crossl ey posits,

by, and become social actors within, interac

These observations foreground the value of applyingavisetwork analysis to the study of
networks in general, and digitalipediated security in particular. Indeed, through the graphs
it is possible to grashown ot o nl y h u thiags seprgadize artd cpaddiscaihe
complex assemblaggés [ @&f Jdata practices (Glouftsios 2018 189. In the resulting
distribution, relations and ageneag well ashumans and nehumans are placed in the same
flat, relational field (Payne 2017This is better represented by Figures 6, 7 and 8 below.
Although theseifjures present some differences with regard to the disposition of,ribiddas
largely dependent on the inner workings and characteristiteafgorithns employedthat
make sense of and highlight different qualities ofgpatialized networkin Figure6 and7,

for instance the spatial disposition appears as random. Whereas in Fgtine forces of
repulsion and attraction between nodes are stable, and thus create a more ordered data map.
Yet hierarchy is abseritom all the graphsnot much becausé ¢annot be rendered visually,
but becausgao one actor hgsoweras a result of its status or positioRathergach actor gains
powerby means of being in a relational disposition to the exchange of data.

Figure6. Graphical topology of the SIS tletwork (Force Atlas 2)
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Figure?. Graphical topology of the SIS Il network (Fruchterman Reingold).

Figure8. Graphical topology of the SIS Il network (Yifan Hu)
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