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Abstract

The World Wide Web relies heavily on caching to improve performance and scalability,
yet the security aspects of this mechanism remain poorly understood. This thesis inves-
tigates the security posture of web caches following three incremental steps: web cache
detection, exploitation, and uncovering of novel attack primitives. First, we introduce
methodologies to detect web caches using response headers, timing analysis, and sub-
tle header variations, comparing their effectiveness and limitations. Building on this
foundation, we present large-scale techniques for detecting vulnerabilities such as Web
Cache Deception (WCD) and cache poisoning. We focus on understudied vulnerabilities
for which no automated detection tools exist. Our empirical analysis includes the largest
WCD study to date, identifying 1,188 vulnerable domains and challenging prior assump-
tions about its real-world severity. We then explore the broader security implications of
cache misuse, showing how WCD can be chained with other web vulnerabilities to create
complex attack vectors enabling data leakage and supply chain compromise, and how
caching of security tokens can severely impact the security of web users. Finally, we
introduce Web Cache Overflow (WCO), a new attack primitive that exploits imprecise
cache keying to degrade cache performance and cause Denial of Service. Owerall, this
work provides a comprehensive exploration of web cache vulnerabilities, from founda-
tional detection challenges to large-scale exploitation and mitigation, and serves as a
basis for further research in this critical area. Through these contributions, we advance
the state of the art in web cache security through systematic detection methodologies,
large-scale vulnerability analysis, and the discovery of new attack vectors, accompanied
by open-source tools to foster further research and defensive development. Our find-
ings underscore the need for improved security practices in web caching and provide
actionable insights for both researchers and practitioners.
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web caches, security vulnerabilities, web cache deception, cache poisoning, denial of
service
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Chapter 1
Introduction

The World Wide Web has evolved from its first days, when everything on it was hyper-
textual files, to an extremely complex and heterogeneous system. The simple original
client-server architecture has been enhanced with various types of “middleware”; i.e.,
software and hardware components placed on the client-server path that serve different
purposes. These can be used for security, such as firewalls and Intrusion Detection

Systems, and for performance improvements, such as web caches and proxies.

1.1 The Role of Web Caches

Web caches and Content Delivery Networks (CDNs) store frequently accessed web ob-
jects to serve them quickly to the next visitors, enabling faster loading times and meet-
ing the performance expectations of website visitors. However, the introduction of
web caches in website architectures can have unexpected consequences on their secu-
rity posture, potentially leading to the onset of security vulnerabilities and dangerous
behaviours.

The fact that web caches, and more generally middleware, can be dangerous is a
known fact since the very first days of their introduction, to the point that a group of
experts at the time was hoping that they were a short-lived hack [60]. That is because
such components interfere with core Internet principles, often breaking protocol se-
mantics, violating the end-to-end design, and causing subtle and hard-to-debug failures
in applications that rely on transparent network behaviour [61]. In fact, web caches
can violate the semantics of HI'TP by serving content in ways that diverge from the
expectations set by the protocol. For instance, a cache may respond to a GET re-

quest with a previously stored response that is no longer valid, despite the origin server
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indicating via headers (e.g., Cache-Control: no-cache) that the resource should be
revalidated. In more subtle cases, caches may incorrectly reuse responses across users or
sessions, leading to privacy leaks or inconsistent behaviour. These violations break the
assumptions of correctness and freshness that applications and users rely on, and can
be particularly damaging when caches are deployed transparently, outside the control of
the origin server or client, but can also lead to severe security vulnerabilities, as we will
see throughout this thesis. Moreover, one of the foundational architectural principles
of the Internet is the end-to-end (E2E) principle, which argues that most features, such
as reliability and security, should be implemented at the endpoints rather than in the
network [106]. Middleware breaks this principle by embedding logic into the network
itself, logic that attempts to inspect, modify, or optimize traffic. This not only adds
complexity and statefulness to the network, but also creates dependencies on behaviour
that was meant to be transparent [54]. At the same time, many argue that the E2E
principle is too simplistic and limiting for the web, and that a hop-by-hop model would
be preferable, allowing for efficient caching middleware to enable great bandwidth and,
therefore, cost savings [54]. The hop-by-hop model embraces the presence of interme-
diaries — such as caches and proxies — which can improve latency, reduce server load,
and enable policy enforcement closer to users. While this approach inevitably sacrifices
some purity and transparency, it provides concrete benefits that make it more suitable
for the web’s operational realities [55]. In many cases, the web has evolved toward this
model not out of design preference, but out of necessity.

Nowadays, (almost) no one seriously advocates for the elimination of caches and
middleware; someone arguing that the web would be better off without them would
most likely be dismissed as uninformed or out of touch with modern web architecture.
At the same time, especially accounting for their omnipresence, thoroughly assessing
and considering their security should be a top priority.

Web caches are one of the most important elements in the modern web ecosystem.
Users expect low loading times and high performance from websites, and even short
waiting times may result in a visitor leaving the page early or for e-commerce websites
not to convert a sale. The idea that slow website loading times may cause users’ frustra-
tion, profit loss, and general dissatisfaction is not new, and has been documented since
the early years of general use of the Internet [112, 102} 113]. More recent studies show
that even loading times of three seconds may drive visitors away from websites [114].
Nowadays, the loading time is used as a ranking factor by Google and other major
search engines to sort websites in the results page, meaning that slower websites are

less likely to be placed among the first positions in the search query response [145].
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1.2 Attacks on Web Caches

Web caches front web servers and temporarily store and quickly serve frequently ac-
cessed objects. That translates to reduced load for servers and better performance for
clients. Web caches can be placed at any step of the web client-server architecture. The
security community is no stranger to attacks targeting web caches. These often fall un-
der one of two categories: poisoning caches with an exploit payload to be delivered to
unsuspecting clients, or tricking the cache into storing confidential information, which
is then publicly exposed on the Internet. Attacks date back to the early 2000s, and the
fundamental techniques have not significantly changed over the years, but the attack
surface and damage potential have.

Content Delivery Networks, which are globally distributed Internet overlay networks
made up of caching reverse proxies, have become a ubiquitous component of many on-
line systems that have stringent scalability, availability, and performance requirements.
Official deployment figures published by three major CDN vendors, Akamai, Cloud-
flare, and Fastly, give us a glimpse of the vast amount of traffic proxied via these web
caches [4, 22 39]. A recent measurement by Guo et al. shows that 74% of the Alexa Top
1k websites utilize a CDN for delivery [57]. As of November 2025, BuiltWith estimates
that of the top 10k, 100k, and 1M websites they observe, 57.48%, 54.13%, 49.65% are
behind a CDN, respectively [14]. Combined with many other stand-alone caching prox-
ies (e.g., Squid, Varnish [I31), [118]) and caching servers (e.g., Apache, NGINX [6, [91])
sprinkled along the Internet, it is evident that web caches are rapidly becoming critical
infrastructure. That, in turn, considerably increases the likelihood and impact of a web

cache attack.

1.3 Problem Statement

As previously established, web caches are a fundamental component of the modern
web architecture, introduced to reduce latency, alleviate server load, and improve user
experience. By storing and reusing previously fetched resources, caches play a critical
role in meeting the scalability and performance demands of modern web services. From
Content Delivery Networks to reverse proxies and browser caches, these systems are
now deeply embedded in the infrastructure of nearly every high-traffic website.
Despite their critical importance, the security implications of web caches have long
been overlooked. While other components of the web stack, such as browsers, ap-

plication logic, and databases, have undergone extensive security scrutiny, caches have
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received comparatively little attention. This gap in focus is problematic, especially con-
sidering that caches are not passive components: they actively modify the behaviour of
HTTP communications by intercepting, storing, and serving content. This means that
their presence can interfere with standard security assumptions, especially regarding
authentication, authorization, and data integrity.

Cache-related vulnerabilities, such as Cache Poisoning and Web Cache Deception,
demonstrate how adversaries can exploit subtle misalignments between caching logic
and application behaviour. These attacks do not necessarily rely on flaws in the cache
or the origin server taken alone, but rather on the complex interplay between the two.
Attackers have learned to weaponize even the smallest differences in the interpretation
of requests by different HT'TP components, with severe consequences on the security of
the web.

One of the fundamental obstacles to the study of web cache vulnerabilities is the
lack of visibility into caching behaviour. Unlike server headers or application logic,
which can often be examined directly, cache behaviour tends to be opaque. Identifying
whether a resource is served from a cache or directly from the origin server is often non-
trivial. This is further complicated by the lack of standardized headers for conveying
cache status: while some implementations include diagnostic headers, such as X-Cache,
their presence, semantics, and reliability vary significantly across deployments.

This opacity hinders both manual analysis and the development of automated tools.
Without accurate detection of caching behaviour, it becomes difficult to determine
whether a vulnerability exists, let alone scan for it at scale. Moreover, many caches are
selectively deployed, serving only static files, or operating only under specific network
conditions, making their detection a prerequisite for any meaningful security assessment.
This is worsened by CDNs, which are run by third-party providers that generally don’t
share their internal configurations and functioning details, making it even harder to
reason about their caching behaviour. Ethical considerations also limit the ability
to perform intrusive testing on live systems, further complicating the study of cache
vulnerabilities.

Even when such vulnerabilities are identified, their impact is frequently underes-
timated. Cache-based attacks can be chained with other common web issues, such
as URL normalization flaws, inconsistent access control policies, misconfigured routing
logic, and injection vulnerabilities to create novel attack paths. These composite at-
tacks can lead to severe consequences, including data leakage, cache poisoning at scale,
privilege escalation, and denial of service. As such, understanding the broader security

implications of caching requires not only detecting individual flaws but also reasoning

4
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about how they interact with the rest of the application and infrastructure.
This thesis investigates these problems and possible solutions through the following

research questions:

Q1. How can we detect the presence of web caches and distinguish cached responses

from non-cached ones?

Q2. Can we leverage cache-detection techniques to automatically identify web cache

vulnerabilities at scale?
Q3. What is the real-world prevalence of such vulnerabilities on popular websites?

Q4. What is the broader security impact of web cache vulnerabilities when combined

with other common web issues?

1.4 An Analytical Model of Web Cache Security

This thesis investigates multiple classes of web cache vulnerabilities. To keep these
results comparable and to make clear how they relate to a single overarching construct,
we rely on a simple analytical model of web caching. This is not a threat model in the
traditional sense; rather, it abstracts away attacker capabilities and instead captures
the mechanics by which caches store and reuse HT'TP responses, and the specific points
where those mechanics can diverge from web application semantics.

We view a web cache as a stateful component placed between clients and an origin
server. For each request, the cache derives a cache key, looks up the key in its store,
and either serves a stored response (cache HIT) or forwards the request to the origin
(cache MISS). Upon receiving an origin response, the cache decides whether it may
store it, and for how long, based on a cacheability policy. This decision is derived from
HTTP semantics and possibly local cache rules. This abstraction is described in detail
in Chapter 2.

Web applications implicitly partition responses by scope. Some objects, such as
static assets, are global, while others depend on user state (e.g., cookies or authentica-
tion), content negotiation, geolocation, device class, or one-time security tokens embed-
ded in HTML. We can define caching as safe when the cache key and the cacheability
policy preserve these boundaries, i.e., when any two requests mapped to the same cache
entry are guaranteed to be equivalent with respect to the application. Security problems

arise when the cache stores or serves content across scope boundaries. For example, a
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response whose scope is narrower than the cache key becomes shared (confidentiality
leaks), or an attacker can influence which response is stored under a key that other
clients will later use (integrity violations).

Under this model, the vulnerabilities studied in this thesis are instances of a single
primitive: an attacker manipulates untrusted, cache-relevant input (such as the URL
structure, query strings, headers, and sometimes body fields) to change the cache key or
influence the cacheability policy such that the cache stores or serves a response outside
its intended scope.

We can classify these vulnerabilities along three dimensions, each corresponding
to a specific aspect of cache behaviour. First, cacheability errors occur when the
cacheability policy is too permissive, allowing responses that should not be cached
to become cacheable under crafted requests. This enables confidentiality leaks, such
as Web Cache Deception vulnerabilities and the mistaken caching of security tokens.
Second, keying and parsing mismatches arise when the cache key is imprecise or
inconsistent across components. Attacker-controlled request elements that are unkeyed,
or normalised differently, enable cache poisoning and cache-poisoned denial-of-service,
while overly sensitive keys enable systematic cache busting. Third, state and resource
abuse happens when an attacker leverages the cache’s resource management policies
to exhaust cache capacity or evict legitimate content. By exploiting key imprecision
to create many distinct entries for semantically identical content, an attacker can force
the cache to evict useful entries, leading to Denial of Service.

These dimensions are not mutually exclusive: many vulnerabilities involve multiple
aspects of cache behaviour. However, this classification helps clarify the root causes

and exploitation techniques, providing a structured framework for analysis.

1.5 Contributions

This thesis advances the state of the art in web security by addressing the overlooked but
critical attack surface introduced by web caching systems. Our contributions span both
theoretical understanding and practical tooling, with a strong emphasis on empirical
validation. At a high level, we provide novel techniques for detecting caches, identifying
vulnerabilities, and understanding their impact in the wild.

First, we introduce a suite of methodologies for detecting the presence of web caches
and for distinguishing cached and non-cached responses. This is a fundamental prereq-
uisite for studying cache behaviour and identifying vulnerabilities that depend on it.

Our approaches are designed to cover a wide range of real-world scenarios. One method
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leverages cache status headers, such as X-Cache, even in the face of their inconsistent
and non-standardized use. A second method is designed for scenarios where cache sta-
tus headers are entirely absent or unreliable, relying instead on timing patterns analysis.
For completeness, we also explore alternative detection strategies that, while effective
only in narrow conditions, help clarify the boundary of what is and is not observable
in current cache deployments.

Building on this foundational capability, we develop a set of techniques and tools
for the fully automated detection of specific web cache vulnerabilities. We focus on
understudied vulnerabilities for which no automated detection methodology is available.
These tools are designed to work without prior knowledge of the target application and
are able to uncover a range of flaws, including Web Cache Deception (WCD) and Cache
Poisoning Denial of Service (CP-DoS). Our goal is to bring cache vulnerability discovery
closer to the level of automation and scalability that other classes of web vulnerabilities
have achieved.

Among our most impactful contributions is a novel detection methodology for Web
Cache Deception. Unlike prior work, which required specific preconditions, such as
the need for authentication, our approach is general and applies to any website. In
a comparative experiment on 404 domains, we show that our method is capable of
identifying more than 100 vulnerable sites, while the previous state-of-the-art technique
is limited to only 18. Thanks to its generality and robustness, our method enables the
largest WCD study to date, conducted over the Alexa Top 10k. In this study, we
discovered 1,188 vulnerable domains. We complement this quantitative analysis with
case studies that challenge common assumptions about WCD: we show that attacks
targeting non-authenticated pages can be highly damaging, and that the consequences
of WCD go well beyond the typical leakage of personal data.

In addition to WCD, we study other classes of cache-based vulnerabilities through
large-scale empirical analyses. These studies reveal that such vulnerabilities are not
rare anomalies, but systemic issues present in a wide range of websites and caching
infrastructures. Through our scanning efforts, we discover and responsibly disclose
several previously undocumented vulnerabilities and misconfigurations, affecting high-
profile and widely used web services.

We next investigate the security impact of cache vulnerabilities and explore how
cache-based attacks can be chained together with other vulnerabilities. Contrary to the
perception that such vulnerabilities are isolated edge cases, we show that they can be
combined with other common flaws, such as improper access control or URL normal-

ization issues, to form complex attack chains. These chains can significantly amplify
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the impact of individual vulnerabilities, enabling attackers to bypass protections, leak
sensitive data, and degrade service availability in unexpected ways.

Finally, we introduce a new attack primitive, which we term Web Cache Owverflow
(WCO), that builds on the cache busting technique previously explored in this thesis.
This attack exploits imprecise cache keys to inject large volumes of redundant cache
entries, effectively filling the cache and forcing eviction of legitimate content. WCO
demonstrates how adversaries can use the cache infrastructure itself as a vector for
Denial of Service, using only minimal resources.

In our work, we support the reproducibility and adoption of our research by re-
leasing open-source tools for cache detection, vulnerability scanning, and measurement.
These tools are intended to assist both researchers and practitioners in understanding
and improving the security posture of web caching systems, both in laboratory and
production environments.

Together, these contributions provide a comprehensive exploration of web cache
vulnerabilities, from foundational detection challenges to large-scale exploitation and
mitigation. We believe this work will serve as a basis for further research in this under-
explored area and help push caching systems toward more secure and transparent de-

signs.

1.6 Dissertation Outline

The remainder of this thesis is structured as follows.

In Chapter 2, we provide the necessary background on the web, web caches and
their functioning, and known vulnerabilities related to them. We focus on Web Cache
Deception (WCD), cache poisoning, and HTTP request smuggling, as they are the most
relevant to our work.

Next, in Chapter 3, we present several techniques to detect the presence of web
caches and distinguish cached from non-cached responses in black-box deployments.
We discuss strategies based on response headers lookup, timing patterns analysis, and
also explore alternative detection methods.

In Chapter 4, we focus on cacheability errors and keying and parsing mismatches.
Building on the detection techniques presented earlier, we develop automated methods
to identify web cache vulnerabilities at scale. We introduce a novel approach for detect-
ing Web Cache Deception (WCD) vulnerabilities that does not require authentication,
prior knowledge of the target application, and manual intervention from the tester.

We also discuss techniques for identifying Cache Poisoning Denial of Service (CP-DoS)

8
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vulnerabilities. We use these methods to conduct large-scale empirical studies on the
prevalence of these vulnerabilities in popular websites on the Internet.

Chapter 5 investigates the security impact of web cache vulnerabilities. We explore
how cache-based attacks can be chained with other web vulnerabilities to create complex
attack vectors. We also analyse the causes and consequences of the mistaken caching
of security tokens.

Finally, in Chapter |6, we introduce a new attack primitive, Web Cache Overflow
(WCO), which exploits imprecise cache keys to fill the cache with redundant entries,
leading to Denial of Service. We discuss the mechanics of the attack, its implications,
and potential mitigation strategies.

We conclude the thesis in Chapter 7, summarizing our contributions and outlining
directions for future research in the field of web cache security, providing a high-level

overview of the key findings and their implications.
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Chapter 2

Background and Related Works

In this chapter, we provide the necessary background to understand the concepts and
technologies that are relevant to our work. We start with an overview of the web, its
architecture, and how it operates. We then delve into web caches, their purpose, and
how they function within the web ecosystem. Finally, we discuss vulnerabilities related

to web caches, particularly focusing on Web Cache Deception (WCD) attacks.

2.1 The Web

The web is a collection of resources that can be accessed by users through the Internet.
The web is a decentralized system, meaning that no single entity controls it, and re-
sources are distributed across many servers. Resources on the web can be accessible to
anyone, or only to specific authenticated users. To navigate the web, users employ web
browsers, which interpret and display the content of web pages and other resources.
The web uses a client-server architecture, in which a client requests resources in which
they are interested in to a server, which responds with the requested resources. Web
pages are formatted using the HyperText Markup Language (HTML) markup language,

which defines their structure and layout.

2.1.1 HTTP and HTTPS

The exchange of resources between servers and clients happens using an application
layer protocol called HyperText Transfer Protocol (HTTP), which in turn uses the
Transmission Control Protocol (TCP) at the transport layer. Originally, HTTP was
a clear-text Protocol, meaning that the data exchanged between clients and servers

was not encrypted. However, with the advent of security concerns, a secure version
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of HTTP called HTTP Secure (HTTPS) was introduced, which uses encryption to
protect the data exchanged between clients and servers. HTTPS works by using the
Transport Layer Security (TLS) protocol to encrypt the data exchanged between clients
and servers, ensuring that the data remains confidential and secure during transmission.
The first version of HTTP, known as HTTP /1.0, was introduced in 1996, later followed
by the standardization of HTTP /1.1 in 1999, which introduced several improvements,

such as persistent connections and chunked transfer encoding [44].

HTTP/2 Hypertext Transfer Protocol (HTTP) is the application-level protocol that
is used to transfer data on the web. HTTP /2 was released in 2015 and was the first
major update since HT'TP /1.1, which was first published as a proposed standard in
1997. HTTP/2 is based on TLS over TCP and maintains the semantics of HTTP /1.1,
but it changes the way that the data is transferred. While HTTP /1.1 was a plain-
text human-readable protocol, HTTP/2 is a binary protocol. HTTP/2 implements
optimized mappings of the HT'TP /1.1 semantics to enable efficient use of the connection,
allowing multiple concurrent requests and responses to be multiplexed over a single
TCP connection and compressing the headers. Requests multiplexing consists of the
organization of HT'TP messages in streams, that are bidirectional sequences of frames
with the same identifier, generally representing a request-response pair. Frames are the
smallest protocol unit in HTTP/2: they can be of different types (e.g., data, headers,
settings) and have an ID that identifies the stream to which they belong [125]. Web
servers process the requests as soon as they have all the frames, and send the response

as soon as it is generated.

HTTP/3 1In 2022, the Internet Engineering Task Force (IETF) published HTTP/3,
which differs from HTTP /2 in that it uses the QUIC transport protocol instead of TCP.
QUIC is a transport protocol that runs on top of UDP and provides multiplexing, en-
cryption and congestion control directly. HTTP /3 was developed to solve the problems
caused by the fact that TCP has no visibility over HT'TP /2 multiplexing. Therefore,
some features of HTTP/2 are delegated to QUIC in HTTP/3 (i.e., multiplexing and
flow control), while others are implemented on top of it [I0]. According to Internet
surveys, HTTP/3 surpassed HTTP/2 in terms of usage in March 2025 [134].

12
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2.2 Web Caches

Even with troves of personal and sensitive data traversing the Internet, a dispropor-
tionately large slice of traffic is made up of content available for general consumption.
Websites are rapidly growing in size due to an increasing number of objects necessary to
render each page, such as images, videos, fonts, JavaScript files, and style sheets [115].
Furthermore, latency-sensitive media streaming services and bandwidth-hungry big file
downloads have become commonplace. Repeated transfers of such objects can quickly
get costly for both servers and clients, and even impact the overarching Internet infras-
tructure involved in traffic delivery. All of these can put an enormous strain on an origin
server’s network resources if left unaddressed. Web caches are designed to address this

problem and have therefore become an essential element of the modern web.

Web caches are positioned between a client and an origin server to temporarily
store frequently accessed objects. These effectively act as proxies between clients and
origin servers, directly serving the responses that they previously cached. When a client
requests a resource, the proxy intercepts the request and checks if it already holds a
cached copy of the response. If it does and is not expired, the cache delivers it directly
to the client. Otherwise, the cache forwards the request to the origin server. When
the cache receives the response, it forwards it to the client and, if it matches some
pre-configured criteria, caches it for future visitors. This prevents unnecessary repeated
data transmissions, reducing round-trip time for the requester, load for the server, and
the overall traffic volume for the Internet infrastructure.

Multiple caches can be present on the delivery path, starting with client-side caches
(e.g., implemented inside a web browser), layers of reverse proxy servers acting as
man-in-the-middle caches, and finally caches co-located with the origin server, forming
cache hierarchies. Content Delivery Networks (CDNs), that provide performance and
security services over globally distributed networks of reverse proxies (i.e., edge servers),
similarly cache content as a core capability and have become pervasive [57, [14]. CDNs
have the added benefit of placing content physically closer to end-users, significantly
reducing the distance data needs to travel, and consequently improving website loading
times, leading to a better user experience.

CDNs offer numerous options for website administrators to configure the caching
behaviour according to their needs. For example, caching decisions can be made based
on the request endpoint, file extension, query string parameters, presence of a cookie,
request headers, response content type, or a complex combination of many similar

parameters [33, 20, B4]. More recently, major CDNs have also started to offer edge
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computation capabilities, enabling website operators to make these decisions program-
matically [27, 3], [36].

In this thesis, we use the term web cache, or simply cache, to refer to any type
of public server-side web cache. These caches are designed for storing static objects
that do not have confidentiality requirements, whereas dynamically generated content
that includes personal or sensitive information for each different client must be fetched
from the origin afresh with each request. It is important to point out that one should
not conflate static content with public content. For instance, public web pages may
still contain unique, sensitive parameters dynamically generated for each visitor. We
leave client-side caches out of scope, as attacks on such caches (i.e., a client attacking
itself) do not constitute a valid threat model for the attacks and vulnerabilities that
we investigate. We also do not further explore niche uses of private caches, but instead

focus our discussion on the far more prevalent and essential public caches.

2.2.1 Cache Control

HTTP provides a standard mechanism for origin servers to signal to the caches on
the path whether a response may be stored, and for how long. This is done via the
Cache-Control response header. The directives that can be included with this header
define the cacheability of an object, its expiration time, and the revalidation actions.
RFC 9111 states that caches MUST respect Cache-Control directives [42]. How-
ever, this is often not the case in practice, as also documented by prior academic work
(e.g., [87]). Website structures and caching policies may frequently change, which makes
constant maintenance of Cache-Control directives to reflect those changes an opera-
tional burden for website operators, especially in large enterprise infrastructures. There-
fore, popular cache technologies offer configuration options to disregard Cache-Control
headers, but instead implement cache rules centrally at the cache. These cache rules
can typically be made as general or specific as needed, allowing website operators to
craft them via domain specific languages or regular expression matches on virtually any

part of a request or its corresponding response (e.g., [21], 20]).

2.2.2 Cache Keys

Once a response is determined to be cacheable, the cache derives a cache key for the
respective stored object. The cache key acts as a unique index into the cache store,

enabling the cache to easily check whether it already holds a copy of the object upon
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receiving subsequent requests for the same resource. That is, the cache store implements
an associative array as an abstract data type, keyed with the cache key.

Cache keys are n-tuples (or hashes of those n-tuples) that may consist of any element
of an HTTP request, including the method, path, individual query string parameters,
headers, and their values, or structured data fields in the body payload. Request
elements that are included in the cache key are called keyed, and the rest unkeyed. A
typical default cache key is a simple 2-tuple consisting of the full URL (e.g., [132]), but
additional elements may also be keyed for more complex situations, for instance, the
Origin header for CORS support (e.g., [25]). Website operators further customize the
cache keys according to their needs.

A cache purge is the process of invalidating a cached object, meaning that the next
request that matches that object’s cache key will be a cache miss. That request will
then be forwarded to the origin server, and the cache will store the new response under
the same cache key. Web caches provide secure mechanisms for website operators to
purge caches, typically through an authenticated web interface or an API. Arbitrary
web clients should never be able to purge the cache, as this would facilitate Denial of

Service (DoS) attacks, cache poisoning, and cache-timing-based side-channels.

2.2.3 Cache Status Headers

Web caches often add cache status headers to responses, indicating how they handled
the corresponding request. This field may simply include a cache hit versus miss flag,
or more detailed debugging information.

RFC 9211 is a proposed standard that aims to standardize how caches communicate
this information, but sadly, it has not yet been widely adopted [93]. Instead, each web
cache technology uses their own custom headers to this end, and these are not always
officially documented. Mirheidari et al., however, compiled a list of the different header

names and values observed when interacting with a selection of popular stand-alone
cache servers and CDNs [8§].

2.2.4 Cache Busting

Cache busting collectively refers to client-side techniques used for intentionally bypass-
ing a cache and receiving a fresh copy of the requested object from the origin server.
Cache busting is frequently used in web development, to rapidly test website changes
without needing to purge any intermediary caches (which may not even be under the

developers control) that may still hold stale copies of modified resources. Similarly,
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Figure 2.1: WCD in action. A social engineering victim clicks on a malicious URL,
which in turn tricks a web cache into storing sensitive profile information, publicly
exposing it on the Internet.

penetration testers often leverage cache busting to avoid poisoning cacheable endpoints

with attack payloads.

According to RFC 9111, clients may attempt cache busting by including a “no-
cache” directive in the Cache-Control header of their requests [42]. However, caches
are not required to honour this request directive, and many production infrastructures
in fact do not, due to the aforementioned security implications. Instead, practical cache
busting techniques involve identifying keyed elements of a request that do not alter the

response, and intentionally modifying those elements in requests to trigger a cache miss.

2.3 Web Cache Vulnerabilities

When caches are not properly configured, they can introduce vulnerabilities that can
be exploited by attackers. Attacks targeting web caches date back to the early 2000s,
and they mainly fall into two categories: poisoning caches with an exploit payload
to be delivered to unsuspecting clients, or tricking the cache into storing confidential
information which is then publicly exposed on the Internet. In this section, we provide
an overview of two the most relevant web cache vulnerabilities: Web Cache Deception

(WCD) and web cache poisoning.
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2.3.1 Web Cache Deception (WCD)

Web Cache Deception (WCD) is an attack that exploits the request processing discrep-
ancies between a web cache and an origin server, and subsequently tricks the cache into
erroneously storing sensitive content. WCD was introduced by Omer Gil in 2017 [50, [51].
Below, we demonstrate the attack through a hypothetical case inspired by Gil’s original
proof-of-concept.

Figure 2.1 represents a typical deployment model where the origin application server
is fronted by a cache. The cache server is configured to store frequently accessed static
objects as determined by checking their file extensions. The attack begins when a
miscreant crafts a malicious link containing the URL to a page with sensitive user
profile details, but also appends to it an invalid path component that appears to be a
static file. In this case, “example.com/profile/” is the legitimate page being targeted,
and “not_a_file.css” is a reference to a non-existent style sheet. The attacker then
distributes the resulting attack URL containing the WCD payload via social engineering

channels, and the attack plays out as follows.

1. The victim clicks on the link and their browser issues the HT'TP request for the
resource. The web cache receives and promptly forwards the request to the origin

server, being it a newly crafted URL.

2. The origin receives the request for the made-up resource and sees that the refer-
enced style sheet does not exist. Therefore, it strips away the invalid path com-
ponent, and reroutes the request to the “/profile” endpoint instead. This happens
when the web server routes are configured to follow clean URL principles, which
is a common practice in modern web frameworks [I40], or when routes are defined
using regular expressions. The origin server then generates the response contain-
ing the sensitive profile details, and sends it back to the cache. The server also
indicates that the profile details should not be cached by setting the appropriate

cache control headers in the response.

3. The web cache receives back the response and consults its caching rules. Obliv-
ious to the request rewriting taking place at the origin, the cache finds a match
indicating that .css extensions are cacheable. While there may be cache con-
trol headers present in the response, the cache is not configured to honour up-
stream headers. The web cache concludes that the response is safe to store.
At this point, the sensitive content is publicly accessible under the URL “ezam-

ple.com/profile/not_a_ file.css”.
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Figure 2.2: Web Cache Poisoning Attack Overview

This attack is possible due to the complex interactions between web caches, origins,
and their administrators, which collectively lead to myriad potential HT'TP processing
discrepancies. For example, the request rerouting in Step 2 is a common behaviour
implemented by web frameworks that follow clean URL principles, as opposed to treat-
ing URLs as filesystem paths [140]. However, this backend logic is invisible from the
caching proxy’s vantage point. Similarly, ignoring upstream cache control headers is
common practice and sometimes the default web cache configuration [87]. For instance,
in a large enterprise environment, where centralized management of caching rules is
preferable to individually configuring web servers to return the correct headers. All in
all, detecting and mitigating WCD is a non-trivial task, and neither application own-
ers nor cache vendors are to individually blame; this is a complex system interaction

problem.

2.3.2 Web Cache Poisoning

Web cache poisoning is a class of attacks that involves tricking a web cache into storing a
malicious payload. This essentially escalates any reflected web application attack into a
stored one, widely distributed to every client accessing the cache. Figure 2.2 illustrates
a typical web cache poisoning attack. The attacker crafts a malicious request that
contains an exploit payload, which is then reflected in the response that is sent to the
cache. The cache stores the response, which includes the exploit payload, and serves it
to all subsequent clients that request the same resource.

James Kettle presented a set of such attacks on popular caching proxies [73], and
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more recently introduced more advanced attacks exploiting the cache key construction
mechanisms used by these technologies [76]. In academic literature, Chen et al. ex-
ploited the inconsistent processing of the host header values in requests to the same
effect [19]. Nguyen et al. proposed a different take on cache poisoning, employing erro-
neous negative caching (i.e., caching of error responses) as a means to block access to
websites, resulting in a denial-of-service attack, called CPDoS (Cache-Poisoned Denial-
of-Service) [92]. Liang et al. presented a systematic study of web cache poisoning in
the wild, proposed a detection mechanism to identify vulnerable websites, and discov-
ered 172 vulnerable websites on the Tranco top 1k [83]. Jia et al. instead focused on
browser caches, finding that in 2015 virtually all major browsers were vulnerable to

cache poisoning attacks [66].

2.3.3 HTTP Request Smuggling

An attack closely related to WCD and cache poisoning is HTTP request smuggling
(HRS). While HRS is not investigated in this thesis, it is worth mentioning it here as
it is a well-known vulnerability that can also be exploited to poison caches and CDNs.

Web caches and proxies generally use the same connection with an origin server to
send multiple HTTP requests, increasing efficiency and performance in general. The
origin server parses the requests based on the headers to distinguish the boundaries of
different HTTP requests. HTTP request smuggling (HRS) vulnerabilities arise when
the proxy and the origin server disagree on the request boundaries, allowing attackers
to send requests that are interpreted differently by the two entities. Consequences of
this attack include JavaScript injection, cache poisoning and session hijacking. Since
web architectures frequently comprise more than one entity in the path between the
client and the origin server (for instance, when multiple reverse proxies sit in front of
a back-end server with different purposes), the likelihood of such vulnerabilities arising
is increased [I00]. These dangerous interactions between proxies and origin servers are
mainly caused by the fact that HT'TP allows two different ways to communicate the
messages’ length: the Transfer-Encoding header and the Content-Length header.
RFC 7230 states that the two should not co-exist in the same request and that when
both are present, servers should prioritize Transfer-Encoding [45]. Some servers,
however, do not support this header, and others can be tricked into not processing it
using special obfuscation techniques [100)].

The first documentation on HRS is a white-paper by Watchfire [84], but the vul-

nerability remained largely ignored for years due to the difficulty of exploitation and
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the few consequences studied. Later, Kettle extensively studied this type of vulnera-
bility, proposing new exploitation techniques and demonstrating the severity of their
consequences [71], [75] [74]. Jabiyev et al. carried out a systematic study on 10 caches,
CDNs, and server technologies combined to identify pairs that present discrepancies in
the parsing of HTTP requests and are potentially affected by HRS vulnerabilities [65].
In [64], Jabiyev et al. present a fuzzer for HT'TP /2 that they use to detect anomalies in
HTTP/2-to-HTTP /1.1 protocol conversion performed by proxies and CDNs that result
in severe security vulnerabilities. Jabiyev et al. present a guided differential fuzzer to
test servers for HRS vulnerabilities, identifying critical vulnerabilities in several highly
used server technologies [63]. Kettle in [77] and Lerner in [8I] show how to exploit
the downgrading of HTTP /2 requests to HTTP /1.1 performed by several proxy server
technologies, which only communicate using HTTP /2 to the clients, while using the
HTTP/1.1 in the origin-server connection. Miiller et al. in [89] show how to use HRS

to evade censorship.
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Chapter 3

How to Detect Web Caches

This chapter is based on works previously published as:

Mirheidari, S. A., Golinelli, M., Onarlioglu, K., Kirda, E., & Crispo, B. (2022).
Web Cache Deception Escalates!. In 31st USENIX Security Symposium (USENIX
Security 22) (pp. 179-196).

Golinelli, M., & Crispo, B. (2024, September). Hidden Web Caches Discovery. In
Proceedings of the 27th International Symposium on Research in Attacks, Intru-

sions and Defenses (pp. 65-76).

Web caches play a critical role in modern web infrastructure, improving performance,
reducing bandwidth usage, and enhancing scalability. However, their presence is often
opaque to clients, and detecting whether a response has been served from a cache, or
whether a cache exists at all, can be surprisingly difficult in certain cases. This opacity
has significant implications for security research, since detecting caches is crucial to
being able to assess their security. In this section, we outline the challenges involved in
detecting web caches and explain why being able to do so is an essential capability for
both defenders and analysts.

We start by discussing a previously available cache detection technique, highlighting
its limitations and shortcomings.

We then present a novel methodology to detect caching based on cache status head-
ers. 'These are specific response headers employed by web caches to communicate
whether a response is coming from the origin server (a cache MISS), or if it was cached
(a cache HIT). These headers are not standardized, therefore, different cache technolo-
gies might use different and custom header names and values. We present a technique

to detect caching using lookups of cache status headers that we call Cache Headers
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Heuristics (CHH). To evaluate its effectiveness, we crawl the top 10k most popular
websites in the Tranco list [99]. We check whether they present the cache status of
responses in the headers, finding that 79.1% of them do.

Techniques that detect cached responses based on cache status headers are not ef-
fective when these headers are missing, wrong, or use custom names and values that are
not covered by the heuristics used. For this reason, we then present a novel methodol-
ogy that uses timing analysis to distinguish between cached and non-cached responses,
that can work against any web server, regardless of whether it communicates the cache
status of responses using headers or not. Our methodology is based on repeatedly send-
ing paired requests to a web server. The idea is that when the two requests reach a web
cache at the same time and are processed concurrently, if only one of the two is cached,
it will consistently return to the client first and faster. If, instead, both responses are
coming from the origin server, they will arrive at the client with an inconsistent order
and timing.

To control which responses will be served by the origin server and which by the web
cache, we make heavy use of cache-busting techniques. Before developing our method-
ology, we carried out a preliminary experiment of different cache-busting techniques to
identify the most effective against a higher number of websites in the wild. Combining
all the techniques that we used, we are able to cache-bust requests on 84.3% of websites.
Our methodology relies on the multiplexing functionality to pair requests together and
send them in a single packet. We focus on HTTP/2 since it is currently the most
adopted version, but the same methodology applies to HTTP /3 too.

We implement this methodology in a tool and perform a preliminary experiment
to measure its accuracy compared with the CHH technique, estimating an accuracy
of 89.6%. However, we observed that in the vast majority of the cases where this
methodology classified the request as cached, while the cache status headers reported a
cache MISS, it was due to an unpredictable behaviour of certain web cache technologies.
These caches always report cache MISS when two requests are paired together, even
if one of the two responses was a cache HIT. We randomly selected 100 websites and
manually verified that in 82 of them, the wrong classification of this methodology was
due to the behaviour mentioned above. We can therefore estimate that the real accuracy
of our tool is higher, and the reported accuracy should be considered as a lower bound.

We use this methodology to estimate the prevalence of hidden web caches in the
Tranco Top 50k, i.e., caches that do not advertise the status of their responses in the
cache status headers, finding that 1.627 websites (5.8% of the 28.243 tested websites
that supported HT'TP/2) present a hidden cache.
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Chapter Outline This chapter is organized as follows. We start discussing why au-
tomatically detecting web caches and distinguishing between cached and non-cached
responses is important in Section 3.1. Section 3.2 presents our novel detection method-
ology based on lookups of response cache status headers, and Section 3.3 introduces a
methodology that employs timing analysis to enable cache detection in scenarios where
cache status headers are absent. Section 3.4 discusses other ways that could potentially
be used for cache detection that present severe limitations that make them imprac-
tical for large-scale analyses. Finally, in Section 3.5, we conclude with a high-level

comparison of different techniques.

3.1 Why is it Necessary?

From a security perspective, detecting the presence of caches is a necessary step for
identifying and analysing cache-related vulnerabilities. Many classes of attacks, such
as cache poisoning and cache deception, depend fundamentally on how intermediate
caches behave. If a cache is present but undetected, it becomes impossible to evaluate
whether a web application is vulnerable to such threats. This limitation hinders the
development of automated vulnerability detection tools, which must first establish an
accurate model of the underlying infrastructure before conducting security analyses.

Despite its importance, detecting web caches is a non-trivial problem due to a lack
of standardization and consistency in how cache-related information is exposed. Most
cache systems communicate the cache status of objects using custom response headers
such as X-Cache. These headers vary widely in naming conventions, semantics, and
even presence across different caching technologies.

To address this fragmentation, RFC 9211 has been proposed as a standard for
caches to communicate how a request was handled [93]. It defines a more uniform
mechanism for indicating whether a response was served from cache or by the origin
server. While this represents a step toward interoperability, it has not been widely
adopted. Consequently, relying on RFC 9211 alone is insufficient for general-purpose
detection.

The situation is further complicated by the existence of what we term hidden caches,
intermediaries that perform caching but provide no explicit signal to clients. These
caches may make no use of diagnostic headers, operate in proprietary appliances, or
reside within Internet Service Providers’ or corporate infrastructures. In such cases,
conventional detection techniques based on response headers fail entirely, requiring

more sophisticated approaches.
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The lack of standardized mechanisms to communicate cache status, the poor adop-
tion of proposed standards, and the existence of silent caches make cache detection
a challenging technical problem. Overcoming these obstacles is a prerequisite for any
comprehensive effort to secure and analyse modern web architectures.

In this chapter, we present novel ways to automatically detect web caches and infer

the cache status of responses.

3.2 Cache Headers Heuristics

In this section, we present a novel methodology to detect web caches based on the
presence of cache status headers in HT'TP responses. We start by discussing related

works, their strengths, and their limitations.

3.2.1 Background and Related Works

3.2.2 Methodology

Algorithm 1 Pseudocode of the Cache Headers Heuristics technique.
1: Input: response
2: for all header in response.headers do
3: header - lowercase(header)

4: if ‘cache’ € header or ‘server-timing’ € header then

5: if ‘hit’ € header or ‘cached’ € header then

6: return ‘Cache HIT’

7: else if ‘miss’ € header or ‘caching’ € header or ‘stale’ € header then
8: return ‘Cache MISS’

9: end if

10: end if

11: end for

The Cache Headers Heuristics (CHH) inspect HT'TP response headers to heuristi-
cally determine whether a request is served from the origin server or a web cache. Web
caches often transform responses by including a header that indicates to the client the
result of the cache lookup. However, as previously discussed, this mechanism is not stan-
dardized, and cache technologies implement their proprietary headers (e.g.,[38, 23] 10T]).
We performed an exploratory crawl of the Internet before this work, supplemented that
with vendor documentation, and compiled a list of header fields and values returned by

popular web caches. We present these results in Table 3.1,
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Table 3.1: Cache lookup status headers as specified in RFC 9211 and as used by popular
CDNs and web caches. Note that some CDNs and caches use multiple headers to
indicate cache status.

CDN / Cache Header Name(s) Hit value(s) Miss value(s)
fwd=miss,

RFC 9211 Cache-Status hit fwd=*-miss,
fwd=stale

server-timing desc=HIT desc=MISS
Akamai X-Cache TCP_HIT TCP_MISS
X-Cache-Remote

CDNT77 X-Cache HIT MISS

Cloudflare cf-cache-status HIT MISS

CloudFront x-cache Hit from cloudfront Miss from cloudfront

Fastly X-Cache HIT MISS

Google Cloud  cdn_cache_status hit miss

KeyCDN X-Cache HIT MISS

TCP_HIT

Azure X-cache TCP:REME]TE_HIT TCP_MISS

Apache, ATS  X-Cache HIT MISS

NGINX X-Proxy-Cache HIT MISS

Rack Cache X-Rack-Cache hit miss

Squid X-Cache HIT from * MISS from *

Varnish X-Cache HIT MISS

Unknown x-cache-info cached caching

Note that the headers and their values show strong similarities between different
caches. Namely, all headers we identified contain the term cache, and most values are
either hit or miss. Therefore, instead of doing strict equality checks, we normalize
the received headers and then perform keyword searches in them. Additionally, we
perform some further checks for key-value pairs of headers that are not covered by
the previous check; specifically server-timing as a header name for Akamai, and the
cached and caching values observed in the responses of a set of websites whose cache
technology could not be identified. In our exploratory study, we determined that this
method works as well as enforcing strict checks, with two added advantages. First, this

approach makes our detection more robust against minor format or structure differences
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Table 3.2: Pervasiveness of cache status headers captured by the Cache Headers Heuris-
tics technique in the Tranco top 10k.

Have Cache Headers No Cache Headers Total Sites
4300 (79.1%) 1137 (20.9%) 5437

in headers often observed in the wild, for example, due to man-in-the-middle devices
that incorrectly transform requests, or version differences between caches. Second, it
opens up the possibility for this technique to work correctly with sparsely used or private
cache technologies that may be observed in large-scale experiments, provided that they
follow the same conventions with their headers. Algorithm 1| provides a simplified

pseudocode for the CHH technique.

3.2.3 Effectiveness

We now discuss the effectiveness of the CHH technique by measuring how pervasive the
cache status headers captured by our algorithm are. To do this, we crawl the websites
included in the Tranco top 10k domain list generated on April 7, 2025. ! We limit
our crawler to visit at most 10 pages on a maximum of 10 unique subdomains per
website to avoid generating unreasonable traffic volumes. Table 3.2 presents the results
of our analysis. Of the 10k domains that we visited, we were able to crawl only 5437
of them, while the rest did not respond to HT'TP requests. Using the CHH, we detect
cache status headers on 79.1% of the websites. Note that this means that we detected
the presence of cache headers on at least one URL on a specific target website. The
remaining 20.9% either does not use a cache or has no or unconventional cache status

headers.

3.2.4 Limitations

While the Cache Header Heuristics technique proves effective in identifying web caches
through the presence of cache status headers, it suffers some key limitations that impact
its reliability and coverage in specific scenarios.

First, a significant limitation arises when cache status headers are entirely absent.
This may occur not because a cache is not in use, but because it has been deliberately
configured to be stealthy. Some web administrators may suppress such headers as a

security measure, relying on obscurity to prevent attackers from detecting and targeting

! Available at https://tranco-list.eu/list /LJL44
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intermediate caches or proxies. While this is certainly a bad security strategy, in these
cases, our method is inherently unable to detect the cache, despite its presence and
activity.

Second, the reliability of CHH depends entirely on the correctness and consistency
of the headers. However, cache implementations are not always robust: misconfigured
caches or software bugs may cause incorrect or misleading values to be inserted in the
headers. Additionally, in adversarial scenarios, a cache may intentionally provide false
information, either by omitting the headers selectively or by inserting misleading values
to prevent accurate detection.

Third, as previously discussed, the lack of standardization across the ecosystem
poses a considerable challenge. There is no universal naming convention for cache status
headers or for the values they contain. As a result, some caches may use non-standard
or proprietary headers that fall outside the detection patterns recognized by CHH. In
fact, while we do observe a vast majority of cache technologies following similar naming
conventions, custom implementations may use entirely different names or embed the
cache status in unrelated headers, making them harder to recognize automatically.

In summary, while CHH is effective for detecting many common cache setups, it
cannot offer full coverage. Its effectiveness is constrained by deliberate header suppres-
sion, incorrect or deceptive values, and lack of standardization—factors that limit its
use as a universal or foolproof method for web caches detection. In the next section, we
present a novel methodology that is able to overcome these limitations by using timing

analysis.

Availability A Python implementation of the Cache Headers Heuristics is available

on the authors’ repository.

3.2.5 Section Summary

The Cache Headers Heuristics technique is a novel method for detecting web caches
based on the presence of cache status headers in HI'TP responses. By analyzing the
headers returned by web caches, we can infer whether a response was served from
the origin server or from a cache. Our analysis of the Tranco Top 10k revealed that
79.1% of websites include cache status headers, making this technique effective for a

large portion of the web. However, it has limitations, particularly in cases where cache

Zhttps://github.com/golim /wede
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status headers are absent, incorrect, or non-standard. To address these limitations, we

introduce a complementary methodology based on timing analysis in the next section.

3.3 Timing Analysis

We now present a novel methodology to detect caching using timing analysis. First,
we supplement the background provided in Chapter 2| with a discussion of theoretical
foundations of timing attacks and provide an overview of the related works that inspired

our methodology.

3.3.1 Background and Related Works

To develop our timing analysis methodology, we take inspiration from timing attacks.

Timing attacks focus on indirect leaks of information; specifically, the time it takes
a system to perform certain tasks. By measuring the time variations between the
execution of different actions, attackers can potentially extract sensitive data from a
system. Timing attacks are more effective when performed locally, due to the absence of
network jitter and delay, but previous studies during the last twenty years have shown
that they are a viable attack vector over the network too. Timing attacks leverage the
unintentional side effects of a system’s operation. This makes them particularly hard to
detect and requires careful design and implementation of security measures in software
systems to prevent time-based leaks.

Timeless Timing Attacks (TTA), first introduced by Van Goethem et al. [52], are a
novel type of timing attacks that improve the accuracy and greatly lower the required
number of requests. They are based on measuring the relative timing difference be-
tween requests that are processed concurrently by the web server, while classical timing
attacks consist of independent measurements over the network. To make the two ex-
ecutions concurrent, this attack technique sends the two requests in a single packet,
enabling attackers to observe all the timing differences greater than the network jitter
introduced once the requests arrive at the server. These differences can include the
delay introduced by the network card, decryption, and ordering of packets. Moreover,
timeless timing attacks observe the response packets sequence number (which is mono-
tonically increasing in TCP) to identify the request that the server finished processing
first. To send two requests in a single packet, an attacker can exploit HTTP/2 and
HTTP/3’s multiplexing functionalities. This way, two paired requests will reach the

server at the same time and, ideally, be processed concurrently.
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Timing attacks have been known and used since 1996 when Kocher introduced them
and showed how they could be used to find Diffie-Hellman exponents, factor RSA keys,
and break other cryptosystems [78]. Initially, timing attacks have only been used to
break cryptosystems locally [32, 108, [109]. Later, several studies demonstrated the
practicality of timing attacks over the network, enabling extracting private keys from
network servers [13] (1], 9], 12 29].

Felten and Schneider show how to exploit a browser’s cache from a malicious web
page to determine if a user had recently visited another unrelated web page by issuing
requests and checking if the time required to get the response is less than a thresh-
old [41]. Bortz et al. show two types of timing attacks against websites: direct timing,
where private information is leaked directly by the attacker measuring the response
time from the server, and cross-site timing, where a malicious website obtains infor-
mation on a different website from the user’s perspective [11]. Jia et al. show how to
infer the geographical location of victims using timing attacks, exploiting the browser’s
cache [67]. Gelernter and Herzberg bypass the same-origin policy and extract sensitive
information by measuring the time it takes for the browser to receive the responses
to search queries [49]. Van Goethem et al. show that modern browsers expose new
side channels that can be used to acquire accurate timing measurements regardless of
network contentions and analyse new browser features that can be exploited to obtain
substantially more timings [128]. All major browsers implement defence mechanisms
to protect against timing attacks based on lowering the resolution of the timing in-
formation; however, Schwarz et al. prove this approach ineffective and present new
mechanisms to obtain absolute and relative timings [I10]. Smith et al. propose attacks
to leak the browsing history of victims [116], and Sanchez-Rola et al. show a way to fin-
gerprint hardware devices timing the execution of cryptographic browser API functions
that can be mounted remotely with a malicious website and JavaScript code [107].
Vanderlinden et al. use the server-timing header value, which generally provides
server-side timing information accurate to the millisecond, to reduce the impact of jit-
ter on remote timing attacks. They show that this enables significantly reducing the
required number of requests for a successful attack [I30]. Similarly, Vanderlinden et
al. use timing information exposed in HTTP response headers by backend servers to
reduce the jitter included in an attacker’s sample. Specifically, they use the timestamp
of responses included by web servers in the Date header to synchronize the attacker to
the target server, improving classical timing attacks by reducing the number of requests

necessary for a successful attack [129].
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Figure 3.1: Overview of our cache detection methodology. Note that, for the Fixed
group, we perform a request with fixed cache-busters before collecting the time mea-
surements, so that the response should already be stored in the cache. We see that, in
the Randomized group, all requests are forwarded to the origin server, and their order
of arrival back at the client is inconsistent. For the Fixed group, instead, the response
to the request with a fixed cache-buster is directly issued by the web cache, and will
therefore consistently arrive at the client first and faster.

3.3.2 Methodology

This methodology does not rely on cache-communicated cache status headers and ap-
plies to all web servers that use newer versions of HT'TP. It is composed of two main
phases: a first phase where we collect the timing measurements, exploiting HTTP mul-
tiplexing and using cache busting, and a second phase where we analyse the timings

collected in the first phase to infer if there is a cache or not.

Collection of Timing Measurements

In this first phase, we collect the measurements that will be used in the second phase
to infer the presence of a cache. This phase is based on HT'TP multiplexing and cache
busting, respectively used to send the two requests within a single packet and ensure

that the responses are served by the origin server and not by the cache. An overview
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of the timing analysis that we perform is presented in Figure 3.1. The idea behind our

methodology is to send:

1. n pairs of requests in a single packet where both requests have random cache
busters (i.e., the responses should always be served by the origin server). We call

this group of request pairs Randomized.

2. n pairs of requests in a single packet where the first request has a random cache
buster and the second request has an already used cache buster (i.e., that was
included in a previously sent request). In this way, the first response should be
served by the origin server, and the second by the cache. We call this group of

request pairs Fixed.

In our methodology, n is a constant number decided before the experiment. We ob-
serve the order of the responses and measure their arrival time difference. By comparing
the order of arrival of responses and the time measurements of the two groups, we can
determine whether there is a cache in the path from the client to the origin server.
Note that we do not measure the absolute time required for responses to arrive, but
only the relative time elapsed between receiving one response and the other, drastically

decreasing the effect of network jitter on our measurements.

Cache Busting Since we do not have visibility over what fields are included in the
cache key by the web caches, we introduce modifications in all the fields that we can
modify without obtaining a different resource (e.g., we do not modify the path of the
request and the Host header). Specifically, we introduce modifications in the query
string by including new parameters with random names and values, and in the following

request headers:

e Origin: all web caches should include the value of the Origin header in their
response so as not to risk introducing Denial of Service vulnerabilities, as shown
in [56]. Since an Origin is defined as the protocol, the host and the port, we do
not modify these to avoid receiving a different response. Instead, we include a
randomly generated path in the value of the Origin header, that will not influence

the response but is likely included in the cache key.

e User-Agent: including the User-Agent in the cache key should not be necessary if
the web pages correctly implement and use responsive designs. Since User-Agent
values are extremely varied, including them in the cache key might lower the

effectiveness of a web cache.
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e X-Forwarded-Host and X-Forwarded-Scheme: used by proxies to communicate
the original host and scheme to the origin server (that might differ). These headers
are generally included in the default cache key of caches and CDNs.

e X-Method-Override: used by web frameworks to override the HT'TP methods
of requests. It is typically included in the cache key to avoid cache poisoning

vulnerabilities.

Moreover, we include random modifications in the headers’ values in the Vary re-
sponse header. The Vary response header is used to communicate what parts of a
request may induce differences in the server’s responses (not including the method and
the URI). Therefore, this header is typically used to communicate to a cache what val-
ues of a request must coincide with the ones of the cached response for it to serve the
response (i.e., what values should be included in the cache key) [43]. For example, if
a response contains the Vary: Accept-Encoding header, the cache should only serve
the response if the Accept-Encoding header of the request is the same as the one of
the cached response.

To evaluate the effectiveness of the different cache-busting techniques, we conducted
an experiment on the Tranco Top 10k to identify what elements of HT'TP requests are

included in their cache key. For each website, we:
1. Crawl the website and identify a cached response using Cache Header Heuristics.

2. Send one request for each cache-busting technique tested; i.e., we send an HTTP

request introducing a modification to a single element of the request.

3. Check if the response for each request is cached or not. If it is not cached, the
modified element is included in the cache key and the cache-busting technique

works, otherwise, the element is not part of the cache key.

Table 3.3 presents the effectiveness of different cache-busting techniques, based on
our experiment on the Tranco Top 10k. We identified a cached response on 3494
websites. Collectively, with the techniques that we employed, we were able to cache-
bust requests on 2946 websites. On the 3128 websites that included the Vary header
in their responses, introducing modifications in the headers included in it effectively
cache-busted the requests only on 616 websites. Therefore, 2512 websites include some
header names in the Vary response header but do not configure their web cache(s) to
include them in the cache key. In our experiments, we use all techniques combined to

maximize the likelihood of effectively cache-busting the request.
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Table 3.3: Results of our experiment on different cache-busting techniques on the Tranco
Top 10k. Percentages are calculated over the total number of 3494 websites. Note that
only 3128 websites included the Vary header in their responses. Collectively, with the
techniques that we employed, we were able to cache-bust requests on 2946 websites.

Cache-busting technique Cache busted
Query string 2112 (60.4%)
Origin header 817 (23.4%)
User-Agent header 78 (2.2%)
X-Forwarded-Host header 327 (9.4%)
X-Forwarded-Scheme header 329 (9.4%)
X-Method-Override header 338 (9.7%)
Headers in Vary header 616 (17.6%)
All techniques combined 2946 (84.3%)

HTTP Multiplexing To send two requests in the same TCP packet, we use the
same methodology exploited by Van Goethem et al. to perform timeless timing attacks
in [53], sending two HEADERS frames containing the two HTTP/2 requests in a single
packet. Sending the two requests within a single TCP packet eliminates the effect of
network latency and jitter, enabling timing measurements that are not influenced by
them. Our methodology can also be implemented using HTTP /3 multiplexing, which

enables simultaneously sending multiple requests over a single connection.

Reading the Timings

In the second phase, we read the time measurements collected in the first phase to infer
whether the responses to the requests are coming from a web cache or if they originated
from the backend server. To do this, we employ a statistical test. We use a t-test
to determine whether there is a statistically significant difference between the means
of the measurements of the Randomized and Fixed group of paired requests. If the
difference is significant, we conclude that there is a cache in the path from the client to
the origin server (we set the threshold of the p-value to 0.01). Otherwise, we conclude
that there is no cache. We use the t-test as a classifier where, depending on a set
threshold, we can classify requests as cached or not. Before performing the statistical
test, to enhance its accuracy, we employ two heuristics to pre-process the data. First,

we remove the time measurements with outlier values ® to prevent delayed packets (that

3In particular, we compute the data’s average and standard deviation and the absolute difference
between the time difference and the average. If the absolute difference is lower than the standard
deviation multiplied by a factor of 2, the data point is considered an outlier and removed. The factor
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might be due to network congestion, server overload and other unpredictable conditions)
from negatively influencing our classification. Then, we multiply the negative values in
the Fixed group measurements by a factor of 5 when the group’s mean is negative. We
expect negative values when a response is cached because the request with a fixed cache
buster is placed as second, and it will arrive before the response to the first request.
We do this to amplify negative values, making them more significant and easing the
statistical test classification. The factor value is based on our preliminary experiments
and observations. In the Fixed group, when a cache is present, we expect negative
timing measurements with low standard deviation.

Table|3.4/presents an example of timing measurements in a scenario where the second
response of the Fixed group is coming from a cache (on the right) and one where all
the responses are coming from the origin server. We can observe that, when one of the
two responses of two paired requests is cached, the time measurements are all negative

and close to each other with a low standard deviation.

was selected manually to remove the highest number of outliers while not losing too many data points.
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Table 3.4: On top, a sample of the time measurements of a timing attack against a
website that presents a web cache; below, a sample where the responses are not cached.
We can observe that, where the responses in the Fixed group are cache, while the
timings for the Randomized group are extremely variable, the timings for the Fixed
group are consistent (i.e., negative with a low standard deviation). When instead all
the responses are coming from the origin server, we see that both the Randomized and
Fixed group’s time measurements are inconsistent. Negative timings mean the response
to the second request in the pair arrived first. CHH refers to cache header heuristics
algorithm from [88|. For brevity, this example only shows 5 time measurements for each
group of paired requests, while in all our experiments we sent 10. The two samples are
from different websites.
Time measurements with cached responses

Group Time diff. (ms) Cache Status 1 Cache Status 2
-60.09 MISS MISS
62.42 MISS MISS
Randomized -58.35 MISS MISS
67.32 MISS MISS
-77.45 MISS MISS
-600.95 MISS HIT
-504.63 MISS HIT
Fixed -591.15 MISS HIT
-516.49 MISS HIT
-536.35 MISS HIT
Method Cache Status
CHH Cache
Statistical test Cache

Time measurements with no cached responses

Group Time diff. (ms) Cache Status 1 Cache Status 2

34.37 MISS MISS

97.29 MISS MISS

Randomized -486.03 MISS MISS

132.2 MISS MISS

-325.18 MISS MISS

-169.52 MISS MISS

12.2 MISS MISS

Fixed -409.99 MISS MISS

-31.29 MISS MISS

217.21 MISS MISS
Method Cache Status
CHH No Cache
Statistical test No Cache
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3.3.3 Effectiveness

To test the effectiveness of our timing analysis methodology, we perform a preliminary
experiment on websites in the Tranco top 10k list generated on January 29, 2024 [99] *
that report the cache status of their responses in the headers to validate our hypothesis
that timing analysis can be used to detect web caches and measure the accuracy of
this technique. Our crawler is configured to run without authentication, meaning that
it can only visit and test the web pages that are publicly accessible. Our crawler is
developed in Python and uses the requests library to perform the HT'TP requests. To
avoid our requests being blocked by the websites, we use a real browser user agent, and
we limit the number of performed requests per second. We only tested websites that
support HT'TP /2 in our experiments because of the availability of off-the-shelf libraries
and because, at the time of this research, it was more widely adopted compared to
HTTP/3; we leave the task of implementing an HTTP /3 version of our tool for future
work.

This experiment aims at understanding if it is possible to infer the presence of a
web cache by timing responses. Moreover, we measure the accuracy of the t-test in
classifying whether a cache is present or not. To do this, this experiment only targets
websites that present cache status headers in their responses and uses it as a ground
truth for the cache status of the responses. If during the crawling phase we do not
identify a request that gets cached, we issue a request to a non-existent path to obtain
a 404 Not Found response (which are generally cached). We do this because, in this
experiment, we are not interested in the content of the cached response, but only in the
response being cached.

During this experiment, we observed several websites issuing wrong or untruthful
cache status headers that only reported cache misses, which lowered the accuracy value
of the t-test. We investigated multiple cases where, based on the time measurements, a
cache is almost certainly present to understand why the cache headers do not report the
cache hits. We observed that this is mainly due to CDNs only reporting cache misses
in the responses to paired requests, even when the responses are cached. Since CDNs
are black boxes for us, we cannot provide possible explanations for this behaviour. To
better estimate the real accuracy of the t-test in classifying cached responses based on
time measurements, we then selected 100 websites for which the cache headers report
only misses, while the t-test reports the presence of a cache, and manually verified if a

cache is indeed present by sending requests in single packets and inspecting their cache

4 Available at https://tranco-list.eu/list/QGN64
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Table 3.5: The results of the preliminary experiment over the Tranco Top 10k. *The
percentages of “Reachable”] “Tested”, “Analysed” and “Discarded” are calculated over
the 10k websites from the Tranco list. The percentages of “Correct classification” and
“Wrong classification” are calculated over the number of correctly analysed sites (1,946).
2,621 domain names could not be reached because they timed out, did not listen for
HTTP requests or had other errors.

Number of sites Percentage™

Reachable 7,379 73.8%
Tested 2,289 22.9%
Discarded 343 17.6%
Analysed 1,946 19.5%
Correct classification 1,743 89.6%
Wrong classification 203 10.4%

status headers.

In this experiment, we crawl the websites starting from their homepage and, for
each URL, we check if it reports the cache status headers. If it does, we collect the time
measurements. To reduce the overhead caused by our tests on the targeted websites, we
limit our crawler to test at most 10 URLs on at most 10 FQDNs for every root domain
in the Tranco list. We stop our tests once we find one request that gets cached. Recall
that we send two batches of paired requests, one where both paired requests are served
by the origin, and the second where one of the two paired requests is instead served
by the cache. Based on our initial experiments and observations, we set the number
of request pairs n to 10 for each batch. Experimentally, we observed that a smaller
number of request pairs deteriorated the accuracy of our tool, while increasing it did
not provide significant improvements.

In the first batch, we expect both responses of paired requests to be cache MISS,
i.e., they come from the origin, and in the second we expect one cache MISS and one
cache HIT, i.e., one response from the origin and one from the cache. We discard from
our data all the measurements with more than one wrong cache status in any of the two
batches since we observed that a single error in the cache statuses does not compromise
the overall quality of the classification. This number is a good compromise between the

stress imposed on the tested websites and the accuracy of our classification.

Results Table 3.5 presents the results of our preliminary experiment. Of the 10k
domain names in the Tranco Top 10k list, only 7.379 were reachable; the remaining

2.621 domain names timed out, did not respond to HTTP requests or redirected to
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another domain included in the list. Of the reachable websites, we successfully test
2.289 websites which present cache status headers and support HTTP/2. We then
discard 343 websites from our data due to responses with the wrong cache status (i.e.,
a cached response where we expect a response coming from the origin, or vice versa),
resulting in 1.946 correctly analysed websites. On these, our methodology correctly
identified the cache status of the responses on 1.743 websites (89.6%) and failed on
203 websites. However, as we mentioned previously, looking at the time measurements
we hypothesize that a high percentage of these wrongly labelled measurements are
due to the caches advertising a wrong or untruthful cache status, rather than our
methodology failing to correctly identify it. For this reason, we select 100 websites
and manually analyse them to validate our methodology’s conclusion and find that 82
wrongly labelled measurements were due to wrong cache statuses being advertised by
a web cache, and were therefore false negatives. Based on this data, we estimate that
the accuracy of our technique in identifying the cache status of responses only based
on timing analysis is higher compared to the one reported, which should be considered
as a lower bound. This experiment confirms that timing analysis is highly effective
in detecting cached responses and distinguishing them from responses originating from

the backend server.

3.3.4 Hidden Web Caches

Now that we have a technique to detect caches without relying on cache status headers,
we perform a large-scale measurement on the Tranco Top 50k list generated on January
29, 2024 [99] P to measure the prevalence of hidden web caches. For the websites that
advertise the cache status of responses in the headers, we also check if the classification
matches the reported status to better estimate the accuracy of our detection technique.

We again set the number of request pairs n to 10 for each group and limit our
crawler to test at most 10 URLs on at most 10 FQDNs for every root domain in the
Tranco list. For each URL, we collect the timing measurements and use the statistical
test to infer the cache status of the response. We also check if the classification matches
the cache status reported in the headers if they are present. We note that, due to
the possible absence of cache status headers, we have no way of checking if the cache-
busting techniques that we apply to the requests are effective or not. For this reason, it
is possible that in some cases it will appear as though there is no cache, while in reality

a cache is present and cannot be detected since no response is coming from the origin

® Available at https://tranco-list.eu/list/ QGN64
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server (i.e., there is no timing difference to observe between the Fixed and Randomized
groups). In this experiment, we use the t-test as we did in the preliminary experiment

and we apply the same pre-processing techniques to the time measurements.

Results Table 3.6 presents the results of our large-scale measurement experiment on
the Tranco Top 50k. Of these 50k domain names, 10,841 could not be reached due
to timeouts, redirects, and the absence of an HTTP server listening. We successfully
visited 39,159 domains, 28,243 of which supported HTTP/2 and could therefore be
tested with our methodology.

Of the 28,243 correctly tested websites, 10,543 advertise cache status headers in
their responses, which we compared against the classification of our methodology. Us-
ing the cache status headers as a ground truth, 7.280 were correctly classified by our
methodology (69.1% over the 10,543 websites that present cache status headers), while
for the remaining 3,263 websites (30.9%), our methodology gave an incorrect classifi-
cation. We hypothesize that the accuracy in this experiment is lower due to the lower
popularity of the websites tested, which might use less efficient cache technologies and
make less use of CDNs. For example, less popular websites might employ web caches
placed on the same machine as the origin server. This results in smaller differences
in the time measurements for cached responses and responses coming from the origin
server. In this experiment, due to the larger sample size tested, we did not perform a
manual validation of the results.

17,700 websites that we correctly tested did not advertise the cache status of their
responses in the response headers (or used custom names and values for their headers
that are not covered by the cache header heuristics). Of these, our methodology clas-
sified 1,627 websites as having a hidden web cache, and the remaining 16,073 as not

having a web cache. Therefore, we estimate the prevalence of hidden caches at 5.8%.
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Table 3.6: The results of the large-scale experiment over the Tranco Top 50k. *The
percentages of “Reachable” and “Tested” calculated over the 50k websites from the
Tranco list. All the other percentages are calculated over the number of correctly
analysed sites (28.243). 10.841 domain names could not be reached because they timed
out, did not listen for HT'TP requests or had other errors.

Number of sites Percentage™

Reachable 39,159 78.3%
Tested 28,243 56.5%
Present cache status headers 10,543 37.3%
Correct classification 7,280 25.8%

Wrong classification 3,263 11.6%

No cache status headers 17,700 62.7%
Cache 1,627 5.8%

No cache 16,073 56.9%

3.3.5 Limitations

The timing analysis technique we presented has several limitations that should be con-
sidered when using it for cache detection. First, it requires a higher number of requests
compared to the Cache Headers Heuristics technique. In particular, in our experiments
we need to send 20 requests (10 pairs) to each target object, while CHH only requires
a single request. This means that the timing analysis technique is more intrusive and
can generate more traffic on the target website. Second, the timing analysis technique
has a false positive rate, which is not easy to estimate. This means that it can classify
a response as cached when it is not, or vice versa. In our experiments, we observed that
the false positive rate is lower than 10% in most cases, but it can vary depending on the
target website and the cache technology used. Finally, the timing analysis technique
relies on the assumption that the cache is faster than the origin server. This means
that if the origin server reside on the same machine, or in the same location, as the
cache, the time measurements might not be able to distinguish between cached and

non-cached responses.

3.3.6 Ethical Considerations

During our experiments, we minimized the impact of our tests on the load of the
targeted servers by limiting the number of requests performed as much as possible

and by slowing our requests to no more than two paired requests every half a second.
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Specifically, during the crawling phase, we limit our tool to visit at most 10 pages on
at most 10 FQDNs, for a maximum of 100 requested web pages. In reality, as most
of our tests were performed on a single page for each domain in the Tranco list, we
stop the crawling phase once we identify a candidate page where we can successfully
perform our tests. In both experiments, our timing analysis comprised two runs of 10
paired requests each, resulting in 40 requests sent. We argue that this number is a good
compromise between the accuracy of the timing analysis and the excess load introduced

on the servers by our tests.

3.3.7 Conclusion

In this section, we presented a novel methodology for detecting cached responses using
timing analysis. This methodology overcomes the limitations of previous approaches
that rely on cache status headers, which are not standardized and can be missing or un-
reliable. Our method applies to any web server that supports HI'TP /2 or HT'TP/3, re-
gardless of its cache disclosure practices. We developed a timing analysis-based method-
ology that achieves an estimated accuracy of 89.6% in differentiating between cached
and non-cached responses. We identified an uncommon behaviour where certain web
caches only report cache MISSes for paired requests, even if one response is a cache
HIT, highlighting the limitations of solely relying on cache status headers to detect
caching. Using our methodology, we estimated that 5.8% of websites within the Tranco
Top 50k that support HTTP /2 employ hidden caches that do not advertise their pres-
ence through cache status headers. Our findings demonstrate the effectiveness of our
novel timing analysis methodology for cache detection. This methodology provides a
valuable tool for security researchers and website operators to assess caching behaviours
and identify potential security risks.

Availability A Python implementation of this cache detection technique is available

as an open-source tool on the authors’ repository. °

3.3.8 Section Summary

In this section, we presented a novel methodology for detecting web caches based on
timing analysis. This technique does not rely on cache status headers and can be applied
to any web server that supports HT'TP /2 or HT'TP/3. We showed that this technique

is effective in differentiating between cached and non-cached responses, achieving an

Shttps://github.com/golim /hidden-web-caches-discovery
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estimated accuracy of 89.6%. We also found that some web caches only report cache
MISSes for paired requests, even if one response is a cache HIT, highlighting the limita-
tions of relying solely on cache status headers for cache detection. Finally, we estimated
that 5.8% of websites within the Tranco Top 50k that support HTTP /2 employ hidden

caches that do not advertise their presence through cache status headers.

Table 3.7: Cache technologies and their identifying header names and values.

Cache Header Names Header Values
Akamai x-akamai-* akamai
akamaitechnologies
akamaiedge
AkamaiGHost
CDN77 x-cdn77 cdn77
x-77
Cloudflare cf-cache-status cloudflare
cf-ray
cf-request-id
CloudFront x-amz-cf-pop cloudfront
x-amz-cf-id cloudfront.net
X-amz-*
Fastly — fastly
Google x-google-x 1.1 google
X-goog-*
KeyCDN — keycdn
Azure x-msedge-* azure
Apache — apache
ATS ATS/
Nginx X-nginx nginx
Rack x-rack-cache rack-cache
Cache
Squid — squid
Varnish x-varnish varnish
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3.4 Date Header

The Date header is a standard HT'TP header that is used to communicate the date and
time at which the response was generated by the origin web server. According to RFC
7231, “The “Date” header field represents the date and time at which the message was
originated” [46]. In presence of a web cache, depending on the interpretation of the
term “originated”, it could mean the time when the origin server first served the object,
or the time at which it was served by the cache. The use of the term here is ambiguous,
and, to the best of our knowledge, there are no other documents specifying how this
should be interpreted. This matter was discussed in a Hacker News thread [47], and
we tend to agree with the original poster that the Date header should not be changed
by web caches and proxies based on the wording of the RFC. That is because we argue
that the cache is not originating the message, it is just sending a copy of an object that
was originated in the past by the origin server—hence the name.

Consequently, if the Date header should not be changed by web caches and proxies,
it should be possible to use it to detect whether a response is cached or not: if the
Date header of a response is not changing between responses, the response is cached.
Otherwise, the response is not cached.

To detect whether an object is cached or not, this technique works as follows. We
request the object the first time and record the value of the Date header. We request
the object a second time and compare the value of the Date header with the value
previously recorded. If the value is the same, we can conclude that the request is
cached. If not, the request is coming from the origin server.

This works in theory; however, depending on the interpretation that different caching

technologies and CDNs give to the RFC, this might not be possible in practice.

Caches Documentation To test what technologies change the Date header, we first
analysed the documentation of the most popular web caches. The list of caches that we
investigated is presented in Table 3.8. We could find mentions of this only for Fastly
and Apache Traffic Server (ATS):

e Fustly. According to the following documentation, Fastly changes the value of the
date header: “If a Date header is present on a response when served by Fastly, we
will update the value to the current time. If the header is not present, it is not

added” [37].

e ATS. According to their documentation, ATS, and the Apache server in general,
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do not change the value of the Date header: “where date is the date in the object’s

server response header” [31].

Empirical Analysis For the rest of the cache technologies and CDNs, we could not
rely on their documentation to understand their behaviour. Therefore, we developed
a simple crawler that detects which caches change the value of the Date and which do
not. In this experiment, we use the Tranco top 1k generated on September 2, 2023.
The crawler starts from the homepage of the website and recursively visits the URLs
found inside the web pages. We limit the crawler to visit at most 10 pages on 10 unique
FQDNs. For each visited URL, the crawler uses the Cache Headers Heuristics to check
if the response is cached. We continue until we identify a cached object, or we hit the
limit. Once we identify a cached object, we need to determine the cache technology
that is fronting the target website. Note that, for each cache technology, we validate
our results by checking multiple websites that are fronted by the same cache technology

to ensure consistency in the behaviour observed.

Identifying a Cache Technology To identify the cache that is fronting a spe-
cific website, we develop a heuristic algorithm that inspects the header names and
values of HTTP responses, searching for specific identifiable information. Table 3.7
presents identifiable header names and values for the different cache technologies that
we investigated. We also denylist three header names that frequently lead to false
positives: content-security-policy, content-security-policy-report-only, and
access-control-allow-origin. These headers are used by websites to enforce secu-

rity policies and are not indicative of a specific cache technology.

Does the Cache Change the Date Header’s Value? Finally, testing for the

cache’s behaviour proceeds as follows:

e We first issue two requests to the same URL and compare the value of the Date

header in the two responses.

e [f the values in the two responses are different and the CHH confirms that both
requests are cached, we can conclude that this specific cache does change the date

header.

" Available at https://tranco-list.eu/list /6JNPX

44



Chapter 3. Detect Web Caches

Table 3.8: Cache technologies and their behaviour regarding the Date header.
Cache Technology Changes the Date Header?

Akamai Yes
CDNT77 Yes
Cloudflare Yes
CloudFront No
Fastly Yes
Google Cloud Yes
KeyCDN Yes
Azure Yes
Apache, ATS No
NGINX Yes
Rack Cache Yes
Squid No
Varnish No

e Otherwise, we issue a cache-busted request and compare the Date header’s value
of the response with the value of the previous two. If the value is now different,
we conclude that the cache investigated does not change the value of the Date
header.

Table 3.8| presents the results of our investigation. Four of the 13 caches that we
investigated do not change the value of the Date header: CloudFront, Apache and ATS,
Squid, and Varnish. For these caches, using the Date as an indication of a cached object
is a viable option. For all the other caches, this cannot be done, since the value changes

with every response managed by the web cache, cached or not.

Availability A Python implementation of the Date header detection technique is

available on the authors’ repository. ®

3.4.1 Section Summary

In this section, we investigated the use of the Date header as a potential technique to
detect cached responses. We first analysed the documentation of the most popular web
caches and found that only Fastly and Apache Traffic Server (ATS) explicitly mention
their behaviour regarding the Date header. Fastly changes the value of the Date header,
while ATS does not. For the other cache technologies and CDNs, we developed a crawler

Shttps://github.com/Golim/date-header
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to empirically test their behaviour. We identified the cache technology fronting each
website by inspecting the header names and values of HI'TP responses. Finally, we
found that four of the 13 caches we investigated do not change the value of the Date
header: CloudFront, Apache and ATS, Squid, and Varnish. For these caches, using the
Date header as an indication of a cached object is a viable option, while for all other

caches, this technique cannot be used.

3.5 Chapter Summary

In this chapter, we presented three methodologies to detect web caches and distinguish
between cached responses from non-cached ones. The first methodology, Cache Header
Heuristics, relies on the presence of cache status headers in the responses to HT'TP
requests. We investigated the effectiveness of this technique by crawling the Tranco
top 10k domain list and found that it can detect cache status headers on 79.1% of the
websites. However, we discussed how its functionality is limited by missing, incorrect,
or deceptive cache status headers. The second methodology uses timing measurements
to infer the presence of a cache without relying on cache status headers. This technique
is more complex and requires sending multiple requests, but it can detect caches that do
not communicate their status in the headers. We call these caches hidden caches, and
estimate their prevalence in the Tranco top 10k to be around 5%. Finally, we discussed
a potential third methodology based on the Date header, which is only effective for
specific cache technologies but not for others.

Collectively, these methodologies provide a comprehensive approach to detecting
web caches, each with its own strengths and weaknesses. The Cache Header Heuristics
is simple and effective when cache status headers are present, while timing analysis is
more robust against stealthy caches but requires more requests. The Date header can
be used as an additional indicator for some caches, but it is not universally applicable.
These methodologies can be used together to improve the overall detection accuracy,
allowing for a more thorough analysis of web caches across the Internet.

In the following chapters, we show how these methodologies can be exploited to

detect web cache vulnerabilities in large-scale analyses of the Internet.
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How to Detect Web Cache

Vulnerabilities

This chapter is based on works previously published as:

Mirheidari, S. A., Golinelli, M., Onarlioglu, K., Kirda, E., & Crispo, B. (2022).
Web Cache Deception Escalates!. In 31st USENIX Security Symposium (USENIX
Security 22) (pp. 179-196).

Golinelli, M., & Crispo, B. (2024, September). Hidden Web Caches Discovery. In
Proceedings of the 27th International Symposium on Research in Attacks, Intru-

sions and Defenses (pp. 65-76).

Golinelli, M., Arshad, E., Kashchuk, D., & Crispo, B. (2023, November). Mind the
CORS. In 2023 5th IEEE International Conference on Trust, Privacy and Security
in Intelligent Systems and Applications (TPS-ISA) (pp. 213-221). IEEE.

In this chapter, we use the methodologies to detect caches and caching presented
in the previous Chapter 3 to detect web cache vulnerabilities. We start by discussing
the motivation for detecting web cache vulnerabilities. We then present our novel
detection methodology for Web Cache Deception (WCD) vulnerabilities. Next, we
use our methodology in a comparative experiment against the previous state-of-the-art
methodology and in a large-scale investigation of the prevalence of WCD vulnerabilities
in popular websites on the Internet. Finally, we present an investigation of cache poi-
soning Denial of Service (CPDoS) vulnerabilities introduced by Cross-Origin Resource
Sharing (CORS) misconfigurations, which can be exploited to poison web caches. The

vulnerabilities we focused on were selected based on gaps we identified in the literature:
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understudied vulnerabilities with no automated methodologies to detect them.

Chapter Outline The chapter starts by discussing Web Cache Deception vulnera-
bilities. We present our novel detection methodology, a comparative evaluation against
the previous state-of-the-art, and a large-scale experiment on the prevalence of WCD
vulnerabilities in popular websites on the Internet. We then discuss Cache Poisoning
Denial of Service vulnerabilities introduced by Cross-Origin Resource Sharing (CORS)
misconfigurations, and present our methodology to detect and exploit these vulnerabil-

1ties.

4.1 Web Cache Deception

In this section, we present our novel methodology for detecting Web Cache Deception
(WCD) vulnerabilities based on the Cache Headers Heuristics (CHH) presented in Sec-
tion 3.2. We perform a comparative evaluation of our methodology against the previous
state-of-the-art methodology, and a large-scale experiment on the prevalence of WCD
vulnerabilities in popular websites on the Internet. We then tweak our methodology
to detect WCD vulnerabilities using timing analysis on hidden web caches, i.e., caches

that are not visible to clients since they do not send cache status headers.

4.1.1 Background and Related Works

In this thesis, we define Web Cache Deception (WCD) as the erroneous caching of
dynamic content that is not cacheable when requested normally, but becomes cacheable
when requested with a maliciously crafted URL. This definition does not make any
assumptions about the impact of the attack; the erroneously cached content may or
may not be valuable for an attacker. As long as caching happens contrary to the
informed instructions of the website owner, an instance of a WCD vulnerability exists.

In their USENIX Security 2020 paper titled “Cached and Confused: Web Cache
Deception in the Wild”, Mirheidari et al. presented the first study exploring WCD
within a scientific framework [87]. In particular, they proposed a methodology for
detecting WCD in the wild and conducted a large-scale study on 340 websites drawn
from the Alexa Top 1k, finding 37 of them vulnerable. The authors also introduced
novel WCD payloads, or path confusion techniques, and surveyed the top CDN vendors
with their default caching configurations, highlighting the factors contributing to the

48



Chapter 4. Detect Web Cache Vulnerabilities

issue. This WCD detection methodology is highly relevant to our work, and we use the
abbreviation CC to refer to it in the text.

At a high level, CC works as follows.

1. The tester creates an account on the website and populates user-editable fields
that would normally hold personal or sensitive information with unique markers.
Some examples of such fields are the email, the username, and the address. The

fields are highly dependent on the type of website targeted.

2. A crawler with valid authentication cookies, collected after creating the account
in the previous step, tests the pages of the website with WCD exploits. This

crawler simulates a logged-in victim clicking on URLs containing WCD payloads.

3. A second crawler, this time without authenticating to the site, requests the same
pages targeted in the previous step. This crawler simulates an attacker probing for
successful exploits. If one of the responses contains a marker, the corresponding
exploit from the previous step was successful in tricking a cache into storing the

page, exposing the information to an unauthenticated request.

One advantage of this approach is its robustness against false positives; the presence
of a marker is strong evidence that an information leak is taking place. In fact, Mirhei-
dari et al. cite this property as one of the reasons they chose not to employ fuzzier
detection techniques. On the downside, marker injection is a manual process. The
authors also acknowledge this limitation, which forces them to cap their experiments
at 340 websites, 295 of which are chosen specifically due to their support for Google
OAuth, easing the account creation burden through automation support.

A more fundamental limitation of CC is that it is calibrated for WCD scenarios that
involve leakage of personal information protected behind authentication gates. That
comes at a cost: CC has no visibility into the caching behavior of a website when the
page under test does not reflect user input (i.e., markers). In fact, some websites may
not even have viable avenues for marker injection. Hence, CC forfeits the opportunity to
detect vulnerabilities on such pages in order to achieve robust results on pages that do
reflect user input. This is significant, because erroneous caching has implications beyond
personal information leaks. Dynamic pages, be they publicly accessible or protected
behind authentication gates, may include secrets such as CSRF tokens, CSP nonces,
and OAuth state parameters, with dire consequences if stolen. Mirheidari et al. do

allude to this possibility, but they are not equipped to explore that direction using CC.
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4.1.2 Motivation

Our research is directly motivated by the limitations of prior work on WCD, and im-
portant gaps those may have left in the security community’s understanding of WCD’s
spread and impact. We propose a new methodology DE, which challenges the core
design decisions made for the state-of-the-art approach CC, and in doing so allows us
to explore WCD in the wild at a depth and scale previously not possible. In doing so,
we aim to equip website owners and researchers with better awareness, techniques, and
tools to mitigate vulnerabilities, but also to estimate how easily miscreants can identify
the same vulnerabilities.

In particular, we tackle the following limitations of CC.

(P1) Coverage Problem. CC cannot test web pages that do not reflect markers.

(P2) Scalability Problem. CC has the costly prerequisites of account creation, user

input identification, and marker injection — all performed manually.

4.1.3 Methodology

Our new methodology DE uses a combination of content identicality checks and header
inspection heuristics to overcome the limitations of CC. While the high-level approach
is the same (i.e., launch a WCD attack, verify its success), DE may not be as intuitive
as injecting and retrieving markers at a first glance. Therefore, we adopt a top-down

presentation; we describe the high-level scheme first, and later dive into details.

High-Level Overview

Algorithm 2| presents the complete pseudocode for our approach. Given a URL to test
for the presence of a WCD vulnerability, we perform checks in three steps. If all three
checks pass, we conclude that the URL contains an exploitable WCD vulnerability. We
explain these steps below.

Step 1 — Does the URL return dynamic content? The premise of WCD is
tricking a cache into storing dynamically generated content, as static pages are unlikely
to contain sensitive data. Therefore, as a first step, we request the input URL two times,
each with a fresh client state, and compare the responses (lines 1-3). If the results are
identical, we conclude that this is a static page, and we abort the test. Otherwise, the

URL contains dynamic content, and we proceed.
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Algorithm 2 DE testing an input URL for WCD.
Input: URL

1: resultl < get(URL)

2: result2 < get (URL)

3: if resultl # result2 then

4: attackURL1 < generateAttackURL(URL)

5: attackURL2 <— generateAttackURL(URL)

6: resultl < get(attackURL1)

7: result2 < get(attackURL2)

8: if resultl # result2 and resultl.cache = MISS then
9: result2 < get(attackURL1)

10: if resultl = result2 and result2.cache = HIT then
11: return WCD detected

12: end if

13: end if

14: end if

Step 2 — When we launch a WCD attack, does the server still respond
with dynamic content? The next step is launching a WCD attack by modifying
the input URL with a WCD payload to craft an attack URL, and requesting it. The
modification process is similar to the example we presented in Figure 2.1; we append a
path component to the URL, which points to a non-existent style sheet. We randomize
the file name to prevent Internet users from inadvertently accessing the same URL and
getting poisoned cache contents. In our payloads we use the .css extension following
the guidance from prior WCD literature; while the attack could work with other static
file extensions, style sheets exist on virtually all websites, making them the optimal
candidate for WCD tests.

We then make our WCD attempt by requesting this attack URL, simulating a victim
visiting the link. One consideration here is to ensure that the server still responds with
dynamic content to the request. That may not always be the case, for example, if the
attack fails and the server responds with a generic error page. To tackle this problem,
we generate two unique attack URLs with randomized payloads as described above
(lines 4-5), launch two attacks by requesting both (lines 6-7), and compare the results
(line 8, the first condition). If the results are identical, the attack has failed, and we
abort the test. Otherwise, if the results differ, we proceed to the final step where we
verify whether the attack was successful.

The avid reader may wonder why the dynamic content check in Step 1 is necessary
if we perform a similar check again in Step 2. In a real-life test scenario, a website

would be probed with multiple path confusion techniques, each resulting in a different
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attack URL and exposing new WCD vulnerabilities. We use the 5 techniques presented
in previous work [87], and propose 7 new ones later in our experiments. In other words,
Step 2 would be repeated many times over, slowing down the tests and putting a heavy
traffic load on websites. The check in Step 1 gives us an early opportunity to filter
out static pages that are not of interest, using only one request pair — a significant
optimization. We need to perform a second check in Step 2 for each WCD payload to
ensure that the server still responds to the modified URL.

Step 3 — Is the origin response to the attack URL cacheable? Recall that
for WCD to succeed, the origin server must serve a dynamic response that erroneously
gets cached. Further breaking that down, on a vulnerable site, the attack URL we
requested in Step 2 (i.e., simulating a victim interaction) must elicit a response from
the origin server, but further requests for the same attack URL must be served from
the cache (i.e., simulating how an attacker would retrieve the sensitive content).

In this final step, we precisely perform this check by inspecting the HT'TP response
returned when we first visited the attack URL (line 6), and the response for a repeat
request for the same URL (line 9)'. Here, we use the Cache Headers Heuristics pre-
sented in Section 3.2. Specifically, we perform two sets of checks. First, we utilize
HTTP response header heuristics to verify that the initial request was a cache miss
(i.e., it was served by the origin), but the latter request was a cache hit (lines 8 and 10,
both second conditions). Next, we compare the response bodies to verify that they are
indeed identical (line 10, the first condition), which provides added assurance for the
correctness of our header heuristics. If both checks pass, we conclude that the attack
was successful, and that the URL has an exploitable WCD vulnerability.

Interpreting the Results

DE addresses both limitations of CC. We do not rely on the presence of a marker or
any other particular reflected input on the page, therefore, DE can test any website
for WCD, resolving the coverage problem (P1). Similarly, because there is no initial
setup necessary, DE can run large-scale experiments on the Internet or complex private
enterprise deployments, resolving the scalability issue (P2).

We achieve these properties by utilizing fuzzier detection techniques and heuristics.
Heuristics can and do fail, presenting interesting trade-offs between DE and CC. Before

we experimentally investigate these, we explain what our scheme is designed to detect,

ITo verify the attack’s success we could have used either of the two attack URLs we generated in
Step 2. We chose to use the first one.
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and the ways it can fail.

True Positives DE is designed to detect dynamic content that is not cacheable when
requested through its normal URL, but is erroneously cached when requested with a
maliciously crafted URL — the very definition of WCD. This definition does not make
any assumptions about the impact of the attack; the erroneously cached content may
or may not be valuable for an attacker. As long as caching happens contrary to the
informed instructions of the website owner, an ezploitable WCD vulnerability exists.
For example, some pages with non-sensitive content may include dynamic parts
containing dates, server response time metrics, or email obfuscation strings. If these
pages are normally not cacheable, but with a WCD attack they are cached, this is a
true positive for our purposes, regardless of the value of the leaked content. The server
and cache combination interacts hazardously, and a future update to the page with

sensitive information would have a security impact.

False Positives Our definition of false positives directly follows from the above. Any
finding that does not involve accidental caching of non-cacheable content is a false
positive.

While this definition remains a constant, the particular reasons for false positive
findings are closely tied to the WCD detection mechanism used. In CC, false positives
are due to markers that a web application intentionally reflects in its responses. Even
when there is no successful WCD attack taking place, the marker presence incorrectly
signals to the crawler that sensitive information has leaked. Identifying such false
positives requires a manual analysis of every finding and assessing whether the markers
are returned due to WCD.

DE probes a page with a WCD payload, and checks whether the page is dynamic
and whether it is cached. If both are true, it flags this as a finding. However, this detec-
tion mechanism cannot distinguish between explicitly and erroneously cached dynamic
content.

Dynamic pages may still be explicitly configured to be cacheable by the website
owner. In other words, the page would be cached even when requested normally, without
a WCD attack. This may be due to aggressive server performance optimizations; for
example, some non-sensitive dynamic objects could be allowed to be served from a
cache, perhaps with a short TTL, even if they go stale. Alternatively, there could be
human error; the website owner may have accidentally configured a dynamic page for

caching — even though this is not an informed decision, it is still an explicit instruction.
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Regardless of the circumstances, DE would incorrectly flag the situation as a successful
WCD attack.

One advantage of DE over CC is that its false positives can be identified and removed
automatically, without human analysis. This is a trivial check shown in Algorithm 3.
Specifically, we take each URL DE flags as vulnerable, request it twice normally, without
using a WCD payload, and use the same header heuristics to test whether the second
response was served from the cache. A cache hit means that the URL is still cached
when there is no attack, hence a false positive. This check can also be integrated into
our methodology (Algorithm 2, lines 1-3) with no added traffic load.

Algorithm 3 Test if a DE finding is a false positive.
Input: URL
result < get(URL)
result < get(URL)
if result.cache = HIT then
return False positive
else
return True positive

end if

False Negatives DE relies on cache status headers to determine whether our WCD
attempts indeed result in the prerequisite cache miss followed by a hit. Because cache
status reporting mechanisms are not standardized, servers may return headers unknown
to DE, or no headers at all. Furthermore, by design, DE does not authenticate to
websites, and hence cannot test pages behind authentication gates. As a result, DE is
bound to miss WCD vulnerabilities in the wild. The impact of false negatives is not
trivial to quantify; there exists no ground truth. Thus, our results should be interpreted

as a lower bound on vulnerabilities.

4.1.4 Comparative Evaluation

We now present the results of our first experiment, where we run both DE and CC on

a dataset of 404 websites for a comparative evaluation.

DE with Authentication

In doing this exercise, we are primarily interested in understanding how our scheme

compares to the marker injection approach; however, there is a confounding factor in
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this experiment: DE cannot access pages behind authentication gates, whereas CC was
specifically designed to test those pages only. Therefore, in order to investigate both
the impact of the protocol change and authentication state on WCD detection efficacy,
we introduce a third methodology, called DE, .

DE,uth is a hybrid approach between DE and CC. It uses our novel detection scheme
at its core, but like CC, requires an account to be manually created on the website so
that the attack URL is requested (Algorithm 2, lines 6-7) with valid authentication
cookies, simulating a logged in victim clicking on the malicious link. There are no other
changes; DE, ., probes the cache contents with an unauthenticated request like before,

simulating an attacker (Algorithm 2, line 9).

4.1.5 The Experiment

We implement CC as described by Mirheidari et al. [87] and our two new schemes inside
HTTP crawlers, and perform one crawl with each for a total of three runs. We set up
our crawler to visit pages on any subdomain we may discover on the target website,
and test at most 500 URLs on each FQDN.

We test each page with 12 attack URLs utilizing distinct WCD payloads. These
include the original invalid path extension technique we illustrated in Figure 2.1, 4 path
confusion techniques that exploit URL encoding discrepancies proposed by Mirheidari
et al., and a further 7 novel encoding tricks we devise. We do not aim to position these
new techniques as a scientific contribution; however, they are valuable for practical bug
hunting situations. Readers can refer to Appendix Al for examples and a breakdown of
our findings for each.

We draw our crawl seed pool of 404 websites from the Alexa Top 100k. We choose
these targets due to the marker injection requirements/limitations of CC, by following
the general protocol described in “Cached and Confused”. Specifically, we first crawl
the front pages of Alexa Top 100k, and identify websites that support standard Single
Sign-On schemes by searching for links containing keywords (e.g., login, register) and
OAuth and OpenlID Connect parameters. We then manually filter out websites that
require sensitive credentials such as social security numbers or bank accounts for account
creation. We end up with 404 websites, create accounts on them, inject markers into
user-editable fields, and collect session cookies for each to be used by CC and DE, .
This process necessarily yields a data set that carries the same biases as the one used in
“Cached and Confused”; this is another limitation of CC, and it has no material impact

on our comparative analysis.
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Table 4.1: WCD detection performance, i.e., the number of websites flagged as vulner-
able, for each methodology. Percentages are calculated over the entire crawl set of 404
sites.

CC DE.uth DE Combined
Total Detections 21 (5.20%) 134 (33.17%) 129 (31.93%) 160 (39.60%)
True Positives 18 (4.46%) 115 (28.47%) 104 (25.74%) 123 (30.45%)
False Positives 3 (0.74%) 19 (4.70%) 25 (6.19%) 37 (9.16%)
Unique True Positives 2 (0.50%) 13 (3.22%) 5 (1.24%) —

Table 4.2: The number of vulnerable websites found to leak common categories of
sensitive data by each methodology. There may be multiple leaks on a given website;
columns do not add up to totals. Percentages are calculated over the total number of
true positives for each methodology.

CC DE.uth DE

CSRF Token 4 (22.22%) 35 (30.43%) 39 (37.50%)
CSP Nonce 0 (0.00%) 1 (0.87%) 1 (0.96%)
OAuth State 0 (0.00%) 3 (2.61%) 2 (1.92%)
Session ID 2 (11.11%) 3 (2.61%) 3 (2.88%)
Personal Information 18 (100.00%) 16 (13.91%) 0 (0.00%)
Total Leaks

Sensitive 18 (100.00%) 36 (31.30%) 39 (37.50%)
Potential — 56 (48.70%) 50 (48.08%)
Harmless — 23 (20.00%) 15 (14.42%)

We configure the DE and DE,, crawlers to record the page differences during dy-
namic content checks for websites flagged as vulnerable, so that we can scan these with
regular expressions to detect common categories of sensitive data that may be leaked
by the attack.

In all of our experiments, we flag a tested site as vulnerable if it contains at least one
URL impacted by WCD. We believe this is the most relevant metric for our purposes
that also supports our research goals. In practice, our crawler often finds multiple
vulnerable URLs on each target website. However, without an in-depth manual analysis
of each finding, we cannot accurately determine whether these vulnerabilities truly
stem from distinct caching configuration issues, or whether the different URLs in fact

correspond to unique pages. This analysis is not feasible or essential for our research.

Results

Table 4.1 shows the results of our experiments with each methodology, where we de-
tected a combined total of 123 websites vulnerable to WCD. Table 4.2 presents a break-
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down of the leaked data we found on these sites.

True Positives The true positive findings confirm our hypothesis: markers severely
limit WCD detection. Even though our dataset is specifically biased toward websites
that must support marker injection, many otherwise vulnerable pages did not reflect
those markers. In fact, CC could only test 244 (60.40%) of the websites, but the
remaining did not have any pages with a marker present. As a result, CC identified
only 18 vulnerable websites in our experiments, whereas DE,,;, and DE performed
considerably better at 115 and 104 hits respectively.

DE,.h had a slight edge over DE. As one might expect, the difference was due to the
vulnerable pages behind authentication gates, which DE cannot access. For example,
we manually confirmed that a vulnerable billing settings page on a target website was
detected by DE,.n, but DE was redirected to a secure login page when testing the same
URL.

Likewise, CC found 7 vulnerabilities that DE missed thanks to its access to authenti-
cated pages; but, in addition, it caught 2 unique vulnerabilities that even DE,, missed.
We verified that in one case this was due to the target website returning no cache status
headers, defeating our new scheme. The other case appears to be a vulnerability that
was fixed between our two experiment runs.

Finally, DE found 5 unique vulnerabilities that neither authenticated approach iden-
tified. We verified that these cases were due to the websites either explicitly sending
cache control headers that prevent caching, or quietly ignoring all cache directives, when
we attached a cookie to the request. As we discussed in Section 2, bypassing caching
rules based on the presence of authentication cookies is a common option web caches
provide to prevent hazardous caching. The unauthenticated DE scheme successfully

defeated that protection.

False Positives Recall that the false positives of DE and DE,., can be eliminated
automatically. However, we choose to present a clear breakdown of all false positives
here to highlight the differences between CC and our new schemes. We apply our
automated check to identify the false positives for DE and DE,,, and perform a manual
inspection of the context around the reflected markers for CC.

DE and DE,. both had higher false positives compared to CC. As discussed, this
was due to their inability to distinguish between explicitly and erroneously cached
dynamic content. While CC was more reliable in this department, some markers were

indeed intentionally reflected in all responses from the web application as we previously
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explained, and their presence did not imply WCD. For example, one website publicly
listed its recent visitors, one of which was our marked username. CC falsely flagged this

as a vulnerability.

Leaks To correctly interpret the data in Table 4.2, recall that a WCD vulnerability
can only result in a damaging data leak if there is sensitive data on the page to begin
with. In our analysis, we found that some vulnerable websites did not contain such data,
and the dynamic content leaked in the cache was harmless (e.g., timestamps, email
obfuscation strings). Other websites did contain seemingly-randomized values that
may potentially be sensitive, but these did not match any patterns of common sensitive
tokens. Unfortunately, we are not in a position to reason about this potentially-sensitive
category without a white-box understanding of the impacted websites’ backend logic.
We reiterate that all cases still stem from exploitable, true positive WCD findings,
albeit some without immediate consequences. We present a breakdown of these totals
at the bottom section of Table 4.2. Also note that, for CC, detections are due to markers
known to populate sensitive fields, and therefore all findings are sensitive by definition.

The top slice of Table 4.2 presents a breakdown of the leaks in the sensitive category,
once again highlighting the differences between each approach. CC primarily detected
personal information leaks, but a few other security tokens were present on the same
vulnerable pages by happenstance. DE, ., also detected 16 out of these 18 leaks without
relying on markers, and myriad other sensitive leaks. DE performed similarly well
for security tokens, but could not find personal information leaks without access to

authenticated pages.

Summary

This experiment shows that the marker injection approach is limited by both its attack
surface coverage and the variety of leaks it can detect. Overall, identicality and headers
heuristics enable considerably better WCD detection. We also demonstrate that leaks of
non-personal sensitive data with WCD are practicable. We investigate the implications
of this finding in the upcoming sections.

That being said, the idea of using an authenticated crawling approach still holds
merit. Both CC and DE,, perform well with detecting personal information leaks,
whereas DE is inherently unsuitable for the task. Where the setup overhead is man-
ageable (e.g., when penetration testing one’s own environment), DE,, or perhaps a

combination of all three approaches would expose the most vulnerabilities.
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Table 4.3: The number of websites containing at least one WCD vulnerability, and
websites that leak common categories of sensitive data. Percentages are calculated over
the entire crawl set of 10K sites.

Vulnerable Sites 1188 (11,88%)
CSRF Token 436 (36.70%)
CSP Nonce 13 (1.09%)
OAuth State 34 (2.86%)
Session ID 63 (5.30%)

Nevertheless, DE remains the only viable option for a large-scale measurement, with
its good detection performance and zero setup overhead. Equipped with this knowledge,
we proceed with our experiment on the Alexa Top 10k. The findings in this section are
already alarming, with 30.45% of our data set containing WCD vulnerabilities — well

above the estimations in “Cached and Confused”.

4.1.6 Large-Scale Experiment with DE

We now present our final experiment, where we run DE on the entire Alexa Top 10k,

and describe concrete exploitation scenarios demonstrating real-life impact.

The Experiment

This experiment generally follows the previously established protocol, except for two
important changes.

First, we enable the automated false positive filtering outlined in Algorithm 3, there-
fore eliminating all false positives in our results. All numbers we report in this section
represent true, exploitable WCD vulnerabilities.

Second, we relax our definition of true positives by choosing not to test pages con-
taining known harmless dynamic components. It is true that these pages may still be
vulnerable to WCD, and while that may not be an immediate threat today, it may
lead to a real-life exploit if the page is updated with sensitive content in the future.
However, we opt to forgo testing these as a performance trade-off due to the limitations
of our crawler resources and to minimize the traffic we generate. Specifically, during
Step 1 of DE, we apply pattern matches on the dynamic components we find during
identicality checks. If we detect a known email obfuscation mechanism, web analytics
script, Edge Side Includes tag, timestamp, or error page that reflects our WCD payload,

we conclude that the content is non-sensitive, and abort the test.
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Figure 4.1: The distribution of vulnerable websites with respect to their Alexa ranking
in 1K bins.

Results

Table 4.3 shows our findings. As a result of the aforementioned changes to the exper-
iment protocol, we no longer need to report false positives or harmless data leaks —
all flagged websites have true positive findings, and leak known or potentially sensitive
values. We also do not have personal information leaks as DE cannot automatically
detect them; however, we will demonstrate later that these findings assist us in finding
personal information leaks upon further analysis.

1,188 websites among the Alexa Top 10k contain WCD vulnerabilities. This 11.88%
incidence is significantly lower than the 30.45% we observed in the previous experiment;
but we emphasize that the two results are not comparable. The previous dataset is non-
uniformly drawn from the Alexa Top 100k based on the viability of marker injection; it
is heavily biased. This larger dataset and the experiment have fundamentally different
characteristics. Here, we study the most popular 10k websites likely to attract more
attention from bounty hunters and attackers, and therefore discover and mitigate their
vulnerabilities quickly. We also filter out the harmless leaks and report a looser lower-
bound on vulnerabilities.

Figure 4.1] presents the distribution of vulnerable websites with respect to their
Alexa ranks, exhibiting a fairly uniform, rectangular shape with a slight right skew.

This suggests that WCD is pervasive among the websites in our dataset with no strong
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connection to their popularity ranking.

4.1.7 Bounty Hunting with DE

All the WCD vulnerabilities we have reported in this work are exploitable, causing
unintended content leaks into a public cache. However, a working exploit does not
always equate to real-life damage; for instance, the vulnerable website may not process
any sensitive data. Beyond the case studies we discussed above, we do not aim to
measure such damage at scale in this work — that requires a manual analysis of each
application and its data. However, we present a final empirical study to provide insights
into the incidence of damaging exploits, and how vulnerable websites mitigate damage.

We perform this study on a separate dataset of 48 random vulnerable websites
identified by running DE on domains listed on the bug bounty platforms HackerOne,
Bugcrowd, Intigriti, and YesWeHack. This is not an arbitrary choice; obtaining the
evidence we seek requires active exploitation of websites which provide a safe harbor
for such testing in their infrastructure and reward bounties for damages that they
acknowledge as real. We limit the scope by allowing DE to crawl a maximum of 50
pages on each website, and all manual analysis is performed by one researcher capped
at a few hours of work. Therefore, readers should interpret our findings as the result of
a best-effort attempt, but not a comprehensive penetration test.

Out of the 48 vulnerable websites, we were able to launch damaging attacks on
9. These are similar to the case studies described above, and we omit their detailed
discussion. 4 vendors paid out bounties, 2 acknowledged the issues but informed that
another researcher reported it earlier, and the remaining 3 are still under evaluation.

Below is a breakdown of the reasons why we could not escalate the remaining WCD
exploits to a damaging attack.

We were able to fully analyse the context around 24 websites, but there was no data
valuable for an attacker. Another 10 websites did not allow us to explore the entire
application, either disallowing public account creation, or requiring private information
(e.g., a social security number) to proceed. We only analysed these partially, and found
no valuable data.

3 websites leaked sensitive tokens, but this was not sufficient on its own. For ex-
ample, a CSRF attack was stopped thanks to layered defences of referrer checks and
captchas; a CSP nonce leak was useless as there was no XSS vulnerability to abuse
it. 2 websites pulled sensitive data over an API at the browser side, therefore nothing

damaging was cached.
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This is decidedly a limited view into how WCD exploits escalate into end-to-end
attacks. In an adversarial scenario, attacks may also be impeded by short cache evic-
tion times, and cache locality in the case of distributed caches, as previously measured
in “Cached and Confused”. Regardless, we hope these added insights help qualify the
core findings in our large-scale experiment. Not every instance of WCD is an imme-
diate threat; however, they are still exploitable vulnerabilities exposing applications to

unpredictable risks.

4.1.8 DE with Timing Analysis

We now present a variation of DE that can detect WCD vulnerabilities on pages that
do not send cache status headers, i.e., hidden caches. As we showed in Section 3.3,
this is a fairly common scenario in practice, and we detected 1,627 websites with such

caches in our large-scale experiment on the Tranco top 50k.

Detection Methodology

Algorithm 4 Simplified pseudocode for our WCD detection methodology based on
timing analysis. « is the significance level for the statistical test.
Input: URL
attackURL1 < generateAttackURL (URL)
attackURL2 < generateAttackURL (URL)
resultl < get(attackURL1)
result2 < get(attackURL2)
if resultl # result2 then
timingsl < | |
for : =1ton do
timings1.append(timingAnalysis(cacheBust (URL),
cacheBust (URL)))
9: end for
10: attackURL < generateAttackURL (URL)

11: timings2 < | |

12: for : =1 ton do

13: timings?2.append(timingAnalysis(cacheBust (URL), attackURL))
14: end for

15: if t_test(timingsl, timings2) < a then

16: return WCD detected

17: end if

18: end if

Algorithm 4 presents a simplified pseudocode for our detection methodology. We
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crawl each site to test and, for each URL that we visit, we test whether the response
includes dynamic content or if the page is static. We do this by performing a simple
string comparison of the responses. If the response is dynamic, we generate two attack
URLs (lines 1-2), i.e., we modify the URL, including a path confusion payload and a
WCD payload. A WCD payload comprises a non-existent file name and a static file
extension (we use .css). Again, we check whether the response to the attack URLs
is dynamic (lines 3-5). We perform this check because a WCD attack aims to induce
a web cache into storing dynamic content that could contain sensitive data; a static
file that is the same for all visitors is unlikely to include sensitive information. If the
response to the attack URL is dynamic, we proceed with the timing analysis. The idea
behind this methodology is to detect whether a response that includes dynamic content
is cached and, therefore, if the website is vulnerable to WCD. We reiterate that our
definition of WCD is the erroneous caching of dynamic content that is not cacheable
when requested normally. Therefore, if we detect that a response with dynamic content
is cached, we consider the website vulnerable to WCD.

Next, we send two groups of paired requests as follows:

1 n pairs of requests in a single packet to the base URL (i.e., the URL without added
payloads), where both requests have random cache busters, i.e., the responses

should always be served by the origin server (line 7-8).

2 n pairs of requests in a single packet where the first request has a random cache
buster and the second request is to a single fixed attack URL (generated at line
10), i.e., the first response should be served by the origin server, the second by
the cache if the website is vulnerable to WCD (lines 12-13).

We observe the order of arrival and measure the time elapsed between receiving
the responses of paired requests and, using the t-test, we check if there is a significant
difference in the timings between the two groups of paired requests (lines 15-16). If the
difference is significant, we conclude that the response to the WCD-payloaded request

is cached and, therefore, the website is vulnerable to Web Cache Deception.

Results and Case Studies

Of the 1.627 sites that our methodology detected as presenting a hidden cache, we
detected that 1.020 (62.7%) are caching dynamic content. As black-box testers, we can’t
understand whether these websites are doing that deliberately, or if that indicates a Web
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Cache Deception vulnerability. Testing all the affected websites for WCD vulnerabilities
would be an extremely onerous manual task, and it is out of the scope of our research.

To validate our findings, we manually analysed a subset of these websites, limiting
our tests to 35 randomly sampled sites among the ones caching dynamic content. In
this analysis, our goal is to understand whether the identified vulnerabilities can be
exploited to steal victims’ sensitive information. Even if a site is caching dynamic
information, this does not directly imply that the site is leaking private data, and the
dynamic parts of web pages could be harmless content, such as timestamps and random
error codes.

We registered test accounts on the sites that did not require personal information
during the registration phase (e.g., a valid phone number, or a payment card), excluding
the others. We successfully created a test account on 19 websites. Next, we checked how
many of them cache dynamic content of pages also when the visitor is authenticated,
resulting in 15 websites. Finally, we manually tested these websites to check if they
leak sensitive information of authenticated users, finding that 5 websites are vulnerable

to Web Cache Deception and leak private data.

Case Studies Our tests uncovered three large e-commerce websites vulnerable to
WCD attacks. All of them leak personal information of the target victims, such as their
email, geographical location and their shopping cart. Moreover, we discovered a large
microblogging website vulnerable to WCD that leaked the emails of the target victims.
It is important to specify that these vulnerabilities could not have been discovered using
the state-of-the-art WCD detection techniques, due to the lack of cache status headers
in the sites” HT'TP responses. This highlights that our novel methodology is crucial for
identifying well-hidden vulnerabilities that would otherwise be impossible to spot and
detect.

4.1.9 Ethical Considerations

We now discuss the ethical considerations of our work, and how we mitigate the risks

of negative security impact on the tested websites and their users.

No Harm to Users or the Internet

We carefully designed the methodologies and experiments in this paper to prevent a

negative security impact on the tested websites or their users.
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In particular, we never poison caches with malicious content, and never target In-
ternet users with WCD. The personal information leaks explored in the paper are our
own markers, and other sensitive tokens are the secrets that websites generate for our
own test clients. In all case studies we play the role of the victim and attacker; we never
target other users or launch exploits that persistently impact the target websites.

Furthermore, our path confusion techniques utilize randomized file names, meaning
that cache keys corresponding to the erroneously cached content cannot feasibly be pre-
dicted or accidentally accessed by others. This is an added safeguard against confusing
the websites” users. Even if the caches were accessible, there would be no danger to

users; we never inject malicious payloads into the caches in the first place.

Coordinated Disclosure

We are committed to following coordinated disclosure procedures that exceed the es-
tablished best practices. Unfortunately, with thousands of findings, especially those
involving systematic issues that cannot be solved by deploying a common patch and
therefore are out of scope for CERT assistance, this is not a straightforward process.
The infeasibility of common approaches to large-scale vulnerability disclosures were
documented in literature [122] [82], T21].

We adopted the guidance in the above literature to reach out to as many impacted

parties as possible. We collected security contacts that were:

1 Disclosed on vulnerability management and bug bounty platforms. We collect

contacts from HackerOne, Bugcrowd and Intigriti.

2 Compiled into open-source security lists.
3 Found in WHOIS records.

4 Published on the homepages of vulnerable websites.

For the websites we could not identify a security contact for, we emailed the generic
inboxes security@ and privacy@.

Table 4.4 shows a breakdown of the email addresses we collected via the different
methods described above. In total, in both experiments, we identified 1279 vulnerable
websites, 420 of which were only vulnerable due to a supply chain issue, for which we
contacted the service provider and not all single impacted websites. Collectively, we

contacted 859 websites.
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Table 4.4: Number of contact points collected using different methods.

Platforms Open-source lists WHOIS records Homepages Generic emails Total

18 76 o4 182 529 859

These exhaust the viable options available to us. The cases that may not be covered
by the above require deep exploration of the website or filling out non-automatable
forms, which we could only do on a best-effort basis.

We began notifications promptly after finalizing the experiments, and gave website
owners over 3 months to implement mitigations before a public disclosure. Our notifi-
cation emails included our affiliation, a summary of WCD and our experiments, and a

report of the findings pertinent to each party.

4.1.10 Mitigations

While there is no standard path to mitigate Web Cache Deception vulnerabilities, here
we discuss some general strategies that website owners can adopt to protect their users.
Together, these strategies form a multi-layered defence approach that can significantly
reduce the risk of WCD attacks.

Bypass the Cache when Cookies are Present A common practice to prevent
hazardous caching is to configure caches to bypass caching when authentication cookies
(or other forms of session identifiers) are present in the request. This is effective against
WCD attacks that target authenticated pages, but it does not protect public pages that
may still contain sensitive data, such as security tokens. While this approach is easy
to implement and effective in certain scenarios, it does not tackle the root cause of
the problem. For these reasons, we recommend this approach only as one layer of a

multi-layered defence strategy.

Use Appropriate Cache-Control Headers The ideal way to prevent WCD vul-
nerabilities is to ensure that dynamic content is never cached in the first place. Website
owners should carefully audit their caching infrastructure and ensure that all dynamic
content is served with appropriate cache-control headers and that the cache is config-
ured to respect these headers. Such headers include Cache-Control: no-store or
Cache-Control: private, to prevent caching by shared caches, as specified in RFC
9111 [42]. This approach directly addresses the root cause of WCD vulnerabilities and
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is effective in all scenarios. However, we have frequently observed reticence from web-
site owners to implement this solution due to backward compatibility concerns. Many
web applications have complex infrastructure and frequently rely on legacy components
that may not handle cache-control headers correctly or may be hard to update and re-
configure. Therefore, we recommend this approach as the primary mitigation strategy,

but recognize that it may not be feasible for all websites.

Validate the Content-Type A key aspect of WCD attacks is the mismatch between
the expected content type of a resource based on the extension in the URL and the
actual content type of the response. When caching decisions are solely based on the
URL, this mismatch can lead to dynamic content being cached under the guise of
a static resource. To mitigate this risk, website owners should implement validation
mechanisms that ensure the content type of a response matches the expected type
based on the URL. For example, if a URL ends with .css, the server should verify that
the response has a Content-Type: text/css header before allowing it to be cached.
If there is a mismatch, the server should either reject the request or serve an appropriate
error response. This approach adds an additional layer of security by ensuring that only
content of the expected type is cached, thereby reducing the risk of WCD vulnerabilities.
This strategy is the solution proposed by Cloudflare, implemented in their CDN as
a configuration option that is, however, disabled by default [24]. This mitigation is
effective and relatively easy to implement, while also being highly compatible with
existing web applications and caching infrastructures. Therefore, we recommend this

approach as a complementary mitigation strategy alongside the others discussed above.

Regularly Audit Caching Configurations All the mitigation strategies discussed
above require careful configuration of the caching infrastructure. Website owners should
regularly audit their caching configurations to ensure that they are correctly imple-
mented and effective against WCD attacks. This includes testing for WCD vulnerabili-
ties using tools like DE, as well as reviewing cache-control headers. Regular audits help
identify potential misconfigurations or vulnerabilities that may have been introduced
over time, allowing website owners to take corrective actions promptly. This proactive
approach is essential for maintaining the security of web applications in the face of

evolving threats. Our tools are publicly available to facilitate such audits.
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4.1.11 Section Summary

We directly tackled the limitations of the state-of-the-art approach in WCD vulnera-
bility detection, subsequently conducting the largest-scale WCD measurement over 10k

websites. Here, we summarize our research findings.

Through our comparative experiment, we demonstrated that our new methodology
DE addresses both the coverage (P1) and scalability problem (P2), and it can indeed
significantly outperform CC. However, we also showed that CC and the authenticated
variation of our scheme, DE,,, open up opportunities to identify additional vulnera-
bilities. Where scalability is not a concern, a combination approach is ideal.

We showed with our large-scale experiment that over 4 years after the conception of
the attack, and 2 years after the experiments in “Cached and Confused,” WCD is still
distressingly pervasive. This aligns with the popularity of the attack on bug bounty

platforms — and likely miscreant activity that goes unnoticed.

Our experiments and case studies illustrated that there is an abundance of sensitive
security tokens present on publicly accessible pages, which can be stolen via WCD to
bypass standard defences and facilitate real-life attacks. Many websites that leak such
tokens are evidently impacted by WCD in more than one way, exposing flaws that
lead to further attacks and leaks. These observations, combined with the significant
performance advantage of DE over CC, suggest that focusing on personal information
sources and sinks for WCD detection is not the most effective detection strategy, even
when testing individual websites in a controlled setting.

We adapted our methodology DE to use timing analysis to detect WCD vulnera-
bilities in the hidden caches identified during our large-scale experiment on the Tranco
Top 50k presented in Section 3.3, finding that 1.020 websites out of 1.627 (62.7%) cache
dynamic responses. Caching dynamic responses is not necessarily an indication of an
exploitable vulnerability, but it certainly is a hazardous behaviour that, in specific cir-
cumstances, might lead to the leakage of sensitive information of the websites’ visitors.
We manually investigated 35 randomly sampled websites that cache dynamic data and
identified 5 websites vulnerable to WCD attacks that could be exploited to leak sen-
sitive information about victims. We find that hidden caches are affected by common
cache vulnerabilities and a vast majority of them cache content that they should not.
This methodology is crucial to identify well-hidden vulnerabilities that would otherwise
be impossible to spot.

With this research, we contribute novel insights into the scale and impact of the

problem. The methodology we present will help website owners test their own systems
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for vulnerabilities, and researchers to run experiments with ambitious scopes. However,
another implication of this work is that attackers, too, can quickly identify vulnerabil-
ities en masse. WCD, and web cache attacks in general, require immediate attention

from the security community for a robust solution.

Discussion

Before we conclude, we reiterate that WCD is a system problem. Individual components
such as the clients, web servers, proxy services, or CDN providers are not necessarily
faulty in isolation; their complex interactions give rise to unexpected and dangerous
caching decisions. One corollary of these circumstances is that our findings do not im-
plicate the developers and operators of these individual components. But, perhaps the
more critical take away is that website owners cannot rely on traditional vulnerability
management and software testing processes to eradicate these vulnerabilities — there
is often no unit test to run, no signature to check, no CVE to track, and no patch to
deploy. It is not yet clear whether mapping complex traffic flows and analysing them
holistically for cache attacks is feasible, or even possible. That remains an open chal-
lenge for the security research community, and in light of the resurging popularity of
web cache attacks, we believe it has already become a pressing line of investigation.
In the meantime, our work presents one key takeaway for website owners who are in-
evitably getting more familiar with the escalating web cache attacks: CDNs and caching
proxies are powerful technologies in an already complex ecosystem. Simple caching rules
can have far-reaching effects, and making assumptions about the cacheability of objects
based on their public exposure to the Internet alone is, evidently, unsafe. Website own-
ers should carefully consider (and test) the security implications of changes to their
caching infrastructure, and exercise caution when using blanket rules such as those

that cache all objects served from a given endpoint or all files with a given extension.

4.2 Cache Poisoning

In this section, we show how implementation flaws and errors in Origin validation
for the Cross-Origin Resource Sharing (CORS) security mechanism enable attackers
to perform Denial of Service through cache poisoning. Specifically, we first detect
CORS misconfigurations that mistakenly trust unintended origins, and then exploit
misconfigured web caches to poison cached CORS responses, resulting in Denial of

Service for legitimate users.
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4.2.1 Background and Related Works

We start by presenting an overview of how Cross-Origin Resource Sharing (CORS)
works and discuss related concepts such as Same-Origin Policy (SOP), cross-site re-

quests, and describe the risks involved in cross-origin communications.

Cross-Origin Resource Sharing

The Same-Origin Policy (SOP) is a fundamental concept in web application security.
The SOP sets access restrictions on web resources, isolating them and providing bound-
aries from other websites with different origins. The origin of a website is defined as
the combination of its protocol, host, and port. Websites are considered from the same
origin if and only if all these three values are exactly the same [IT1].

The SOP quickly became too restrictive for a large portion of websites that need
to communicate beyond the boundary of their current origin to provide their services.
As the web becomes more complex, more websites rely on exchanging data with other
websites to provide better functionality to their users. To address this problem, in 2006,
the W3C introduced a mechanism, called Cross-Origin Resource Sharing (CORS), to
relax the SOP allowing cross-origin requests and sharing of resources between websites
with different origins [18].

CORS is an extension of the XMLHttpRequest API and functions through a set
of HTTP headers enforced by the client to provide permission to access the selected
resources in cross-origin requests. The server performs the validation, authorization,
and access restrictions, while the browser is responsible to support these HT'TP headers
to enforce the restrictions. This protocol has been adopted by all major browsers, and
has been widely adopted by websites.

We take websites A and B as an example to describe CORS in a real scenario. Web-
site A requests a resource from website B and the SOP will not grant this access unless
B uses CORS and responds with an “Access-Control-Allow-Origin” (ACAO) header,
indicating A’s origin as a trusted party to access that resource. To check whether
the server is configured to use CORS, the browser sends a preflight request, i.e., an
OPTIONS HTTP request that includes the three headers: “Access-Control-Request-
Method”, to discover which methods are supported, “Access-Control-Request-Headers”,
and “Origin” [138]. ACAO header supports a single origin within a CORS response.
To allow any origin, the server sets the header a wildcard *. An additional header,
“Access-Control-Allow-Credentials” (ACAC), allows credentialed requests when set to

true. A credentialed request includes authentication mechanisms, such as cookies and
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authorization headers. Credentialed requests with a wildcard are forbidden [86].

Cache Poisoning Denial of Service

If a website uses CORS, web pages are cached, and the value of the Origin header
is not included in the cache key, an attacker can perform a Denial of Service (DoS)
attack enabled by CORS flaws. The attacker sends a request with a maliciously crafted
Origin header that is mistakenly trusted by the web server. The server responds with
an ACAOQO header that includes the malformed Origin value, and the response is cached.
Subsequent requests for the same resource with a different Origin header will receive the
cached response, which includes the malformed Origin value. When the browser receives
this response, it checks whether the Origin header of the request matches the ACAO
header of the response and, since they do not match, blocks the response, resulting in

a DoS for that resource.

Related Works

Several academic and non-academic researchers have identified security problems with
CORS, highlighting common CORS flaws and their implications. Kettle [72] provides
a summary of CORS flaws identified throughout his penetration testing experiences.
Miiller [90] takes different CORS flaws and measures their prevalence on the Alexa top
1M, while Evan J performs a measurement of the arbitrary origin reflection in [62],
showing a high number of vulnerable websites in the Alexa top 1M. Chen et al. [18]
provide an empirical study of CORS security, finding new issues in the design and im-
plementation of CORS that lead to Remote Code Execution (RCE), file upload CSRF
and attacks on binary protocol services [18]. Meiser et al. create a graph of intercon-
nected trust relationships between websites, considering existing cross-communication
methods such as postMessage, CORS and domain relaxation. They specifically focus
on the dangers that the interconnected network of trust could cause and investigate the
attack surface [86].

4.2.2 CORS Flaws

Web developers frequently generate dynamic CORS policies to dynamically validate the
value of the request’s “Origin” header at runtime. If these policies are not implemented
correctly on the server side, the web application might unintentionally trust domains
that it is not intended to trust, hindering the enforcement of the SOP. Due to the
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complexity of this validation process and the pitfalls in CORS design, several types of
flaws can arise in its implementations. Following we list the types of CORS flaws that
we investigated in our research. Flaws are compiled based on previous research, and

are supplemented with novel flaws that we present here [18].

Arbitrary origin reflection Servers blindly reflect the value of the “Origin” request
header in the ACAO response header. This implementation effectively trusts any do-

main that sends the request.

Prefix matching The server trusts any domain prefixed with a trusted domain. For
instance, a server mistakenly allows “victim.com.attacker.com” when it wants to trust

“victim.com”.

Suffix matching The server only checks if the origin ends with the trusted domain.
This is a common practice to allow all the subdomains of a domain. For example, if a

server wants to allow “victim.com”, it mistakenly trusts “attackervictim.com” too.

Not escaping ‘. When the validation is performed using a regular expression, the
developer might neglect escaping dot characters ., used as a wildcard in regular ex-
pressions. For instance, “victim.com” wants to allow “www.victim.com”, but allows

“wwwAvictim.com” as well.

“null” value The “Origin” header was first proposed as a mitigation against CSRF
attack, and CORS reuses this header [§]. One of the essential conditions for CORS
security is that the “Origin” header value cannot be forged in a cross-origin request,
but this is not always true in reality. RFC 6454 states that a request from a privacy-
sensitive context should set the “Origin” header to “null”, even though it does not provide
an explicit definition for privacy-sensitive contexts [8]. Moreover, CORS standards do
not define the “null” value clearly. In reality, browsers send the “null” value in several
scenarios, such as from iframe sandboxed scripts. To share data with these types of
sources, a developer must allow the null value in their configuration, setting “Access-
Control-Allow-Origin: null” and “Access-Control-Allow-Credentials: true”. By doing
so, an attacker can easily forge the “Origin” header by sending a cross-origin request
from an iframe sandbox in the browser. Consequently, websites with this configuration

can be accessed by any other websites.
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HTTPS site trusts HT'TP domain Some CORS configurations do not take the

scheme into account and cause HTTPS sites to trust HT'TP ones.

Arbitrary subdomains Most applications decide to allow access from all their sub-

domains, even non-existent ones.

End matching This is different from suffix matching in that the website is not only
checking for a trusted domain, but also for the scheme. Consequently, a website that
wants to trust “https://victim.com” trusts “https://attacker.com/https://victim.com”
by mistake. This flaw cannot be exploited by a web attacker because the browser
will never generate such a value for the Origin header; however, this variation can be
exploited to achieve DoS by manually crafting an HTTP request with a malformed
Origin.

4.2.3 Methodology

In this section, we present our methodology to detect cache poisoning Denial of Service
vulnerabilities due to CORS flaws. We first describe how we test URLs for CORS flaws,

and then how we check if they are vulnerable to cache poisoning attacks.

4.2.4 Testing URLs for CORS Flaws

When testing a URL for CORS flaws, we must first check whether the URL is configured
to use CORS. If it is not, we can skip the test. To do this, we send a request to the
URL with the “Origin” header with a genuine value and check the presence of the ACAO
header in the response. If the ACAO header is present, the URL is configured to use
CORS, and we can test it for the previously described CORS flaws. If the ACAO header
is not present, we can conclude that the URL is not configured to use CORS, and we
can skip the test. We developed a tool that we call CORS Flaws Scanner that sends an
HTTP request for each flaw to each web page, mutating the value of the Origin header
accordingly to the variation. If the mutated Origin value is reflected in the response
ACAOQO header, the web page is flawed for the tested variation.

4.2.5 Testing URLs for Cache Poisoning Vulnerabilities

As explained in the background section, this attack is possible when the website presents

a CORS flaw, the target web page gets cached, and the Origin header is not keyed by
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Table 4.5: Experiment statistics: number of sites and pages that we visited that use
CORS and are vulnerable to at least one CORS flaw. Percentages for each row are
calculated over the number of visited sites or pages in the Visited column.

Visited Use CORS Vulnerable
Websites 39,067 6,862 (17.6%) 2,014 (5.2%)

)
Total web pages 58,815 7,681 (13.1%) 2,350 (4.0%)
Homepages 39,064 5,328 (13.6%) 1,536 (3.9%)
( ) (4.1%)

Login pages 19,751 2,353 (11.9%) 814 (4.1%

the web cache. To check for sites that present these characteristics and are therefore
vulnerable to DoS we use the following methodology. We first send a request with a
maliciously crafted Origin that is mistakenly trusted by the website, so that its value is
reflected in the ACAO response header. Next, we send a second request, this time with
a genuine Origin based on the URL of the web page, and check whether the value of the
response matches the genuine Origin or the maliciously crafted one. If the ACAO value
of the second response includes the modified Origin value, the website is vulnerable to
cache poisoning and prone to DoS attacks. To avoid poisoning actual resources that
could be accessed by genuine users of the tested websites, we cache-bust our requests by
adding random query parameters. This also ensures that the responses are not already

cached when we start our tests.

4.2.6 Experiment

To quantify the prevalence of CORS flaws and cache poisoning vulnerabilities, we run
our tool on the Tranco top 50k list generated on April 4, 2023 [99]. ¥ For each website,
we test for CORS flaws the homepage and the login page, if we can identify it. We
choose the homepage and the login page to have data on a resource that can be visited
with authentication (by logging into the sites) and one that should only be accessible
by unauthenticated visitors. This also allows us to assess the impact of CORS flaws
against unauthenticated victims. In total, we identified 39,064 homepages and 19,751
login pages on a total of 39,067 websites. For 10,933 websites, we could not identify the
homepage or login page due to various problems. Primarily, we encountered errors such
as request time-outs, hosts not resolvable by the DNS, and unreachable destinations.
Additionally, some domains lacked an actual homepage (e.g., domains that serve static

resources and answer HTTP requests only for specific paths). In total, we successfully

2 Available at https://tranco-list.eu/list/ W9J39
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Table 4.6: Number of pages and sites misconfigured to the tested variations. Percent-
ages are calculated over the total number of flawed pages or sites, presented in the last
row of the table for each column.

1D Variation Homepages Login pages Sites

1 HTTPS trusts 1391 (90.6%) 682 (83.8%) 1786 (88.7%)
HTTP

2 Arbitrary subdo- 606 (39.5%) 396 (48.6%) 848 (42.1%)
main

3 Arbitrary origin 484 (31.5%) 248 (30.5%) 655 (32.5%)
reflection

4 “null” value 476 (31.0%) 240 (29.5%) 640 (31.8%)

5 Prefix matching 110 (7.2%) 65 (8.0%) 159 (7.9%)

6 Non escaped dot 123 (8.0%) 45 (5.5%) 146 (7.2%)

7 Suffix matching 85 (5.5%) 24 (2.9%) 91 (4.5%)

8 End matching 307 (20.0%) 177 (21.7%) 422 (21.0%)
Total 1536 814 2014

tested 58,815 pages, 7,681 of which (on 6,862 different websites) responded with CORS
headers.

We test the collected web pages using the CORS Flaws Scanner. As seen in Ta-
ble 4.5, we found 2,014 sites misconfigured to at least one of the variations we tested
for, with a total of 2,350 misconfigured web pages. Table 4.6/ shows the number of sites
and pages misconfigured to specific variations. When counting, we only consider the
most generic variation, disregarding the most specific ones. For example, if a website
is misconfigured to “arbitrary origin reflection”, we only count it for that, even though
all the other variations would test positive.

Next, we check whether the misconfigured sites are vulnerable to cache poisoning
attacks. We identified 45 sites that are vulnerable to this attack. An attacker can abuse
any variation, since it is enough for the injected value to differ from the Origin value of
genuine HTTP requests for the attack to succeed. While this number may seem small,

it is important to note that we only a limited set of web pages.

4.2.7 FEthical Considerations

During the execution of the attacks that we reproduced and described, we always used
specifically created test accounts as victims. No users of any website were impacted
by our attacks. We employed cache-busting techniques to avoid poisoning resources

potentially accessed by genuine users of the target websites. During our experiments, we
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minimized the impact on targeted websites by limiting the number of requests performed
to the minimum possible; moreover, we performed no disruptive attacks. We have never
disclosed the domains of sites impacted by these vulnerabilities to any third party and

in this article.

4.2.8 Mitigations

To mitigate the risk of cache poisoning Denial of Service attacks enabled by CORS

flaws, we recommend website owners to implement the following strategies.

Correctly Implement CORS Policies An effective way to prevent cache poisoning
DoS attacks is to ensure that CORS policies are correctly implemented on the server
side. This includes preferably avoiding dynamic CORS policies that validate the Origin
header at runtime, and instead using static policies that explicitly allow only trusted
origins. If dynamic policies are necessary, website owners should ensure that the vali-
dation logic is robust and does not inadvertently trust unintended origins. This can be
achieved by thoroughly testing the CORS implementation for common flaws, such as
those described in this section. Our tool can be used to automate this testing process.

However, relying solely on testing is not sufficient to ensure security.

Include the Origin Header in Cache Keys The most direct mitigation against
cache poisoning DoS attacks is to include the value of the Origin header in the cache
key. By doing so, the cache will store separate responses for each unique Origin value,
preventing an attacker from poisoning the cache with a maliciously crafted Origin.
This approach effectively isolates cached responses based on their Origin, ensuring that
a response intended for one origin cannot be served to requests from another origin.
Implementing this strategy requires configuring the caching infrastructure to recognize
and incorporate the Origin header into its caching logic. This should not be considered
a mere security best practice: it is an essential requirement for any website using CORS

to prevent cache poisoning attacks.

4.2.9 Section Summary

29.4% of the websites using CORS had at least one implementation flaw. Specifically,
the vast majority of these sites trust the HT'TP version of their domain; nearly half allow
arbitrary subdomains and one in three trusts the value null or reflects the value of the

request origin in the response. These results suggest that developers are either unaware
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of the potential security consequences of these dangerous behaviours or underestimate
them. We believe that devolving the burden of validating the Origin programmatically
on the server, instead of introducing a policy-based system enforced directly by the
browser, has introduced an inherent complexity to the CORS mechanism, which is thus
prone to human error with severe consequences for web security. Our investigation
also discovered 45 sites vulnerable to DoS attacks enabled by CORS flaws and cache

poisoning, as they fail to include the Origin value in the cache key.

4.3 Chapter Summary

In this chapter, we presented our novel methodologies to detect Web Cache Deception
vulnerabilities, and cache poisoning Denial of Service attacks enabled by CORS flaws.
We first introduced DE, a novel methodology that can detect WCD vulnerabilities in
a scalable way, and showed that it can outperform the state-of-the-art CC in terms of
coverage and scalability. We then presented a large-scale experiment on the Tranco
top 50k websites, where we found that WCD is still prevalent on the web, with 10.2%
of the tested websites vulnerable to WCD. These vulnerabilities can be exploited to
steal sensitive information and security tokens of victims. Finally, we adapted our
methodology to detect WCD vulnerabilities in hidden caches, finding that 62.7% of
them cache dynamic responses, which could lead to the leakage of sensitive information
of victims. Next, we investigate how CORS flaws can lead to Denial of Service, finding
that 45 sites in our dataset fail to include the Origin value in the cache key and are
therefore affected.

In the next chapter, we show how these vulnerabilities can be chained with other
attack vectors to create sophisticated attacks, and how they can be exploited to bypass

security mechanisms and protections.
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Chapter 5

Security Impact and Case Studies of
Web Cache Vulnerabilities

This chapter is based on works previously published as:

Mirheidari, S. A., Golinelli, M., Onarlioglu, K., Kirda, E., & Crispo, B. (2022).
Web Cache Deception Escalates!. In 31st USENIX Security Symposium (USENIX
Security 22) (pp. 179-196).

Golinelli, M., Bonomi, F., & Crispo, B. (2023, September). The Nonce-nce of Web
Security: An Investigation of CSP Nonces Reuse. In European Symposium on

Research in Computer Security (pp. 459-475).

In this chapter, we explore the broader security implications of web cache vulnera-
bilities, particularly focusing on Web Cache Deception (WCD). While previous chapters
have primarily concentrated on the detection and prevalence of WCD vulnerabilities,
this chapter explores the diverse and often unexpected consequences that arise from
these vulnerabilities. We present real-world case studies that illustrate how WCD can
be exploited in various contexts, leading to significant security breaches beyond the
immediate data leaks typically associated with such vulnerabilities. Furthermore, we
investigate the reuse of Content Security Policy (CSP) nonces, a critical security mech-
anism designed to prevent Cross-Site Scripting (XSS) attacks, and how their improper
caching can undermine web security. Through these discussions, we aim to highlight
the multifaceted nature of web cache vulnerabilities and their potential to facilitate

complex attack vectors.
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Chapter Outline The chapter is structured as follows. We begin by discussing
the security impact of WCD vulnerabilities and presenting real-life case studies that
illustrate their potential for abuse. We specifically highlight scenarios where WCD vul-
nerabilities are chained with other vulnerabilities to create sophisticated attacks. Next,
we explore the reuse of CSP nonces and how their improper caching can undermine
web security. Finally, we conclude with a discussion on the broader implications of web

cache vulnerabilities and potential mitigation strategies.

5.1 Security Impact of WCD and Case Studies

In the previous chapters, we have demonstrated how to detect WCD vulnerabilities and
measured their prevalence on popular websites. We now discuss the security implica-
tions of these vulnerabilities, which are not only limited to the immediate data leaks
they cause. In this section, we explore the broader security impact of WCD and present
real-life case studies that illustrate their potential for abuse.

Our findings already imply that the leaked sensitive tokens may be abused by
an attacker to break the security mechanisms each support. For instance, leaked
CSRF tokens enable confused deputy attacks, CSP nonces break defences against in-
line JavaScript inclusions, and OAuth state parameters and session IDs enable hijacking
victim accounts or stealthily logging victims into attacker-controlled accounts.

However, the implications of our findings extend beyond these basic attacks. In this
section, we present real-life case studies drawn from our experiment, and provide insights
into the less obvious damage potential of WCD. These discussion points demonstrate
that WCD has ramifications distinct from personal information leaks.

Due to the excessive number of vulnerabilities we identified, it is not feasible to
investigate all findings systematically. The below scenarios represent an arbitrary list
of real-world attacks that nevertheless demonstrate the severity of WCD. We chose these
particular targets for manual exploration motivated by the website owners’ presence on
vulnerability management platforms, so that we could rapidly communicate and help
mitigate any issues. All attacks described below were carried out with a test user, no

actual Internet users were targeted or harmed.

5.1.1 Leaked Tokens Lead to Standard Attacks

We first describe two representative attacks made possible by stealing the sensitive

tokens listed in Table 4.3 via WCD to give readers assurance that the impact is practical.
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We found a popular travel and lodging reservation platform to leak session IDs. We
were successfully able to use this stolen token to hijack customer service chat sessions
of an unauthenticated user. The same attack translated to authenticated users as well;
when a logged-in user visited the WCD exploit link, we were able to hijack their entire
session and access complete booking details.

In another instance, we identified that the error pages on Mozilla Thunderbird’s add-
ons portal were vulnerable, and they contained registration and login links with OAuth
state parameters. By stealing this value we launched a Login CSRF attack [124], which
allowed us to trick a victim into unknowingly logging into an account we controlled,
hence enabling us to view their activity and the information they enter. Mozilla fixed
the issue within 24 hours of our notification.

These attacks demonstrate that sensitive token leaks on publicly accessible pages
pose a real threat to unauthenticated visitors of a website as well as logged-in users. As
an additional empirical observation, a plethora of other traditional CSRF and session
hijacking attacks were possible via WCD, but we noticed that damage was sometimes
contained thanks to layered defences such as referrer checks and captchas. This once

again highlights the importance of a defence-in-depth strategy for practical web security.

5.1.2 WCD Leads to Cache Poisoning

WCD is a specialized subcategory of cache poisoning attacks, where a cache is tricked
into storing and leaking sensitive data. That being said, the underlying mechanism for
exploitation remains the same for all such cache attacks: content is erroneously cached.
This implies that the vulnerable websites we detected may be exposed to other varieties
of cache attacks, regardless of whether they immediately leak any sensitive data.

We found one such instance to impact a major American payment processor. Many
pages on this website were impacted by a reflected cross-site scripting (XSS) vulnerabil-
ity, where the value of the X-Forwarded-Host header included in requests was printed
on the page without output sanitization. This enabled arbitrary script injection attacks.
However, since attackers cannot control the headers sent by the browser of a victim,
this attack is considered a self-XSS attack, which is generally not considered a real
vulnerability and is out of scope for responsible disclosure policies. Moreover, as with
many reflected XSS attacks, the avenues for exploitation would normally be limited.
However, this website was also vulnerable to WCD. An attacker could combine the two
vulnerabilities, and consequently cause the fronting cache to store the response together
with the reflected XSS payload. This escalates the attack to a stored XSS, where the
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injected malicious payload is now automatically served from the cache to unsuspecting
clients visiting the website.

This attack illustrates that WCD has dire consequences even when the website has
no sensitive data to leak. Identifying such caching hazards is key to preventing complex,

non-obvious system issues that may be lying dormant.

5.1.3 Token Leaks Correlate to Personal Information Leaks

DE is not designed to catch personal information leaks. However, our manual analysis
shows that the presence of a WCD vulnerability on a public page is often indicative
of more WCD issues that impact pages protected behind authentication gates, and
therefore endanger personal information, too.

While we cannot scientifically quantify the incidence or reasons without a dedicated
study, one intuitive explanation is that there is no fundamental difference between
caching misconfigurations that lead to WCD vulnerabilities affecting authenticated and
unauthenticated victims. Thus, a caching rule that leads to erroneous content storage
on a public page may enable the same attack on a protected page in the absence of a
session or cookie-based cache bypass mechanism.

We selected 55 websites flagged by DE that support user accounts, implying that
they contain personal information. We created test accounts on these websites, and
attempted WCD attacks on pages that require authentication for access. In 10 out of
55 cases, we were successfully able to cause personal information fields to get cached. To
provide insights into the type of information that could be leaked, these were well-known
websites including a domain registrar, a travel reservation platform, a job application
and company review portal, an online course provider, a security product vendor, and
a cryptocurrency exchange.

While this is not conclusive evidence, 18% is a non-negligible success rate. This
suggests that our approach of detecting WCD vulnerabilities by performing checks on
publicly accessible pages do not completely forfeit the opportunity to detect personal
information leaks. Website owners should carefully examine vulnerabilities lest they

remain exploitable in different authentication contexts.

5.1.4 WCD Poses a Supply Chain Issue

Recently, highly-publicized cybercrime campaigns such as the Magecart attacks [123]
and the SolarWinds incident [123] have put a spotlight on supply chain attacks, alerting

the security community to the widespread damage one vulnerable supplier or vendor
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may cause to the Internet ecosystem. In our experiment, we found that supply chain
attacks are not limited to the traditional malicious code inclusion vectors, and that
a single vulnerable online service provider with a caching hazard can expose many
websites to WCD.

We identified a multitude of vulnerable URLs in our results that share an identical
subdomain and similar path components (i.e., support.example.com/common-pattern).
Upon manual inspection, we determined these pages to be integration points with a
popular customer service and support management platform. Due to the WCD vulner-
abilities present on this vendor’s platform, many (or, potentially all) of their customers
were also impacted under their respective domains. To demonstrate the weight of the
issue, 399 out of the 1188 websites we flagged were expressly due to this vulnerability,
and 57 websites were impacted by it in addition to other WCD vectors, bringing the
total to an astounding 456.

We found similar cases, involving three vendors providing customer community man-
agement, social media integration, and discussion board services. These were less preva-
lent in our findings, each impacting less than 10 websites. Nonetheless, this illustrates
that WCD exhibiting itself as a supply chain vulnerability is not an isolated incident.
As evidenced by the alarming numbers, the security community would benefit from
investigating supply chain attacks in a broader scope in the face of novel web cache

attacks.

5.1.5 Method Interchange and WCD

Method Interchange refers to the server-side behaviour where a web application pro-
cesses both GET and POST requests interchangeably for the same action, typically by
treating query string parameters and POST body parameters as equivalent. While this
may be intended to increase flexibility, it introduces security risks. Exploiting certain
vulnerabilities, such as XSS or Cross-Site Request Forgery (CSRF), is often significantly
easier via GET, since it does not require inducing the victim into visiting a third-party
site for exploitation. Moreover, some security mechanisms, such as CSRF tokens or
input validation routines, are implemented selectively, often enforced for POST requests
but overlooked for GET. This discrepancy enables attackers to bypass protections by
leveraging method interchange, undermining the intended security measures [126].
RFC 7231 defines the HTTP methods and status codes that may be cached [46].
HTTP GET and HEAD methods can be cached if they have the necessary characteristics,

while POST method responses can only be cached if they include explicit freshness in-
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formation. However, most web caching implementations do not allow caching of POST
responses, as they are typically not idempotent and may contain sensitive data.

Exploiting Method Interchangeability, we can trick a web cache into caching re-
sponses to POST requests. This can be achieved by interchanging a POST request with
a GET request that includes the same parameters and payload. This involves moving
parameters from the POST body to the query string of a GET request, or vice versa, and
changing the verb of the request accordingly.

If the response is not cached already, we can exploit a WCD vulnerability to forcibly
cache the response to the GET request. This can be done by applying a WCD payload
to an interchanged GET request, which will cause the cache to store the response with
the sensitive data. The attacker can then retrieve the cached response by sending the
same GET request, which will return the cached response with the sensitive data.

We demonstrated this attack on a real website, where POST requests to a /graphql
endpoint could be interchanged with GET requests. GraphQL is a query language for
APIs that allows clients to request specific data from the server. The website in question
was also vulnerable to WCD, and we were able to cache the response to a POST request
by sending a GET request with the same parameters and a WCD payload. We reported
the issue to the website owner, who promptly fixed it and issued us a €500 bounty for

our responsible disclosure.

5.1.6 Section Summary

In this section we have discussed case studies that illustrate the security impact of
WCD vulnerabilities. We have shown that WCD can lead to a variety of attacks that
go beyond the immediate data leaks, such as cache poisoning, supply chain attacks,
and attacks facilitated by method interchange. We showed that WCD can be exploited
in various contexts, affecting both unauthenticated and authenticated users, and that
it can be used to bypass security mechanisms and cause significant damage. Chaining
WCD with other vulnerabilities can lead to sophisticated attacks that are not immedi-

ately obvious but can have severe consequences.

5.2 Caching Security Tokens

Content Security Policy (CSP) is a web security mechanism that enables web developers
to specify the sources from which their web pages can load resources, such as scripts,

style sheets, images, and fonts. CSP is an effective countermeasure to prevent the
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exploitation of Cross-Site Scripting (XSS) vulnerabilities, which are one of the most
common vulnerabilities on the web. CSP is not designed to be the sole mechanism
for preventing XSS attacks, but it is intended as the last layer of a defence-in-depth
approach, providing an additional layer of protection for this type of attack without
replacing other mechanisms for preventing XSS vulnerabilities, such as sanitization and
validation of untrusted input and the use of templating engines. In practice, while other
mechanisms aim at preventing the existence of XSS vulnerabilities, the goal of CSP is
to render their exploitation impossible, without eliminating the XSS vulnerabilities.
CSP2 is a W3C specification, published as a Recommendation by the Web Application
Security Working Group [133]. The W3C is currently specifying CSP3 in a Working
Draft [137].

By default, the CSP blocks the execution of all inline scripts and styles (i.e., scripts
and styles directly included in the HTML code of a web page). However, CSP2 intro-
duced the concepts of nonces and hashes, enabling websites to allow the execution of
specific individual inline scripts and styles without relying on a whitelist. CSP nonces
are a random string included in the policy which is assigned to scripts allowed to exe-
cute in the form of an attribute (e.g., <script nonce="r4ndOm">). Servers are required
to generate a new and unique nonce for each response that includes a policy, and the
nonces should be generated using a cryptographically secure random generator and
should be at least 128 bits long.

In this section, we measure the usage of CSP nonces on popular websites, focusing
on nonce reuse. We analyse the causes of nonce reuse to identify whether they are
introduced by the server-side code of the website or if the nonces are being cached by

a web cache.

5.2.1 Background

We begin by introducing the concept of CSP and nonces, discussing their purpose, how

they work, and their role in preventing XSS attacks.

Cross-Site Scripting

Cross-Site Scripting (XSS) is a type of security vulnerability that enables attackers
to inject HTML and JavaScript code into the web pages of a vulnerable website. This
allows attackers to execute code in the victim’s browsers in the context of the vulnerable
pages. Typical injection sources are the query parameters or the path of a request URL.

By exploiting XSS vulnerabilities, the attackers can steal victims’ information, hijack
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their sessions and even execute actions on their behalf on the target website. There are
three main categories of XSS vulnerabilities based on the injection source.

Reflected XSS happens when parts of an HI'TP request are included in the response
from the server without sanitization or validation. This type of XSS requires active
interaction from a victim. An attacker has to craft a malicious URL that includes a
payload and, using social engineering techniques, trick a victim into visiting it.

Stored XSS, instead, arises when user-controlled content stored in a database is
included by the web server in the responses to genuine requests by the visitors of a
website without being validated or sanitized. To exploit these kinds of vulnerabilities,
an attacker has to find a way to save the malicious payload in the server’s database,
and then wait for the victims to autonomously visit the web pages that include it.
Consequently, stored XSS vulnerabilities have generally a higher severity because they
do not require user interaction.

The third type of XSS vulnerability is called DOM XSS and happens when the
user-controlled content is dynamically executed by a client-side script (e.g., JavaScript
code). Differently from the other two categories of XSS, the malicious payload is not
included in the web page by the server, but it is used to modify the Document Object
Model (DOM), without proper sanitization or validation [95]. This characteristic of
DOM XSS means that it can be performed without the payload having to pass through
the server, and can therefore also be exploited in pages coming from a cache.

To prevent XSS vulnerabilities, a common approach is to implement input valida-
tion and sanitization to ensure that any user-provided data does not contain malicious
scripts and is properly encoded. Specifically, sanitization removes or HTML-encodes
potentially dangerous HTML code from users input to prevent XSS attacks, ensuring

that the unsafe content is treated as data and not as code [94].

Content Security Policy

XSS vulnerabilities are possible because a web browser has no way of determining
whether the injected code included in the web pages is reliable or malicious. The Con-
tent Security Policy (CSP) is a security mechanism that helps to prevent XSS attacks,
clickjacking, and other code injection attacks by enabling websites to specify what
resources can be loaded by the user agent. This mechanism is intended as a defence-
in-depth that provides an additional layer of protection against XSS vulnerabilities, by
making them not exploitable. CSP can also be used to detect and report code injection

attempts, allowing website administrators to take action to prevent further attacks.

86



Chapter 5. Security Impact and Case Studies

The CSP can be deployed in enforcement mode, meaning that all the violations of the
policy will be blocked (and possibly reported) by the browser, or in report-only mode.
When a policy is report-only, it is not enforced by browsers, which will instead only re-
port CSP violations to a report-URI specified in the policy. The second version of CSP
is specified by the W3C in [133], and they are currently working on its third version,
CSP3, currently published as a Working Draft [137].

Websites can specify their policy using the Content-Security-Policy response
HTTP header, or through the meta HTML tag. To deploy a report-only CSP, servers
must use the Content-Security-Policy-Report-Only response header, and cannot do
it using the meta tag. The CSP allows website administrators to specify an allowlist
of trusted sources for executable content, such as JavaScript, CSS, and images. Any
content that comes from untrusted sources must be blocked by the user agent [133].

A CSP is composed of one or more directives separated by a semicolon, and each
directive is used to specify the valid sources for a particular type of resource. These
directives can be used to allowlist specific domains or sources from which resources
can be loaded, and to block the ones that do not match the specified sources. The
default-src directive is used as a fallback, specifying the default behaviour for any
directive that is not explicitly specified. By default, the CSP blocks all inline scripts

and styles, effectively preventing the exploitation of XSS vulnerabilities.

CSP Nonces

The second version of this security mechanism, CSP2, introduced the concept of nonces
and hashes as a way of allowing the execution of individual inline scripts and styles
without relying on a whitelist. A C'SP nonce is a random value used only once, which
is added to the inline scripts or style tags of a web page as an attribute. The nonce
is included in the policy, which tells the browser to only execute scripts or styles that

have a matching nonce value [133]. For example, the following policy:

Content-Security-Policy: default-src 'self';
script-src 'nonce-cmFuZGOt' 'self';

allows the execution of the first inline script in the following example, but blocks

the second and the third scripts because the nonce is missing or invalid, respectively.
<script nonce="cmFuZGOt">

console.log("This will execute");
</script>

87



5.2. Caching Security Tokens

<script>
console.log("This will *not* execute");
</script>

<script nonce="attacker">
console.log("This will also *not* execute'");
</script>

The CSP2 specification [133] indicates that a nonce should have the following char-

acteristics:

1 Must be unique for each HT'TP response that includes a CSP.
2 Should be generated using a cryptographically secure random number generator.

3 Should be at least 128 bits long, before encoding.

A CSP nonce should be long and randomly generated to prevent attackers from
guessing or brute-forcing it. However, it must be noted that properly implementing a
nonce policy does not necessarily prevent the exploitation of XSS vulnerabilities alto-
gether. In fact, if an inline script with the correct nonce attribute uses untrusted user
input, an attacker could bypass the policy and achieve XSS.

If a CSP nonce is reused for multiple HT'TP responses, an attacker that is able to
steal it could effectively bypass the policy by injecting a script with the correct nonce

value.

5.2.2 Related Works

The Content Security Policy was proposed by Stamm et al. in 2010, as an additional
layer of security for XSS and CSRF attacks [119]. Numerous studies have measured
the adoption of CSP by websites in the wild and its variation over time, giving us an
indication of how much its use has grown through the years. In 2014, Weissbacher et al.
measure the adoption of CSP in the Alexa Top 1M over a period of 16 months and find
that only 850 of the use it, 815 of which are in enforcement mode [136]. Calzavara et al.
do the same in 2016 [I5] and 2018 [17], finding respectively 8,133 and 16,353 sites using
the CSP, marking a significant increase in its adoption. Finally, Roth et al. present
a long-term study on CSP adoption from 2012 to 2018 by inspecting the headers of
10,000 websites using the Internet Archive, finding that 1,233 of them deployed a CSP
for at least one day in the analysis period [I03]. They also measure for the first time the

adoption of CSP nonces and hashes, newly introduced in the second version of CSP’s
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specification [I33], finding that in 2018 only 5% of sites adopting a CSP used nonces
and 1% hashes. They also show that 13% of sites whitelisted domains that are expired,
contain typos, or resolve to private IP addresses. Finally, they argue that CSP adoption
is lagging behind because it has a bad reputation for being complex, and document the
developers’ struggles while trying to deploy it properly.

In 2013, Doupé et al. present deDacota, an automatic tool to statically rewrite code
to separate data from the code and enforce this separation at run-time using CSP [35].
The following year, Johns analyses the danger of dynamically generated scripts on the
server side to fill in values in scripts with data retrieved at run-time. He proposes
PreparedJS, a templating mechanism that allows separating dynamic data values from
script code, and a script checksumming scheme, enabling the server to communicate
which scripts are allowed to run to the browser [68]. In the same year, Weissbacher et al.
compare the adoption of CSP with other security headers, investigate the challenges of
adopting a CSP, and experiment with a semi-automated crawler-based CSP generation
mechanism [136].

Fazzini et al. further explore the automated generation of Content Security Policies
for existing web applications and present AutoCSP, an automatic tool that uses dynamic
taint analysis to identify the trusted content of dynamically generated HTML pages
that should be allowed to be loaded, rewrites the server-side code that generates those
pages and develops a policy accordingly [40]. In 2016, Kailas and Braun analyse the
usage of CSP in real-world websites and identify errors and inconsistencies. They also
present a tool to automatically generate valid policies on the client side, targeting savvy
users [98]. In the same year, Pan et al. propose CSPAutoGen, a tool to facilitate the
adoption of CSP by websites that auto-generates policies in real-time, without requiring
modifications to the server-side code. Their tool generates policies according to the page
content and the templates of scripts, which are based on the Abstract Syntax Tree
(AST) representing the scripts and a type system. Their idea of templating is based on
the fact that dynamically generated scripts generally share the same structure and differ
only in their data values [96]. Kerschbaumer et al. show that 90% of CSP deployments
include the unsafe-inline keyword, rendering it ineffective in preventing XSS attacks,
and present a system to automatically generate CSPs by whitelisting only the expected
scripts on a site using hashes, identified using a crowd-sourced approach [70].

In 2015, Hausknecht et al. analyse the interplay between the CSP and browser
extensions, finding that some extensions tamper with the CSP of websites to be able to
work. In 2017, Some et al. analyse how the SOP could cause CSP violations [117], and

in 2021 Steffens et al. analyse how the use of third-parties resources impacts a website’s
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implementation of CSP and argue that relying on third parties is a major roadblock
for security [120]. In 2021, Roth et al. present a qualitative study that analyses the
difficulty of developing a safe CSP by tasking real-world developers with an interview
that includes a drawing task, where participants have to draw and explain an XSS
attack, and a programming task, where they have to develop a CSP for a small web
app to prevent XSS attacks [104].

Calzavara et al. in 2016 analyse four aspects that affect the effectiveness of CSP,
finding that CSP has limited deployment and that the deployed policies exhibit several
weaknesses and misconfiguration errors. They also measure the most used features of
CSP and how many sites only use it in report-only mode [I5]. In 2017, Calzavara et
al. propose an extension to CSP called Compositional CSP (CCSP) that enables the
composition of policies at run-time and assess its potential impact in the wild. They
implement a Proof-of-Context of CCSP as a Chromium extension and write CCSP

policies for a few popular sites which normally trigger CSP violations [16].

In 2016, Van Acker et al. show how to exploit DNS prefetching to exfiltrate data,
bypassing the protection offered by the CSP [127].

Weichselbaum et al. present a thorough analysis of the practical benefits of CSP,
mainly related to the prevention of XSS vulnerabilities exploitation, and analyse real-
world policy deployments to identify common flaws. They find that in 2016 only 0.16%
of the domains they analysed use CSP and detect that 94.7% of distinct policies de-
ployed can be bypassed. They also find that 90.6% of policies contain configurations
that remove any protection from XSS attacks, and that 51% of the remaining 9.4% can
still be bypassed due to policy misconfigurations or origins with unsafe endpoints in
the script-scr whitelist. They argue that maintaining a secure whitelist for a com-
plex application is infeasible in practice, and suggest replacing URL whitelisting with
nonces and hashes [135]. Moreover, they propose a new CSP source expression called
strict-dynamic, enabling dynamically generated scripts to implicitly inherit the nonce
from the trusted scripts that generated them, easing the adoption process of nonces-
based policies, which is now included in the W3C CSP3 Working Draft [137]. In 2017,
Lekies et al. present a novel attack that exploits script gadgets, i.e., small fragments
of JavaScript in a site’s legitimate code that can be used to bypass XSS protection
mechanisms, including the CSP. They find that gadgets are extremely prevalent on the
web, setting a lower-bound at 19.9% of sites [80].
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5.2.3 Methodology

We now describe the methodology we developed to detect websites that deploy a Con-
tent Security Policy and reuse the same CSP nonce in different responses. We check if

the nonce reuses are caused by a web cache or if they are due to the server-side code.

URLs Collection

First, we collect a list of URLSs to test on a website. We crawl a website in an unauthen-
ticated way, starting from its homepage and recursively following all the links to other
pages, excluding any links that lead to external domains. Our crawler is configured to
only visit a limited number of pages on a limited number of domains and subdomains

to avoid overloading the target website.

CSP Detection

To identify the URLs on a website that present a CSP, we look for both the response
header Content-Security-Policy and the meta tag in the HTML of the page. We
also test whether the CSP is deployed in report-only mode by checking the presence of
the Content-Security-Policy-Report-0Only header.

Nonce Detection

To detect the use of nonces in the CSP, we check if the page includes any script tags
with a nonce attribute. We save the HTML source code of the pages that include a
CSP nonce, and store the request and response headers for future analyses. Since we
are interested in sites where nonces are actually used, we do not only check how many
sites include a nonce in their policy, but also make sure that nonces are used in script

tags.

Nonce Reuse Detection

Next, we analyse all the previously identified CSP nonces to check if they are reused in
multiple responses. To detect nonce reuse, we request the same URL twice and check
if the value of the nonce is the same. If it is the same in both responses, we mark the

page as reusing nonces and investigate its cause.
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Nonce Reuse Cause Detection

To determine the cause of nonce reuse, we employ three mechanisms that, used together,

give us a strong indication of whether a cache is responsible for the nonce reuse or not.

Static Nonces First, we attribute to the server-side code all the nonce reuses where
the nonce is the same in all responses coming from a website, even on different paths.
We perform this test only on the sites that use a nonce on two or more pages. While
these nonces may still get cached, the root cause of the reuse is the server-side code,

which is generating the same nonce for all responses.

Cache Busting Next, we perform a third request including a cache-busting query
parameter in the URL. This check allows us to detect nonce reuse not caused by a
web cache. This technique is effective when the query string is keyed. In these cases,
adding a random modification to the query string forces our request to have a different
cache key, effectively preventing the cache from serving us with a cached response and
a cached nonce value. If the response to the cache-busted request includes a different
nonce, we attribute the nonce reuse to a web cache. However, if the value of the nonce
is the same as the one in the previous responses, we cannot conclusively exclude the
influence of a cache, as some web caches might not include the query string in their

cache key. In this case, we need to perform a third check.

Cache Header Heuristics In this test, we check whether the response with a reused
nonce is coming from a cache or the origin server using the Cache Headers Heuristics
that we described in Section 3.2. If the response to our second request is coming
from the origin server, we conclusively attribute the nonce reuse to the server-side
code. Otherwise, if the second response is coming from a cache or if the test gives an
unknown status (e.g., because the cache status headers are missing in the response), we
cannot conclusively attribute the nonce reuse to a cache or not, and we need to resort
on cache busting. If we detect that the second response is coming from a cache, we

cannot exclude that the server-side code is nevertheless issuing the same nonce.

In summary, only by using all three tests in combination we can attribute nonce

reuse to a cache or not with a high degree of confidence.
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Table 5.1: The number of sites that deploy a Content Security Policy, use CSP nonces,
and reuse the same nonce value for multiple responses. Percentages are calculated over
the total number of sites that deploy a CSP (10,034).

Total sites using CSP 10,034

enforcement mode 8,946 (89.2%
report-only mode 1,088 (10.8%

Sites with CSP nonces 2,271 (22.6%
Sites reusing CSP nonces 598  (6.0%

)
)
)
)

5.2.4 Experiment

Using the methodology described above, we perform a large-scale experiment on the
web to detect CSP nonces reuse. We use the Tranco Top 50k [99] generated on July
21, 2022. ! For each domain in our dataset, we crawl at most 10 pages on at most
10 FQDNs. This results in a maximum of 100 pages for each domain in our dataset.
For each domain that we test, we create a session object with cookies persistence to

simulate a user surfing a website using the same browser for all requests.

5.2.5 Results

Table 5.1 summarizes the results of our measurement of CSP adoption.

While it is not the main focus of our research, we briefly analyse the adoption of
CSP. We crawled 50k websites and, of those, we detected 10,034 (20.1%) sites deploying
a Content Security Policy. Of these, 1,088 sites only use the CSP in report-only mode,
while 8,946 enforce their policy. We also found 346 sites only deploy their policy in the
meta tag, while 135 deploy it both in the Content-Security-Policy header and the meta
tag.

Nonce Reuse

Table 5.2 presents the results of our measurement of websites that use a CSP and that
reuse nonces. Of the 10,034 sites that deploy a CSP, 2,271 (22.6%) present use nonces
in at least one of the pages that we visited. 598 (26.3% of the sites using a nonce-based
CSP) reused the same CSP nonce value in multiple responses. Figure 5.1 shows the
distribution of websites that use a nonce CSP in at least one of their pages and the sites

that reuse at least one nonce, with respect to their ranking in the Tranco Top 50k. We

! Available at https://tranco-list.eu/list/ W9TW9/
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Table 5.2: The number of sites presenting at least one reused CSP nonce and the
investigated reason of the reuse. Percentages are calculated over the total number of
sites that reuse a nonce (598).

Total sites reusing nonces 598

due to a cache 256 (42.8%)
server-side code 342 (57.2%)

in the same session 37 (6.2%)
in different sessions 561 (93.8%)

can see that the usage of CSP nonces is higher among more popular websites, while the
percentage of websites that reuse the same nonce in more than one response is higher
among the less popular ones.

We then find that 342 (57.2% of the 598 sites reusing a nonce) sites use the same
nonce in more than one origin server response, indicating that the server-side code is
responsible for this behaviour, while for 256 (42.8% of the 598 sites reusing a nonce)
sites the cause of nonce reuse is solely due to a cache. In these cases, it is the cache
storing and serving a copy of the response that includes an otherwise dynamic nonce.
219 sites have static nonces, meaning that they use the same nonce value in all responses
coming from the origin server.

Using cache-busting and the cache header heuristics, we also detect 318 websites
that cache CSP nonces (53.2% of the sites that reuse nonces), regardless of the nonces
being static or dynamic when generated by the server-side code. Of these 318 cases
where we observed caching, 190 were detected using cache-busting, and 128 using the
CHH algorithm.

5.2.6 Ethical Considerations

During this research, we took several precautions to ensure that our methodology and
testing approach was conducted responsibly. Firstly, we ensured that our testing did
not cause harm to any real users of the websites we tested. We conducted our testing
solely on publicly accessible pages and did not inject any malicious payload. In fact,
during this research, we did not exploit any XSS vulnerability, as it is out of the scope of
this project. Secondly, we limited the number of tests per website to a maximum of 100
pages and performed a maximum of 4 HTTP requests per page. This was to prevent
excessive website load and avoid any potential negative impact on website performance
or availability. Furthermore, we timed our requests not to send multiple requests one
after the other.
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Figure 5.1: The distribution of websites that have a nonce-based CSP (in blue), and
the subset of those which reuse a CSP nonce (in red) with respect to their ranking in
the Tranco Top 50k. The percentage in each bar is calculated over the number of sites
that use a nonce in the same 5k bucket.

5.2.7 Mitigations

Reusing the same nonce value is a dangerous behaviour by websites that can effectively
hinder the protection offered by the CSP from the exploitation of XSS vulnerabilities.
Reusing the same nonce is in some cases the same as allowing all scripts inline, in others,
it is a severe relaxation of policy with a dramatic reduction in the protection offered.
Implementing a proper nonce-based policy is a complex and costly task, but it is the
only way a website using it can fully protect itself against XSS.

To mitigate the risk of nonce reuse, we recommend that website developers follow
the guidelines provided by the CSP specification [I33] and ensure that they generate a
new and unique nonce for each response that includes a CSP. This can be achieved by
using a cryptographically secure random number generator to generate the nonce value,

and by ensuring that the nonce is at least 128 bits long before encoding it in base64.
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Avoiding nonces from being cached is also important to prevent DOM XSS vulnera-
bilities from being exploited. To achieve this, website operators should make sure that
responses containing a nonce are not cached by web caches. This can be done by setting
the Cache-Control header to no-store or no-cache, or by using the Vary header to
indicate that the response should not be cached based on the nonce value. The cache
should also be configured to honour the Cache-Control header, which is a common,

and sometimes default, configuration for many web caches [87].

5.2.8 Section Summary

In this section, we presented a measurement of several aspects of the adoption of the
Content Security Policy by popular websites. We found that, compared to previous
large-scale measurements, the adoption of CSP has grown. At the same time, the
adoption of nonces-based policies is also growing. However, our research highlights
that more than one in every four sites that make use of nonces, uses them incorrectly,
using the same value in more than one response. Reusing the same nonce more than
once could result in a complete bypass of the CSP, allowing attackers to exploit possible
XSS vulnerabilities. We analysed the different conditions in which nonces reuse happens
and investigated its possible causes. Depending on the cause, it may be easier or harder
for an attacker to bypass CSP to exploit XSS vulnerabilities.

Specifically, if the same nonce value is reused for different users of a website, it is
effectively the same as deploying an unsafe-inline directive, allowing the execution
of all inline scripts and styles, regardless of their origin; an attacker can simply visit
the vulnerable website to obtain a valid CSP nonce value to craft an injection that
bypasses the CSP. On the other hand, if a nonce is only reused for a single session, the
attacker has to exploit other vulnerabilities or attacks to steal the nonce value from
the target victim. For example, an attacker can exploit possible Web Cache Deception
vulnerabilities or perform cross-origin requests (if the SameSite attribute of the cookies
is set to None). Once the attacker holds a nonce linked to the session of a victim, they
can craft an injection that includes the stolen nonce to exploit an XSS vulnerability.

Next, we analysed the causes of nonce reuses to detect the ones likely caused by the
presence of a web cache storing otherwise dynamic nonces. If a nonce is reused due to
a cache, it is harder for an attacker to bypass the CSP and achieve XSS. In fact, even if
an attacker can steal a cached nonce of a victim, they cannot inject a malicious payload
in the cached copy of the response directly. The only way an attacker can achieve

XSS under these conditions is if, in addition to stealing a victim’s cached nonce, they
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find a way to inject a payload with the stolen nonce by exploiting a client-side XSS
vulnerability. This happens when untrusted data is dynamically loaded directly from
the victim’s browser when the page is vulnerable to DOM XSS, or when the page
includes data dynamically (e.g., through XMLHttpRequest or AJAX).

5.3 Chapter Summary

In this chapter, we have explored the uncommon consequences of Web Cache Deception
vulnerabilities. We have shown that WCD can lead to a variety of attacks that go
beyond the immediate data leaks, such as cache poisoning, supply chain attacks, and
attacks facilitated by method interchange. These attacks can have severe consequences,
affecting both unauthenticated and authenticated users, and can be used to bypass
security mechanisms and cause significant damage.

Next, we have presented a measurement of the adoption of the Content Security
Policy by popular websites, focusing on the use and reuse of CSP nonces. We found
that, while the adoption of CSP has grown, more than one in every four sites that
make use of nonces, uses them incorrectly, using the same value in more than one
response. Reusing the same nonce more than once could result in a complete bypass
of the CSP, allowing attackers to exploit possible XSS vulnerabilities. We analysed the
different conditions in which nonces reuse happens and investigated its possible causes,
attributing them to the server-side code or to a misconfigured web cache. Depending
on the cause, it may be easier or harder for an attacker to bypass CSP to exploit XSS
vulnerabilities.

This chapter highlights the importance of deep understanding of the working of web
caches and their interaction with web security mechanisms to minimize the risks posed
by adopting web caches and to mitigate the risks of WCD vulnerabilities. It also shows
that WCD can have uncommon consequences that are not immediately obvious, but
can be severe, and that it is important to consider them when assessing the impact of

WCD vulnerabilities and when designing mitigations for them.
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Chapter 6

Web Cache Overflow: Exploiting
Imprecise Cache Keys for DoS and
Beyond

This chapter is based on works currently under review at Euro S&P
2026 as:

Golinelli, M., Onarlioglu, K., & Crispo, B. (2025). Web Cache Overflow: Exploit-

ing Imprecise Cache Keys for Denial of Service and Beyond.

As previously discussed, web caches have reached existential importance in meeting
the low access latency requirements for clients, and traffic ofload demands for origin
servers. Cache degradations can rapidly escalate to costly network congestions and
Denial of Service (DoS) incidents, and their efficient utilization is crucial. The topic
of caching has been a staple of computer science, with researchers exploring different
caching strategies, cache replacement algorithms, and even adversarial techniques to
impair cache efficacy or launch cache-based side-channel attacks for various hardware
and software engineering contexts. However, web caches remain particularly susceptible
to abuse due to two important factors: Their immense exposure to untrusted input that
influences the caching decisions, and widespread web cache configuration antipatterns

that do not account for such potential abuse.

Cache keys are often not precisely defined. For example, a website operator who cre-
ates a caching rule for a static image object served from "example.com/pic.jpg" may

simply define the cache key as the full URL, overlooking the possibility of query strings
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included in the URL. This oversight would result in a subsequent request for an equiva-
lent but syntactically different URL, such as "example.com/pic. jpg?junk=123" yield-
ing a different cache key, because the two URLs do not exactly match. If discovered,
a client can then take advantage of this situation to craft a multitude of requests for
the same object, but with different cache keys, causing the web cache to retrieve the
object from the origin anew every time. This is an instance of a well-known trick called
cache busting that we extensively discussed in previous chapters, often used by web
developers for testing application changes, without needing to purge caches to observe
the effects of their changes.

Motivated by these observations that clients have complete influence over the HT' TP
requests used to derive cache keys, and that imprecise cache key definitions are com-
monplace, we hypothesize that attackers can systemically and systematically weaponize
seemingly trivial cache busting tricks, and launch devastating pollution attacks on web
caches. Specifically, attackers can rapidly fill caches with large amounts of duplicate
objects, forcing the eviction of everything else, and therefore negating the benefits of
using a web cache. In this chapter, we present Web Cache Overflow (WCO), a novel
cache pollution attack that exploits imprecise cache keys to fill a web cache, resulting
in legitimate cached objects being purged. WCO is built on the cache busting concept
that we discussed earlier in Chapter 3.

One obvious impact of WCO is service degradation, which rapidly escalates to a DoS.
Moreover, since web caches are frequently deployed in shared cloud infrastructures and
hosting providers, an attack resulting from one tenant’s imprecise cache keys may DoS
all tenants of the platform. However, attackers can also leverage the capability to purge
popular cached objects to other nefarious ends. For example, cache poisoning attacks
that aim to trick caches into storing malicious content are on the rise. Such attacks
are challenging to launch against frequently accessed objects (e.g., a JavaScript file
embedded on the home page), as such objects are often perpetually cached due to their
popularity. With WCO, an attacker can fill the cache to trigger purging of even popular
objects, exposing a window of opportunity to poison that object’s now unused cache
key with malicious content.

One novel (and concerning) characteristic of WCO is that, unlike the rest of the
cache attack literature, it requires no prior knowledge of the caching algorithm’s in-
tricacies or a calculated abuse of cache locality. Instead, it is an attack enabled by
the fundamental workings of HT'TP and web caches, it can be exploited by any unau-
thenticated, unauthorized, unsophisticated Internet client, and it is difficult to mitigate

without incurring significant costs to website operators.
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We test these claims through a detailed evaluation of WCO. We first conduct exper-
iments with a selection of popular caching proxies to show that the attack is implemen-
tation agnostic, and then perform focused tests using NGINX | exploring the influence
of parameters such as the cache store capacity and cached object size. Testing WCO
against production websites is not ethically feasible, as DoS attacks are disallowed in
bug bounty programs. In lieu of penetration testing, we conduct a measurement study
on the Tranco top 10K domain list to identify the presence of exploitable objects cached
under imprecise cache keys. Detailing the cases where the attack succeeds and fails, we
demonstrate that WCO impacts many practical cache deployment setups.

We finally provide a discussion of seemingly intuitive mitigations, namely, cache
store quotas, request rate limiting, and object deduplication, but offer evidence through
additional experiments that these are either ineffective, counter-productive, or unrea-
sonably costly. We conclude that addressing the issue’s biggest contributing factor by
defining precise cache keys is the most promising defense, and we document this as a

security best-practice for the first time.

Code and Data Availability

We release two open-source tools: a penetration testing utility for detecting imprecise
cache keys, intended for website operators and security testers, and an implementation
of our attack to evaluate systems against WCO. All the code and data required to
reproduce our experiments are also available in our anonymous repository at https:

//anonymous .4open.science/r/wco-154E.

Chapter Outline The chapter is structured as follows. We start by discussing re-
lated works and providing background on cache pollution attacks in Section 6.1, In
Section 6.2, we present the problem of imprecise cache keys that enables WCO, and
discuss its impact and novelty compared to prior works. We then describe the method-
ology for launching WCO in Section 6.3, followed by a detailed evaluation of the attack
in Section 6.4, Finally, we conclude with a discussion on potential mitigations and best

practices.

6.1 Background and Related Works

We start by discussing cache pollution and presenting works related to WCO. Readers

can refer to Chapter 2| for a general background on web caches and cache busting.
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6.1. Background and Related Works

6.1.1 Cache Pollution

Achieving good cached data locality through optimizing access patterns, adopting the
appropriate cache eviction strategies, and designing cache hierarchies have been studied
in computer science for decades. There is an immense body of literature on this topic
as it applies to software, hardware, and network engineering domains. These works
define the term cache pollution to broadly refer to conditions that lead to a disrup-
tion of the cached data locality, resulting in a decrease in cache hits, and therefore
performance degradation. Cache pollution is not necessarily an adversarial event, but
rather, an outcome of less-than-optimal cache design given the use case. As an early
but representative example relevant for a web application context, researchers showed
that automated access patterns of web robots significantly decreased cache locality for
popular objects [5].

Cache pollution can also be induced for malicious purposes, aptly called a cache
pollution attack. Core attack concepts generally apply to all caches, and the adversarial
techniques presented in all works can be summarized in two categories: 1) Attacks that
repeatedly request the same unpopular objects, and 2) attacks that request a wide array
of objects. Both techniques hurt the locality of genuinely popular objects. Defences fall
into various anomaly detection approaches based on access characteristics and patterns,

and specialized cache replacement algorithms to minimize attacker influence.

For network applications of caches, the vast majority of literature is focused on
Information-Centric Networking (ICN), which encompasses Content-Centric Network-
ing (CCN) and Named Data Networking (NDN). ICN is a novel network communica-
tions paradigm for the Internet that revolves around requesting named content, instead
of host-to-host packet exchanges [139]. In-network caching plays a prominent role in
this architecture, which resulted in a plethora of scholarly works exploring pollution at-
tacks and defences for the ICN paradigm (e.g., [79, 141, 85 28] 144) (58], 143, 97, 59, [69)] ).
We omit the specifics of individual works, as ICN is not relevant to this thesis’ scope.
However, the attack and defence contributions are in line with the general summary we

provided above.

Gao et al. and Deng et al. present incremental works more closely related to
ours, exploring cache pollution on the web [48, [30]. These discuss the same two attack
categories as applied to caching proxies and DNS caches, propose an anomaly detection
scheme based on statistics computed over request features, and perform experiments
using Squid. They primarily focus on pollution attacks in web and peer-to-peer cache

deployments using forward proxies, as opposed to the reverse proxies more prevalent
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K = (<URL>)
example.com/?7x=a = key = ("example.com/7x=a") =
example.com/?x=b =9 key = ("example.com/?x=b") =» § HTML
example.com/?x=ab = key = ("example.com/?x=ab") =p

Figure 6.1: Cache pollution due to imprecise cache key definition, keyed on the full
URL.

today that we focus on. Nonetheless, the authors argue (and we agree) that the findings
are also applicable to reverse proxies. More recently, Afek et al. explore a similar attack
against DNS caches [2]. While the idea of flushing a cache via adversarial input is shared,
the operational characteristics, defences, and implications differ significantly between
DNS and web caches.

6.2 The Problem of Imprecise Cache Keys

The observation that motivates our research is that, while cache busting is often seen
as a harmless—and sometimes even useful—quirk of cache-enabled web architectures, the
factors that enable cache busting can trivially be weaponized by an attacker to launch
devastating cache pollution attacks.

We elaborate on the details of this observation and our resulting hypothesis in more
detail below.

Let:

o K = (ki,...,k,) be the n-tuple that represents the cache key definition, where
ki € K,©=1,...,n describe the keyed HTTP request elements.

o request;, i € N be distinct HTTP requests that result in cacheable responses

containing payloads object;.

e key; be the concrete cache keys derived from request; according to the definition

K, resulting in the cache store mapping key; — object;.
Then:

For any two key; — object; and key; — object;,

if key, # key;, but object; = object;,
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K = (<host/path>, <query:lang>)
example.com/?lang=en =9 key = ("example.com/", "en") =9

example.com/?lang=jp =9 key = ("example.com/", "jp") =9
a") -

n_n

example.com/?lang=a =9 key = ("example.com/",

example.com/?lang=aa =9 key = ("example.com/", "aa") =
> 4

example.com/?lang=aaa = key = ("example.com/", "aaa"

Figure 6.2: Cache pollution due to imprecise cache key definition, keyed on the query
string parameter "lang", combined with insufficient validation of its value.

we say that K is imprecise.

Intuitively, a cache key definition that includes keyed request elements that do not
influence the response payload results in the identical object getting stored multiple
times, but under different cache keys, wasting space. This is a generalization and
formalization for the basis of all cache busting, which may then be systematically abused
for cache pollution. Web clients are free to craft and send any HT'TP request to a server,
and therefore, they can manipulate any keyed element included in K in an attempt to
achieve this effect.

The semantics of a precise cache key definition naturally follow: Every unique con-
crete cache key derived from a precise definition maps to a unique cached object, elim-
inating this cache pollution vector.

Note that an imprecise cache key definition is a significant contributing factor, but it
is neither a root cause nor a sufficient condition for abuse. Whether cache pollution via
imprecise cache key definitions is viable depends on other factors such as what validation
a server performs on requests, and what responses are configured to be cacheable either
through cache rules or Cache-Control headers.

Figure 6.1 depicts an example where the imprecise cache key definition leaves little
room for mitigating abuse through validation. Here, the cache key is defined as the
entire URL, including the host, path, and the complete query string. As a result, an
attacker can attach arbitrary query strings that are not recognized by the application
to repeatedly cache the homepage under different cache keys, indefinitely.

Figure 6.2, on the other hand, illustrates a more complex situation. The cache key

is now defined more prescriptively to only include the host, path, and a specific query
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string parameter that the application uses to serve a homepage translated into different
languages. This mitigates the attack in the previous example, since arbitrary query
strings do not influence the cache key. However, there is still room for abuse: If 1) the
application does not validate the parameter against a list of supported languages, but
allows any arbitrary string, and 2) the cache rules allow caching of 404 error pages—a
common practice for traffic optimization—, then the attacker can still pollute the cache
by repeatedly caching the same error page under different values for "lang".

Given the above observations, we present our hypothesis: An arbitrary Internet
attacker can abuse imprecisely defined cache keys, keyed on insufficiently validated
HTTP elements, in order to launch cache pollution attacks that fill a web cache to
capacity with redundant copies of an object. We call this attack Web Cache Owverflow
(WCO).

6.2.1 Impact And Novelty

WCO fills a web cache with redundant copies of a specific object, forcefully purging
everything else in the process. This negates the benefits of using a cache, drastically
increasing the traffic load on the origin server and round-trip times for clients interacting
with the application, ultimately resulting in a DoS similar to other cache pollution
attacks.

However, WCO has a significant property that differentiates it from previous work:
it requires no knowledge of the victim cache’s regular access patterns, the popularity
of files served from the target website, or the cache eviction algorithm in use. Existing
attacks rely on measurements and accurate estimations of such details for calculated,
complex strategies that selectively boost the locality of unpopular files or disrupt the
locality of popular ones, whereas such information is immaterial for WCO. The attack
methodology requires no prior knowledge of the target environment and instead results
in indiscriminate purging of all objects, making it trivially launched by even unso-
phisticated attackers. The sole requirement, identifying imprecise cache keys, can be
trivially automated, as we discuss in Section 6.3 and later demonstrate in Section 6.4.1.
Moreover, our work presents a fundamentally different attack vector and threat model
compared to prior studies: previous attacks rely on pre-existing unpopular objects to fill
the cache, inherently limiting their scale to the number and size of such objects available
on the target site, whereas our approach employs cache-busting techniques to actively
create arbitrary cache entries, removing this constraint. Thus, our attack is limited not

by the site’s content but only by factors such as available bandwidth, server-side rate
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limiting, or the expiration age of cached entries. Finally, our methodology avoids the
high cost of downloading large files by leveraging HEAD requests, further reducing the

overhead of launching the attack.

Furthermore, WCQ’s ability to purge any and all objects facilitates other attacks
such as cache poisoning and cache-based side channels, which usually come with a
pre-condition attached: The resource targeted with these attacks must not already be
cached. Assume an attacker discovers a reflected cross-site scripting (XSS) vulnera-
bility, where the application includes parts of the attacker-controlled request on the
rendered page without input validation or output sanitization, allowing the attacker to
inject a malicious JavaScript snippet into the page. If this page is also cacheable, the
attacker has an opportunity to cache the page rendered with the reflected XSS payload,

escalating the attack to a stored XSS via cache poisoning.

While such vulnerabilities are common, exploiting them is challenging if the page in
question is getting a lot of traffic, implying that the original copy will perpetually be
cached, not allowing the attacker to override it with a poisoned version. With WCO,
however, the attacker is now equipped with a technique to force the eviction of this

object, creating a window of opportunity to poison the cache.

6.2.2 Threat Model

We adopt a standard web application threat model. The attacker is any arbitrary
Internet user, in full control of their user agent, with the capability to craft any HT'TP
request, and contact any web application fronted by a public web cache exposed on the
Internet. Whether the transport is secure or not is irrelevant for our work. We make

no further assumptions.

6.3 Methodology

We now describe how to achieve WCO in concrete steps. Conceptually, WCO is straight-
forward, but there are important considerations and optimization opportunities hidden
in details. We first provide a simplified view into the core methodology for brevity, and

later discuss those considerations.
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Algorithm 5 Pseudo-code for the high-level WCO flow.

Input target: Victim cache-fronted website.

e el el e el e
OO ND TR DQ

path, keySpec + findObjectWithImpreciseKey(target)

# Procedure 1: Fill the cache with redundant objects
buster List + ||
repeat
buster Request < generateCacheBuster(path, keySpec)
sendGET (buster Request)
buster List.append(buster Request)
until isCacheFull() = True

: # Procedure 2: Refresh the TTL of cached objects
: loop

for all buster Request € busterList do
response < sendH EAD(buster Request)
if response.cacheStatus = Miss then
sendG ET (buster Request)
end if
end for

: end loop

6.3.1 Overview

WCO follows the below steps, also illustrated in Algorithm |5 with specific lines refer-

enced in the text.

1 Pick a target victim website fronted by a web cache. Prior knowledge of the

cache capacity, cache eviction algorithm, or traffic patterns to the website is not
necessary. However, if this information is available, it can be used to optimize the
attack.

Identify a cacheable object specified by an imprecise cache key (line 1). This is
the object that the attack will fill the cache with, and large files are better.

Abuse the imprecise cache key definition to generate a unique cache buster; i.e.,
a request for the cacheable object with the appropriate keyed element modified
to cause a cache miss, resulting in a fresh copy of the object being fetched from
the origin and stored under a new cache key. Repeat this process until the cache
is approximately filled to capacity with redundant objects. Also keep a list of all

generated cache busters (lines 3-9).

At this stage, the origin is suffering the full consequences of the attack due to

cache degradation resulting in repeated cache misses for legitimate traffic. The
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number of entries in the list of cache busters we maintain matches the number of
objects needed to fill the cache.

4 To maintain the attack and prevent legitimate traffic from eventually recovering
the cache locality for popular objects, cycle through the list of cache busters used
for filling the cache in the previous step, and probe them with HEAD requests
(lines 11-19). The HEAD request refreshes the cache time-to-live (TTL) of the

bogus object, preventing it from getting evicted.

5 If the response for any HEAD request indicates a cache miss, that implies that
the corresponding bogus object was already evicted. Therefore, restore it to the

cache by sending a new GET request with the same cache buster (lines 15-16).

In Algorithm 5, the routines sendGET and sendHEAD are self-explanatory. We
discuss the undefined routines findObject WithImpreciseKey and isCacheFull later in

the following subsections.

6.3.2 Cost Considerations

As with any volumetric attack, WCO is only meaningful when the damage inflicted on
the origin server outweighs the cost incurred by the attacker. We define the metric
Damage Ratio (DR) to measure the effectiveness of the attack based on the disruption
of the cache hit rate. DR is calculated by measuring the increased traffic that reaches
the origin server due to cache misses resulting from the attack, divided by the attacker’s
bandwidth expense. A higher value indicates greater disruption relative to the attacker’s

resource investment.

DR — Tattack - Tnormal

Twco

where:

® Tioma: Volume of traffic reaching the origin server due to cache misses under

normal conditions.

o T.itack: Volume of traffic reaching the origin server due to cache misses during the
attack.

o Tweco: Traffic generated by the attacker.

108



Chapter 6. Web Cache Overflow

The target cache’s capacity and size of the redundantly stored object directly factor
into the cost, as they influence the number of requests necessary to fill the cache and
maintain the attack. Consequently, the use of HEAD requests during attack main-
tenance is intentional. Since responses for HEAD requests do not contain the body
payload, this greatly reduces the client-side bandwidth, and therefore the attack cost.

Beyond these general considerations, the client-side bandwidth may be further re-
duced by exploiting the implementation quirks of the victim cache server. We identified
two such opportunities in our experiments.

First, servers may be configured to perform opportunistic caching by upgrading a
client’s HEAD requests to GETs before forwarding them to the origin, and storing the
resulting object without transferring it back to the client. If targeting such a cache,
all GET requests in our methodology can be replaced with HEADs and lines 15-17
in Algorithm 5 eliminated, resulting in the same disruption, but without making the
attacker incur the cost of receiving the response payload. Our experiments showed that
NGINX and Varnish behave this way under their default configuration.

Second, servers may allow for early termination of connections while still caching
the response, allowing the attacker to issue GET requests but not read the response,
resulting in a similar bandwidth optimization. In our experiments, Squid was the sole
server that required the client to consume the entire body before caching an object,
while all other caches allowed early termination.

Also note that, while the legitimate traffic received at the website will compete with
the attacker’s probes for cache space, and result in some bogus objects getting evicted
until they can be restored via the TTL refresh loop (Steps 4-5 in the overview, lines
11-19 in Algorithm 5), that does not imply better traffic offload for the origin. Since
the cache is still at storage capacity, even this temporary caching of genuinely popular
content will result in cache thrashing, and fail to remediate the cache degradation. We

demonstrate this effect later in our evaluation, in Section 6.4.

6.3.3 Finding Objects With Imprecise Cache Keys

Identifying a cacheable object with an imprecise cache key definition, ideally a large
one, hosted on the target website is an essential part of WCO. Thankfully, this process
can be automated using the cache-busting methodology that we previously presented
in Chapter 3 to cache bust requests. We adapt and extend that methodology for our
purposes here.

Specifically, we implement a recursive web crawler that is seeded by the target web-
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site’s domain. The crawler issues GET requests for the resources linked from the crawled
pages, and checks the response for indications of caching. These include response header
heuristics compiled in Chapter 3.

Once the crawl is complete, yielding a list of cacheable objects, we sort these by
object size in descending order, and work through the list to automatically reverse
engineer their cache key definitions. This process involves crafting a GET request for
that object, systematically modifying the frequently keyed HT'TP elements in isolation,
sending the mutated request, and checking the response for cache status indicators
using the aforementioned header heuristics. In particular, we test the following, in the

given order:
1 Modify the query string.

2 Include and modify the headers drawn from keyed fields observed in default con-
figurations of popular cache technologies (i.e., Origin, User-Agent, X-Forwarded-
Host, X-Forwarded-For, X-Method-Override, Accept, Accept-Language, Accept-
Encoding, X-Forwarded-Scheme).

3 Edit the values of headers specified with the Vary header.
4 Include Cache-Control: no-cache.

5 Add arbitrary cookies.

When we find one object for which we observe a cache miss that can be induced by
these attempts, we can stop the process. Detecting one object impacted by an imprecise
cache key issue is sufficient for the attack.

This is depicted on line 1 of Algorithm 5 with the routine findObject WithImpre-
ciseKey, which returns both the path for the exploitable object, and the imprecise
cache key definition, allowing us to generate an arbitrary number of cache busters by

varying the appropriate keyed HT'TP element.

6.3.4 Detecting When The Cache Is Full

Finally, an accurate approximation of when the cache is full and the attack is at its
peak is an important signal for the attacker. On the one hand, over-approximating the
number of redundant objects to cache is costly, as generating new cache busters and
sending GET requests for them incur a higher cost than the TTL maintenance loop of

sending HEAD requests, providing no real benefit in the process. On the other hand,
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under-approximating this number means that the attacker switches to the maintenance
loop too early, leaving space in the cache for genuinely popular objects, and hence

under-utilizing WCO. We propose two methods to tackle this problem.

First, if the cache capacity can be accurately estimated, the solution is trivial since
the stored object size is also known; (cache capacity / object size) is the approximate
number of objects that the attacker must store. Naturally, this information may not
be known for most proprietary deployments; however, also note that many produc-
tion systems rely on pre-packaged software with baked-in defaults (e.g., caching proxies
deployed via containers in public registries, managed cache components provided by hy-
perscalers like AWS, Azure, GCP) making informed estimations practical if contextual
clues for the deployment setup exist. We use a similar methodology in our evaluation,

in Section 6.4 to collect information on commonly seen cache sizes.

Second, when cache capacity estimation is not feasible, attackers can perform their
own cache hit rate monitoring. Specifically, one can select a highly popular cacheable
object (e.g., an image banner on the homepage), periodically issue requests for that
object while the attack is in progress, and monitor the cache hits and misses. Observing
a cache miss for an object served from the homepage is unlikely and could alone indicate
that the attack has escalated to high severity. The attacker can then decide whether
to cache more objects or switch to TTL maintenance depending on the cache hit/miss

rate calculated over these monitoring probes.

6.4 Evaluation

We now evaluate how WCO performs in practice through a set of detailed experiments.

Unfortunately, testing WCO on real-life websites is not feasible. DoS attacks are
explicitly prohibited on all major bug bounty platforms. Even if testing is throttled
in an attempt to limit damage, volumetric attacks have real performance and cost

consequences for website operators.

Therefore, we perform the bulk of our evaluation ethically in a controlled lab environ-
ment, by attacking our own test infrastructure, without disruption to or other negative
implications on other parties. This is aligned with all the cache pollution works we cited
in Section 6.1, and is the overall standard approach in DoS research. To ensure our
evaluation methodology reflects reality, we first perform a set of Internet measurements

and then design the rest of the experiments guided by real-life observations.
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Table 6.1: Effectiveness of cache-busting techniques on large objects with imprecise
keys. Percentages are calculated over the total number of websites with cacheable
objects, 4000.

Cache-buster # of Objects

Query string 2672 (66.8%)
Accept-Encoding 852 (21.3%)
User-Agent 53 (1.3%)
X-Forwarded-For 25 (0.6%)
Accept 183 (4.6%)
Origin 1778 ( )
X-Method-Override 1398 (34.9%)
( )

( )

)

)

)

)

X-Forwarded-Scheme 1379
X-Forwarded-Host 1329
Accept-Language 102 (2.5%
Cookie 61 (
Vary 363 (9.1%
Cache-control 25 (

6.4.1 Imprecise Cache Keys And Object Size In The Wild

Identifying cacheable objects with imprecise cache keys is the prerequisite for WCO.
Therefore, we first perform a large-scale Internet experiment to determine whether
imprecise cache keys indeed exist in popular websites. While doing so, we also measure
the sizes of these cache-bustable objects, as this is a critical parameter that influences
the viability of WCO that we must evaluate later.

We conduct this measurement on the Tranco top 10k domain list generated on April
7, 2025 [99]. ' We follow the same methodology discussed in Section 6.3.3, where we
crawl each website, identify cacheable objects, and then automatically reverse engineer
their cache keys. We limit the crawl to a maximum of 10 pages on each of at most
10 unique subdomains per website, in order to avoid generating unreasonable traffic
volumes. During cache key reversing, we process objects by size in descending order, and
stop the experiment when we find the largest object with an imprecise cache key. Our
objective is not to perform a comprehensive measurement study detailing all exploitable
objects, but to demonstrate the existence of at least one such object on a website,
therefore minimizing the experiment’s burden on production systems.

Out of the 10k websites in our dataset, we were able to crawl 5437, while the rest

did not respond to HTTP either due to infrastructure issues, or potentially because

! Available at https://tranco-list.eu/list /LJL44.
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of bot detection defenses. Among the websites successfully tested, we found 4000 that
contained cacheable objects, and 3600 of these contained at least one exploitable object
with an imprecise cache key. We were unable to detect an imprecise cache key for any
object on the remaining 400 websites. ?| Table 6.1 further breaks down the vulnerable
keyed elements in the imprecise cache keys for these 3600 objects. The five-number sum-
mary for the exploitable objects is as follows: Min = 2bytes, Q1 = 0.12 MB, Median =
0.37MB, Q3 = 1.02MB, Max = 187.54 MB.

We note that these numbers are lower bounds due to the limits we imposed on
the crawl due to ethical considerations (e.g., we did not make attempts to bypass bot
detection techniques, which are commonly utilized for big file downloads). Case in
point, our experiment did not catch a 6 GB operating system image hosted on one of
the tested sites, which we later manually confirmed to have an imprecise cache key.

To empirically demonstrate this lower bound, we randomly sampled 100 websites
from the subset of sites that presented exploitable objects smaller than the median size,
and manually searched each site for larger exploitable objects. 16 sites redirected to
other domains and were therefore discarded. On 72 sites, we found larger exploitable
objects, and on only 12 sites, we did not find any. Following is a five-number summary
of the size increase ratios between the largest manually discovered exploitable object
and the previously automatically detected one: Min = 2.96, Q1 = 43.84, Median =
148.53, Q3 = 1605.43, M ax = 59507.35. This indicates that in many cases, significantly
larger cacheable objects with imprecise cache keys exist on the same website.

Figure 6.3 shows the object sizes, where websites are organized into buckets corre-
sponding to the size of the largest object on them (in blue), and the largest object with
an exploitable imprecise cache key (in orange).

This experiment confirms that imprecise cache keys are indeed very common, and
they can be automatically detected. As for the object size distribution, we confirm that
more than 25% of websites have exploitable objects larger than 1 MB, extending into
the 100 MB range. However, the median is fairly small at 0.37 MB. We leverage the
insights from this measurement in the rest of our evaluation, and test how these object

sizes influence the success of WCO.

6.4.2 Cache Capacity In The Wild

To establish realistic cache capacity values to use in our experiments, we selected five

popular open-source caching proxy technologies (i.e., Apache Traffic Server (ATS),

2We triple checked that 4000, 3600, and 400 are indeed accurate results!
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Distribution of Largest Cache-Busteable File Sizes per Site
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Figure 6.3: Websites grouped into buckets based on the largest detected object size (in
blue), and the largest object with an imprecise cache key (in orange).

Table 6.2: Cache sizes observed in configurations on GitHub. “#” denotes the number
of configurations we analyzed.

Proxy # Min (MB) Q1 (MB) Median (MB) Q3 (MB) Max (MB)

ATS 23 144 256 256 10240 1048576
HAProxy 34 4 20 164 512 4095
NGINX 29 73 256 1024 1024 51200
Squid 21 16 100 012 2000 51200
Varnish 20 1 256 256 1280 32768

HAProxy, NGINX, Squid, and Varnish), and searched GitHub for projects that use
them via the GitHub API. We then analysed the cache configurations these projects
are bundled with.

This process yielded 127 projects with valid cache configurations—a sample list is
available in Appendix Bl Table 6.2 summarizes the results, showing that the median
cache store capacity does not exceed 1 GB for any configuration. While the vast ma-
jority of caches were below 50 GB, we found a few outliers for ATS that exceeded 100
GB and maxed out at 1 TB. We designed the rest of the experiments in this section in

light of these findings.
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6.4.3 WCO With Common Defaults

We perform our first WCO experiment with the same selection of five caching proxies
as above. This is an initial attack feasibility validation, using the common values we
draw from the above measurements for cache configuration parameters.

We configure all proxies to cache every response. We work with objects of size 1
MB, and we set the cache capacity to 50 GB, both informed by our observations in the
previous experiment. The only exception is HAProxy, for which the maximum cache
capacity is 4095. Other configuration parameters are left at their default settings. In
particular, all caches employ the Least Recently Used (LRU) eviction algorithm, and
they define their cache keys to include the query string, allowing us to perform cache
busting by modifying its value.

To simulate the routine traffic a website receives, we use Web Polygraph, a bench-
marking tool for caching proxies and other web intermediaries [I05]. Web Polygraph
provides a client component that generates the traffic, and a server component that
responds to that traffic. We can then place the tested cache in between, measuring
metrics such as the cache hit and response time.

Web Polygraph provides predefined workloads simulating common traffic patterns.
We use the workload simple.pg.® This workload represents a mix of repeated and non-
repeated requests with a configurable request rate, which directly affects the cache hit
rate during the experiment. By default, the recurrence rate is set to 55%, meaning that
Web Polygraph requests the same resources 55% of the time. Since we set all responses
to be cacheable, we anticipate a consistent hit ratio of around 55%. We configure Web
Polygraph to issue 100 requests per second.

We test each cache in isolation by deploying it as a reverse proxy in our lab environ-
ment, in front of our origin server that serves static files of varying sizes. The attacker’s
requests are routed to this origin, while the simulated routine traffic is directed to Web
Polygraph’s server. The two routes share the same cache. As a result, the impact of
WCO manifests in Web Polygraph’s benchmarks.

For each experiment, we first run Web Polygraph for 10 minutes without performing
any attack to warm the cache. We then run WCO for the next 30 minutes. During both
phases, we record the cache hit rate and the mean response time. Compared to the
subsequent experiments, we use a longer attack duration here to clearly illustrate the
attack’s warm-up and maintenance phases.

Table 6.3 presents the results, highlighting the average cache hit rate and mean

3https://github.com/albertok/web-polygraph/blob/master/workloads/simple.pg
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Table 6.3: WCO impact. “HR” stands for Hit Rate, and “RT” for Response Time.
Values are averages over the 10-minute phases before and during WCO.

Before During
Cache HR RT (ms) HR RT (ms)
ATS 95.1 1.1 6.2 13.3
HAProxy 55.1 0.0 0.9 0.8
NGINX 55.1 0.0 2.2 15.0
Squid 55.1 1.0 6.7 1471.2
Varnish 55.1 0.0 0.6 0.0

response time for each cache technology at each experiment phase. The results show
that WCO significantly degrades performance in all cases. The cache hit rate drops
towards 0%, and in turn, the mean response time increases with the origin server’s
traffic load. Figure 6.4 visually depicts the cache hit rate drop as the attack progresses.

The results so far are promising, demonstrating that WCO renders the cache inef-

fective under widely used default configurations.

6.4.4 WCO With Varying Parameters

We next perform a set of experiments to see how cache capacity and cached object size
influence the outcome. Having shown that WCO is agnostic to the cache technology
implementation, we perform the remaining tests using NGINX as our choice of caching
reverse proxy.

In these experiments, we also measure bandwidth and calculate the Damage Ratio
(DR) as the parameters vary, in order to realistically validate that WCO is a practical
DoS attack. During attack maintenance, we throttle our attack traffic rate to complete a
full TTL refresh cycle within 60 seconds (i.e., every cached duplicate receives a HEAD
request every 60 seconds approximately), rather than sending requests as quickly as
possible. This helps achieve a higher DR to better illustrate the attack’s viability. We
note that our choice of 60 seconds is extremely conservative; cache TTLs for popular

objects can range from hours to days in real-life applications.

Cache Capacity

We run four tests with NGINX configured with a cache storage capacity ranging from
1 GB to 100 GB, informed by our previous measurement experiment. We also repeated

the attack using several objects of different sizes in our exploratory studies, ranging
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Figure 6.4: Cache hit rate before and during WCO with different caching technologies.
The cache size is 50 GB, while the object size is 1 MB.

from 100 KB to 500 MB; here, we present the results with a 1 MB file.

Figure 6.5/ shows the cache hit rate before and during the attack, once again demon-
strating that WCO rapidly degrades performance in the same way, regardless of the
cache capacity. However, we also see in Table 6.4 that the cache capacity has a notable
impact on the attacker’s cost. Bigger caches require more objects to fill, which in turn
translates to higher bandwidth. We stress that this is a conservative case. As we show
in the next experiment, the attacker could employ bigger objects to perform the attack
efficiently on a 100 GB cache. We remind that the attacker does not need to download
the full body of each response, as explained in Section 6.3, which is why the bandwidth

values are significantly lower than the cache capacity.
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Table 6.4: WCO cost with an object size of 1 MB and varying cache capacity.

Cache Capacity Thefore Turing Twco DR
(GB) (MB) (MB) (MB)

100 351.37 678.25 153.77 2.13
90 348.42 684.02 133.55 2.51
10 349.98 707.79 36.05 9.92

1 348.76 618.35 3.64 74.05

Table 6.5: WCO cost with a cache capacity of 50 GB and varying object sizes.

Cache Cap ac lty Tbefore Tduring TWCO DR

(GB) (MB)  (MB)  (MB)
500 357.82 676.78 15.31 20.84
10 351.92 583.28 7.76 29.83

1 348.42 684.02 133.55 2.51
0.1 350.65 571.81 391.43 0.57

Object Size

We now configure NGINX with a cache capacity of 50 GB and perform WCO using five
different object sizes, ranging from 100 KB to 500 MB.

Figure 6.6 shows the resulting cache hit rate, demonstrating that WCO works re-
gardless of object size. Table 6.5 confirms our intuition that larger objects yield far
better DR values, but even with a 1 MB object, WCO remains viable.

6.4.5 Eviction Algorithms

LRU is the most common, and often the only supported eviction algorithm, with many
web cache technologies. Yet, some of the works we cited in Section 6.1] specifically
explore the use of other caching strategies in their defences against cache pollution
(e.g., [69]). Therefore, we also evaluate the impact of different eviction algorithms on
the effectiveness of WCO.

For this particular experiment, we use Squid instead of NGINX, since only Squid
supports the variety of eviction algorithms we would like to test. We set the cache ca-
pacity to 50 GB, and the cached object size to 1 MB. We then run tests for each eviction
algorithm that Squid supports: LRU, heap LFU, heap GDSF, and heap LFUDA.

Table 6.6 presents the results of this experiment. In short, we saw no difference of

note between these different eviction algorithms, and we conclude that WCO is robust
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Figure 6.5: Cache hit rate before and during WCO with NGINX for various cache
capacities and an object of 1 MB.

against tweaks to the caching strategy. This confirms our previous claim that cache

eviction details are irrelevant for the WCQO’s abuse mechanism of filling a cache to
capacity.

6.4.6 WCO-facilitated Cache Poisoning

As we previously pointed out, instead of using WCO for DoS purposes, an attacker can
also utilize it as a cache purge mechanism to facilitate other attacks. In this section, we
demonstrate this capability by implementing a proof-of-concept cache poisoning attack
against a vulnerable web application.

We add to our experiment setup a web application containing a reflected XSS vul-
nerability, served from the origin. We experiment with different cache capacities, and
employ a 1 MB file for the attack. In this experiment, we employ smaller caches be-

cause we found that with larger caches, the attack takes an impractically long time to
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Figure 6.6: Cache hit rate before and during WCO with NGINX for different file sizes
and cache capacity of 50 GB.

succeed. Attackers with more resources or larger objects could overcome this limitation
and poison larger caches.

We start the test in a state where a response for the vulnerable endpoint is already
cached, as it would be in a real-world scenario. The test scenario is as follows. The
vulnerable endpoint regularly receives requests from arbitrary clients. The attacker
starts a WCO attack, which would eventually evict the legitimate object. At that
moment, the attacker would have a short window of opportunity to exploit the XSS and
cache the resulting malicious response over the legitimate endpoint. This opportunity
is lost if the server receives a request for the endpoint before the attacker can act, as
that would once again restore the legitimate object to the cache, and the attacker would
need to sustain WCO and wait for that object to get evicted again.

We let this scenario play out with simulated traffic representing arbitrary clients.
The attacker performs WCO as usual, while simultaneously trying to poison the vul-

nerable endpoint, competing with regular traffic. We experiment with various routine
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Table 6.6: WCO impact on Squid with different eviction algorithms.

Before During
Eviction Algorithm HR RT (ms) HR RT (ms)
Heap LRU 55.3 0.7 36.7 375.4
LRU 55.3 0.7 34.2 364.6
Heap GDSF 55.3 0.7 35.2 412.3
Heap LFUDA 55.3 0.7 35.2 381.8

Table 6.7: Average time required to successfully perform cache poisoning by leveraging
WCO to purge a target object with different cache capacities and varying regular traffic

rates. “-” means the attack did not succeed in a 15 minutes timeout.
Request Rate (r/s) Average Time to success (s)

(req/s) 1024 MB 2048 MB 4096 MB

1 32.0 49.0 15.8

10 30.2 50.0 -

50 18.0 63.8 -

100 92.6 108.4 -

request rates for the endpoint, and we perform 5 trials for each of these experiments to
measure the average time for a successful poisoning attack.

Table 6.7 shows the results. As the endpoint receives traffic at higher rates, the
attacker’s window of opportunity for finding the legitimate object evicted gets smaller.
Despite that, the attack succeeds within minutes. In practice, this difference in timing
is likely of no consequence for the attacker, as long as the cache can be poisoned within
a reasonable amount of time. We conclude that WCO may indeed provide the attacker
with the capability to purge specific objects of interest from a cache on command, and

facilitate exploitation of previously immaterial vulnerabilities.

6.4.7 Summary of Results and Limitations

Our measurements over Tranco top 10k show that more than one third of these popular
websites have cacheable objects with imprecise cache keys, confirming the premise for
WCO.

The remaining experiments demonstrate that the core mechanism of WCO, that is,
filling caches with duplicate objects, forcing the eviction of everything else, and leaving
the cache in a perpetual state of cache thrashing, is viable with all tested caching

proxies, regardless of the parameters such as cache capacity and exploitable object size.
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These parameters, however, do have practical impacts on whether WCO is viable as
a DoS vector. Extreme values (very small files, very large caches) can become cost-
prohibitive, resulting in low DR values. This is an inherent limitation of the mechanism
and methodology we propose in this research, and there are cases where WCO may not
be an effective attack.

However, as also evidenced by our study of commonly seen object sizes and cache
capacity configurations in the wild, such extreme values for these parameters are not
the norm, and there are many opportunities to launch viable WCO attacks in realistic

web application deployment settings.

6.5 Mitigations

We now describe a number of mitigation strategies for WCO, and test their effectiveness.

6.5.1 Cache Deduplication

An effective mitigation against WCO is deduplication. Cache deduplication may be im-
plemented by computing checksums of cacheable responses as they are received, com-
paring them against the checksums of already cached objects, and only storing a new
copy if the object is unique in storage. Otherwise, a data structure would be updated

to associate the different caches with a single stored copy of the object.

While deduplication is a well-known technique designed for this exact problem, its
application to web caches could be challenging. Both the checksum computation and
the cache key tracking data structure management tasks can get prohibitively costly
for a busy server, and worse, cause processing delays, increasing application response
times.

We run a simple experiment to estimate this cost by checksumming files of vari-
ous sizes and measuring the time the operation takes. We test a cryptographic hash
(i.e., SHA512), and also a non-cryptographic checksum (xxHash, specifically the XXH3
variant [142]) designed to be very fast to compare. We perform 1000 trials for every
experiment, and present the average times elapsed.

Table 6.8 summarizes the results. This may appear negligible in isolation, but given
that today’s production platforms process millions of requests per second (e.g., [7]),

processing cycles and latency may quickly become unreasonable.
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Table 6.8: Average CPU time over 1000 runs to compute file hashes and checksums.

xxHash SHA 512

File Size Avg. CPU Time (s) Avg. CPU Time (s)
500 MB 0.24258 0.81138
10 MB 0.00548 0.02170
5 MB 0.00288 0.01296

1 MB 0.0007 0.00304
500 KB 0.0004 0.00161
100 KB 0.00013 0.00042

6.5.2 Anomaly Detection

Anomaly detection is the main defence approach adopted by nearly all cache pollution
defence works we referenced in Section 6.1. Most relevant for our context, the works
by Gao et al. and Deng et al. that present cache pollution attacks and defences on
forward web caches propose a detection scheme based on various request and traffic
features [48], [30]. These works show that their approach is effective, but it also comes
with processing overhead and false positives. Moreover, it can take up to 10 hours to
catch anomalies. These downsides are not unique to the cited works, and are expected
of any anomaly detection approach to security.

WCO can also be detected in this manner, likely more easily than other cache pol-
lution attacks, due to its noisier nature. If the shortcomings of anomaly detection are
acceptable, this could be a viable solution. However, we also expect the costs to be
material for a real-life application, and as discussed in the cited works, IP blocking
capabilities themselves may be weaponized by an attacker to block NAT gateways. All
in all, we do not believe anomaly detection should be the preferred approach if a more

effective solution can be found.

6.5.3 Rate Limits

WCO generates a large volume of traffic sustained over a long time for the TTL mainte-
nance loop. Therefore, we explore rate limiting separately from more advanced anomaly
detection as a less costly option. We conduct an experiment with the same evaluation
setup to test this approach. We use NGINX, set the cache capacity to 50 GB, and
employ a 1 MB file as the cached object. We configure Web Polygraph to issue 10 re-
quests per second from 10 different IP addresses, for a total of 100 requests per second.

We run Web Polygraph for 10 minutes without performing any attack, and then run
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Table 6.9: WCO cost with different rate limits, a cache of 50 GB and an object of 1
MB.

Rate Limit Before During
(req/s) HR RT (ms) HR RT (ms)
50 55.1 0.0 54.9 0.0
10 54.6 0.0 54.6 0.0
5 38.4 0.0 37.8 0.0
1 11.7 0.2 10.1 0.7

together with WCO for another 10 minutes. In both phases, we measure the hit rate
and the mean response time of the cache. We repeat this experiment while applying
various rate limits at the cache, ranging from 1 to 50 requests per second. We tune
the attack intensity to match the rate limit in each experiment. If the attacker issues
requests faster than the configured limit, the rate limiter will begin dropping excess
requests. Those drops will discard many of the attacker’s requests and prevent the
sustained traffic required to fill the cache. Conversely, an attacker that reduces its rate
to be at or below the measured limit can avoid being dropped and, although the attack
proceeds more slowly, given sufficient time, it can still gradually populate the cache. In
our experiments, we calibrate the attack rate to the applied limit. In the real world, an
attacker could easily spot and measure the rate limit and adjust accordingly.

Table 6.9 shows the cache hit rate before and during the attack. The results indicate
that rate limiting is effective in reducing the attack’s impact. As expected, the more
restrictive the limit, the higher the cache hit rate during the attack. That said, rate
limits below 10 requests per second, while being effective in reducing the impact of
the attack, naturally also impact regular traffic, causing a drop in the cache hit rate
before the attack begins. This once again demonstrates that rate limits cannot be
applied generally to all traffic without hurting normal traffic flows, and just like anomaly
detection, false positives can be disruptive, or they can even be weaponized by an

attacker to get legitimate clients blocked.

6.5.4 Stricter Cache-Key Design

Abuse of imprecise cache keys is a necessary precondition for WCO. That also makes
eliminating imprecise cache keys the optimal mitigation. In light of all the conceptu-
alization, discussion, and experiments we presented in this work, we argue that this is
the preferred approach. The main drawback of this approach is that it requires web-

site operators to thoroughly analyze their cache configurations and apply the necessary
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corrections. At the same time, the same imprecise cache detection methodology we
presented in Section [6.3.3| can be repurposed to run deep crawls on websites and iden-
tify all problem cache keys, automating the bulk of the work. Revising the cache key
still requires manual work informed by contextual knowledge of the surrounding appli-
cation, but we argue that this cost is preferable over the challenges of sifting through
false positives or suffering a sustained performance overhead.

Case in point, we developed a penetration testing tool that automates the systematic
detection of imprecise cache key configurations on websites. The tool functions as a
web crawler that recursively explores a target site, collecting and testing all accessible
resources. For each resource, it issues a series of HT'TP requests, each differing from the
baseline request by a random modification to one element; specifically, the query string,
selected headers, or cookies. The tool then applies response header heuristics derived
from the work of Mirheidari et al. [88] to determine whether a given modification caused
the request to bypass the cache. If a modified request results in a cache miss while the
corresponding response remains identical to the unmodified version, the tool infers that
the cache key configuration is imprecise. The tool provides recommendations to the
user on how to patch its findings using natural language. The tool is based on the
methodology discussed in this chapter, and released as open source for researchers and
practitioners to use freely in their own environments.

All in all, we assert that the consequences of imprecise cache keys should be com-
municated to website operators and cache administrators, and crafting strictly precise

cache key definitions should be considered a best practice.

6.6 Discussion

6.6.1 Novelty

We now reiterate the differentiating factors between WCO and prior cache pollution
strategies. While traditional attacks rely on knowledge of cache access patterns, file
popularity distributions, or the specific eviction algorithms employed by the target,
our results show that WCO operates entirely without such information. Our attack is
solely based on identifying imprecise cache keys: a process that, as demonstrated in
Section 6.3 and Section 6.4.1, can be trivially automated. This simplicity makes the
attack both easier to deploy and more general in scope, removing the need for any
target-specific reconnaissance or fine-tuned strategies. WCO ’s actively generates arbi-

trary cache entries using cache-busting techniques, rather than relying on pre-existing
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unpopular resources, removing any constraints imposed by the amount and size of the
existing content available on the victim site. WCO is in fact only limited by envi-
ronmental factors, such as available bandwidth, server-side rate limiting, or the cache
expiration policy.

Furthermore, leveraging lightweight HEAD requests instead of full object downloads
enables sustained disruption with minimal effort and very low bandwidth and compu-
tational cost, making it accessible even to resource-limited adversaries. Finally, the
consequences of WCO extend beyond mere cache performance degradation. Its abil-
ity to force eviction of arbitrary objects enables new avenues for exploitation, such as
cache poisoning or cache-based side channels, by removing the usual precondition that
the targeted resource must not already be cached. We discussed how, for instance, an
attacker can leverage WCO to create a window of opportunity for turning a reflected
XSS vulnerability into a stored one through cache poisoning. Overall, we argue that
the results presented in this chapter highlight that WCO is not a minor variation of

existing cache attacks, but a fundamentally different threat model.

6.6.2 What About Content Delivery Networks?

In this chapter, we focused our discussion on server-side caches, and in particular for
our evaluation, stand-alone caching proxies. This scope is not unrealistic; such caching
reverse proxies deployed in multiple layers are ubiquitous and essential components of
scalable web and cloud architectures. That said, Content Delivery Networks (CDNs)
that operate massively distributed Internet overlays of caching reverse proxies also
provide immense amounts of caching capacity to the web.

Unfortunately, we cannot perform experiments with CDNs due to the aforemen-
tioned ethics considerations. Regardless of the effectiveness of the attack, there would
be a cost to the infrastructure operators, and furthermore, volumetric attack testing is
explicitly prohibited in the Acceptable Use Policies of all major CDNs we checked.

Even without testing, we assume that WCO would not work on CDNs. While there
are no public records of CDN cache sizes, a quick Internet search reveals many specu-
lative accounts of CDNs deploying caches with capacities that are orders of magnitude
bigger than common stand-alone cache configurations. As evidenced by our evaluations,
WCO does not yield a viable DR value at such extreme values. Therefore, we operate
under the assumption that WCO is not relevant for CDNs, and this is a fundamental
limitation of our work.

To confirm this assumption and to notify them of our work, we contacted Akamai,

126



Chapter 6. Web Cache Overflow

AWS CloudFront, CDN77, Cloudflare, Fastly, Google Cloud CDN, KeyCDN, Bunny
CDN, and OVHCloud. We shared our findings with them by providing a summary of
this research, our proof-of-concept attack tools for their testing, and asking for their
feedback.

Akamai, Cloudflare, Fastly, and Google all acknowledged the research, but also
confirmed that WCO would not be possible at their scale. AWS responded by saying
that DoS attacks are out of scope for their bug bounty program (even though we did
not seek a bounty), and did not provide further comments. The remaining parties did

not respond to contact attempts.

6.6.3 Ethical Considerations

All the attack experiments we present in this chapter were conducted in realistic, but
controlled, lab environments, with no ethical implications.

We also designed the Tranco top 10k experiments to minimize the traffic load on
the targeted websites and to eliminate all damage outcomes. Specifically, we limited
our crawls to at most 10 subdomains for each website, and to visit at most 10 pages
per subdomain. We also limited our traffic rate to 1 request per second to avoid over-
whelming the servers. To minimize the overhead of testing the websites for imprecise

cache keys, we stopped on detecting the first successfully cache-busted object.

Most importantly, we note the following additional ethical considerations. The
issue we present is a consequence of imprecise cache key configuration rather than a
vendor-specific implementation vulnerability; consequently, disclosure to caching-proxy
software vendors was not appropriate or likely to be actionable. This is fundamentally
a configuration problem affecting website and proxy operators. We did not perform
vulnerability detection on production sites that use caching proxies, which would have
required active experiments capable of causing DoS. Conducting such testing would
have been unethical and out of scope, even for sites that publish vulnerability disclosure
policies, so we refrained from active probing. Therefore, we did not identify or report
any specific vulnerable sites.

Finally, we did not issue a separate public advisory because, to our knowledge,
no CERT-like organization accepts advisories covering broad configuration-class issues
of this scope. Instead, this chapter itself documents the problem, its impact, and
recommended mitigations and therefore serves as a public advisory for operators and

researchers.
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6.7 Chapter Summary

In this chapter, we presented WCO, a novel cache pollution attack that abuses imprecise
cache keys to fill a web cache with duplicate objects, forcefully purges other content,
and causes severe cache degradation. We demonstrated that the primary impact of
WCO is a Denial of Service, but also showed that its ability to purge specific objects
on command can be a valuable tool for adversaries to facilitate other attacks, such as
cache poisoning. A key novelty of WCO is its simplicity and broad applicability; unlike
prior work, it does not require any knowledge of the cache’s eviction algorithm or
the website’s traffic patterns. Instead, it leverages imprecise cache keys: a fundamental
misconfiguration in how caches are often set up, making it a threat that can be exploited
by unsophisticated attackers.

Our evaluation confirms the viability of WCO in practice. A large-scale measurement
study on the Tranco top 10k websites revealed that imprecise cache keys are widespread,
with over a third of the popular websites having cacheable objects that could be ex-
ploited. Subsequent lab experiments with popular caching proxies like NGINX, Squid,
and Varnish, demonstrated that WCO is effective across different technologies, cache
capacities, object sizes, and eviction algorithms. We introduced the Damage Ratio (DR)
to quantify the attack’s efficiency, showing that WCO is a practical DoS vector in many
realistic deployment scenarios. We also successfully demonstrated a proof-of-concept
cache poisoning attack facilitated by WCO. Our investigation acknowledges the limita-
tions of the attack, concluding that large-scale Content Delivery Networks (CDNs) are
likely not vulnerable due to their massive cache capacities, a conclusion supported by
feedback from several major CDN providers.

Finally, we explored various potential mitigations. While strategies like cache dedu-
plication, anomaly detection, and rate limiting can be effective to some extent, they
all come with significant drawbacks, such as performance overhead, complexity, false
positives, or impacting legitimate users. We conclude that the most effective and ef-
ficient solution is to address the root cause: imprecise cache keys. By ensuring that
every unique cache key maps to a unique object, website operators can eliminate this
attack vector entirely. We argue that designing precise cache keys should be considered
a security best practice, and believe that raising awareness of the severe security im-
plications of imprecise cache keys is crucial for improving the security and resilience of

the web ecosystem.
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Chapter 7
Conclusions

In this thesis, we have presented a comprehensive analysis of the impact of security
vulnerabilities in web caches. We began by exploring the fundamental role that web
caches play in enhancing web performance and user experience. Web caches have be-
come crucial components of the modern web ecosystem, significantly reducing latency
and bandwidth consumption. They are indispensable for meeting the high performance
expectations of users and ensuring the efficient delivery of web content. Several stud-
ies have shown how even small delays in loading times can lead to frustration, users
abandoning websites, significantly impacting the profit of online businesses. However,
despite their apparent benefits, if not properly configured and managed, web caches
also pose an underestimated security risk. Even though some studies have investigated
specific vulnerabilities in web caches, we argue that the systemic security of web caches
is still an underexplored area. This thesis, while not exhaustive, aims to fill this gap by

providing a systematic analysis of the security implications of web cache vulnerabilities.

Contributions We start by discussing different techniques to detect the presence
of web caches and to discern between cached and non-cached content in Chapter 3.
Identifying cached responses is a prerequisite for any meaningful security assessment of
web caches. However, this task is complicated by the lack of standardized headers for
conveying cache status and the selective deployment of caches. These techniques are
also crucial for developing automated tools that can scan for vulnerabilities at scale.
We present multiple approaches to tackle this challenge. The first method leverages
cache status headers, such as X-Cache, using a fuzzy matching algorithm to account for
their inconsistent and non-standardized use. The second method uses timing patterns

analysis, eliminating the need for any cache-specific headers, and is therefore applicable
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even when such headers are absent or unreliable. We conclude the chapter by exploring
alternative detection strategies which are only effective in specific deployment scenarios,
but provide insights into new avenues for cache detection. With this, we answer Re-
search Question Q1., demonstrating that it is possible to reliably detect web caches and
distinguish cached responses from non-cached ones using a combination of techniques.

Using these techniques as a basis, in Chapter 4, we present a set of vulnerabilities de-
tection techniques designed to automatically and autonomously identify security flaws
in web caches, answering Research Question (Q2.. We focus on two primary categories
of vulnerabilities that have received limited attention in prior research. Moreover, there
was a lack of automated tools for their detection, hindering large-scale security assess-
ments. The two categories we focus on are Web Cache Deception (WCD) and Cache
Poisoning Denial of Service (CP-DoS). WCD vulnerabilities allow attackers to trick
caches into storing sensitive information, which can then be accessed by unauthorized
users. CP-DoS vulnerabilities enable attackers to exploit caching mechanisms to render
web resources unavailable to legitimate users. We develop a detection technique for
CP-DoS vulnerabilities introduced by misconfigurations in the Cross-Origin Resource
Sharing (CORS) policy.

We use our vulnerabilities detection techniques to perform large-scale analysis of
the prevalence of WCD and CP-DoS vulnerabilities in the wild, uncovering a significant
number of vulnerable websites. Specifically, we find 1,180 websites vulnerable to WCD
attacks in the Alexa top 10k, and 45 websites vulnerable to CP-DoS attacks among the
6,862 websites from the Alexa top 50k that used CORS. We answer Research Ques-
tion 3., providing empirical evidence of the prevalence of web cache vulnerabilities on
popular websites.

In Chapter 5, we investigate the broader security implications of web cache vulnera-
bilities. We demonstrate how these vulnerabilities can be combined with other common
web application flaws to create novel attack vectors. Through a series of case studies,
we illustrate the potential consequences of such composite attacks, including data leak-
age, cache poisoning, and denial of service. These case studies highlight the need for
a holistic approach to web application security that considers the interactions between
caching mechanisms and other components of the web ecosystem. We answer Research
Question Q4. by showcasing the significant security impact of web cache vulnerabilities
when combined with other web issues, emphasizing the importance of comprehensive
security assessments that account for these interactions.

Finally, in Chapter 6, we introduce a new class of vulnerabilities, termed Web Cache

Overflow (WCO). WCO vulnerabilities are enabled by imprecise cache key definitions,
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Chapter 7. Conclusions

allowing attackers to fill a cache with multiple copies of the same resource, each identi-
fied by a different cache key, using cache busting techniques. This can lead to increased

load on origin servers and caches, resulting in denial of service for legitimate users.

A Systemic Issue All the vulnerabilities and issues discussed in this thesis point to a
systemic problem in the design and deployment of web caches. They all share a common
characteristic: they are not the result of isolated misconfigurations or implementation
flaws in individual web caches, but rather stem from the complex interplay between
web caches, web applications, and the broader web ecosystem. The distributed nature
of these systems makes detecting these vulnerabilities a challenging task, as they often
require a comprehensive understanding of how different components interact with each
other. There is no single entity to blame, and there are no unit tests to run, signatures
to match, CVEs to track and patches to apply. Even worse, this systemic essence makes
addressing and mitigating these vulnerabilities particularly difficult, as it necessitates
coordinated efforts across multiple stakeholders.

Moreover, the incentives for individual entities to invest in securing web caches may
be misaligned with the broader goal of enhancing web security. For instance, a website
owner may prioritize performance improvements over security considerations, leading
to configurations that favour caching efficiency at the expense of security. Similarly,
cache providers may focus on optimizing cache performance and scalability, potentially
overlooking security implications.

Solving these issues remains an open challenge for the research community, as it
requires a holistic view that maps the complex interactions between these components.

The findings presented in this thesis tackle this issue by automating the detection of
web cache vulnerabilities at scale, removing the need for manual analysis and interven-
tion, and lowering the barrier for widespread security assessments of web caches. But

they are only a first step towards a more secure web caching ecosystem.

Future Work In this thesis, we laid the groundwork for understanding and addressing
the systemic security issues associated with web caches. However, we focused primar-
ily on detection and prevalence assessment, leaving several avenues for future research.
First, there is a need for mitigation strategies to effectively address, and possibly pre-
vent, these kinds of vulnerabilities. Developing best practices, tools, and frameworks
that facilitate secure configurations and deployments of web caches is essential, espe-
cially considering the challenges involved in coordinating efforts across multiple stake-

holders. Researchers could explore ways to improve communication between websites
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and web caches regarding caching policies and security requirements, enabling more
dynamic and context-aware caching decisions without compromising security.

During our research projects, we frequently observed hesitance from website owners
and cache providers to adopt security measures by default, often due to concerns about
breaking existing functionalities and legacy systems. A notable example is Cloudflare’s
“Deception Armor” [24], which effectively mitigates WCD vulnerabilities by matching
the file extension in the URL with the actual content type. However, this feature is dis-
abled by default and not widely adopted, likely due to fears of disrupting functionality
on legacy systems. Future work could explore strategies to encourage the adoption of
such security features, or develop new mechanisms that balance security and compati-
bility more effectively.

As with other areas of web security, education plays a crucial role in improving the
overall security posture of web caches. Many developers and operators are still unaware
of the security implications of web caching, or underestimate the risks involved. It
is crucial for the research community to continue efforts in spreading awareness and
providing resources that help developers understand and mitigate these risks. This
could come in the form of guidelines and best practices, educational materials, or even
integration of security considerations into web development frameworks and tools.

Finally, as the web ecosystem continues to evolve, new caching technologies and
architectures are likely to emerge. Future research should monitor these developments
and assess their security implications, ensuring that the lessons learned from current
web cache vulnerabilities are applied to new systems. This proactive approach will help

prevent the recurrence of similar systemic issues in the future.
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Appendix A

Path Confusion Techniques

Here, we present a summary of the path confusion techniques we use in our experiments
to craft the attack URLs using our novel Web Cache Deception detection methodology.
The methodology and the experiments are thoroughly described in Chapter 4.

Table A.1| presents examples for each path confusion technique we use when crafting
the attack URLs in our comparative evaluation, and a breakdown of the findings for
each. Table |A.2 shows a similar summary for the large-scale experiment.

Path Parameter refers to the original WCD technique introduced by Omer Gil, and
the remaining 4 encoding techniques listed in the first group of rows were presented by
Mirheidari et al. in their paper “Cached and Confused”. The second group contains 7
additional path confusion techniques we propose here. While there are overlaps between
the websites each technique can exploit, combining all 12 greatly increases the chances

of exposing WCD vulnerabilities.
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Table A.1: The number of vulnerable websites detected via each path confusion vari-
ation over 404 targets in our comparative experiment. The middle rule separates the
previously known variations above from the new ones we introduce in this research
below. Percentages are calculated over the total number of true positives for each
methodology.

Path Confusion Technique Payload CC DE.uth DE

Path Parameter /random.css 13 (72.22%) 63 (54.78%) 62 (59.62%)
Encoded Newline %0Arandom.css 7 (38.89%) 90 (78.26%) 90 (86.54%)
Encoded Question Mark %3Fname=valrandom.css 8 (44.44%) 89 (77.39%) 87 (83.65%)
Encoded Semicolon %3Brandom. css 9 (50.00%) 90 (78.26%) 90 (86.54%)
Encoded Sharp %23random. css 9 (50.00%) 89 (77.39%) 88 (84.62%)
Encoded Slash %2Frandom.css 8 (44.44%) 94 (81.74%) 96 (92.31%)
Double Encoded Newline %25%30%41random. css 7 (38.89%) 90 (78.26%) 87 (83.65%)
Double Encoded Null %25%30%30random. css 6 (33.33%) 87 (75.65%) 85 (81.73%)
Double Encoded Question Mark %25%33%46random. css 8 (44.44%) 90 (78.26%) 86 (82.69%)
Double Encoded Semicolon %25%33%42random. css 9 (50.00%) 89 (77.39%) 84 (80.77%)
Double Encoded Sharp %25%32%33random. css 8 (44.44%) 89 (77.39%) 86 (82.69%)
Double Encoded Slash Y05%32%46random. css 7 (38.80%) 84 (73.04%) 88 (84.62%)

Table A.2: The number of vulnerable websites detected via each path confusion varia-
tion in the large-scale measurement over the Alexa Top 10K. The middle rule separates
the previously known variations above from the new ones we introduce in this research
below. Percentages are calculated over the total number of findings.

Path Confusion Technique Payload DE

Path Parameter /random.css 618 (52.02%)
Encoded Newline %0Arandom.css 528 (44.44%)
Encoded Question Mark %3Fname=valrandom. css 801 (67.42%)
Encoded Semicolon %3Brandom.css 863 (72.64%)
Encoded Sharp %23random. css 526 (44.28%)
Encoded Slash %2Frandom.css 559 (47.05%)
Double Encoded Newline %25%30%41random. css 383 (32.24%)
Double Encoded Null %25%30%30random. css 349 (29.38%)
Double Encoded Question Mark %25%33%46random. css 387 (32.58%)
Double Encoded Semicolon %25%33%42random. css 402 (33.84%)
Double Encoded Sharp %25%32%33random. css 386 (32.49%)
Double Encoded Slash %25%32%46random. css 365 (30.72%)
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Appendix B

Sample GitHub Repositories

Table B.1 lists a sample of the projects we detected on GitHub and analysed for cache
configurations. We present the top 10 projects for each caching proxy, sorted by popu-
larity.
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Table B.1: Samples of the 8 most popular GitHub repositories where we identified a
cache configuration for the 5 selected cache technologies.

Cache Repository Name Stars  Size (MB)
ATS apache/trafficserver 1860 256
ATS mustafaramadhan /kloxo 336 256
ATS sqawasmi /trafficserver-docker 19 256
ATS Li4n0/My-CTF-Challenges 16 256
ATS sunnyszy /Irb-prototype 9 1048576
ATS ShufanWangBGM /Reinforcement-|...| 8 524288
ATS xyp-root/geektime-hands-on-|...] 3 1024
ATS JasonGiedymin/ats-docker 2 256
HAProxy  haproxy/haproxy 5508 200.0
HAProxy  haproxytech/dataplaneapi 345 1024.0
HAProxy  haproxytech/client-native 133 4.0
HAProxy  http-tests/cache-tests 122 4.0
HAProxy  haproxytech/config-parser 82 4.0
HAProxy intel/workload-services-framework 55 128.0
HAProxy existentialcomics/kungFuChess 31 200.0
HAProxy  xenObit/muvr.xyz 22 64.0
NGINX Gallopsled /pwntools 12518 1024.0
NGINX Shanelsrael/fireshare 757 500.0
NGINX huasenjio /huasenjio-compose 560 51200.0
NGINX aldor007 /mort 513 73.0
NGINX PUGX /badge-poser 477 500.0
NGINX brunobritodev/JPProject.IdentityServer4.SSO 455 1024.0
NGINX dyc3/opentogethertube 427 1000.0
NGINX DanWahlin /Angular-Docker-Microservices 220 3000.0
Squid bannedbook /fangiang 39502 5000.0
Squid vimagick /dockerfiles 3181 100.0
Squid av /harbor 1576 100.0
Squid xjdrew/kone 705 10240.0
Squid diladele/squid-windows 194 100.0
Squid salrashid123/squid _proxy 128 100.0
Squid 1265578519 /PAC 54 5000.0
Squid jacobproject /operation 40 800.0
Varnish varnish /Varnish-Book 353 256.0
Varnish wenerme,/ wener 300 32768.0
Varnish aliuosio /mage2.docker 58 2048.0
Varnish aqzt/docker-alpine 53 100.0
Varnish localwiki/localwiki-backend-server 48 712.0
Varnish camptocamp/puppet-varnish 36 256.0
Varnish roadiz /skeleton 11 256.0
Varnish silentred /learning-path 8 256.0
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