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Abstract

Learning with Noisy Labels (LNL) reduces reliance on high-quality
labeled data but often overlooks open-set noise, where noisy samples
belong to unknown classes, unlike closed-set noise within known
categories.This paper advances LNL by reformulating the problem
to incorporate open-set noise through a complete noise transition
matrix, enabling a theoretical comparison of its impact on classi-
fication error rates against closed-set noise. Our analysis reveals
that open-set noise induces smaller error increases, with distinct
effects from ‘hard’ (semantically similar to inliers) and ‘easy’ (dis-
similar) variants. We evaluate entropy-based detection, finding
it effective only for easy open-set noise, and propose solutions
leveraging vision-language models and self-supervised learning
to address hard noise challenges. For empirical validation, we in-
troduce CIFAR100-O, ImageNet-O, and a WebVision open-set test
set, enabling robust benchmarking of LNL methods under open-set
noise conditions. Recognizing classification accuracy’s limitations
in capturing model robustness, we advocate out-of-distribution
(OOD) detection as a complementary metric. Our theoretical and
empirical results highlight the unique challenges of open-set noise,
offering new tools and evaluation frameworks to enhance LNL
robustness in real-world scenarios.
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Figure 1: Example images of the class ‘Tench’ from the Web-
Vision dataset. Clean samples are marked in , closed-set
noise is marked in blue, and open-set noise is marked in red.
See Appendix H for further discussion.
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1 Introduction

The remarkable success of machine learning in recent years has
largely depended on the assumption that data labels are accurate
and noise-free. Yet, in real-world scenarios, label noise-stemming
from factors such as annotation errors and label ambiguity-prevails
widely, presenting substantial obstacles to model performance and
generalization. To tackle this issue, various approaches have been
developed for learning with noisy labels (LNL), encompassing noise
transition matrix estimation [22, 53, 56], noisy label correction [3,
40], robust loss functions [20, 46, 61], and, more recently, dominant
sample selection-based methods [2, 11-13, 23, 30, 54].

Despite progress in LNL, most existing efforts predominantly
focus on closed-set noise, where the true labels of noisy samples
correspond to another known class. Common noise models include
symmetric noise, where sample labels are randomly flipped to any
other known class with a certain probability, and asymmetric noise,
where label confusion arises from class similarity (e.g., a ‘cat’ is
more likely to be mislabeled as a ‘dog’ than as an ‘airplane’). Re-
cent research has further investigated instance-dependent noise
models [5, 8-10, 14-19, 41, 44, 55, 57, 63, 64], where label confusion
hinges on the semantic properties of individual instances.

In contrast to the extensive research on closed-set noise, open-set
noise-where the true labels of noisy samples do not align with any
known category-has garnered significantly less attention. This gap
is particularly pressing, given that one of the primary motivations
for LNL is to handle datasets collected via web crawling, where
open-set noise is commonplace. An analysis of the widely used
WebVision dataset [32] reinforces the frequent presence of open-set
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noise, as demonstrated in Figure 1. The ‘open-world’ assumption,
which accounts for the existence of unknown classes, has been thor-
oughly explored in other weakly supervised learning paradigms,
such as open-set recognition and outlier detection. However, its
implications for LNL remain largely uncharted. To address this gap,
this paper delivers a comprehensive analysis of open-set noise. Our
main contributions are outlined as follows:

o Reformulation: A complete noise transition matrix to incorpo-
rate open-set noise in LNL.

Impact Analysis: Comparing open-set and closed-set noise,
distinguishing ‘hard’ and ‘easy’ open-set noise, and proposing
out-of-distribution (OOD) detection as a metric.

Detection: Evaluating entropy-based detection’s limitations for
hard open-set noise and proposing vision-language and self-
supervised solutions.

Benchmarks: Introducing CIFAR100-O, ImageNet-O, and a Web-
Vision open-set test set, with evaluations of LNL methods.

2 Related Work

This section reviews key approaches in learning with noisy labels
and discusses research related to our study.

Learning with Noisy Labels. Research in learning with noisy
labels (LNL) primarily involves two types of methods: statistical-
consistent and statistical-approximate. Statistical-consistent meth-
ods aim to estimate the noise transition matrix [5, 22, 33, 44, 56, 57]
or design robust loss functions [4, 20, 34, 36, 46, 50, 61] to create
models that are theoretically risk-consistent or probabilistically
sound. However, these approaches often rely on the idealized as-
sumption that models can perfectly fit the data distribution, ignor-
ing practical challenges such as overfitting due to excessive capacity
or limited data.

By contrast, statistical-approximate methods focus on practical
performance by selecting reliable samples, commonly using the
’small loss’ strategy [2, 23, 28, 30, 37, 42, 47, 49, 59] to identify
low-loss samples as clean, or leveraging advanced feature-based
techniques [11, 35, 51, 52] like kNN and graph-based clustering.
These methods are often strengthened by hybrid approaches that
combine regularization and contrastive learning [7, 21, 27, 29, 31, 35,
58, 62] with semi-supervised learning and co-training for greater
robustness. However, a key limitation of these approaches is their
lack of theoretical guarantees, as they rely heavily on empirical
heuristics rather than a formal probabilistic foundation, potentially
leading to inconsistent performance across diverse noise scenarios.

Exploration of Open-set Noise. Research on open-set noise re-
mains relatively scarce. Some studies concentrate on detecting
open-set noise using methods like the Local Outlier Factor algo-
rithm [45] or subgraph connectivity [52]. Entropy-based techniques
have also been investigated [1, 39]. Rather than detecting open-set
noise, Feng et al. [11] suggest mitigating its impact by refraining
from relabeling. He et al. [25] propose a method for visual out-of-
distribution detection in open-set noisy environments. Zhang et al.
[60] employ a multi-prototype modeling approach to address the
challenge of learning from noisy labels in open-set scenarios. Wan
et al. [43] explore leveraging the properties of open sets to enhance
noisy label learning. However, most of these works do not focus on
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providing a solid analysis of open-set noise or comparing it with
closed-set noise.

More closely aligned with our work, Xia et al. [53] propose a
noise transition matrix for open-set noise but assume all such noise
belongs to a single class. We extend this framework by accounting
for multiple open-set noise classes and examining their distinct
effects. Additionally, Wei et al. [48] argue that open-set noise may
alleviate overfitting caused by closed-set noise. In contrast, our
study seeks to provide a deeper theoretical understanding of various
types of open-set noise and their influence on model performance.

3 Theoretical Foundations on Open-set Noise

In this section, we perform a comparative analysis of open-set and
closed-set noise by examining their effects on classification perfor-
mance. We begin by reformulating the LNL problem, introducing
the concept of open-set noise, and extending the label space to in-
clude both inlier and outlier classes. To facilitate a fair comparison,
we use proxy samples with controlled noise ratios and offer theo-
retical insights into how open-set and closed-set noise affect model
performance under different scenarios. Additionally, we examine
the impact of ‘hard’ and ‘easy’ open-set noise, highlighting their
contrasting effects.

3.1 Revisiting LNL Considering Open-set Noise

In supervised classification learning, it is typically assumed that a
set of K independently and identically distributed (i.i.d.) training
samples {xy, yx }Ik(:1 is drawn from a joint distribution P(x,y;y €
Y"). The discrete label space, yin = {1,2,..., A}, referred to as
the inlier classes, is known in advance. For a given loss function, the
goal is to train a model f : X — Y that minimizes the classification
error over the entire joint distribution.

In the LNL setting, it is assumed that the clean conditional distri-
bution P(y|x;y € Y") is perturbed to a noisy version P"(y|x;y €
Y'™), resulting in noisy labels Yy in the training set {xg, y} }Ik<=1
that no longer conform to the clean distribution.

This work extends the standard LNL assumption by consider-
ing the presence of unknown outlier classes, denoted as Y°# =
{A+1, A+2, ..., A+B}, where B is the number of outlier classes!. Thus,
we extend the joint distribution to include both inlier and out-
lier classes, denoted as P(y|x;y € Y!) and its noisy counterpart
P (y|x;y € YU, where Yol & yin  yout,

3.1.1  Complete Noise Transition Matrix. We then define the com-
plete noise transition matrix as follows:

Definition 3.1 (Complete noise transition matrix). For a given
sample x, the complete noise transition matrix T is defined as:

OBXB

TDU!BXA

(A+B)X(A+B)

Here, T;j £ P(y" = jly = i,x = x;y%,y € Yy The matrix

T;n captures noise within inlier classes, while T,,,; represents the
transition from outlier classes to inlier classes?.

The following analysis is independent of the specific values of A and B, though
typically B > A.

2please note, unlike most statistical-consistent works, we do not assume that the noise
transition matrix is class-dependent for all samples.
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We explicitly define Tpy,; as the open-set noise mode. Notably,
since all collected samples are assumed to be labeled as inlier classes,
the transitions within outlier classes are set to zero (marked in gray).
For a specific sample x, the relationship between the clean and noisy
distributions can be expressed as:

Py =jlx=xy ey =3P P(y=ilx=xy e ¥ - T; (1)

3.1.2  Label Noise. Label noise is commonly categorized into closed-
set and open-set noise. Most existing studies define open-set noise
as cases where a sample’s true label belongs to an unknown outlier
class but is mislabeled as an inlier class. To distinguish these noise
types more clearly, we formally define label noise as follows:

Definition 3.2 (Label noise). For a sample x with clean label y
and noisy label y":

o Ify =y", (x,y,y") is a clean sample;

o Ify #y" andy € Y'", (x,y,y") is closed-set noise;

o Ify # y" and y € Y°¥, (x,y,y") is open-set noise.

Given that the clean label y is unknown (agnostic) in LNL setting,
identifying the noise type requires sampling from the unknown
clean distribution P(y|x;y € Y%!). To enable instance-level analy-
sis, we define the (O, Cx) label noise as follows:

Definition 3.3 ((Ox, Cx) label noise). For a sample x with clean
distribution P(y|x = x;y € Y4!) and noise transition matrix T:

A+B A

2. D TiPly=ilx=xyey
iZA+1 j=1

A+B

Z P(y=ilx=x;y € ya”),
i=A+1
A

A
DL D TPy=ilk=xyey

i=1 j=1,j#i

Ox

@
Cx

A
= > (1-T)P(y = ilx = x;y € Y.
i=1

Oy denotes the expected open-set noise ratio for instance x, Cx
denotes the expected closed-set noise ratio, and their sum, Ox + Cx,
represents the sample-wise noise ratio.

3.2 Comparative Analysis of Different Label
Noise

To explore the impact of label noise, we adopt a simplified scenario
where the conditional distribution over X remains constant, except
for a single sample, denoted as x, which is influenced by specific
label noise. This simplification is motivated by the complexity of
real-world datasets, where noise often intertwines with fluctuating
distributions, obscuring its isolated effects. By focusing on a single
sample x, we can disentangle label noise from confounding factors,
gaining critical insights into how it propagates and shapes the
broader learning dynamics. This controlled approach establishes a
foundation for understanding noise behavior, paving the way for
robust strategies to mitigate its adverse effects in practical settings.

To dissect the nuances of different label noise types, we intro-
duce two proxy samples, x; and x3, each representing a distinct
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noise scenario. Specifically, their clean conditional probabilities are
specified as follows:

P(ylx=x;y e YU = [pl,....ph . phug).

P(ylx = x5y € YU = [p2 .., %, . 02 5)-

Their associated noise transition matrices are represented as T! =

11A+B 2 _ (T72\A+B
(T} = and T = {T5}75
3.2.1  Assumptions for Fair Comparison. A fair comparison is cru-
cial to isolate the distinct characteristics of each noise type, unhin-
dered by variables such as noise magnitude or sampling disparities.
For this purpose, we establish two assumptions for x; and x3 to
ensure fairness and precision, facilitating a thorough analysis of
how noise type shapes learning outcomes.

Assumption 3.4 (Equal Noise Ratio). To fairly assess open-set and
closed-set noise, we must ensure that model performance differ-
ences arise from noise type rather than quantity. Thus, we assume
both proxy samples share the same overall noise ratio:

Ox, + Cx, = Ox, + Cx,, (3)

where Oy and Cyx denote the open-set and closed-set noise ratios,
respectively, as defined in Definition 3.3.

Assumption 3.5 (Equal Sampling Probability). In real-world set-
tings, unequal sampling frequencies can skew the learning process
by amplifying the impact of overrepresented samples. To address
this, we assume equal sampling probability, ensuring that x; and
x are treated equivalently by the model-that is, both samples have
the same prior probability during dataset sampling:

P(x=x1;y€ya”)=P(x=x2;yey“”). (4)

3.2.2  Quantifying Error Due to Noisy Labels. In our reformulated
LNL framework, open-set noise from outlier classes Y/ °%! is present
in the training set, yet remains undetected and unaccounted for
during training and testing. As a standard practice in machine
learning, the classifier f is trained and evaluated exclusively on
the inlier classes V", with performance metrics focusing solely on
their error rates.

Let P/ (y|x = x;y € Y'™) denote the learned inlier conditional
probability of model f. The predicted label for a sample x is then
determined as:

yf = arng?fo(y =klx=x;y e Y™ e Y.
The expected classification error rate for sample x is thus expressed
as:
Ex Z P(y=y,x=x;y€yi")
y£y/
(1-Piy=y/Ix=x;y € ¥™)) - P(x = x;y € Y'™),

while the Bayes error rate for the optimal model f* is given by:
Er=(- m]?xP(y =klx=x;y € Y™) - P(x = x;y € Y').
To measure the effect of noisy labels, we introduce the concept

of error rate inflation, defined as the additional error induced by
noise:
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Definition 3.6 (Error Rate Inflation). Given the Bayes error rate
E}, the error rate inflation for a sample x is defined as:

AEy = Ex — E&. (5

3.2.3 Fitted and Overfitted Cases Under Noise. The learned inlier
conditional probability P/ (y|x = x;y € ™) depends on factors
such as model capacity, dataset size, and training parameters, mak-
ing its precise estimation at any given training stage difficult. This
variability complicates direct analysis of noise effects across the
training spectrum.

To tackle this, we focus on two practical cases-fitted (to the noisy
distribution) and overfitted (memorize noisy labels)-representing
the extreme ends of model behavior under noisy conditions. We
choose these two scenarios because they effectively bound the
range of possible outcomes of a classification model in real-world
training. By limiting our analysis to these extremes, we simplify
the problem while retaining key insights into how noise influences
learning, laying a foundation for broader understanding and miti-
gation strategies.

o Fitted Case: The model aligns with the noisy distribution:
Plylx=xyey™ =P(ylx=xyey™. ()

Here, the model captures the noisy data distribution without over-
fitting to individual labels. This typically occurs when fine-tuning
a linear classifier on a frozen pretrained model (e.g., ResNet pre-
trained on ImageNet). The pretrained backbone offers robust
feature representations, while the linear classifier’s limited ca-
pacity adapts to the noisy data without memorization.
Overfitted Case: The model memorizes the noisy labels:

Pl(ylx=xy € Y™ =P (ylx = x;y € Y'™). ()

In this case, PY" denotes the one-hot encoded noisy label y",
with the model assigning full probability to the observed label
for each sample. This arises when training a high-capacity deep
network (e.g., a CNN or transformer) from scratch on a small,
noisy dataset, where ample parameters—like those in ResNet-
50—enable memorization rather than generalization.

3.3 Comparison of Open-set and Closed-set
Noise

We begin by examining the differences between open-set and closed-
set noise, focusing on how increasing the proportion of open-set
noise affects model performance while keeping the total noise ra-
tio fixed. To facilitate this analysis without loss of generality, we
assume:

Ox, > Ox,, Cx; <Cx,, (®)

where sample x; exhibits a higher susceptibility to open-set noise
than x3, representing a scenario dominated by open-set noise.
However, these constraints alone-combined with Equation (3)-
permit infinitely many noise transition matrices T! and T? that
satisfy both Equation (3) and Equation (8). This non-uniqueness
arises because, for given clean conditional probabilities P(y|x =
x1;y € Y4y and P(y|x = x2;y € Y4!), multiple T and T? con-
figurations can produce the same noise ratios (see the toy example
below). As a result, directly comparing the error rate inflation AEy,
versus AEy, becomes challenging, as detailed in Appendix C.
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To address this ambiguity, we introduce a practical assumption
commonly observed in classification tasks, which enables us to
derive a definitive comparison between open-set and closed-set
noise:

Assumption 3.7 (Dominant Class Probability). In typical classi-
fication settings, for samples x; and x3, let a = argmax; P(y =
ilx=x;y€ Yallyand b = argmax; P(y = ilx = xp;y € yally we
assume that, with high probability, p} — 1 and pi — 1, meaning
the clean conditional probability concentrates predominantly on a
single class for each sample.

Toy Example: Ambiguity in T

Consider a ternary classification task with two inlier classes (“0”
and “1”) and one outlier class (“2”). Suppose sample x; has a clean
conditional probability distribution of [0.1,0.2,0.7]. Below are
two possible noise transition matrices for T':

0.5
[0.55,0.45,0.0] = [0.1,0.2,0.7] |0.75

05 0
0.25 0

[0.45,0.55,0.0] = [0.1,0.2,0.7]

In both instances, Ox, = 0.7 and Cx, = 0.2, yet the resulting noisy
distributions differ ([0.55,0.45,0.0] vs. [0.45, 0.55,0.0]), illustrat-
ing the ambiguity inherent in the noise transition process.

This assumption has been widely adopted in prior theoretical
studies [6]. Building on this, we establish the following result:

Theorem 3.8 (Comparison of Open-set and Closed-set Noise). Con-
sider samples x1 and x3 satisfying Equation (3) and Equation (8),
where x1 is more prone to open-set noise than xy. Under Assump-
tion 3.7, it holds that, in both the fitted case and the overfitted
case:

AEx, < AEy,, 9)

where AEx denotes the increase in classification error due to noise.

A detailed proof is provided in Appendix D.1. This theorem
demonstrates that open-set noise consistently induces a smaller
error increase than closed-set noise across training scenarios. In
essence, under typical classification conditions, open-set noise
proves less detrimental to model classification performance
than closed-set noise.

Remark 3.9 (Enhanced Evaluation via OOD Detection). Our analysis
in Theorem 3.8 suggests that the milder effect of open-set noise
on classification accuracy may limit the utility of accuracy alone
in fully assessing a model’s robustness under noisy conditions. To
address this and enrich our evaluation framework, we integrate out-
of-distribution (OOD) detection as a complementary metric tailored
to our study of noise impacts. Unlike traditional accuracy-focused
evaluations, OOD detection targets the model’s ability to discern
samples deviating from the training distribution-particularly those
affected by open-set noise-offering critical insights into its behavior
beyond inlier classification performance. For this purpose, we apply
the maximum softmax probability method, originally proposed by
Hendrycks and Gimpel [26], within the context of model evaluation
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in learning with noisy labels. For complete details on the OOD
detection task, please refer to Appendix B.

3.4 Comparison of Different Open-set Noise
Modes

We further extend our analysis to examine how distinct open-set
noise modes influence model performance. Specifically, we investi-
gate the effects of varying open-set noise transition matrices (Toyz)
while maintaining a constant open-set noise ratio:

Oyx, = Ox,. (10)

To enhance clarity and isolate the impact of open-set noise, we
exclude closed-set noise in this section by setting:

Cx; =Cx, = 0. (11)

This simplification allows us to focus solely on open-set noise varia-
tions. For a complementary analysis including consistent closed-set
noise, refer to Appendix D.3. We further assume that the clean
conditional probabilities for samples x; and x; are identical:

P(ylx =x1;y € Y9) = P(ylx = x5y e Y¥) = [p1,....pa.....pa+B].
(12)
This ensures that any observed differences stem solely from the
open-set noise modes (Tyyt)-
Inspired by symmetric and asymmetric noise in closed-set set-
tings, we define two distinct open-set noise modes:

e ‘Easy’ Open-set Noise: Outlier classes are uniformly mapped
to all inlier classes, distributing errors evenly across Y*".
‘Hard’ Open-set Noise: Each outlier class is mapped to its most

semantically similar inlier class, concentrating errors on specific

inliers.

We assign xj to the ‘easy’ mode with transition matrix T¢%5Y
and x; to the ‘hard’ mode with T"%9_ defined as:

1 1
A A
Tout =T = > (13)
1 1
A AdBxA
0 1
Toue =T = 1 (14)
1 0 BXxA
and
1 _ 12 _
T, =T, =L (15)

In T¢%°Y, each entry T;; = % ensures uniform error distribution
from outlier to inlier classes. In T"%"4, we denote H; = {j | Tj};“r d -
A
1}i:1 ¢
i € Y, capturing targeted semantic similarity. These definitions

enable the following analysis:

as the set of outlier classes j € Y°“! mapped to inlier class

Theorem 3.10 (Comparison of ‘Hard’ and ‘Easy’ Open-set Noise).
Consider samples x1 and xy satisfying Equation (10) and Equa-
tion (11), with noise transition matrices Tout = T°*Y and Tozut
Thard Given identical clean conditional probability distributions, the

following holds:
Fitted Case:
Overfitted Case:

AEy, < AEy,,

16
AEy, > AEy,. (16)
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A detailed proof is available in Appendix D.2. This theorem high-
lights distinct behaviors of open-set noise under different training
regimes. In essence, ‘easy’ open-set noise, with its uniform dis-
persion, proves less detrimental in the fitted case, while ‘hard’
open-set noise, due to its concentrated mapping, exhibits a
milder impact in the overfitted case.

4 Rethinking Open-set Noise Detection

Building on our prior analysis of how open-set noise affects model
generalization, we now shift our focus to detecting open-set noise
within training data. As introduced, most LNL methods are tailored
to mitigate closed-set noise, leaving open-set noise largely under-
explored. Although a handful of approaches extend their scope
to open-set noise, they typically target simpler ‘easy’ scenarios
only. In this section, we critically assess the efficacy of a prevalent
entropy-based detection method across diverse open-set noise types
and propose innovative strategies to enhance detection for ‘hard’
open-set noise.

4.1 Entropy-Based Open-set Noise Detection

We begin by examining the widely adopted entropy-based detection
approach for identifying open-set noise. Previous studies [1, 39]
have adapted closed-set noise detection techniques to open-set
scenarios, leveraging the insight that samples with low-confidence,
uniformly distributed predictions often indicate open-set instances.
Such samples typically exhibit elevated entropy in the model’s
output probability distribution.

Entropy-based methods are commonly deployed after a warm-
up phase, an early training stage where the model is expcted to
capture meaningful patterns before severely overfitting to noisy
labels. In this section, we build on this observation to formalize the
entropy-based detection process and assess its effectiveness in dis-
tinguishing clean samples from open-set noise instances. Notably,
we draw upon results from the fitted case analyzed in Section 3.3, as
the model’s state more closely resembles the fitted condition after
warm-up phase. The following theorem provides a mathematical
formulation of entropy values for clean samples and two distinct
open-set noise types.

Theorem 4.1 (Entropy-Based Open-set Noise Detection). For a
given sample x, the entropy values across three cases-clean samples,
‘easy’ open-set noise, and ‘hard’ open-set noise-are defined as:

[ A+B pa A+B
Helean :ENT( p1+ A Z Pi>--->spat+ Z pi ),
L Zz 1Pi 231 Z Pi i3
A+B 1 A+B
7—(easyzENT(pl"'_ ZPu-v PA+_ZP1'),
i=A+1 =A+1
Hhara = ENT| | p1 + Z Pjs--sPA+ Z pil -
jeH; JjEHA

(17)
where H; = {j|T};ard = 1};.‘\:1 denotes the set of outlier classes j €

YUt mapped to inlier class i € Y™, reflecting the targeted semantic
confusion of ‘hard’ noise. It follows that:

7_{e‘asy 2 7’{cleana (18)
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Figure 2: Performance of supervised training across noise modes and ratios. The PreActResNet18 model represents the overfitted
case, while the Pretrained-ResNet18 model represents the fitted case.

whereas the relationship between Hy,,,q and Hjeqn remains inde-
terminate without specific probability values.

Please refer to Appendix E for the detailed proof. Notably,
entropy-based methods excel at identifying ‘easy’ open-set
noise due to its consistently higher entropy, yet they falter
in detecting ‘hard’ open-set noise, underscoring the need for
methods that leverage richer contextual cues beyond mere
distributional uniformity.

4.2 Towards New Detection Methods

To overcome the possible limitations of existing open-set detection
methods, we explore advanced techniques aimed at enhancing open-
set noise detection, particularly for tackling the subtle yet critical
challenges posed by ‘hard’ noise in real-world scenarios.

4.2.1 Utilization of Pretrained Models for Entropy-Based Detec-
tion. We first examine whether pretrained models can strengthen
entropy-based open-set noise detection. Unlike randomly initial-
ized feature spaces, which lack discriminative structure, pretrained
encoders leverage prior knowledge to yield robust, structured rep-
resentations. These enriched features may better disentangle chal-
lenging open-set samples, including those obscured by semantic
overlap with inliers. To this end, we investigate two pretraining
strategies tailored to refine feature extraction for improved noise
detection.

Self-Supervised Pretraining. We first consider utilizing the MoCo
framework [24] to pretrain the model’s encoder. This self-supervised
pretraining yields refined representations that may enhance the
model’s capacity to differentiate open-set noise-particularly ‘hard’
noise-from inlier samples, offering a potential boost to entropy-
based detection in complex settings.

Vision-Language Contrastive Pretraining. We further explore vi-
sion encoders pretrained with the CLIP model [38], a multi-modal

framework that jointly optimizes visual and textual representations.
CLIP consists of: a visual encoder v to extract image features and a
textual encoder ¢ to encode textual descriptions. In our experiments,
we substitute the randomly initialized encoder with the pretrained
visual encoder v, leveraging its enriched representations to refine
entropy-based detection.

4.2.2 Zero-Shot Detection with CLIP. Leveraging CLIP’s multi-
modal capabilities, we explore its efficacy in zero-shot open-set
noise detection by aligning visual features with textual descrip-
tions in a shared embedding space. We propose an algorithm that
computes an open-set indicator score, Dy, to identify noisy samples.

Algorithm 1 Zero-Shot Open-set Noise Detection

Require: Sample x with label y, candidate class set Cy, CLIP model
(visual encoder v, text encoder t), similarity function S
Ensure: Open-set indicator score Dy
1: Generate target prompt: t, = t("A photo of class y")
2: Generate non-target prompts for all i € Cy:

t; = t("A photo of class i")

3. Extract visual features: vy = v(x)

4: Compute target similarity: Sy = S(vx, ty)

5: Compute maximum non-target similarity:
Sother = max{S(vx, ti) | i € cy}

6: Output: Dx = Sy — Sother

The candidate class set Cyy may be defined as:

e A curated set of suspected true classes for x, based on prior
knowledge or model predictions.

o A comprehensive set of categories from a large-scale dataset (e.g.,
ImageNet-1k), offering a broad reference for comparison.
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The indicator Dy measures the alignment of x’s visual features
with its assigned label y relative to alternative classes in Cy, with
lower scores suggesting potential open-set noise.

5 Experiments

We validate our theoretical findings through empirical evaluation
in this section. Section 5.1 compares various label noise types based
on our theoretical analysis, while Section 5.2 investigates entropy
dynamics across different open-set noise conditions. In Section 5.3
we checked the performance of existing LNL methods on newly-
proposed open-set noise modes and benchmarks.

Dataset Details. For controlled and unbiased experiments, we
introduce two synthetic open-set noisy datasets-CIFAR100-O and
ImageNet-O-derived from CIFAR100 and ImageNet, respectively.
Unlike prior studies that construct noisy datasets by using separate
datasets as mutual open-set noise sources [39, 52], which may
introduce domain gaps and complicate analysis, we select inlier
and outlier classes from the same dataset to ensure consistency.

Previous work often modeled open-set noise as random flip-
ping of outlier samples across all inlier classes, aligning with our
‘easy’ open-set noise setting. However, our analysis reveals distinct
behaviors between ‘easy’ and ‘hard’ open-set noise, suggesting
that focusing solely on ‘easy’ noise is inadequate for a thorough
evaluation. To address this, we also propose an open-set test set
for WebVision. Complete dataset construction and implementation
details are available in Appendix A.

5.1 Empirical Impact Analysis of Open-set
Noise

In this section, we conduct experiments to assess the impact of
open-set noise. Since deep models typically possess high capacity,
we perform supervised learning from scratch on the noisy dataset,
treating the final model as the overfitted case. Conversely, achieving
a perfect fit to the data distribution is challenging; thus, we train a
single-layer linear classifier on a frozen pretrained encoder. Due to
its limited capacity, this setup approximates the fitted case.

We evaluate classification accuracy-computed as 1— classifica-
tion error rate-on the CIFAR100-O and ImageNet-O datasets under
different noise ratios, as illustrated in Figure 2(a/b). Our key obser-
vations are as follows: (1) Open-set noise has a significantly smaller
impact on classification accuracy compared to closed-set noise in
both the fitted and overfitted cases. (2) The behavior of ‘hard’” and
‘easy’ open-set noise varies across the two cases. These findings
are consistent with our theoretical analysis.

Furthermore, we analyze OOD detection performance in Fig-
ure 2(c/d). The results indicate that ‘hard” open-set noise degrades
OOD detection performance in both cases, whereas ‘easy’ open-set
noise can sometimes enhance it. For instance, in the fitted case,
OOD detection performance improves progressively with increas-
ing open-set noise in both datasets. We leave further investigation
to future work.

However, these contrasting trends suggest that, beyond standard
closed-set classification, incorporating alternative evaluation frame-
works such as OOD detection can provide a more comprehensive
assessment of LNL methods.
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5.2 Evaluating Open-set Noise Detection

In Section 4, we analyze the entropy-based open-set noise detection
mechanism and observe that it is primarily effective in identifying
‘easy’ open-set noise. In this section, we empirically validate this
observation across varying open-set noise ratios. Specifically, we
present the 0-1 normalized entropy values in Figure 3 following a
warm-up training stage, during which the model is trained on the
entire dataset for a fixed number of epochs (20 in our experiments).

Our results confirm that entropy values serve as a more reliable
indicator for detecting ‘easy’ open-set noise compared to ‘hard’
open-set noise, as demonstrated by the comparisons between (a)
and (e), (b) and (f), and (c) and (g) in Figure 3.

However, an examination of (e), (f), and (g) in Figure 3 reveals
that neither self-supervised pretraining nor CLIP pretraining sig-
nificantly improves the detection of ‘hard’ open-set noise. Entropy-
based detection remains effective primarily for ‘easy’ open-set noise,
even when pretrained encoders are employed, but exhibits limited
sensitivity to ‘hard’ cases. This finding underscores the challenge of
distinguishing open-set noise samples that exhibit strong semantic
similarity to inlier classes.

Notably, compared to entropy-based detection methods, the CLIP
zero-shot open-set detection approach consistently outperforms. It
provides a more robust solution for detecting both ‘easy” and ‘hard’
open-set noise scenarios, highlighting its potential in overcoming
the limitations of entropy-based approaches.

5.3 Benchmarking Existing LNL Methods

We also assess the performance of existing Learning with Noisy
Labels (LNL) methods on our newly proposed benchmarks.

5.3.1 Robust Loss Functions. To this end, we first evaluate robust
loss functions across various open-set noise scenarios in this section.
Specifically, we examine two widely adopted robust loss functions-
Symmetric Cross Entropy (SCE) [46] and Generalized Cross En-
tropy (GCE) [61]-and report their classification accuracy and OOD
detection AUC scores on the CIFAR100-O dataset:

Table 1: Classification accuracy with robust loss functions
on CIFAR100-O dataset.

Noise Mode Easy Hard

Noise Ratio 0.1 0.2 0.3 0.4 0.1 0.2 0.3 0.4
CE 0.846 0.804 0.770 0.714 0.872 0.847 0.842 0.829
GCE 0.854 0810 0.763 0.708 0.864 0.840 0.813 0.800
SCE 0.846 0.822 0.787 0.729 0.871 0.854 0.840 0.814

Table 2: OOD detection AUC with robust loss functions on
CIFAR100-O dataset.

Noise Mode Easy Hard

Noise Ratio 0.1 0.2 0.3 0.4 0.1 0.2 0.3 0.4
CE 0.804 0.793 0.773 0.754 0.770 0.728 0.692 0.664
GCE 0.782 0.771 0.752 0.719 0.759 0.718 0.679 0.639
SCE 0.794 0.799 0.784 0.756 0.749 0.718 0.682 0.651
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Figure 3: Performance of open-set noise detection. The first three columns depict 0-1 normalized entropy values, while the

rightmost column represets the open-set indicator score Dy.

We observe that the performance differences between the two
robust loss functions under consideration and the standard cross-
entropy (CE) loss are not substantial, which is understandable given
that existing robust loss function frameworks do not account for
the presence of open-set noise. For a more detailed analysis of these
results, please refer to Appendix F.

5.3.2  Sample Selection Methods. Additionally, we evaluate the per-
formance of another prominent technique in learning with noisy
labels (LNL)—sample selection methods—including their effective-
ness on the real-world WebVision dataset. We benchmark these
methods on the CIFAR100-O dataset under varying open-set noise
ratios and modes (see Table 3). For more results and experiment
details please refer to Appendix G. Our analysis includes four rep-
resentative methods: SSR [11] and DivideMix [30], exemplifying
loss-based and feature-based sample selection approaches, respec-
tively, alongside EvidentialMix [39] and DSOS [1], which further
incorporate mechanisms tailored to mitigate open-set noise.

Table 3: Benchmarking results on the CIFAR100-O dataset
under different noise modes and ratios.

Noise Ratio & Noise Mode 0.2 Easy 0.4 Easy 0.2Hard 0.4 Hard

SSR [11] 0.889  0.875 0.895 0.871
DivideMix [30] 0.783 0.754 0.738 0.675
EvidentialMix [39] 0.884 0.827 0.898 0.872
DSOS [1] 0.846 0.765 0.854 0.832

The results suggest that different methods exhibit varying levels
of sensitivity to open-set noise. Notably, the specialized open-set
noise handling techniques employed in EvidentialMix and DSOS do
not consistently outperform standard methods such as SSR across
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all noise conditions. This may be partially attributed to the influence
of hyperparameter settings, which require further fine-tuning for
optimal performance.

Despite these observations, evaluating the performance of these
methods remains a complex task, as they often involve multiple
interdependent components and regularization strategies. A thor-
ough investigation of these factors is beyond the scope of this paper
and warrants future exploration.

6 Conclusions

This paper explores the impact of open-set label noise on model
performance, an overlooked aspect of Learning with Noisy Labels
(LNL). Although the ’open world’ concept is well-established in
other weakly supervised learning fields, its relevance to LNL has re-
ceived little attention. To address this, we redefine the LNL problem
by introducing a noise transition matrix that explicitly accounts
for open-set noise.

Our theoretical and empirical results show that open-set noise
disrupts classification performance less than closed-set noise. How-
ever, the differing effects of ‘easy’ and ‘hard’ open-set noise un-
derscore the need for more refined evaluation methods. To better
assess models under open-set noise, we propose incorporating out-
of-distribution (OOD) detection as a metric and introduce synthetic
open-set noise datasets, to enable thorough robustness testing.

Additionally, our analysis reveals that entropy-based detection
effectively identifies 'easy’ open-set noise but struggles with more
challenging cases. To address this limitation, we investigate pre-
trained vision-language models and self-supervised learning tech-
niques to enhance open-set noise detection. Overall, This work
sheds light on open-set noise, offers practical solutions, and opens
doors for future study.
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