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Abstract

The proliferation of synthetic facial imagery has intensified
the need for robust Open-World DeepFake Attribution (OW-
DFA), which aims to attribute both known and unknown forg-
eries using labeled data for known types and unlabeled data
containing a mixture of known and novel types. However, ex-
isting OW-DFA methods face two critical limitations: 1) A
confidence skew that leads to unreliable pseudo-labels for
novel forgeries, resulting in biased training. 2) An unrealis-
tic assumption that the number of unknown forgery types is
known a priori. To address these challenges, we propose a
Confidence-Aware Asymmetric Learning (CAL) framework,
which adaptively balances model confidence across known
and novel forgery types. CAL mainly consists of two compo-
nents: Confidence-Aware Consistency Regularization (CCR)
and Asymmetric Confidence Reinforcement (ACR). CCR
mitigates pseudo-label bias by dynamically scaling sample
losses based on normalized confiden2ce, gradually shifting
the training focus from high- to low-confidence samples.
ACR complements this by separately calibrating confidence
for known and novel classes through selective learning on
high-confidence samples, guided by their confidence gap. To-
gether, CCR and ACR form a mutually reinforcing loop that
significantly improves the model’s OW-DFA performance.
Moreover, we introduce a Dynamic Prototype Pruning (DPP)
strategy that automatically estimates the number of novel
forgery types in a coarse-to-fine manner, removing the need
for unrealistic prior assumptions and enhancing the scalabil-
ity of our methods to real-world OW-DFA scenarios. Exten-
sive experiments on the standard OW-DFA benchmark and a
newly extended benchmark incorporating advanced manipu-
lations demonstrate that CAL consistently outperforms previ-
ous methods, achieving new state-of-the-art performance on
both known and novel forgery attribution.

Code — https://haiyangzheng.github.io/OWDFA-CAL
Extended version — https://arxiv.org/pdf/2512.12667

1 Introduction

The rapid advancement of image generation techniques, par-
ticularly diffusion models (Rombach et al. 2022a; CiteDrive
2024) and autoregressive modeling (Tian et al. 2024), has
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Figure 1: (a) Schema of the Open-World Deepfake Attribu-
tion. (b) Our CAL reduces the performance gap compared to
the state-of-the-art method CPL (Sun et al. 2023), showing
average results across all evaluation protocols.

led to a surge in synthetic facial imagery on social me-
dia platforms. While such content often serves entertain-
ment purposes, it raises serious concerns regarding iden-
tity misuse and the spread of misinformation. To mitigate
these risks, DeepFake Attribution (DFA) (Yang et al. 2022;
Yu et al. 2021; Guarnera et al. 2022) has been proposed
not only to determine whether the content is fake, but also
to identify the specific model architectures responsible for
forgery generation. However, existing methods mainly fo-
cus on GAN-generated images, neglecting more advanced
and realistic manipulations such as identity swaps (Xu et al.
2022b,a). Moreover, they often assume a closed-world set-
ting, in which training and testing categories are shared—an
assumption that rarely holds in open-world scenarios.

To address these limitations, Sun et al. (Sun et al. 2023)
introduce a new Open-World DFA (OW-DFA) task, as
shown in Fig. 1(a), which requires models to identify both
known and novel forgery types in an unlabeled set of ma-
nipulated face images by transferring knowledge from a la-
beled set containing only known forgeries. Existing OW-
DFA methods (Sun et al. 2023, 2025; Zheng et al. 2025) typ-
ically adopt pseudo-labeling strategies to exploit unlabeled
data and have achieved promising attribution performance.
However, these methods exhibit a significant performance
gap between known and novel forgery types. Through an in-
depth analysis (detailed in Sec. 3) of this observation, we
argue that this performance gap results from a confidence
skew: the model assigns lower confidence scores to predic-
tions on novel forgery types, resulting in unreliable pseudo-



labels. These inaccurate labels misguide the training objec-
tive, reinforcing the bias through a negative feedback loop
and further amplifying the skew. Additionally, existing ap-
proaches assume that the number of forgery types is known
a priori. However, such an assumption is unrealistic in real-
world open-world scenarios, where generative forgery mod-
els evolve continuously. The number of forgery types in
newly collected unlabeled data is inherently unknown and
potentially unbounded, rendering these methods ill-suited
for deployment in dynamic real-world environments.

To address these drawbacks, we propose a novel
Confidence-Aware Asymmetric Learning (CAL) frame-
work that adaptively mitigates the model’s confidence im-
balance between known and novel forgery types through-
out training, consistently improving attribution accuracy on
both seen and unseen forgery types. Our CAL framework
consists of two key components: Confidence-Aware Consis-
tency Regularization (CCR) and Asymmetric Confidence Re-
inforcement (ACR). CCR effectively rectifies biased pseudo-
label learning on unlabeled data by adaptively adjusting the
regularization strength in a threshold-free manner. Specifi-
cally, during the early training stages, CCR mitigates the ef-
fect of noisy supervision by down-weighting low-confidence
samples. This is achieved by scaling their loss contributions
with normalized confidence scores. As training progresses,
the model gradually shifts focus: it reduces the weight as-
signed to high-confidence samples and emphasizes learn-
ing from low-confidence ones, which predominantly cor-
respond to novel forgery types. This adaptive strategy en-
ables more stable and discriminative representation learning
throughout the training process. Complementarily, ACR ex-
plicitly encourages the model to generate high-confidence
predictions separately for known and novel categories via
an asymmetric learning strategy. Specifically, we introduce
a coefficient based on the model’s confidence gap between
known and novel categories to personalize the selection of
high-confidence samples for known and novel forgery types.
By enforcing learning on these high-confidence samples,
ACR facilitates more effective consistency regularization
in CCR, creating a mutually beneficial feedback loop. As
shown in Fig. 1(b) and Fig. 2, our CAL largely improves the
model’s prediction confidence and accuracy on all classes. In
addition, we introduce a Dynamic Prototype Pruning (DPP)
strategy to estimate the number of novel forgery types with
negligible computational overhead. We design a coarse-to-
fine pruning mechanism to dynamically merge low-usage
and redundant prototypes. This enables CAL to scale effec-
tively to real-world OW-DFA deployments, where the num-
ber of attack types is unknown.

Overall, our contributions are summarized as follows:

* We identify the importance of the confidence skew issue,
which significantly degrades the overall performance of
existing OW-DFA methods.

* We propose a new CAL framework that effectively re-
duces the confidence skew issue and promotes OW-DFA
models toward unbiased learning.

* We design a novel DPP strategy that can automatically
estimate the number of novel forgery types during train-
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ing with negligible overhead.

* We extend the existing OW-DFA benchmark by incorpo-
rating advanced diffusion-based forgeries to build a chal-
lenging yet practical OW-DFA-40 benchmark. Extensive
experiments show that our CAL achieves state-of-the-art
performance on both benchmarks.

2 Related Work

Open-World DeepFake Attribution (OW-DFA). Moti-
vated by growing concerns over privacy protection, Deep-
Fake Attribution (DFA) (Yang et al. 2022; Yu et al. 2021;
Guarnera et al. 2022) aims to detect manipulated con-
tent while simultaneously identifying the specific genera-
tive model architecture responsible for its creation. How-
ever, most existing GAN attribution methods (Yang et al.
2022; Yu et al. 2021; Guarnera et al. 2022) rely on model-
specific fingerprints and operate under a closed-world as-
sumption, where the training and testing distributions are
aligned. This assumption often fails in real-world appli-
cations, where novel manipulation techniques continue to
emerge. To overcome this limitation, the OW-DFA task was
introduced in CPL (Sun et al. 2023) as a more realistic ex-
tension of DFA. The goal is to attribute each manipulated
face in the unlabeled set, regardless of whether it origi-
nates from a known or novel generative model. Building
upon CPL, CDAL (Zheng et al. 2025) leverages causal in-
ference and counterfactual contrast to eliminate confound-
ing biases in attention, thus improving the model’s ability to
identify discriminative generation patterns for robust attribu-
tion. In this work, we follow the OW-DFA setting and further
extend the existing benchmark by incorporating diffusion-
based forgeries in response to the rapid evolution of gener-
ative techniques. Moreover, we propose a more challenging
and practical evaluation protocol to comprehensively assess
OW-DFA methods under realistic conditions.

Generalized Category Discovery (GCD) (Han, Vedaldi,
and Zisserman 2019) aims to cluster unlabeled data contain-
ing both known and unknown categories by leveraging prior
knowledge from labeled categories. This setting has received
increasing attention with methods such as GCD (Vaze et al.
2022), which leverages supervised and self-supervised con-
trastive learning on pre-trained DINO (Caron et al. 2021)
features; SimGCD (Wen, Zhao, and Qi 2023), which adopts
a parametric classifier with self-distillation; LegoGCD (Cao
et al. 2024b), which introduces view-consistency regulariza-
tion; ProtoGCD (Ma et al. 2025), which formulates proto-
type learning jointly for category discovery and outlier de-
tection; and PALGCD (Wang, Zhong, and Gong 2025) in-
troduces a prior-constrained association learning framework
that integrates non-parametric semantic prototypes with a
parametric classifier to effectively uncover the semantic
structure of unlabeled data. Open-World Semi-Supervised
Learning (OWSSL) shares an essentially identical problem
setting with GCD but was independently introduced in the
context of open-set recognition (Cao, Brbic, and Leskovec
2021). OWSSL methods follow similar principles, such as
prototype-based alignment (Sun and Li 2022), pairwise sim-
ilarity learning (Rizve et al. 2022), hierarchical semantic de-



composition (Wang et al. 2023), contrastive clustering (Ye
et al. 2014), and conditional self-labeling (Niu et al. 2024).
Despite the shared assumptions, GCD and OWSSL tasks fo-
cus on understanding the global semantics of natural im-
ages, while OW-DFA requires attention to fine-grained fa-
cial details and forgery traces introduced by different deep-
fake methods. Moreover, existing methods and category es-
timation strategies are designed based on strong pre-trained
models, making them less effective for the OW-DFA task.

3 Confidence Skew in OW-DFA

Problem Setup. We consider open-world deepfake attribu-
tion with a labeled set generated by known methods, Dy, =
{(xt,yl) € X x Y}, and an unlabeled set generated by
both known and novel methods, Dy = {x% € X} ,. Here
N and M are the numbers of samples in Dy, and Dy, re-
spectively. Let Vi be the label space covered by Dy, with
Vi C Yu. We define K;, = || as the number of known
classes and Ky = |Vy| as the total number of classes. If
Ky is known in advance, it can be directly utilized during
training; otherwise, it must be estimated in training.
Definition and Observations. We define confidence skew
as a consistent confidence gap between known and novel
classes, leading to unreliable pseudo-labels for novel sam-
ples and reinforcing the skew. We make two key observa-
tions: (O1) Novel class samples under CPL show lower av-
erage confidence and a flatter distribution than known class
samples (Fig. 2). (02) CPL yields a higher ratio of pseudo-
label noise in the low-confidence range [0, 0.5) for novel-
class samples compared to ours (Fig. 3).
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Figure 2: Distribution of sample confidence for known vs.
novel classes.
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Figure 3: Proportion of pseudo-label noise in the low-
confidence range [0, 0.5) among all novel class samples.
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Mechanism. (1) Supervision imbalance = initial confi-
dence skew. Since the labeled set Dy, only covers the known
classes Yy, early optimization predominantly updates rep-
resentations toward known classes, thereby biasing the fea-
ture space. (2) Gumbel-Softmax on low-confidence samples
= noisy pseudo-labels. CPL generates pseudo-labels us-
ing Gumbel-Softmax sampling (Jang, Gu, and Poole 2016).
When the predicted logits are flat, the sampling becomes
highly sensitive to Gumbel noise, leading to unstable and
noisy pseudo-labels. For novel forgery samples, which typ-
ically exhibit low confidence and flat logit distributions,
this results in weak and unreliable supervision. (3) Error-
reinforcement loop = amplified skew. Low confidence in
novel samples leads to unreliable pseudo-labels, which in
turn cause incorrect updates that hinder the learning of novel
classes, thereby reinforcing and amplifying the skew.

4 Method
4.1 Framework Overview

As illustrated in Fig. 4, we propose a novel Confidence-
Aware Asymmetric Learning (CAL) framework to accu-
rately attribute deepfake generation methods. First, we in-
troduce a Frequency-guided Feature Enhancement (FFE)
module that emphasizes informative regions of manipu-
lated content in the frequency domain, thereby enhanc-
ing the discriminative power of learned features. Second,
we propose a Confidence-Aware Consistency Regularization
(CCR) mechanism, which adaptively adjusts the regulariza-
tion strength for unlabeled samples in a threshold-free man-
ner based on their confidence scores (Fig. 4(b)). This de-
sign mitigates the impact of noisy pseudo-labels and stabi-
lizes the learning process. Third, we incorporate an Asym-
metric Confidence Reinforcement (ACR) strategy that ex-
plicitly guides the model to learn high-confidence prototyp-
ical classifiers for both known and novel categories through
asymmetric optimization (Fig. 4(c)). Finally, we design a
Dynamic Prototype Pruning (DPP) strategy to estimate the
number of unseen categories by analyzing the confidence as-
sociated with each learned prototype (Fig. 4(d)).

Frequency-Guided Feature Enhancement. Given an in-
put face image x;, we compute its frequency-domain rep-
resentation using the Discrete Cosine Transform (DCT), de-
fined as f; = DCT(x;). We then use a randomly initial-
ized convolutional network G(-) to generate a frequency-
domain attention mask: M; = G(f;). We apply this mask
to the frequency features via element-wise multiplication
to obtain the weighted frequency representation, denoted as
F; = M, ©f;, which is expected to highlight discriminative
frequency patterns indicative of different deepfake methods.
We next transform the weighted frequency representation
back to the spatial domain using the inverse Discrete Cosine
Transform (IDCT), denoted as A; = IDCT(F;). The result-
ing map A, captures the spatial localization of frequency-
domain responses and serves as a frequency-aware attention
map. To integrate these responses into the attribution pro-
cess, we define the frequency-aware image representation as
the multiplication of A; and the spatial feature:

h; = Pooling(A; ® £(x;);1 x 1), )
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Figure 4: Framework of the proposed Confidence-Aware Asymmetric Learning (CAL).

where £(-) denotes the image encoder and Pooling(-;1x 1)
denotes global 1 x 1 pooling. The resulting feature h, fuses
both spatial and frequency-domain cues, enabling more ro-
bust and accurate deepfake attribution.

Discussion. Prior studies (Zhang, Karaman, and Chang
2019; Ricker et al. 2022; Li et al. 2024) in deepfake de-
tection have demonstrated that different types of deep-
fake generation methods often leave distinct artifacts in the
frequency domain of synthesized images. To capture the
unique frequency fingerprints of different deepfake meth-
ods, we introduce the FFE module to provide complemen-
tary frequency-domain insights to enhance spatial-domain
features. Although frequency-domain features have been ex-
plored in related deepfake detection tasks (Tan et al. 2024;
Li et al. 2024; Zhou et al. 2024; Cao et al. 2024a), how to
inject frequency-domain knowledge into OW-DFA remains
under-explored.

4.2 Confidence-Aware Asymmetric Learning

Motivation. To comprehensively address the issue of con-
fidence skew in OW-DFA methods, we design two compo-
nents targeting complementary aspects: /) Progressive em-
phasis on low-confidence samples (—CCR). In the early
training stages, low-confidence predictions—primarily from
novel forgeries—are highly prone to label noise. Thus, we
initially down-weight their gradient contributions. As the
model evolves, these weights are progressively increased,
enabling the network to effectively learn from previously
disregarded samples. 2) Confidence-skew-aware pseudo-
label selection (—ACR). Although reliable pseudo-labels
typically originate from high-confidence predictions, the
confidence distributions of known and novel classes are in-
herently misaligned. To account for this, we select pseudo-
labels independently within each partition using asymmet-
ric, dynamically updated thresholds that reflect the evolv-
ing confidence gap. This strategy ensures clean supervision
across both partitions while mitigating further bias.

Confidence-Aware Consistency Regularization (CCR).
Given the lack of ground-truth labels for the unlabeled
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dataset, we employ a consistency regularization-based train-
ing strategy (Sohn et al. 2020) to encourage similar predic-
tions for perturbed versions of the same image. Specifically,
we build a prototypical classifier with K learnable proto-
types C = {cy, ..., Ck }, where each prototype represents a
“fingerprint” characteristic of a deepfake generation method.
Here, K can be set to the ground-truth number of forgery
types or estimated by our method in Sec. 4.3. For the feature
representation h; of the i-th face image, its similarity to the
k-th prototype is defined as s;_,;x = h; - c;. The similarities
between image x; and all K prototypes form the similarity
vectors; = [S;1, . - ., Si— k. We define the predicted prob-
ability as p; = o(s;), with o denoting the softmax function.
For each input image x;, we generate two augmented views:
a weakly augmented version x;’ and a strongly augmented
version x;, and extract the corresponding feature embed-
dings h;’ and h;. Following FixMatch (Sohn et al. 2020),
we define the consistency regularization loss as:
Lo = |T13| S 1(max(py) > 6)¢(pY.p}), ()
where B denotes a mini-batch, § is a confidence thresh-
old used to filter high-confidence samples, /() denotes the
cross-entropy loss, and P’ = o (s}’ /7) represents the sharp-
ened predicted probability for the weakly augmented view,
with the temperature parameter 7 set to 0.1.
Limitation. The regularization encourages the model to
learn meaningful representation structures by enforcing pre-
diction consistency under different augmentations for un-
labeled data. However, directly applying regularization to
the OW-DFA task introduces two key limitations. First, in
the absence of ground-truth labels for novel categories, the
model’s predictions tend to be biased toward known cate-
gories, and such regularization may further aggravate this
bias. Second, the threshold-based filtering used in L, is
sensitive to the choice of the hyperparameter §, making it
inflexible to adapt to varying prediction confidence through-
out the training process.
To address these limitations, we propose a self-calibration
weighting strategy that dynamically rectifies learning



strength based on prediction confidence, in a threshold-
free fashion. Initially, the model assigns higher weights
to high-confidence samples primarily from known forgery
types, facilitating the learning of reliable attribution cues
from known types. As training progresses, the model gradu-
ally shifts emphasis from high-confidence to low-confidence
samples, thereby enhancing the learning of novel categories
that generally exhibit lower confidence. Specifically, given
the sharpened predicted probability p;” of the weakly aug-
mented view for the i-th face image, we compute its con-
fidence with respect to the most similar category as p; =
max(P¥). We then assign a weight to each sample using
a scheduling parameter that increases linearly with training
epochs, defined as %, where e denotes the current training
epoch and E represents the maximum number of training
epochs. The final sample weight is computed as:
e, . e .
1= 2) it 5 (L= i) ()
This dynamic weighting scheme enables the model to focus
on high-confidence samples from known categories in early
training, and gradually shift toward low-confidence samples

from novel categories as training progresses. Formally, the
CCR loss is:

Leer = izwz é(f);vvpi) 4
1Bl iz

Asymmetric Confidence Reinforcement (ACR). To fur-
ther address the confidence skew issue, we propose ACR,
which selects and debiases hard pseudo-labels to reinforce
the model’s predictions based on the current confidence
gap between known and novel classes. Specifically, after a
warm-up period of ey epochs, we collect the model’s top-1
predictions and corresponding confidence scores for all un-
labeled samples, and compute the average top-1 confidence
for samples predicted as known and novel classes, respec-
tively. Formally, the model’s average top-1 prediction con-
fidence for samples predicted as known classes, denoted as
Dk, is defined as the mean over the set {p; = max(py) |
9; = argmax(py) < Ki}. Similarly, the average top-
1 confidence for samples predicted as novel classes is de-
noted as p,. We define the model’s confidence gap be-
tween known and novel classes as p,,/pg. Given this con-
fidence gap, we apply asymmetric thresholds for selecting
hard pseudo-labels for known and novel categories. For sam-
ples predicted as known categories, we apply a high con-
fidence threshold . For samples predicted as novel cate-
gories, we adopt a relaxed threshold p,, /px - . This rule
is encoded by the indicator:

=110 <KLApi>7) V (§i>Kr Api > f,::"Y)}'
(%)
This adaptive scheme ensures that, even when the confi-
dence for novel classes is relatively low, suitably reliable
novel samples are still incorporated during training. As the
model gradually improves its understanding of novel cat-
egories, the ratio p,,/pr increases adaptively, causing the
selection threshold to tighten automatically. Consequently,
progressively higher-quality novel samples are fed back into
training, steadily closing the confidence gap between known
and novel categories. The pseudo-label loss based on the se-
lected pseudo-labels is defined as:

1
Eacrzi ze Ai7 i)s
B > mi- (g, pi)

i€By

(6)
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where By denotes the unlabeled subset in the sampled mini-
batch.

Total Loss. Following CPL (Sun et al. 2023), we adopt a
supervised classification loss L., on the labeled dataset Dy,
for both weak and strong views, along with a regularization
term R on all training data to avoid the trivial solution of
assigning all instances to the same class. During the model
training process, the total loss is formulated as follows:

L= ﬁce + R+ »Cacv‘ +a- ECC’I‘7 (7)

where « is the weight of L.

4.3 Dynamic Prototype Pruning for Unknown
Category Number Estimation

To address scenarios where the number of forgery meth-
ods is unknown, we propose a Dynamic Prototype Prun-
ing (DPP) strategy in a multi-stage fashion, as illustrated
in Fig. 4 (d). DPP dynamically prunes prototypes of novel
classes at each training epoch, ultimately enabling automatic
estimation of the number of novel forgery types. To accom-
modate potentially unknown classes, we allocate a large pro-
totype budget K, which is much larger than the number of
known classes K. We provide a theoretical analysis of the
impact of this setting on the prototypes for novel classes. Let
u§t) =yM1 [arg max p’() = 5] denote the usage count
of the j-th prototype after the ¢-th update. Under conditions
such as bounded intra-class noise of novel forgery types, it
can be shown that there exist € € (0,1) and an iteration up-

per bound 7§ such that, for all ¢ < T, at least (1 — %)K

prototypes satisfy ug.t) < eM/K. The formal statement is
given in Lemma 4.1.
Lemma 4.1. Assume bounded step sizes, angular cluster
separability, and bounded feature noise. If the prototype
budget satisfies K > Ky, then there exist ¢ < 1 and
To > 0 such that, for every t < Ty,

).

Based on this analysis, we further propose a coarse-to-fine
strategy that dynamically merges redundant low-usage pro-
totypes during training.

Stage-I: High-confidence Prototype Identification. We
perform a coarse partition by selecting high-confidence pro-
totypes and treating the remaining ones as candidate low-
confidence prototypes. The index set of novel-class proto-
types is initialized as Cpoper = {Kr + 1,...,K}. The
usage counts of novel-class prototypes are sorted in de-
scending order as U = {ur | k € Chover}y. We lever-
age the cumulative coverage of prototype usage to iden-
tify high-confidence prototypes, considering the overall dis-
tribution of samples in the unlabeled dataset. The cumula-
tive coverage for the k-th prototype in C,ope; 18 defined as

rE = (Z?:l uj)/ (Zu, <y U;)- Given a target coverage ra-
tio Z, the condition r; > Z implies that the top-k prototypes
collectively account for at least Z proportion of the samples
predicted as novel forgery types. Inspired by the “20 rule
under a normality assumption”, we set the coverage thresh-
old to Z = 95.44% to identify a core set of frequently used

Ky

E[[{j 1w <eM/Y] > (1- 5 ®)



Protocol-1 Protocol-2 Protocol-3
Method
All New Known All New Known All New Known

ACCNMIARIACCNMIARI ACC ACCNMIARIACCNMIARI ACC ACCNMIARIACCNMIARI ACC
SimGCD 73.3 82.554.5 65.0 75.0 57.6 81.7 74.3 81.3 68.4 62.0 76.1 55.8 86.4 85.6 86.3 82.9 78.5 79.7 72.3 90.4
OwMatch 74.1 82.1 81.7 61.2 743 53.6 96.2 72.6 80.1 64.2 61.2 747 544 84.1 84.3 88.487.9 66 77.6 63.3 94.8
LPS 76.1 79.0 75.4 61.2 69.5 53.1 909 75.1 79.2 78.5 59.9 73.7 53.2 92.8 80.0 86.9 85.9 57.8 70.5 52.5 92.5
LegoGCD 70.9 76.3 57.6 61.0 69.2 529 82.6 72.2 81.0 58.3 64.5 77.1 57.5 80.8 82.0 81.9 75.3 68.6 74.8 64.8 86.8
ProtoGCD 62.9 79.7 37.7 59.8 71.1 51.3 66.8 61.8 70.0 41.5 58.1 68.1 48.7 69.3 78.2 81.0 63.4 73.1 75.9 67.3 82.1
PALGCD 76.5 80.0 79.0 54.2 66.5 45.1 959 77.6 80.6 79.2 65.0 75.4 56.9 92.3 83.3 82.579.3 63.0 71.4 61.7 89.5
CPL 82.6 85.5 85.1 64.3 73.2 56.3 96.2 79.6 83.7 86.3 63.6 75.3 553 95.0 86.3 88.1 79.2 74.4 79.4 70.4 90.3
CDAL 84.3 87.4 86.0 70.0 77.7 62.5 953 80.2 83.9 85.7 65.7 76.2 57.3 94.1 87.3 88.7 83.4 74.4 78.3 68.7 91.6
Ours (w/o Ky) 87.5 89.7 90.2 74.5 82.3 70.9 98.2 80.0 86.1 88.7 63.0 78.2 59.1 97.5 91.5 92.1 91.7 83.2 85.4 79.6 95.0
Ours 88.3 90.3 91.5 76.5 82.2 72.4 98.0 82.8 87.2 90.0 67.5 80.2 63.5 97.6 91.0 91.8 91.6 80.3 83.9 77.3 94.8

Table 1: Results on the OW-DFA-40 benchmark. Best results are in bold, second-best are underlined.

prototypes, analogous to selecting statistically significant re-
gions in a normal distribution. We define the index set of
high-confidence prototypes as Cpign, = {j | 7 < k*}, where
k* = min{k | rx > Z}. The remaining prototypes are re-
garded as candidate low-confidence prototypes, denoted as
Ccand = Cno’uel \ Chigh~

Stage-1I: Low-confidence Prototype Filtering. We adopt
a strict strategy to further filter out potential noisy entries.
For all candidate prototypes, we compute the average us-
age count #% and the first-order difference of the cumulative
coverage, defined as Arp = rp — rx—1. We then calcu-
late the average first-order difference Ar across all candi-
date prototypes. Low-confidence prototypes are defined as
those with small usage counts and minimal changes in cu-
mulative coverage, with the corresponding index set defined

k€ Comna | un <@ A Arg <E~}.

Stage-III: Similarity-driven Prototype Merge. To avoid
information loss caused by hard pruning, we merge
low-confidence prototypes into their most similar high-
confidence prototypes. The updated index set of novel-class
prototypes Cpoper is defined as Cropel ¢ Crovel \ Ciow-

as Clow = {

S Experiment
5.1 Experiment Setup

OW-DFA-40 Benchmark. We construct a new OW-DFA-
40 benchmark comprising 40 deepfake generation methods
covering five mainstream facial forgery categories. In addi-
tion to the 20 methods from the original OW-DFA bench-
mark (Sun et al. 2023), we include 20 newly added state-of-
the-art techniques spanning Face Swapping (2022b; 2022a;
2023; 2023; 2023), Face Reenactment (2021; 2022; 2022;
2022; 2023; 2023; 2023), Face Editing (2021), Entire Face
Synthesis (2021; 2022; 2022b), and Diffusion-based Gen-
eration (2023; 2024; 2024; 2024). These fake face images
are generated using real facial data from two widely-used
datasets: FaceForensics++ (Rossler et al. 2019) and Celeb-
DF (Li et al. 2020).

Evaluation Protocol. We define three evaluation protocols.
Protocol-1 includes 40 forgery methods—19 known and 22
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unknown—along with real face data, yielding a total of 41
attribution classes. Protocol-2 builds on Protocol-1 by treat-
ing all methods under Entire Face Synthesis and Diffusion-
based Generation as unknown, resulting in 13 known and
28 unknown classes. This setup simulates the emergence
of new attack paradigms. Protocol-3 also extends Protocol-
1, incorporating more known methods across forgery cate-
gories, leading to 29 known and 12 unknown classes. For
all protocols, we follow the data split strategy of the original
OW-DFA benchmark: 80% of the data is used for training
and 20% for testing, forming the labeled dataset Dy, and the
unlabeled dataset Dy;. Unlike the original OW-DFA bench-
mark, we unify real face data from FaceForensics++ and
Celeb-DF into a single category, denoted as real, which is
included as an attribution class in each protocol.

Implementation Details. For a fair comparison, we use
a ResNet-50 pre-trained on ImageNet (Deng et al. 2009)
as the image encoder, following CPL (Sun et al. 2023).
For face preprocessing, we resize all input images to
256 x 256 and detect faces using dlib. The optimizer
is Adam with a learning rate of 2 x 10~%. All models
are trained for 50 epochs with a batch size of 128. The
module G(-) is implemented as a lightweight convolutional
network with two layers of 3 x 3 kernels. The warm-up
epoch for L., is set to eg = 5. The weak augmentation
includes only RandomHorizontalFlip with a prob-
ability of 0.5, while the strong augmentation combines
RandomHorizontalFlip, RandomResizedCrop,
and brightness adjustment, each applied with a probability
of 0.2. The initial number of attribution prototypes is set
to K = 10 x K. We set the hyperparameters to o = 0.2
and v = 0.9, determined based on the labeled dataset
under Protocol-1. To avoid complex fine-tuning, we use this
hyperparameter setting for all experiments. All models are
trained on a single NVIDIA A100 GPU, and results are
averaged over three runs using random seeds {0, 1, 2}.

Compared Methods. We compare our method with
CPL (Sun et al. 2023) and CDAL (Zheng et al. 2025), along
with strong baselines from the Generalized Category Dis-
covery (GCD) and Open-World Semi-Supervised Learning



(OWSSL) settings. Specifically, we include SimGCD (Wen,
Zhao, and Qi 2023), LegoGCD (Cao et al. 2024b), and
ProtoGCD (Ma et al. 2025) from GCD, as well as Ow-
match (Niu et al. 2024), LPS (Ye et al. 2014), and PAL-
GCD (Wang, Zhong, and Gong 2025) from OWSSL. All
compared methods are configured according to the settings
of CPL (Sun et al. 2023).

5.2 Comparison with State of the Art

Results on OW-DFA-40. We compare our method with the
aforementioned baselines on the OW-DFA-40 benchmark,
as shown in Tab. 1. The proposed CAL consistently outper-
forms all state-of-the-art competitors across nearly all met-
rics. Compared to CPL (Sun et al. 2023) and CDAL (Zheng
et al. 2025), CAL achieves average All ACC improvements
of 4.5% and 3.4%, respectively. More importantly, CAL sur-
passes CPL by an average of 7.3% in Novel ACC across
all protocols, indicating its superior ability to discover novel
deepfake methods and to mitigate model bias toward known
classes. Even when the number of novel forgery types Ky
is unknown, our CAL still outperforms CPL by an average
of 3.5% in All ACC, demonstrating its applicability in real
open-world scenarios. OWSSL and GCD methods are pri-
marily designed for capturing global visual similarity in nat-
ural images, making them less effective for deepfake attribu-
tion. Specifically, compared to two state-of-the-art OWSSL
methods, CAL improves All ACC by 10.4% over OwMatch
and 10.3% over LPS, on average across all protocols. Fur-
thermore, CAL surpasses four GCD methods in average
All ACC: by 9.6% over SimGCD, 19.7% over ProtoGCD,
12.3% over LegoGCD, and 8.2% over PALGCD.

Results on OW-DFA (Sun et al. 2023). We further evalu-
ate our method on the original OW-DFA benchmark, where
CAL achieves an average All ACC improvement of 3.4%
and a notable 7.1% gain in Novel ACC over CPL across the
two evaluation protocols.

5.3 Ablation Study

Ablation on Components. We conduct an ablation study
of the proposed components in our CAL on Protocol-1
of the OW-DFA-40 benchmark, as shown in Tab. 2. The
components under evaluation include the base loss L.. +
R, our proposed Confidence-Aware Consistency Regular-
ization loss L..., our Asymmetric Confidence Reinforce-
ment loss L., and Frequency-Guided Feature Enhance-
ment (FFE) module. Models I, III, and V illustrate the step-
by-step addition of training components. Using only the base
loss enables the model to effectively learn known classes,
but yields only 33.2% in Novel ACC. Adding L., results in
an 18.4% improvement in All ACC and a substantial 32.8%
improvement in Novel ACC, highlighting the critical role of
self-calibration weighting in facilitating novel deepfake dis-
covery. Building on Model III, incorporating L., further
enhances performance by 3.7% in All ACC and 10.5% in
Novel ACC. The comparisons between Models II and III, as
well as between Models IV and V, demonstrate the effect of
FFE. The inclusion of FFE yields an average improvement
of 2.7% in All ACC in both comparisons, underscoring the
benefit of incorporating frequency-domain information and
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Lee Low Loer FFE All New Known

+R ACC NMI ARI ACC NMI ARI ACC
1 v v 662 71.3 74.5 33.2 43.0 18.8 95.6
nv v 80.1 83.3 85.6 54.8 68.4 47.3 98.1
m v v v 84.6 879 89.6 66.0 76.5 61.5 98.3
v v v v 87.4 88.9 90.5 73.4 79.3 69.9 98.6
Vv v Vv Vv 883903915 76.5 82.2 724 98.0

Table 2: Ablation study on training components. The best
results are marked in bold.

Protocol-1 Protocol-2 Protocol-3
K Err(%) K Err(%) K Err(%)

Method backbone

GCD DINO-VIT-B 19 537 13 683 33 195
GCD ResNet-50 20 51.2 13 683 35 14.6
Ours ResNet-50 39 48 37 9.7 40 24

Table 3: Comparison with class number estimation method
from GCD.

suggesting that different types of deepfake methods generate
images with distinctive frequency characteristics.

5.4 Evaluation

Evaluation of Class Number Estimation. We compare our
DPP strategy with the class number estimation method pro-
posed in GCD (Vaze et al. 2022), as shown in Tab. 3. GCD
treats clustering accuracy on the labeled dataset as a black-
box scoring function and selects the class number that yields
the highest accuracy as the final estimate—a strategy widely
adopted in both GCD and OWSSL tasks. For a fair com-
parison, we evaluate both methods using DINO-ViT-B and
an ImageNet-pretrained ResNet-50 as backbones. Our DPP
method consistently achieves lower estimation errors across
all protocols. In contrast, GCD’s approach heavily depends
on the pretrained backbone’s ability to extract meaningful
features from unknown classes, which proves inadequate in
the OW-DFA setting.

6 Conclusion

We propose Confidence-Aware Asymmetric Learning
(CAL), a novel framework for Open-World DeepFake Attri-
bution (OW-DFA), which addresses key challenges of confi-
dence skew and unknown category estimation. By combin-
ing Confidence-Aware Consistency Regularization (CCR)
for adaptive pseudo-label regularization and Asymmetric
Confidence Reinforcement (ACR) for asymmetric confi-
dence calibration, CAL effectively mitigates bias toward
known forgery types. Furthermore, the proposed Dynamic
Prototype Pruning (DPP) strategy enables dynamic estima-
tion of novel categories without knowing the number of
novel forgery types, improving the scalability of CAL. Ex-
periments on standard and extended OW-DFA benchmarks
show that CAL achieves state-of-the-art performance on
both known and novel forgeries.
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