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Abstract

Social media platforms, as primary sources of information, have profoundly transformed
public communication, reshaping how information is created, disseminated and con-
sumed. While enabling unprecedented connectivity, they also amplify the risks asso-
ciated with information disorders, ranging from the spread of misleading content to
harmful online behaviors. The thesis examines the problem of information disorders
by investigating four aspects: the characterization of online conversation during partic-
ularly important events, the measurements and validation of indexes able to quantify
the risks of infodemic and the modeling of infodemic dynamics and radicalization in
online social media. In particular, this dissertation provides a new framework capa-
ble of measuring and modeling how unreliable information spreads, how emotional and
socio-economic factors influence such diffusion, and how these mechanisms affect the
stability and resilience of digital ecosystems. To address this problem, we combined
large scale data analysis, network science approaches and modeling to quantify and in-
terpret the dynamics of information disorders. The first part focuses on the emotional
responses associated with the online discussion of highly debated topics, such as the
COVID-19 vaccination campaign and Long COVID. The second part proposes a new
methodological approach to quantify the news media diet and information consumption
patterns of users. Building upon existing indexes of infodemic risk, the third part pro-
vides a validation of such indexes by using socio-economic indicators, that explain cross
country differences in the exposure and susceptibility to misinformation. In addition,
a stochastic model is developed to reproduce the empirical volatility of the Infodemic
Risk Index, revealing differences in the superspreader dynamics across countries. The
thesis also extends its analytical framework to the study of radicalization dynamics on
Reddit, showing how users’ linguistic and emotional patterns evolve after exposure to
misogynistic communities, thus offering predictive insights into harmful online behav-
iors. This approach advances the state of the art by moving from descriptive analyses
of misinformation toward a unified and quantitative modeling framework that connects
micro-level user behavior with macro-level systemic instability. This thesis contributes
to the development of the computational social science field, proposing a data-driven
science of informational risk aimed at supporting policy design and digital governance
for healthier and more resilient information ecosystems.
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Chapter 1

Introduction

The digital age has deeply incorporated technology into our daily lives, producing a
huge amount of data that might describe and predict human behavior and social trends
in an extraordinary way. The availability of data has caused the rise of the so-called
computational social science, an emerging field that exploits the ability to collect and
analyze data at scale revealing patterns of individual and group behaviors [3, 4]. Despite
the availability of a large amount of data, computational social science needs an ac-
curate methodology to inspect and better understand the emerging macro-phenomena.
One key aspect of research in the computational social science has been the study of
online social media and its impact on individuals and society. Many scholars have in-
vestigated different aspects of the use of social media, including research on the spread
of misinformation [5], polarization [6], news consumption [7], and impact on psychology
of users and on democracy itself [8].

This thesis focuses specifically on the concept of information disorders, as a broad
term that indicates the creation and dissemination of false and misleading information.
While disinformation is defined as the practice of sharing unreliable content with the
intention of misleading, typically used for propaganda to manipulate public opinion,
misinformation refers to inaccurate information disseminating unintentionally, which is
the objective of this thesis. Even though misinformation and disinformation are not
new concept in the literature [9], the digital age has incredibly alterated and amplified
the risks of misinformation, specifically about how content is created, disseminated and
consumed. Misinformation has been defined as one of the most severe global risks of
our society by the World Economic Forum, highlighting how this issue is facing several
and unique barriers to the resolution of the problem such as data, accountability and
communication pathways [10]. These issues are increased by the widespread use of
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social media as a prevalent news source and community hub, where content can rapidly
reach millions of users without verification or editorial oversight. Indeed, many studies
identify that adults choose social media as a primary source for news, 44 % of young
adults with an age between 18-25 declare that they use social media and videos network
as main source for news consumption [11]. On the other hand, public concerns arises
with respect to the diffusion of misinformation: recent surveys show that 59 % of users
believe that misinformation is a very big problem for our society [12]. The recent
progress in the field of Artificial Intelligence constitutes another emerging risk in the
diffusion of false content. Indeed, text, images and videos can be easily created by
using generative AI such as Large Language Model (LLMs), enabling the creation and
dissemination of realistic but false content in a faster and uncontrollable way [13, 14].
Beyond being fertile ground for the spread of misinformation, online social media are
often characterized by echo-chambers, a sort of environment where users encounter
beliefs that amplify and reinforce their pre-existing beliefs by being exposed to their
own existing views without encountering opposing views [15]. This can undoubtedly
lead to some cognitive biases such as selection bias [16] and confirmation bias in the way
users choose and rely on some specific narratives and news. In this way, echo chambers
can increase the social and political polarization, leading to forms of radicalization
and extremism. Forms of radicalization can also contribute to an increase of hate and
contempt toward specific and marginalized groups of people. Recent research found
that nearly 56% of U.S. adults have experienced harassment linked to race, religion,
gender, or sexual orientation in digital environments [17]. At a broader level, the United
Nations and European Commission also warned that online hate speech and extremist
propaganda not only undermine social cohesion but can also serve as catalysts for real-
world violence [18, 19], highlighting how these effects not only are threats to individual
well-being but also to the democratic institutions and societal resilience [20].

1.1 Contributions of the Thesis

Within this context, this thesis contributes to the study of information disorders not
only focusing on the the spread of false content but also on the radicalization of users in
online social communities. In particular, I will investigate four aspects: the character-
ization of conversations in online social media platforms during particularly important
events, the measurements and the validation of indexes with respect to the risks of
infodemic, and the modeling of infodemic dynamics and radicalization in online social
media.
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The second chapter will serve as an introduction to the relevant literature and
previous works in the field of information disorders. Framing from social media as
powerful yet pervasive information ecosystems, I will explain the digital ontology of the
social media platforms adopted in the following studies: Twitter/ X and Reddit. Then
I will present the characteristic features of the online social systems: the networks
dynamics as well as the information cascade. A specific attention will be given to
the definition of the phenomena that we propose to study in this dissertation, so the
concepts of misinformation, disinformation and malinformation, following an extensive
discussion about how to fight information disorders and the approaches and data used
in the thesis.

The third chapter of this dissertation will investigate how the conversation around
the Covid-19 Vaccination is characterized in terms of emotional responses with respect
to different features of users involved in the conversation.

• RQ1: How does the online emotional response differ from a baseline when dis-
cussing about highly debated topics?

The fourth chapter builds upon the previous work, investigating the conversation around
Long COVID on Twitter/ X, by exploring the type of news shared (scientific or more
controversial), the emotional response and the information cascades dynamics of the
conversation.

• RQ2: How is the conversation around Long COVID characterized with respect
to the baseline data? What type of information and news shared prevail in the
discussion?

The fifth chapter investigates a new methodology to detect the news media diet of
different users, classified as high-risk users when sharing unreliable content and reliable
or low-risk users when sharing only reliable content. Using entropic measurements,
two indicators are introduced to characterize individual news media consumption pat-
terns. Variety captures the diversity of sources a user engages with and is calculated
through the entropy of the distribution of consumed outlets, with higher values indi-
cating broader and more evenly distributed exposure. Regularity reflects the temporal
consistency of source selection and is measured through sequence-based entropy, quan-
tifying the stability of a user’s consumption behavior over time.

• RQ3: To what extent do users differ with respect to the way they access and
share information online? Is there any different behavioral pattern between users
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sharing reliable sources and those sharing unreliable sources? How can we quantify
the variety and regularity of the news media diet of users?

The sixth chapter provides an evaluation and validation of previous infodemic mea-
sures [2], which enable us to quantify the risks and exposure to unreliable content,
in each country by using online social media data. Few studies have highlighted how
infodemic patterns relate to countries’ socioeconomic structures, leaving a critical gap
in understanding national vulnerabilities. For this reason, we validate these previous
infodemic metrics by using socio-economic indexes to answer:

• RQ4: How the infodemic patterns evolve over time? Do countries cluster based
on their infodemic and socio-economic values? How do correlations between info-
demic metrics and socioeconomic factors evolve over time?

Following the validation of Infodemic Risk Index, in the seventh chapter, we expand
the contribution of this indicator, not only focusing on the average value of risks that
countries manifest daily, but also on the volatility of this index to understand the
key features of the online social media that enable the index to fluctuate more. In this
context, we propose a stochastic model to reproduce the average and variation values of
the empirical findings for each country. We will use statistical properties of the systems
such as power law distribution of the followers and characteristics of the systems itself,
such as engagement, and exposure to specific type of reliable or unreliable content.

• RQ5: Why are some countries suffering from a higher instability in the infodemic
risk index? What are the key properties of the systems itself that can explain to
a certain extent this variability?

The eighth chapter shifts the attention on the second information disorders introduced
above: the risks of being immersed in community hub, where people share the same
beliefs and knowledge. In this specific case, I introduce a methodology to observe the
shift from mainstream to more radicalized communities, investigating the behavioral
changes in terms of language, toxicity, hate speech of the users. I will take as a case
study the subreddit Incels and track the users that joined that community in their
behavior before and after being exposed to such community. On the first part, I will
focus on the characterization, while the second is about the detection of early signals
that might be predictive of such transition.

• RQ6: What are the effects of user migration from traditional online communities
to radicalized ones?
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• RQ7: What key characteristics distinguish users who become deeply involved in
Incels community from those who do not?

Taken together, these research questions address different but complementary di-
mensions of information disorders. By combining the characterization of online con-
versations during critical events, the measurement and validation of infodemic risk
indicators, and the modeling of dynamic processes underlying both misinformation and
radicalization, this thesis provides an integrated perspective on the risks and dynamics
of information disorders in digital ecosystems. The empirical analyses are complemented
by methodological and modeling contributions, which not only enhance our understand-
ing of how misinformation and radicalization emerge and spread with respect to certain
users and contexts, but also offer quantitative tools to anticipate and mitigate their so-
cietal impact. In this way, the thesis aims to advance both the theoretical foundations
and the practical relevance of computational social science in tackling some of the most
pressing challenges of the digital age.

1.2 List of Publications

This dissertation builds upon the works carried out during the last 3 years of my PhD.
Some of these works are not published yet but ready to be submitted to scientific journal
soon.

• A. Bertani, R. Gallotti, S. Menini, P. Sacco, M. De Domemico, "Large-scale digital
signatures of emotional response to the COVID-19 vaccination campaign." EPJ
Data Science 13.1 (2024): 20.

• A. Bertani, V. Mazzeo, and R. Gallotti, "Decoding the news media diet of disin-
formation spreaders." Entropy 26.3 (2024): 270.

• A. Bertani, P. Sacco, M. De Domenico, "Digital Monitoring of a Rising Global
Disease: A Twitter-Based Study of Long Covid Conversations" (Under Review at
Journal of Medical Internet Research).

• A.Bertani, A. Cortese, F. Pilati, P. Sacco, R. Gallotti, "The interplay between
socioeconomic factor and information risk indices" (To be submitted).

• A. Bertani, R. Gallotti "A Stochastic Model for Understanding Volatility in In-
fodemic Risk Index" (To be submitted).
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• A. Bertani, A. Flammini, F. Menczer, "The Radicalization Pipeline: Character-
izing and Predicting online misogyny" (Working Paper).

Other publications not covered in this thesis:

• L. G. Alvarez-Zuzek, J. P. Bascur, A. Bertani, R. Gallotti, V. A Traag. (2025).
Mapping the interaction between science and misinformation in COVID-19 tweets.
arXiv preprint arXiv:2507.01481.
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Chapter 2

Background and Conceptual
Framework

2.1 Social Media as an Information Ecosystem

In the last 20 years, online social media platforms have emerged as an important digital
arena where the information flows and is shared among different users, significantly con-
tributing to an easier access to information. Despite traditional media, which typically
feautures an unidirectional flow of information from producers to consumers, social me-
dia enables a more interactive and participatory approach. Indeed, users can create,
share and engage in discussions, transforming these platforms into dynamic spaces for
public opinion formation [21]. According to Statista, more than 64 % of population
use social media, highlighting the role that these platforms play in everyday commu-
nication and exchange [22]. In fact, social media are recognized as powerful channels
through which communication travels rapidly and extensively. They not only facilitate
the dissemination of information, but they also shape how narratives are defined and
constructed. The interactivity of such platforms makes them an important resource
for agenda-setting [23] as well as collective action and mobilization [24]. Beyond con-
necting citizens more easily, social media platforms are also ecosystems in which users
consume and share news on a daily basis. A recent report by the Reuters Institute
of Journalism revealed that the engagement with traditional media such as TV and
news websites continues to fall, while dependence on social media, video platforms, and
online aggregators grows. This is particularly true for the case of United States where
54 % of users access information through social media and videos, overtaking both TV
news (50%) and news websites/apps (48%) for the first time [11]. While all social media
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are characterized by speed and user engagement, they differ from one another in their
underlying digital ontology. By digital ontology we refer to the specific affordances
[25], logic design [26] and algorithmic architectures [27] that shape how communication
manifests, what type of content circulates, and which type of interactions are made
possible on each platform. In the following section, I will introduce the characteristics
and nature of two different online social media platforms, which have been subjects of
the research conducted : X (formally known as Twitter) and Reddit.

2.1.1 Characteristic of different online social platforms

Twitter is a micro-blogging platform launched in 2006 where users can register a per-
sonal account and can share posts, also known as tweets. Unlike other social media such
as Facebook, the relationship of following and being followed requires no reciprocation.
A user can follow any other user, and the user being followed need not follow back. Be-
ing a follower on Twitter means that the user can easily see and access posts from those
the user follows [28]. Users can decide to have a private or a public account and can also
ask for a verification of their own account. Until April 2023, verification was indicated
by a blue checkmark placed next to the username and was granted directly by Twitter
to accounts considered authentic and notable, such as public figures, companies, or in-
fluencers, based on public interest and notability. Following Elon Musk’s acquisition of
the platform, however, the verification is now tied to a paid subscription service called
Twitter Blue [29]. A key relevant affordance of such platform is the use of hashtags
(terms preceded with a hash mark # such as #covid-19 or #1Oct), which allows user
to catalyze the attention around a specific topic. Twitter has been recognized as a
digital platform attracting different public figures such as activists [30] [31], political
candidates during election campaigns [32], scientists during health emergencies , and
influencers as well as the generic audience. For this reason, many scientific researchers
have been focusing on this platform, taking advantage both of the huge amount of users
active but also of the relatevely easy access to the data through Twitter API (Appli-
cation Programming Interface), that used to retrieve up to approximately 10 million of
tweets per month.

On the contrary, Reddit is a forum-based social media platform where users can
create anonymous accounts and choose to subscribe to specific subreddits, which are
communities centered around particular topics such as movies and politics among oth-
ers. An examples is also gaming-related subreddits, where enthusiasts discuss different
types of games and provide advice on new releases. In this context, users participate to
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the online communities typically by posting questions or sharing experiences to receive
comments and advices from others. Each submission can be upvoted or downvoted by
the members’s community, which influences its visibility, given by the aggregation of
these votes. Reddit is characterized by a strong participatory culture, where discussions
are shaped by collective evaluation and feedback. Indeed, many subreddits benefit by
having a group of users called moderators who participate in a variety of tasks that
include creating subreddit rules, removing content that violates rules, and responding
to user inquiries and complaints [33].

2.2 How does online social media work?

2.2.1 Algorithm and Virality of online content

People spend an incredible amount of time online, specifically on social media platforms.
On average users spend about 141 minutes on social networks on a daily basis [22].
This is due to several factors, such as the gratification that users receive in being online
and the engagement that the platforms cause. According to the uses and gratification
theory [34, 35], users are intentionally active online because they can engage with forms
of content most likely to meet their needs (e.g. social interactions, information seeking
and entertainment, self-expression and surveillance of others [36, 37]). On the other
hand, social and communication theories have defined the concept of engagement as a
form of active interactions such as reposting other user content, responding to others,
posting new pieces of content such as videos, texts, and images [38]. Social media
platforms are deliberately designed to exploit these motivations through algorithmic
recommendation systems that govern the visibility of posts in users’ feeds, prioritizing
content based on predicted interest, engagement, and relevance. Algorithms rank the
content according to the past digital behaviour of the user, based on the interactions
with similar topics or accounts. This increases the probability that users might be
exposed to similar narratives and views, reinforcing their beliefs and increasing their
probability of re-sharing that content.

Another characteristic aspect of modern platforms such as Twitter/ X, TikTok and
Youtube is the reliance on personalized feeds and “for you” recommendations, where
trending or viral content is strategically used to maximize the attention. This con-
tributes to a self-reinforcing cycle of visibility, in which highly engaging posts, of-
ten those that are emotionally charged or sensational, achieve disproportionate reach
through virality [39, 40]. The algorithmic mechanisms are also combined with the low-
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attention behaviors of users, which interact with these platforms in a face-paced and
distracted way. This could have an effect on the way they share content, highlighting
how time constrain and distraction can decrease the attention through which users are
able to discern a true from a false news [41]. All these features highlight how the algo-
rithms and virality mechanisms jointly transform social media into ecosystems where
information disorders can rapidly emerge and spread.

2.2.2 Information Diffusion and Cascades

Beyond recommendation algorithms and engagement-driven design, another central fea-
ture of online social media is the way information propagates across networks. Infor-
mation does not diffuse randomly: it follows structured pathways shaped by the net-
work topology and user interactions. These processes, often referred to as information
cascades, capture how messages, news, or narratives can rapidly spread from a small
number of initial sharers to potentially millions of users. While the quantitative study
of diffusion has long been a topic of interest, the large-scale analysis of the structure
of diffusion processes has its origin in the study of Web and particularly on the spread
of blog-links [42]. Since then and after the advent of social media, the scale of data
has drastically increased, allowing researchers to investigate the spreading dynamics
of a wide range of topics and content. This includes research on how videos, images,
news and petitions spread on Twitter [43] as well as how false and true news spreading
online [39]. By quantifying the statistical properties of information cascades, we can
observe different mechanisms driving the diffusion of such content. More recent work
has emphasized the importance of comparing cascades of equal size before drawing con-
clusions on content-specific differences, in order to disentangle structural effects from
topical ones [44].

2.2.3 Emotional Diffusion of Online Content

Beside the structural features of information cascades, another relevant aspect is the
role played by emotions in online conversation and news media. Emotions such as fear,
anger, or joy are powerful drivers of online engagement, making the study of emotional
diffusion a fundamental step in understanding the risks of information disorders. Prior
research shows that news consumers tend to prefer and share emotionally arousing con-
tent, and that news coverage has increasingly shifted toward more sensationalist and
negative tones [45]. The arousal created by news does not merely expand audience
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size but it also exacerbates motivated reasoning, reinforcing prior beliefs and contribut-
ing to political polarization and social fragmentation [46]. The analysis of emotions
has become a central focus in both computational social science and communication
studies, as scholars seek to explain not only how information spreads, but also why
certain narratives attract particularly a certain audience. There is a rapidly growing
literature that is exploring various methodological approaches to the measurement of
emotions and of their socio-behavioral effects in online interactions, with special em-
phasis on contentious and polarizing topics. The work presented in [47] introduces a
method using change point detection and topic modeling to measure online emotional
reactions to offline polarizing events such as the COVID-19 pandemic and racial jus-
tice protests, effectively dis-aggregating different topics to measure the emotional and
moral reactions of the public opinion. Guo et al.[48] use natural language processing
methods to highlight a surprising rise in positive affect during the early stages of the
COVID-19 pandemic, likely reflecting the role of social media as a tool for emotion
regulation and reducing fear of the unknown during the pandemic, while also revealing
a partisan divide in emotional and moral reactions. Vemprala et al. [49] also develop
a natural language processing approach to the study of public negative emotional re-
sponses during the COVID-19 pandemic to discern how emotional patterns react to
the prevailing focus of the public discussion being placed upon health vs. economic
concerns, with fear dominating in health-related conversations, and a more complex
mix of emotions, mainly anger and fear, emerging in economics-related ones. Wang
et al. [50] also develop a natural language processing approach based upon a BERT
transformer model for sentiment classification to show that the COVID-19 pandemic
caused a significant drop in expressed sentiment globally, followed by an asymmetric,
slower recovery, with minor effects of sentiment expression related to lockdown poli-
cies, although with significant variation across countries. Zhang et al. [51] use instead
a machine learning classification model based upon deep learning language models to
identify positive and negative emotions in online conversations about COVID-19, and
including an additional, so far not analyzed, ambivalent emotional expression (joking),
finding a rapid burst and a slower decline in the online conversations in all of the 6
languages they analyze. In this thesis, I will analyze the study of emotions with respect
to two important online discussions, the COVID-19 vaccination campaign in Chapter
3 and the Long COVID discussion in Chapter 4.
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2.3. Information Disorders

2.3 Information Disorders

2.3.1 Definitions and distinctions: misinformation, disinforma-

tion, malinformation

The terminology associated with the concept of information disorders is often confusing
and lacks a shared interpretation among experts. Despite this difficulty, establishing
conceptual clarity is essential to avoid oversimplification and to frame the complexity
of the problem. It follows a review of the definition and distinction of terms most used
in the field of communication.

The most used term in both academic and public discourse is fake news, defined as
"false news that appear to be news, spread on the internet or using other media, usually
created to influence political views or as a joke" 1. Despite this definition, according
to Wardle and Derakhshan [52], fake news is an inadequate term to describe a complex
issue like that. In particular, Wardle stated that this idiom is too vague, as it has been
employed to describe a variety of issues, from intentionally misleading stories to biased
reporting. This vagueness makes it difficult to understand the specific problem being
addressed [1].

In fact, Tandoc Jr., Lim, and Ling [53] scrutinized 34 academic articles spanning
from 2003 to 2017, shedding light on the diverse interpretations and contexts associated
with the term "fake news". Their analysis uncovered instances such as satire, inadver-
tent or hasty sharing of misleading content, and purposeful creation of false information
with the intent to harm others. Additionally, the authors highlighted that the term ex-
tends beyond mere falsehoods to encompass inaccurate correlations lacking substantial
evidence. Wardle further emphasizes that the term "fake news" has acquired a politi-
cally charged connotation, frequently wielded by various political figures to undermine
journalists and news outlets with critical or opposing perspectives, thereby fostering
a political rift on the subject. Furthermore, critics argue that the term "fake news"
oversimplifies a complex reality, implying a stark dichotomy between "real" and "fake"
news, whereas the actual landscape often involves nuanced shades in between.

Wardle stated that the term "fake news" implies a passive stance, attributing the
issue solely to the media or other information sources. It is essential to underline that
individuals also play a role in propagating false and misleading information through the
act of sharing and interacting with such content. Due to these considerations, Wardle

1Source: Cambridge Advanced Learner’s Dictionary & Thesaurus (https://dictionary.
cambridge.org/dictionary/english/fake-news)
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advocates for the adoption of the term "information disorder" as a more unbiased and
informative expression [1].

Figure 2.1: Information Disorders. Visualization of the intersection of the three key
component of disinformation disorders: Misinformation, Disinformation and Malifor-
mation [1]

In turn, this expression contains three different and more precise notions:

• Misinformation: This refers to false and inaccurate information disseminating
unintentionally, often stemming from a lack of knowledge, misunderstanding, ac-
cidental oversight, or casual and thoughtless actions. An example could consist
in sharing a rumor about a celebrity’s demise before realizing it was false.

• Disinformation: This involves the deliberate spread of false or deceptive infor-
mation with the intention to mislead. Disinformation is commonly employed as
a tool for propaganda or manipulating public opinion. Those behind the creation
and dissemination of disinformation often pursue political, financial, or psycho-
logical gains [54]. Coordinated disinformation efforts can extend across numerous
social media accounts and may utilize automated tools like social bots, software
mimicking human behavior on social networks, to post and share content on-
line, presenting themselves as authentic disinformation campaigns. Periodically,
organizations such as the Internet Research Agency, a well-known Russian troll
factory, orchestrate these campaigns with the goal of manipulating public opinion
and fostering discord by generating and spreading inflammatory or misleading
content on social media platforms [55].

• Malinformation: This denotes the intentional communication of accurate in-
formation with the aim of causing harm or distress to an individual. Malinfor-
mation encompasses actions like divulging private or confidential details, leaking
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documents, or sharing embarrassing or detrimental content. An instance of ma-
linformation is exemplified by doxing, where private or personally identifiable
information (such as full names, addresses, phone numbers, photos, etc.) about
an individual is published online without their consent.

2.3.2 Mitigating the spread of mis- and disinformative content

Several approaches have been identified to reduce the spread of mis- and disinformative
contents. One of the most common and well-established methods to fight the spread of
false information is fact-checking, defined as the process of verifying the accuracy and
the truthfulness of claims, statements and narratives circulating online.

Fact-checking is a fundamental practice of journalism and the online media indus-
try and can be done either before the content is disseminated (ante hoc) or after it
has been spread (post hoc). The fact-checking procedure typically involves a complete
investigation of the claim or the information diffused, including the identification of the
original source, reviewing expert opinions and cross-referencing the information with
other reliable sources. The experts then evaluate the gathered evidence and reach a
a shared consensus about whether the claim offers a faithful representation of reality
or misleading point of view and help to provide a more precise context or necessary
clarifications in case of partially true statements [56]. Despite the rigor of this process,
fact-checking analysis turns out to be expensive, time-consuming and an intensive ac-
tivity which has not been always effective [56]. There is also the belief that ex-post
corrections are often ineffective because, despite the corrections, people tend to keep
relying on the information they know to be false, also known as the continued-influence
effect [57]. Another widely recognized approach is debunking, a method that involves
actively challenging or refuting false, exaggerated, and anti-scientific assertions using
critical thinking, logic, and factual data. Debunking typically requires identifying and
revealing the shortcomings or inaccuracies in the initial claim, presenting evidence, or
proposing alternative explanations that contradict it. The ultimate goal is to rectify the
perspectives of individuals exposed to misinformation and potentially hinder its further
dissemination [58]. However, individuals often continue to resist factual information,
maintaining inaccurate beliefs even when presented with evidence to the contrary [59].
In many cases, corrective interventions fail to reduce these misperceptions [60] and may
even produce a backfire effect, reinforcing the very inaccuracies they aim to correct [61].
Another possible ex-ante correction is referred as prebunking, involving the proactive
education of individuals about potentially misleading information before its dissemina-
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tion [62]. This concept is also referred to as "inoculation theory", suggesting that when
individuals are preemptively exposed to a properly diluted form of misinformation or
disinformation, they begin to develop "mental antibodies" through the elicited cogni-
tive response. These mental antibodies enhance individuals’ immunity to subsequent
attempts at manipulation.

2.3.3 Countering the false information with Artificial Intelli-

gence

While Artificial Intelligence can contribute to the dissemination of misinformation [63],
it also plays a pivotal role in its prevention. Machine and Deep Learning algorithms
aim to identify, flag false information, predict viral potential, and offer fact-checking
services [64]. Various methods, including the five feature extraction approaches listed
by Shu et al.[65], have been employed for automatic fake news detection on social media
platforms.

• linguistic-based approach relies on linguistic features that capture distinct writ-
ing styles and sensational headlines commonly associated with fake news. This
approach operates under the assumption that certain linguistic behaviors, such
as punctuation usage, word choice, part-of-speech tags, and emotional valence,
are largely involuntary and beyond the author’s conscious control. As stated by
Pérez-Rosas et al. [66], these features offer valuable insights into the nature of the
text. In this context, Natural Language Processing (NLP) algorithms can analyze
extensive text volumes, revealing patterns indicative of false information.

• the visual-based approach extracts information about visual elements, such as
images or videos.

• the used-based approach identifies the features of the users interacting with the
news on online social media, like the account creation date, their number of fol-
lowers/followees and their verification status. All these features can be really
relevant in the detection of automated accounts, which are often used to spread
propaganda and disinformative content [67].

• the post-based approach focuses on the identification of information exploring the
reactions and comments that users shared with regard to a specific post.

• the network-based approach where features are extracted by constructing specific
networks among users who published related posts, or among users who have a
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follower/followee or friendship relationship. Several social network analysis tech-
niques can be used to describe these networks, which can provide extremely useful
insight, given the tendency of social media to form echo chambers.

2.3.4 Related works

In the recent years, the literature about the spread of mis- and disinformative content
has been in rapid expansion. More specifically, the 2016 election marked a crucial
moment in the proliferation of "fake news" through social media, and numerous studies
have delved into scrutinizing this phenomenon in relation to that specific event. In
a study conducted by Grinberg et al. [32], the dissemination of false news articles
on Twitter during the 2016 U.S. presidential election was examined. The findings
indicated that fake news comprised nearly 6% of overall news consumption, but its
distribution was highly concentrated. Specifically, only 1% of users were exposed to
80% of fake news, and a mere 0.1% of users were responsible for sharing 80% of fake
news. Significantly, the concentration of fake news was particularly pronounced among
conservative voters.

Another investigation by Bovet and Makse [68] analyzed over 30 million tweets
containing links to news outlets shared in the five months leading up to the same
election. The authors determined that approximately a quarter of these links directed
to websites categorized as disseminating fake news or exhibiting extreme partisan bias.
Additionally, a causal analysis unveiled that the primary disseminators of news from
center and left-leaning outlets significantly influenced the Twitter activity of Clinton
supporters. In contrast, the top spreaders of "fake news", influenced by the Twitter
activity of Trump supporters, had a notable impact in the opposite direction. Other
research has investigated the propagation of misinformation and disinformation within
the domains of health and science. Wang et al. [69] documented the efforts of many
scholars who examined online dialogues surrounding topics such as vaccinations, the
Zika virus, and Ebola. In the last years, Covid-19 Pandemic has been one of the most
pressing case studies, analyzed by several scholars, using computational social science
frameworks. In particular, one of the main works from which we take inspiration
is the one of [2], where they proposed three measures to evaluate the infodemic of
each country by using features of the users (followers count) and characteristics of the
network communication such as retweets, replies, mentions.
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2.3.5 The Covid-19 Infodemic Platform

In the context of Covid-19, the concept of infodemic has been gained special attention
and linked to this health crisis [70, 2, 71]. This term encompasses other two words,
information and epidemic and was originally conceived in 2003 by David Rothkopf to
describe the virus-like spread of mis- and disinformation in the context of the 2003 SARS
outbreak [72]. Rothkopf highlighted the meaning of this word as "a few facts, mixed,
with fear, speculation and rumor, amplified and relayed swiftly worldwide by modern
information technologies [that] have affected national and international economies, pol-
itics and even security in ways that are utterly disproportionate with the root realities”.
On the other hand, the WHO has defined the term infodemic as "an over-abundance
of information - some accurate and some not — that makes it hard for people to find
trustworthy sources and reliable guidance when they need it” [73].

With respect to the Covid-19 health crisis, one of the most rich dataset used in this
thesis has been collected by using the COVID-19 Infodemics Observatory, a project
developed by the Fondazione Bruno Kessler (FBK) in collaboration with the World
Health Organization (WHO). The aim of this website was to collect, track and extract
information about the infodemic patterns around the Covid-19 Pandemic by extracting
daily tweets across countries. The result of this collection ended up in an interactive
dashboard, showing the estimation of the infodemic risks in each country on a daily
basis, as shown in Figure 2.2. Beside being an easy and accessible tool, it also provides
with time series analysis with information about the infodemic itself as well as enlarged
by information about the disease such as number of daily Covid-19 cases, number of
daily deaths per country.

The platform has collected via Twitter’s Public Filter API over 1.3 billion tweets
from 127 countries in the time span ranging from 22 January 2020 to 13 March 2023. To
be included in the dataset, tweets have to contain at least one of the following keywords:
coronavirus, ncov, #Wuhan, covid19, covid-19, sarscov2, covid [2].

The retrieved data also include retweets and replies, which are respectively re-
postings of an original tweet used to quickly share that tweet with one’s own followers
and social interactions that generate and sustain conversations among multiple users.
The collected tweets are then geocoded at country-level granularity using either the
included geographic information or the self-reported user locations.

To assess the reliability of each message, each has been evaluated for reliability
through comparison with various publicly accessible databases covering scientific and
journalistic sources. We specifically employed reliability classifications from Media-
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Figure 2.2: Screenshot of the FBK COVID-19 Infodemics Observatory dashboard.
Source: https://covid19obs.fbk.eu/#/press

BiasFactCheck [74], an organization that maintains an extensive and regularly up-
dated database evaluating the ideological leanings and factual accuracy of media outlets
through both quantitative metrics and qualitative assessments.

The categorization can be simplified into reliable sources, encompassing science and
mainstream media, unreliable,differentiated between low-risk unreliability, including
satire, clickbait, political and high-risk unreliability, defined as fake or hoax, conspiracy
and junk science.

Building on this classification system, we employed three metrics developed by [2]
to quantify different dimensions of infodemic risk.

1. Infodemic Risk Index (IRI): this index quantifies the rate at which a generic
user is exposed to unreliable news. It is derived indirectly by the number of follow-
ers of users who have tweeted, retweeted or replied to messages containing links
belonging to the unreliable macro-group as a measure of exposure to unreliable
news. More formally, if EU is the sum of the number of followers reached by each
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Figure 2.3: Classification of the news media categories based on their level of reliability
based on the work of Gallotti et al. [2].

tweet containing unreliable content and ER is similarly the sum of the number
of followers reached by each tweet containing reliable content, the IRI is simply
computed as

IRI =
EU

EU + ER
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It is clear to see how a prominent figure with a large following sharing misleading
information can significantly increase the IRI.

2. Dynamic Infodemic Risk Index (DynIRI): this index is slightly different in the
sense that, in this case, exposure is calculated by directly analyzing user engage-
ment with unreliable online messages, namely recording the number of retweets,
replies and replies that each tweet has. The index is calculated as above, but
EU and ER represent the total number of interactions (retweets, replies, quotes)
recorded in tweets containing respectively unreliable and reliable news. In this
case, if a certain number of tweets generate a significant amount of interactions,
that could cause an increase in the DynIRI.

3. Fraction of unreliable news (Unreliability): this index represents the propor-
tion of unreliable content in relation to the total volume of tweets containing
links pointing to any information sources in the domains list. The metric pro-
vides valuable insight into the reliability of COVID-19 news being generated and
spread in a given country at any point in time. Furthermore, the platform pro-
vides more granularity, distinguishing also in each of the nine categories described
above. This can allow users to be informed about which specific types of news
(mainstream media, clickbait, . . . ) are consumed in a certain period in their area.

These metrics allow us to study the risks of infodemic in each country by focusing on
two different fundamental aspects of Twitter: the role of followers, tracked by IRI, and
the role of the connectivity of the systems, defined through the Dynamic Risk Index.
In Chapters 6 and 7, I will discuss and validate how these indexes are correlated with
socio-economic factors as well as the digital characterization of different countries based
on the instability of such indicator.
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Chapter 3

Large-scale digital signatures of
emotional response to the COVID-19
Vaccination Campaign

The previous chapter outlined the theoretical and conceptual framework for understand-
ing information disorders as a complex and emergent phenomena within social media
ecosystems. This chapter introduces the first empirical study of this thesis based on the
journal paper: Anna Bertani, Riccardo Gallotti, Stefano Menini, Pierluigi Sacco, Man-
lio De Domenico. Large-scale digital signatures of emotional response to the COVID-19
vaccination campaign. EPJ Data Science 13.1 (2024): 20 [75]. The main focus here is
to analyze how emotional tone, users feautures, and news reliability interact in a major
global health online conversations. The main contributions of this chapter are:

• we develop a methodology combining content reliability, political leaning, and
emotional valence to study online vaccination discussions.

• we reveal patterns in emotional responses of vaccination conversations across po-
litical orientations and reliability of information .

• we provide insights for public health communication, showing how social media
can be used to monitor public attitudes and counter misinformation.

3.1 Introduction

Face-to-face interaction is notoriously important to facilitate civilized exchange and so-
cial cooperation [76, 77]. Through their nonverbal language [78], interacting humans
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send complex arrays of signals (of dominance, trust, composure etc.) [79] that fa-
vor mutual alignment [80] and even elicit behavioral mimicry [81]. For these reasons,
face-to-face interactions are normally expected not to escalate into violent and con-
frontational behaviors [82], and even function as a driver of social cohesion [83] with
distinctive psycho-physiological signatures [84]. With the advent of online interactions,
however, this carefully evolved package of socio-cognitive skills has been put to a hard
test. In digital interaction, the moderating role of nonverbal cues is largely lost [85],
and subjects must learn how the affordances of digital communication enable alternative
ways to signal pro-sociality and affection [86]. However, developing alternative systems
that work on a large social scale is challenging, and as a result it is widely observed
that digitally based exchanges have higher chances to become vitriolic and prone to
escalation than face-to-face ones [87].

In this context, a particularly crucial role is played by emotions. The once widely
held conviction that human emotions were biologically programmed, universal ‘natural
kinds’, spanned by a core group of six basic emotions and characterized by specific,
inter-culturally readable sets of bodily cues, has gradually given way to an alterna-
tive paradigm that identifies a whole spectrum of emotional states mapped by a high-
dimensional set of verbal and nonverbal signals [88] whose socio-cognitive indexing de-
pends on social learning and cultural frames [89]. In view of the central role of emotions
in social cognition [90], the use and interpretation of such emotionally-related signals
is pivotal in human interaction. In particular, the expression and decoding of emotions
is likely to be one of the most critical aspects related to the shift from face-to-face to
online interactions [91].

If emotions are not ‘natural kinds’, a radical change in the socio-cognitive environ-
ment such as that brought about by the digital shift may not only affect how emotions
are interpreted, but also how they are defined [92], expressed [93], and socially trans-
mitted [94]. Despite that the affordances of the digital environment facilitate emotional
over-reaction [95], it is also true that, unlike face-to-face interaction where nonverbal
signals are observed at a millisecond scale and are largely automatic and not controlled
[96], in online interaction the emotional response may be distilled and even constructed
on the scale of seconds and even minutes or hours [97]. On the other hand, nonverbal
cues are largely substituted by verbal equivalents that intentionally amplify the affec-
tive content of communication to compensate for the lower-dimensional nature of the
signal [98]. Moreover, in online interactions some of the participants may be nonhu-
man (bots) which are explicitly designed to implement a certain strategy of affective
communication to elicit types of emotional responses from users [99].
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There is then a basic difference between emotions expressed in face-to-face inter-
action and ‘emotions’ as constructed in online exchanges [100]. And such difference is
likely to be more substantial and relevant the more the topic of the exchange concerns
socially sensitive, polarizing issues [101, 102]. In particular, fake or misleading content
that embeds certain emotional references (which can be positive such as anticipation or
trust, or negative such as anger, according to cases) is more likely to go viral and has
a longer expected lifetime [103].

Moving from this premise, the aim of this research is to investigate how online
‘emotional’ responses change when comparing two different kinds of exchanges: one
regarding a baseline, non-polarizing topic and one regarding one of the most polariz-
ing topics of today: vaccination [104]. It is intuitive to conjecture that more socially
controversial issues incite more emotional reaction (and vice versa) online than less con-
troversial ones [105], not unlike what happens offline, although specific features of the
online interaction environment may make a significant difference [106]. However, it is of
interest to understand what kind of emotional reaction is incited in what circumstances,
depending on the characteristics of the users involved. The emotional response patterns
that are found give us additional insight on the nature of the social contentiousness of
the issue, and at the same time help us understand better how online ‘emotions’ are
constructed to pursue specific social goals. In this regard, vaccination is clearly a rele-
vant test bed [107], and we are in particular interested in studying social exchanges on
Twitter with special attention to the verified/un-verified user and human/bot dyads. To
what extent the emotional communication of verified users will distinguish itself from
that of un-verified ones? Will there be major differences between human and artificial
‘emotional’ responses when the topic is potentially more inflammatory, and in which
sense?

In this rapidly evolving field of research, the specific contribution of this chapter is
making use again of a natural language processing approach and of the same lexicon used
by [49], NRC Word-Emotion Association Lexicon, to analyze specifically the differences
in emotional expression between a baseline non-contentious topic and a highly polarizing
one such as COVID-19 vaccination, and testing specifically for differences related to
whether online participants are humans or bots.

The NRC Lexicon considers eight ‘emotions’, four of which with positive valence and
four with negative valence. With this choice, we intentionally move from the six basic
emotions of Ekman [108] not because we agree with the ‘natural kinds’ framework
(within which there is a significant lack of consensus about the specific list of what
emotions are basic; see [109]), but because this may be a simple benchmark for the
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analysis of their online counterparts. Specifically, the four ‘basic’ negative emotions
(fear, anger, sadness, and disgust) and one of the positive ones (surprise) are kept in
the NRC Lexicon, whereas the other (happiness) is unpacked into two positive emotions
(anticipation and joy). Finally, trust has been added as a final positive emotion. Despite
that trust is technically not considered an emotion [110], it can be interesting to consider
a specific emotional signal related to trust in the relatively unfavorable conditions given
by social signaling through a digital medium. This set of ‘emotions’ as encapsulated in
the NRC Lexicon should therefore be seen as a useful first benchmark rather than as
an invitation to consider them as more basic or foundational than others.

Within this framework, we find a significant difference in emotional reactions be-
tween no-contentious and polarizing conversations, and moreover we find that verified
users, no matter whether humans or bots, exhibit more positively valenced emotional
responses than unverified ones. In this regard, this research provides fresh insights on
specific aspects that have not been covered in the previous literature, while at the same
time connecting to a solid ad growing stream of studies both in methodological and
thematic terms.

Getting deeper insights into these issues is crucial for the future design of environ-
ments that favor more civilized online interaction. As argued by [111], civilized need
not amount to ’polite’ according to pre-digital standards of social etiquette. Online
discussion may be more emotionally charged than offline ones for reasons that mostly
concern the different affordances of the social environments [112]. However, as the ex-
perience of the pandemic has taught us, the social implications of massive uncivilized
exchange on issues of primary public interest may be devastating [113] and may offer
ample opportunities for manipulation by malevolent parties [114]. Therefore, a deeper
understanding of the socio-emotional grammar of online interactions is a key issue for
both computational social science and public policy.

3.2 Method

3.2.1 Overview of the data set

We collected social media data through the special Twitter’s endpoint dedicated to
COVID-19 research 1 , which allowed researchers to study the comprehensive, public
conversation about COVID-19 in real-time. We focused our attention on data captured

1https://blog.twitter.com/developer/en_us/topics/tools/2020/covid19_public_conver
sation_data
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by the filter of the Twitter Firehose on COVID-19 in 18 among the most represented
languages on Twitter. More specifically, we focused on terms related to the vaccination,
to anti-vax campaigns but also to the most known vaccine brands, such as Pfizer,
Astrazeneca, Johnson&Johnson, Moderna, Sputnik V (see further details in the SI
Appendix).
In addition, we considered only a small fraction of the overall data, the about 1% of
tweets that are geotagged, to guarantee an accurate information also as to their location,
as signalled by the user’s device. The data collected covers the period between August
31, 2020 and July 15, 2021, that is from the announcement of the availability of the first
COVID-19 vaccines up to the peak of the vaccine campaign in Europe and in the United
States. We compare our sample of tweets related to the vaccination topics with a 10
million of messages posted on Twitter as baseline sample in which no specific contentious
topic dominates. The baseline sample was obtained using the stream API without
specific filtering or keyword searches. As a result, the dataset encompasses a diverse
range of languages, including but not limited to English, Japanese, Spanish, Korean,
Portuguese, Thai, Indian languages, French, German, and Italian, among others.

Dataset Messages Unique Users Timeframe
Vaccine 9.6 million 3 million 31/08/2020-15/07/2021
Baseline 10 million 6 million 21/04/2021-24/04/2021

Table 3.1: Statistics about the datasets. The table shows the number of messages,
unique users and the timeframe considered for both the datasets.

3.2.2 Verified Accounts

Verified users are those having the blue verified badge, a blue check mark, that defines
those accounts that are of public interest because they are considered authentic, notable
and active on Twitter. The verification process of users is given by the blue check
mark that can be found next to the username, while unverified accounts do not have
this distinctive signal. However, this definition pertains to the period before Musk’s
takeover, during which accounts were required to undergo request verification. Starting
from April 1st, 2023, there has been a change in the rule. For users to acquire the
verification badge now, they are required to subscribe to Twitter Blue [29]. Regarding
this research, we adhere to the initial definition since the new rule was not in effect
during the considered time frame.
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3.2.3 News Reliability and Political Leaning

In this analysis, we also considered some metadata associated to the textual content of
the messages.

We collected manually checked web domains from various publicly accessible databases,
encompassing scientific and journalistic sources. In particular, we examined data pro-
vided by the MediaBiasFactCheck [74]. This is an organization that provide a huge
database continuously updated whose methodology is to systematically evaluate the
ideological leanings and factual accuracy of media and information outlets through a
multi-faceted approach that incorporates both quantitative metrics and qualitative as-
sessments. We found a total of 4,988 domains, reduced to 4,417 after removing hard
duplicates across databases. Given the nature of our multilingual and multicultural
analysis, we evaluated the language coverage of the web-domains classified, taking into
account the English centric nature of the web. Building upon [2], we gathered statistics
from Amazon Alexa (www. alexa.com/topsites/countries) about web traffic (the top 50
most visited websites) for all countries across the globe, matching these lists with the
list of domains used in our analysis. For 127 countries we found at least one domain in
the reliable top-50 news source, and for 21 (iso2 codes: AE, AR, BB, BE, CA, DK, FR,
KE, MX, NG, PA, PE, PH, PR, PT, QA, SD, SE, TT, US and VE) they have at least
one domain in the top-50 websites labelled as unreliable. In fact, this is a lower bound,
because Alexa provided only major domains, disregarding subdomains that we instead
classified as well. This large presence among the very top tier of websites suggests that
the results are robust for multilanguage/multicultural analysis.

We considered the URLs contained in messages, and labeled each URL according to
the political leaning (left, left-center, neutral, right- center and right) of its media source
and the type of source (political, satire, mainstream media, science, conspiracy/junk
science, clickbait, fake/hoax) as manually classified by external experts. In particular,
building on [2], we have classified our news sources as reliable (when belonging to the
Science, Mainstream Media categories) and unreliable (when belonging to the Satire,
Clickbait, Political, Fake or Hoax, Conspiracy and Junk science and Shadow categories).
Finally, as a third category we consider tweets not containing any url to be classified
(i.e. mere opinions without a source). We excluded all the web-domains classified as
’Other’ as they point to general content that cannot be easily classified, such as videos
on YouTube or post on Instagram.
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3.2.4 Bot Detection

Social bots are automated accounts that mimic human behavior, create posts, comments
and likes on social networks. Analyzing the role of social bots in the emotional response
to controversial topics such as those studied in this research is important, given that
they are being systematically used for the manipulation of the public opinion through
social media [115]. In particular, bots have proven successful in spreading low-credibility
content by strategically targeting influential human users [116]. Their typical mode of
operation also includes amplification of inflammatory contents by human users [117],
whereas actual instigation of emotions is rarer. However, cases of successful bot-to-
human transmission of negative emotions like anger have been documented in online
COVID-19 related conversations [118]. Bots can therefore be considered a significant
threat to public health [119], whose mode of operation also includes emotional manip-
ulation. It is therefore important to investigate the potential role of bots in the social
dynamics of emotional responses on controversial topics.

To distinguish a bot from a human, we chose some criteria associated to some forms
of unusual social behavior. In particular, based on [114], automated accounts tend
to show an important productivity on social media by posting excessive number of
content and, especially, in their concentration in particular moments during the day
(e.g. overnight or all day long).

We identified automated accounts using a machine learning algorithm designed to
classify Twitter accounts as humans or bots and used in previous research [120, 117]
The classification of users into "human" or "bot" is based on ten features that yield the
best classification accuracy according to several authors [117, 121]. The features are (1)
statuses count; (2) followers count; (3) friends count; (4) favorites count; (5) listed count;
(6) default profile; (7) geo enabled; (8) profile use background image; (9) protected; and
(10) verified, following the same prescriptions of previous studies [120, 122, 117, 121].
The models undergo training using 80% of the data and are subsequently validated on
the remaining 20%. The division between these two sets is performed while ensuring a
balance between bots and humans at the level of each individual original dataset. The
models gave us the highest accuracy (> 90%) and precision in identifying bots (> 95%
) [121].

In a previous work [120], we tested the ability of the algorithm to generalize the
classification out of the data sample used for training and validation by applying the
model on an independent data set [123], consisting of labeled information about 8,092
humans and 42,446 bots. The results of the classifier are satisfactory, with an accuracy
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of 60 %, an F1-score higher than 70 %, and a recall of 58 %. In this specific work, we
did not manually inspect the users but we assume that our results would be consistent
with the ones found in the above mentioned work.

3.2.5 Emotional Detection

The NLP pipeline used to process the tweets allows processing of text and emotions in
multiple languages. For the emotions we rely on the NRC Word-Emotion Association
Lexicon [124], containing 14,182 English words associated with one or more of eight
basic emotions (anger, fear, anticipation, trust, surprise, sadness, joy, and disgust) and
two sentiments (negative and positive). These words are then translated into several
languages, including the 18 used in this work. A second resource used in the pipeline
is the NRC-VAD Lexicon [125], containing 19,971 English words associated with three
scores representing respectively valence, arousal, and dominance. As in the previous
resource the NRC-VAD is also including the translation of each word in all the 18 needed
languages. Taking as input the text of the tweet and its language, the pipeline returns
the list of words associated with emotions, the amount of each emotion contained in
the message and the total values of valence, arousal, and dominance. Being based on
a lexicon, the emotions extraction is preceded by two preprocessing steps in order to
increase the amount of emotions retieved from the text. The first preprocessing step
involves elements that are relevant in social media as hashtags and emoji, often carrying
an important part of the content of a tweet. To process the hashtags we expand the
Ekphrasis library [126], originally developed for English, to cover additional languages.
This allows us to identify hashtags in tweets and to split them in the words composing
it, e.g. #saysafe into ‘stay safe’. To detect emotions related to emojis we adopted
the strategy of replacing them with their textual descriptions in the language of the
tweet. The description can then be used to search for matches in the NRC lexicons
, e.g. “worried face”. Since the NRC lexicons doesn’t contain all the inflected forms
of annotated words, we preprocess the tweets lemmatizing them (including the text
extracted from hashtags and emoji), to increase the number of matches with the words
in the lexicon. The lemmatization is done using the Spacy library [127]. The pipeline
also has the possibility of using a list of words that need to be excluded from the
emotions extraction, for instance when working on tweets about Covid, we can decide
to exclude words as ‘virus’ being present in data, as topic, regardless of the emotions
expressed by the messages.
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3.2.6 Emotional Aggregation

Various emotional algorithms have been already tested on different kind of data. One
of them is surely the Valence-Arousal-Dominance model [128]. We found that the three
sentiments are highly correlated among them in our dataset, as shown in the Appendix
A. Based on the purpose of this research, we decide to adopt another algorithm with
eight emotions, four of which with positive valence (Trust, Anticipation, Joy, Surprise)
and four with negative valence (Anger, Sadness, Fear, Disgust) in order to better cap-
ture each single emotion. Before starting the analysis, a preprocessing phase has been
fundamental to understand how to normalize the data, since the emotional range of
each emotion does not follow the same scale. In particular, we found the total emo-
tional value of the messages posted on Twitter by summing each singular emotion.
Then, we divided each emotion by the total emotional value found in order to obtain
that the sum of each emotion should be equal to 1. We grouped the positive emotions
(Anticipation, Surprise, Joy and Trust) and the negative emotions (Sadness, Anger,
Fear, Disgust) into two different categories (positive vs negative emotions). After this
procedure, we normalized the valence of each tweet across the emotional range of -1
(completely negative valence) and +1 (completely positive valence). In the emotional
analysis of the three reliability-ranked categories of news Fig. 3.1 and Fig. 3.2, we also
decided to delete the emotional values equal to 0 because our interest was to observe
the distribution of emotional response and the 0 value might indicate the absence of
any emotion in the message posted.

3.3 Results

3.3.1 Emotions distribution among the Covid-19 Vaccination

and the Baseline sample

We consider online discussions in which no specific contentious topic dominates con-
sisting of more than 10 millions messages posted to a popular microblogging platform,
Twitter, between 21/04/2021 and 24/04/2021 from 6 millions of unique users. We also
consider the online discussions concerning the massive COVID-19 vaccination campaign
between August 31, 2020 and July 15, 2021, that is from the announcement of the avail-
ability of the first COVID-19 vaccines up to the peak of the vaccine campaign in Europe
and in the United States, consisting of 9.6 million of posts from 3 million of unique
users. We find that the conversation related to a contentious topic such as vaccination
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generate a spectrum of emotional response that differs from that of the baseline, as
illustrated in Fig. 3.1.

Figure 3.1: Emotion Mean Value. For each sample (baseline (left panel) and
vaccine (right panel)), we quantified the mean value of each emotion: Anger, Sadness,
Surprise, Fear, Anticipation, Trust, Disgust, Joy. The horizontal line is placed at the
0.125 value to better visualize which emotions are over- vs under-represented with
respect to our benchmark value. The grey vertical lines show the standard deviation of
each distribution. To better understand the statistically significance of each emotions,
we performed a Kolmogrov-Smirnov Test with the result that all the distribution are
statistically different at the 95 % of confidence level with a p-value lower than 0.01
both across emotions and among the baseline and vaccine samples. In addition, we
calculated the standard error of the mean, resulting to be negligible among all the
emotion distribution.

In particular, the vaccine sample shows an over representation of three emotions with
respect to the baseline: Fear, Anticipation and Trust. Indeed, these three emotions have
a mean value greater than the threshold value. If we imagine an ideal benchmark in
which each of the eight emotions is equally represented, each of them should be by a
frequency of 0.125. We therefore draw this level as a dotted line in the figure to make it
more readable which emotions are actually over- vs. under-represented with respect to
the benchmark. We can notice that the baseline distribution is more evenly distributed
than the vaccination one. In particular, for the baseline we see that Joy, Sadness and
Anger are very close to the benchmark value. On the contrary, the distribution is
considerably less uniform for the vaccination sample, having an over-representation of
Fear, Anticipation Trust and Sadness. This suggests that a contentious topic may lead
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to the selective amplification of certain emotions with respect to others. A Kolmogorov-
Smirnov test has been performed to evaluate the statistical significance of the two
samples. We find that the distributions are actually statistically different between the
two samples.

3.3.2 Emotional Responses to Different Levels of News Relia-

bility

At this point, however, it may be reasonable to conjecture that this selective ampli-
fication of certain emotions in the case of contentious events may be in turn further
modulated by specific features. First of all, we can ask whether getting in contact with
unreliable news related to the contentious topic is different than getting in contact with
reliable ones as far as the emotional response is concerned.

To test this, Figure 3.2 shows the distribution of emotions for the three reliability-
ranked categories of news: reliable, unreliable and opinions. The eight emotions have
been normalized in a range between -1 (the most negative emotional valence) and +1
(the most positive emotional valence) to improve readability.

Interestingly, we find that in the baseline sample there are no systematic differences
in terms of emotional response to the three categories of news. In particular, the
median is 0 for all the news categories, showing that users not only do not discriminate
across news categories in terms of emotional response, but also present a balanced
overall response to the news, since there is not a skew towards positive or negative
responses, indicating a more balanced emotional response, specifically with respect to
the vaccination sample.

Also in the case of the differences between reliable and unreliable news we performed
a non-parametric Kolmogrov-Smirnov Test, finding that the two distributions are not
statistically significantly different, with a p-value equal to 0.22.

In the case of the vaccine sample, the pattern is completely different, and the dis-
tributions of emotions are statistically different for each type of news considered.

Reliable news are characterized by being skewed toward the positive valence side of
the spectrum when compared to unreliable ones. In other words, reliable news elicit in
users more positive emotions in the case of a contentious topic with respect to unreliable
ones.
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Figure 3.2: Emotional range for different categories of news. For each sam-
ple (baseline (left panel) vs vaccine (right panel)), we quantified the distribution of
emotional values from -1 to 1, respectively for tweets containing reliable news (top),
unreliable news (middle) or just comments without sources (bottom). All the distri-
bution have been tested through a Kolmogrov-Smirnov Test in order to evaluate the
difference among the samples and across categories of news considered. The distribu-
tion are statistically significant at the 95 % of confidence level with a p-value lower
than 0.01 among the two samples and within the same sample, with the only exception
of tweets containing unreliable news and reliable news in the Baseline sample, having
a p-value equal to 0.22.

3.3.3 Emotional Responses of Verified vs Unverified Users

In the Figure 3.3 panel (A), we compare the emotional responses of verified vs. un-
verified users. We find that verified users are characterized by a more positive emotional
response. Once again, the difference between the two distributions is statistically signif-
icant as shown by the Kolmogrov-Smirnov Test. Moreover, also for the baseline sample
we find more positive valenced responses for verified users (an average level of 0.31) in
contrast with the unverified users (0.27).

Interestingly, in the case of the baseline the positive emotional response of the ver-
ified users is stronger than in the case of the vaccine sample. Even if verified users, as
a consequence of their incentives to reputation management and accountability, tend
to favor positively valenced emotional reactions, it turns out that the contentious na-
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Figure 3.3: Emotional Analysis for different types of user accounts. We quan-
tified, ranging from -1 to +1, across (A) verified and unverified users, (B) both human
and bot, over time. The dashed horizontal lines indicate the emotional mean values for
each user type, based on a baseline of 10 million randomly sampled tweets. This high-
lights that the mean emotion of the random distribution is higher that of our specific
interest. We present the distribution of emotional values, aggregated by day, for each
category concerning the vaccine sample (C-D). We conducted a Kolmogorov-Smirnov
Test across the entire distribution for each category. The results indicate statistical
significance at the 95% confidence level, with a p-value below 0.01, not only within
categories but also across the various samples considered.

ture of the vaccine topic influences their own mode of response and determines a less
positively valenced response, although maintaining an overall positive emotional tone.
Interestingly, for un-verified users the emotional response is not only less positive, but
particularly so in the first months of the vaccination campaign, when the level of con-
tentiousness was particularly high.

In the second panel (B), we then find the emotional responses of the verified and un-
verified users as distinguished between bots and humans. Discerning bots from humans
is usually carried out through the observation of the respective behaviors on social media
platforms. More specifically, automated accounts are usually characterized by some
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forms of unusual behavior: very large volume of content created, or very high frequency
of creation, for instance (see Method section for further details). In our dataset, we
found 22,116 verified and 1,318,935 unverified automated accounts. Interestingly, the
most significant distinction in terms of emotional expression in our sample is not that
between bots and humans, but rather that between verified and un-verified users within
each category. It turns out that when we compare the entire distribution of emotional
responses between any pair of these four categories of users, each couple of distributions
is significantly different in all cases. In particular, the C panel shows the emotional
distribution across time respectively for verified and unverified users, while the D panel
shows the same analysis discerning between bots and human users to better visualize
the statistical distribution of each category.

When an user is verified, be it a human or bot, their emotional response is more
positively valenced over time. Likewise, responses are less positively valenced for un-
verified users, be them humans or bots. Comparing our results with the baseline sample,
we notice an important difference. Whereas verified humans tend to present a more
positive response in the baseline, for verified bots the response is more positive in the
vaccine sample. The differences between the four categories of users tend to stabilize as
the vaccination campaign unfolds, whereas in the very first months the responses are
less predictable (see further details in the SI Appendix).

3.3.4 Emotional Responses based on the political orientation

Another important aspect to consider is the role of news media sources according to their
political orientation. In Figure 3.4, we analyzed the political orientation of the sources
in relation to the verified/un-verified status of the users and their emotional response.
As always we have normalized the valence of the tweets across the emotional range (-1,
+1) for each of the categories mentioned. In particular, each URL appearing in the
messages has been manually inspected by experts (see Method section), classifying the
various sources in one of the following categories: left, left-center, center, right-center,
right.

We quantified the distribution of the political orientation of the sources and the
status of the users both for the baseline and the vaccination samples. We obtain an
interesting result: the variation between the two samples is apparent, and the difference
is statistically significant among all the political orientations, whether the users are
verified or not. The first panel of the Figure indicates the statistics for tweets from the
baseline sample, showing that a higher number of tweets has a left-center orientation
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Figure 3.4: Emotional range for messages posted on Twitter by verified-
unverified accounts and with URLs associated to five different political lean-
ing. For each panel, we quantified statistics of tweets across the emotional range (-1,
+1) according to the political leaning of the sources and the verified/un-verified status
of the users. The left panel reports the 10M random sample of tweets as a baseline,
while the central one is about the vaccine tweets. The right panel shows the percentage
difference between vaccine and baseline data for each cell. We show how emotional
responses can became a sort of marker for different ideological position, especially for
the left-center, center and center-right categories. An interesting result is shown by
the verified accounts through which the emotional responses vary at different scales,
reaching high negative and positive values.

compared to the others. However, in the vaccine sample the incidence of political
orientations changes, and also the emotional responses are pretty different, especially
for the left-center, center and center-right categories. The difference is substantial in the
third panel where we can observe significant variations in emotional responses especially
for the left-center, center and center-right categories. This clearly shows how emotional
responses become markers of a differentiation between different ideological positions in
the case of a highly contentious topic such as vaccination. Interestingly, the positions
where we observe the most heterogeneity in response are the relatively moderate ones,
and not the most extreme, as the former are the ones that need to differentiate more
from their relatively closer analogs. Extreme positions are already well differentiated
and their emotional response patterns are less characteristic.

In the bottom panel, where we further differentiate between verified and un-verified
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users, we find that again the emotional responses are different between the two cate-
gories. For unverified users, there is scarce differentiation in terms of dominant emo-
tions. However, in the case of verified users, the emotional response changes signifi-
cantly, with the emotional valence that tends to radicalize toward highly positive or
highly negative levels, respectively (see Figure 3.4), similarly to what we observed in
3.3.

3.4 Discussion

Are online ‘emotions’ an important source of social cognition, which is modulated by the
status and by other specific characteristics of the subjects? Our analysis shows that this
is the case, especially when the topic of the discussion is contentious. As we have seen,
a contentious topic such as vaccination elicits stronger and more nuanced emotional
responses than baseline conversations. Moreover, users who are characterized by a
specific status, that of verified users, have an emotional response whose valence is more
positive than that of unverified users. The higher social status related to the verification,
and the consequent incentive to reputation management and higher accountability,
implies that such users feel more pressured toward providing constructive, inspiring
emotional responses rather than dismissive and confrontational ones. Interestingly, this
is the case whether the users are humans or bots. However, given the recent changes
in the conditions of access to a verified status on Twitter, it is possible that such social
pressure effects on emotional responses would not be found under the new regime, as
verified accounts now do not signal social status any longer but only mark the purchase
of a specific service.

On the other hand, also political orientations of the sources cited have an impor-
tant implication for emotional response, and in the case of contentious topics there
is a general tendency to differentiate the emotional response so that to better differ-
entiate political identity accordingly. However, unlike what could be expected, it is
especially in the case of the differentiation between relatively moderate positions that
emotional responses are used as a differentiating factor, whereas in the case of more
extreme positions this effect is less marked, as the positioning at an extreme side of
the political spectrum already suffices to ensure differentiation. This confirms that
emotional responses may be strategically inflated in online interactions to construct a
specific, and optimally differentiated, social identity. [129]. This may be especially the
case for contentious topics, where emotional arousal is pursued by the parties involved
also to enhance the salience of intentional signals of false information that function
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as demonstrations of commitment to the group’s cause, aiding in the strengthening of
group solidarity against opponents in polarizing discussions [130].

This implies, in particular, that users with different political orientations might
develop their own specific ‘emotion playbook’ which is characteristic of their political
position and that might allow very complex forms of social coordination and even
synchronization with their base through a suitable, skillful use of emotional signals. A
political base that is particularly sensitive to fear or disgust could therefore be activated
by any kind of content where such emotions are balanced with others in a certain,
characteristic proportion. It is possible that this kind of strategy has been already
experimented by populist leaders worldwide, where the emphasis on the emotional
component often overrides that of the specific content [131]. This is certainly a topic
that deserves further analysis and that could prove of great importance in understanding
future social responses to major contentious topics and events.
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Chapter 4

Digital Monitoring of a Rising Global
Disease: A Twitter-Based Study of
Long Covid Conversations

Building upon the work presented in 3, this present chapter moves from the study
of online conversations around vaccinations against Covid-19 to another major health
related conversation. This work is part of an article under submission at Journal of
Medical Internet Research by Anna Bertani, Pierluigi Sacco and Manlio De Domenico
with the title Digital Monitoring of a Rising Global Disease: A Twitter-Based Study of
Long Covid Conversations. The main contributions of this work are:

• we propose a methodology integrating social network analysis, news reliability,
political leaning, and emotional valence to study Long COVID discussions.

• we show that online conversations are dominated by reliable, science-based infor-
mation with generally positive emotional valence and limited political polariza-
tion.

• we reconstruct information cascades and community structures, revealing how
attention spreads quickly and is driven by key actors.

• we provide initial evidence that social media activity may reflect real-world disease
prevalence, suggesting a tool for digital health monitoring.
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4.1 Introduction

Long COVID, also known as Post-Acute Sequelae of SARS-CoV-2 infection (PASC), is
an emerging condition characterized by persistent symptoms and health complications
that extend beyond the initial phase of COVID-19 infection [132]. As the global pan-
demic continues to unfold, understanding the long-term effects of COVID-19 has become
a critical area of research [133, 134, 135]. Defining Long COVID has been challenging
due to the wide range of symptoms and the lack of a universally accepted case definition
[136]. The World Health Organization (WHO) has proposed a clinical case definition
of the Post COVID-19 condition, which includes symptoms that last for at least two
months and cannot be explained by an alternative diagnosis [137]. These symptoms
may include fatigue, cognitive dysfunction (or "brain fog"), respiratory difficulties, and
a variety of other systemic manifestations [138].

The prevalence of Long COVID is still being investigated, but current estimates
suggest that a significant proportion of individuals who have recovered from COVID-19
may experience prolonged symptoms [139]. An early systematic review [140] found that
the median proportion of individuals experiencing at least one persistent symptom was
54% at one month, 55% at two to five months, and 54% at six or more months. These
findings highlight how Long COVID may cause a substantial burden on both individuals
and healthcare systems. Research on the pathophysiology of Long COVID is ongoing,
with several hypotheses being explored. [141] consider a number of potential, concurrent
pathogenetic mechanisms at work, including injury to one or multiple organs; persistent
reservoirs of SARS-CoV-2 in certain tissues; re-activation of neurotrophic pathogens
such as, e.g., herpesviruses under conditions of COVID-related immune dysregulation;
SARS-CoV-2 interactions with host microbiome/virome communities; clotting and co-
agulation issues; dysfunctional brainstem/vagus nerve signaling; ongoing activity of
primed immune cells, and autoimmunity due to molecular mimicry between pathogen
and host proteins. In addition, it is conjectured that certain human genome variants
and/or human endogenous retrovirus (HERV) activity might predispose individuals to
developing Long COVID. In the past few years, a considerable amount of research has
been devoted to developing a deeper understanding of Long COVID in relation to,
among others, early predictors [142], COVID-19 vaccination [143], inflammosome [144],
and incomplete viral clearance [145]. However, we are still very far from a satisfactory
understanding of the disease, which, to our current state of knowledge, manifests in
over 200 symptoms affecting multiple organ systems, including cardiovascular, neuro-
logical, respiratory, and gastrointestinal systems. Currently, at least 10% of current
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SARS-CoV-2 infections lead to Long COVID conditions. As of 2023, at least 65 million
patients are estimated to have the disease, with cases steadily increasing. Moreover,
current diagnostic tools are insufficient and there is an urgent need for robust clinical
trials to test potential treatments [133]. Therefore, diagnosis of Long COVID remains
primarily based on clinical presentation and the exclusion of other potential causes, and
management of Long COVID is still currently focused on symptom relief and supportive
care [146, 147]. Long COVID then represents a significant challenge for both patients
and healthcare professionals, and a major public health issue [148].

On the other hand, Long COVID shares many sociological features with other so-
called contested illnesses [149, 150], such as chronic fatigue syndrome, chronic Lyme
disease, or mast cell activation syndrome. With the term contested illness, we refer to
those chronic conditions with limited symptoms and controversial physical signs. These
illnesses are considered contested because conflicting views persist among patients and
doctors about their nature, cures and treatment [151]. These conditions emerge at the
intersection of medical ambiguity and patient activism, where individuals must “fight to
get” their illness to be recognized [149]. They are characterized by online communities
that mobilize lay expertise, personal experience, and collective identity to advocate
for recognition, care, and research. In these digital spaces, patients, journalists, and
scientists collaboratively produce and contest knowledge, making the online sphere a
crucial arena of epistemic negotiation [152].

From this perspective, Long COVID is not only a biomedical challenge but also a
socio-political one, reflecting tensions between institutional medicine and real experi-
ence, between public health authority and digital grassroots knowledge. Understanding
Long COVID thus requires an interdisciplinary approach that integrates the study of
online digital communication as a solid empirical ground for examining how social dy-
namics, information reliability, and affective engagement evolve in real time.

Building on this theoretical framework, we investigate whether social media activity
can serve as a tool for monitoring not only epidemiological signals but also the evolving
social construction of disease.

For this reason, developing advanced methods for the tracking of the diffusion of the
disease [153] and for monitoring how specific policy and professional communities as well
as the public opinion as a whole understand the disease as a clear public health threat
is of fundamental importance [154, 155]. Whereas telemedicine and e-health hold great
promise as transformative approaches in healthcare [156], also in view of the lessons
learnt from the global pandemic [157], accessibility to large-scale databases populated
by information at regional and sub-regional level, allowing to perform ecological studies
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on key population health issues is not always easy, and especially so for emergent and
poorly diagnosed diseases such as Long COVID.

In this study, we ask whether available digital resources such as online social net-
works can be used to monitor, identify and characterize in nearly real-time the emer-
gence of a novel disease characterized by a global (i.e., non-localized) incidence and
concerning prevalence [158, 159] such as Long COVID.

Specifically, our research examines how digital conversations reflect (a) the reliabil-
ity and emotional valence of information shared about Long COVID, (b) the role of
verified and authoritative users in disseminating scientific knowledge, and (c) the rela-
tionship between online information dynamics and epidemiological indicators of disease
prevalence.

We work on a database extracted from a popular micro-blogging platform (Twitter,
now X) related to Long COVID, across almost three years. We have enriched such data
with measures for the reliability of the shared content and natural language analysis,
to study the behavioral response of the online community over time and analyze the
digital fingerprints of this rising global disease. We find relevant differences between
online users conversations about Long COVID and a baseline of conversations about
non-contentious topics. Collective attention towards Long COVID is increasingly high,
with peculiar information cascades involving distinct types of actors. Importantly, we
find a predominance of mainstream media and scientific coverage of Long COVID in
shared content, although other types of news, such as conspiracy and junk science, also
play a role in the online conversation.

This means that, for a poorly understood condition with lack of valid clinical ap-
proaches such as Long COVID, online media can be an important source of scientifically
sound information. In particular, verified users (i.e. highly engaged, reputable profes-
sionals as defined by the criteria for verification on Twitter before March 2023) turn out
to be reliable sources of information in this regard. Moreover, the emotional content
of such online conversations is generally positively valenced (with a main emphasis on
anticipation), and weakly correlated to political leaning. We consequently use the vol-
ume of messages categorized as scientifically sound to check whether it can be used as
a proxy for the prevalence of Long COVID at a global level. Fusing our data with the
estimated prevalence in 2020 and 2021 for several countries worldwide, we find a weak
correlation that is however significant (p-value < 0.05). These findings therefore suggest
a promising line of research on online social networks as a potential global laboratory
for the identification and monitoring of emergent global diseases – a new and possibly
transformational tool for decision- and policy-making for public health.
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The unique value of this study is that, to our knowledge, this is the first large-scale
socio-psychological tracking in real time of the emergence of an illness with global im-
plications from online conversations. In this perspective, and even more so in view of
the prevalence of scientifically reliable sources in such conversations, we can think of
tracking of collective online conversations as a complementary resource with respect to
prediction polling in the context of a collective intelligence approach to public health
surveillance and monitoring [160, 161], also in view of the fact that viral agents them-
selves seem to possess sophisticated forms of collective intelligence that need to be
countervailed [162].

4.2 Methods

4.2.1 Overview of the data

We collected data through Twitter API by retrieving all the messages that contained
at least one relevant keyword related to the Long COVID Discussion (see Appendix
B for further details), consisting in total of 12 million of tweets and 1.7 million of
unique users. Our dataset covers two years and a half of online conversations about
one of the most discussed diseases globally. We started collecting data from the early
stage of the Covid-19 pandemic (February 2020) until the end of November 2022. We
compare our case study with another sample of randomly collected posts dealing with
non contentious topics, consisting of 10 million tweets taken between April 21, 2021 and
April 24, 2021 from 6 millions of unique users. We only considered geo-tagged tweets,
to be able to accurately monitor users’ locations, as reported by their device.

4.2.2 News Reliability and Political Categories

As we built our database, we also collected several metadata about type of users, type
of news shared and the political leaning of the shared content, extracted from the url
attached to each tweet. We used the same methodology presented in 3 with respect
to the 5-item spectrum of political leaning (right, right-center, center, center-left, left)
and to a 7-item typology of media sources (political, satire, mainstream media, science,
conspiracy/junk science, clickbait, fake/hoax, as manually inspected by experts). In
particular, building on [2], we have classified our news sources as reliable (when belong-
ing to the Science, Mainstream Media categories) and unreliable (when belonging to
the Satire, Clickbait, Political, Fake or Hoax, Conspiracy and Junk science categories).
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Finally, as a third option we consider tweets not containing any url to be classified (i.e.
mere opinions without a source).

4.2.3 Verification Status

In this study, we refer to the verification status definition used in Section 3.2.2.

4.2.4 Emotional Detection and Aggregation

The NLP pipeline used to analyze the tweets allows processing of text and emotions in
multiple languages. In this case, we employed the same methodology used in chapter
3.

4.2.5 Dataset about the prevalence of Long COVID

In addition to the above described data, we also analyzed a dataset containing informa-
tion about the prevalence and incidence of Long COVID for each country in 2020 and
2021. The data estimates by country the number of patients affected by long COVID
in 2020 and 2021, regardless of the severity of their symptoms, and is obtained from
[163]. The data is based on information from 1,906 community infections and 10,526
hospitalized patients from ten collaborating cohorts, three of which included children,
as well as ICD-coded medical record data concerning 1.3 million infections. Such ev-
idence has allowed us to explore how the prevalence of Long COVID has affected the
online discourse by analyzing different message features, such as political leaning and
the type of news media content linked to each tweet.

4.2.6 Community and Information Cascades

The Twitter-based global communication network hosting Long COVID conversations
has been analyzed by re-constructing the pairwise interactions between different users.
Pairwise interactions (retweets, replies and mentions) are used to build an un-directed
weighted communication network where nodes are the user’s accounts and weighted
links represent the number of active (who endorses whom, who replies to whom) or
passive (who is endorsed by whom, who receives a reply by whom; etc) interactions
between a couple of users in the time frame considered. We decided to exclusively keep
links with at least 10 or more interactions in order to consider only users who were par-
ticularly active on the topic, whereas occasional interactions have been discarded. We
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used one of the most well known algorithms for the detection of communities in online
complex networks, the Louvain Method [164], a widely adopted modularity-optimization
algorithm that efficiently identifies cohesive groups of nodes in large networks. This ap-
proach was chosen over alternatives, such as Girvan-Newman, due to its scalability and
ability to capture robust multilevel community structure. This approach allowed for
a first, computationally efficient exploration of the network’s modular structure and
the identification of prominent communities of users actively engaged in Long COVID
conversations. In contrast, the stochastic block model (SBM), explained in the next
section, was applied to further characterize the network at multiple hierarchical lev-
els, providing a generative perspective that accounts for the probability of connections
between communities and allows for degree correction. The SBM analysis thus comple-
ments the Louvain partitioning by revealing nested community structures and offering
a more nuanced understanding of the relationships between groups of users. However,
both methods operate on the aggregated, static network and do not explicitly account
for the temporal evolution of interactions. Given that Twitter activity unfolds over
time, temporal community detection methods could in principle capture the dynamic
formation, merging, or dissolution of communities. In the present work, the use of static
methods was motivated by the need to obtain a tractable representation of the overall
structural patterns of communication and information diffusion, while acknowledging
that some temporal dynamics may not be fully captured.
We also reconstructed the information diffusion process by tracking so-called informa-
tion cascades. In network theory, information flows in the form of cascades along the
links of the network. The first node is the one sparking the information cascade: the first
user who posts a message. The links reflect the actions undertaken by other users as a
consequence, such as retweeting, replying to, or mentioning the original message (node).
Users could as well re-share the content of another node, not necessarily the originating
one, etc. The process unfolds in time, through a series of cascading informational waves
whose structure depends on the interaction mechanism. However, it has to be noted
that in the case of Twitter the reconstruction of cascades is inherently limited by the
data made publicly available by the platform. In particular, intermediate steps in the
diffusion process are often not traceable: when a user retweets a message, the platform
records only the connection to the original tweet, even if the user saw it through an-
other retweet by someone they follow. As a result, the reconstructed cascades represent
a simplified approximation of the true underlying diffusion paths and may not capture
all intermediate interactions that contributed to the spread of information. Tracking
information cascades allows us to move beyond static network connections and quantify
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how content spreads and which users play key roles in amplifying information, following
foundational approaches in social network research [165, 40].

4.2.7 Multilevel Communities

In this study, we also employed a stochastic block model (SBM) using the graph-tool
library to analyze the community structure within the network at multiple hierarchical
levels [166, 167]. The stochastic block model is a generative model for random graphs
that partitions nodes into communities or blocks, with the probability of an edge existing
between any two nodes depending solely on their block memberships. To enhance
the accuracy of our community detection, we applied degree correction to the model,
allowing it to account for the varying degrees of nodes within the same community. This
method enabled us to identify and characterize the different communities and their
multiscale relationships within the network. Furthermore, we enriched our analysis
by creating two distinct indices to characterize the nodes: a political index and a
reliability index. The political index was designed to capture the political orientation
of each user, based on the characterization of news media sources shared by each user,
normalized between -1 (far right) and +1 (far-left). The reliability index, on the other
hand, was based on the proportion of reliable versus unreliable content posted by each
user, thereby offering a measure of the trustworthiness of the information disseminated
within the communities, ranging from -1 (completely untrustworthy) to +1 (completely
trustworthy user).

4.3 Results

In the following, we analyze the social bulk [122] (see Methods) of the online activity
unfolding on the popular microblogging platform Twitter (now X). The social bulk is
a representation of the online activity, which is built on the number of interactions
(such as retweets, replies, mentions) among users, where nodes are the users and the
weight is given by the number of interactions. The social bulk represents the core
of meaningful social interactions within the platform, a filtered, weighted network that
captures only the most relevant and sustained exchanges among users. Throughout this
study, we will focus on the analysis of the structure of the social bulk, while enriching
the network with information extracted from the content of users’ posts. Specifically,
we focus on the URLs they shared, to infer the reliability and the political leaning of
the corresponding news, and on the content of each post, to infer the emotional status
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by means of machine learning techniques for natural language processing. We refer to
Methods for details about these quantities.

From a structural perspective, we unravel a complex mesoscale organization of the
social bulk across multiple topological scales (see Methods). Figure 4.1 shows the evo-
lution of online communities discussing about Long COVID for different levels, as cap-
tured by an inferential procedure based on degree-corrected stochastic block model (see
Methods). The presence of multiple levels reveals a non-trivial hierarchical modular or-
ganization of online social interactions, which is typical of communication systems that
are highly efficient in exchanging communication [168]. A more detailed analysis, based
on the enrichment of this network with metadata, is reported later (see Community
Analysis).

Figure 4.1: Visualization of the multilevel communities. We show the network
visualization for the first five levels identified by a multilevel community detection
analysis (see Methods for details). Each node is coloured according to the assigned
community.

Figure 4.2 shows the reliability and political index of each user according to the
proportion of trustworthy news shared, demonstrating that the majority of accounts
share reliable content and has a political leaning classified as left wing. However, in
both examples, at a finer granularity we have cases of users with either a lower reliability
score or a political leaning more aligned with the right side of the political spectrum.
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Figure 4.2: Reliability and Political Index. Left panel shows the network visual-
ization enriched by the reliability index ranging from -1 (completely untrustworthy) to
+1 (completely trustworthy). Right panel shows the network enriched by the political
index ranging between -1 (far-right), 0 (least biased leaning) and +1 (far-left).

4.3.1 Emotional Analysis

We consider a dataset consisting of more than 10 million online messages posted on
Twitter with a non contentious topical focus. We also consider the online conversations
about the Long COVID disease occurring from the beginning of the pandemic (February
2020) until November 2022, consisting of 12 million of online messages and 1.7 million
of unique users. We found that the Long COVID dataset substantially differs from
the baseline sample in terms of emotional responses. In particular, the Long COVID
sample shows an over-representation of one particular emotion with respect to the
others and, even more importantly, with respect to the baseline sample. Anticipation
is the most common emotion in the Long COVID dataset, reaching a value of 0.18,
whereas in the benchmark sample the corresponding value is 0.125 (see Appendix B).
The prevalence of this particular emotion highlights how the Long COVID discussions
have been characterized by a significant emotional arousal of a specific kind, which
signals the relevance acquired by the topic in the online conversational space as well as
a typical and somewhat unexpected emotional imprint.

Moving from our results on the distribution of each emotion, we now want to in-
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vestigate how online messages are characterized in terms of emotional responses with
respect to different features. In particular, we are interested in the emotional reactions
elicited by the political leaning of the shared content. With respect to this feature
4.1, we find an interesting result: online messages linking news classified as right-center
leaning are characterized by a more positive valence compared to left-center leaning
ones. In addition, such difference is statistically significant even when the distribution
is compared with the baseline sample, where right and right-center posts feature a more
pronounced negative valence.

Figure 4.3: Emotion Distribution for different types of political leaning. For
each sample (Long COVID vs baseline), we quantified the distribution of emotional
values from -1 to 1, respectively for tweets with left, left-center, center, right-center and
right political leaning.

In addition to political leaning, we also consider whether a verified user status and
the news media category of the shared content have any significant effect on emotional
reactions.

Figure 4.3 shows the percentage difference between the Long COVID dataset and
the baseline sample with respect to the three features under analysis: news media type,
verification status and political leaning. More specifically, we quantified the distribution
of categorized tweets in the -1 to +1 emotional range. In addition, we computed the
T-test on the difference between the Long COVID and baseline sample distributions,
to test the statistical significance of our results.
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With respect to the news media categories, we found that Science features a higher
percentage difference for the entire emotional range, and therefore scientific content pre-
vails in the Long COVID conversations with respect to all other kinds of news. As to
verification status, it turns out that verified accounts are associated to a higher percent-
age difference between the Long COVID and the baseline sample. Finally, concerning
political leaning, the percentage difference between Long COVID and Baseline samples
highlights huge differences that reach values up to 3000, especially for the center and
center-right categories. Long COVID-related conversations seem therefore to be char-
acterized by a stronger focus on reliable information, more attention toward reliable
sources, and a more positive emotional valence with respect to the non-contentious
topical baseline.

4.3.2 News Media Characterization

Online Long COVID-related discussions have been analyzed with a focus on the news
media categories linked to the content shared by the users, also as compared to the
baseline sample (more information in the Appendix B). Although the baseline sample
is limited to only 4 days, it gives us a proxy of the overall trend, providing a valuable
benchmark to compare Long COVID data. The analysis shows the percentage distri-
bution of news shared according to news categories over time (panel A), whereas panel
B reports the variation in the distribution of news categories for the Long COVID vs.
baseline samples. Finally, Panel C reports the cumulative deviation from the baseline,
showing the extent of the over-representation of the Science category with respect to
the baseline. More generally, analyzing all news categories as distinguished between
reliable (Mainstream Media, Science) and unreliable sources (Fake/Hoax, Conspira-
cy/Junk Science, Political, Clickbait, Satire), we found that the incidence of reliable
sources in the Long COVID sample is much higher with respect to the baseline, where
unreliable sources are more prevalent (see more details in the Appendix B).

In addition, we also evaluated political leaning compared to the baseline, finding that
center leaning is the most prevalent one in the Long COVID dataset. Interestingly, both
right and right-center leanings present spikes in specific moments of the conversation,
especially in the first months of the observation period (as shown in the Appendix B).

4.3.3 Community Analysis

The communication network of Long COVID conversations has also been enriched with
the information obtained from the analysis of the content shared during the obser-
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Figure 4.4: Emotional range for messages posted on Twitter by verified-
unverified accounts and with URLs linking to five different political leaning
orientations and eight news media categories. The top panel shows the per-
centage difference between the baseline and Long COVID data for all the categories
considered: news media, verified-unverified accounts, and political leaning. The bot-
tom panel shows the p-value results (in logarithmic scale) from performing the T-Test
between the two distributions for each cell.

vation period. Each URL linked to the messages has been labeled according to the
political leaning of the media source (left, left-center, center, right-center and right)
and the news media type of the content (science, mainstream media, satire, political,
fake/hoax, clickbait, conspirancy/junksci). For each group considered, we quantified
the distribution of media sources by political leaning and type, showing the results in
the Appendix B. Most of the communities are characterized by different typologies of
news sources and political orientations, and in all the communities one or more forms
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of political leaning prevail in the total composition with respect to the least biased
political orientation.

Following the analysis in [2], unreliable news may be further differentiated according
to their relative levels of lack of accountability, in ascending order: Satire, Clickbait,
Political, Fake or Hoax, Conspiracy/ Junksci. Less reliable sources, in principle, pose
greater informational threats, and especially so in view of the fact that mention of
threat-related informational content, however unreliable, could be taken as a signal of
competence by some users [169]. In particular, communities 111 and 142 present a
higher prevalence of conspiracy and junk science news compared to the other commu-
nities. In addition, 25 % of news circulating in the community 142 are right-center
leaning. Another interesting community to mention is surely the one which, to the
contrary, features 75 % of news coming from scientific sources (see Appendix B). It is
also interesting to remark how, despite that most reliable news are typically classified
as mainstream media sources, in all communities we can find some share of scientific
news. As shown [114], online conversations are often driven by a small number of active
users who make a big impact in terms of group polarization processes and of prevailing
informational biases. Social activities and information shared are highly centralized in
online social systems. We quantified how many users are responsible for how many news
media shared, social activities, and politicized content during the unfolding of the Long
COVID conversation. The results of our analysis highlight an evident centralization
in all the spheres considered: social activities, news but also political centralization,
quantified by means of an inequality index (the Gini Coefficient) consistently with he
results in [114], as shown in the Appendix B.

Informational Cascades

Besides communities, we want to investigate how communication evolves by taking into
account information cascades [170] as a process that originates at some point, to subse-
quently unfold and eventually end. More specifically, our goal is to identify those actors
who originate information cascades at different levels. In this context, we quantified
the degree (K) distribution of users starting a conversation on Twitter, corresponding
to the user’s number of followers. The degree of each node is a fundamental attribute
since user exposure can be also evaluated by the number of followers. Figure 4.5 depicts
the degree (k) of the first node considering 3 possible scenarios: 1) all the cascades;
cascades that 2) involve at least 10 or more users, or 3) 50 or more users. As the
number of the users involved in the cascades increase, the degree of the first node be-
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comes higher, looking at the median values of the first node degree in Long COVID
discussions. From plot (A), the peak of the distribution of the degree is at about 1000
followers. Filtering the data further, we find that the distribution of the degree shows
meaningful differences between our case study and the random sample. In particular,
plot (C) shows how the distribution of the first node’s degree presents higher values
compared to the baseline sample. The bottom panel shows the distribution of the de-
gree without considering the first node, so that we can analyze also the average degree
of users involved in this type of conversation. In particular, the differences between the
two samples are more marked as the cascade size increases.

In addition, another important attribute to consider is the time necessary to reach
collective attention in online social media, in view of the relationship between the
dynamics of collective attention and the perceived uncertainty about a topic on social
media [171]. The speed in reaching collective attention gives an idea of how long the
information cascade takes to develop and involve as many users as possible, that is, its
maximum breadth. One may think that there are differences in this respect between the
Long COVID and baseline samples, provided that Long COVID discussions might be
led by experts or influencers who can command attention from other users faster than
in discussions about non-contentious topics, at least in the early phase of the debate
[172]. Figure 4.5 (panel G) shows the distribution of time needed to reach the maximum
numbers of users involved in the cascade. More precisely, we quantify the moment when
the highest number of people were involved in retweeting content from the cascade, and
then we compute how long (in minutes) it takes to reach collective attention. The Long
COVID discussion reaches collective attention more quickly, taking only 10 minutes
(median value) to get maximum attention.

Digital Health

A very important point to consider is how online discussions about Long COVID are
related with its actual prevalence in the population. To this purpose, we used a dataset
on the prevalence of Long COVID in 2020 and 2021, and we compared the prevalence
of the disease with the number of related scientific sources shared on Twitter in Long
COVID conversations. In Figure 4.6, we quantified the logarithmic amount of news
classified as Science in each country against the prevalence of Long COVID in 2020,
whereas the right panel reports data for 2021. We observe a positive relation for each
of the years considered, reaching a Spearman correlation of 0.33 in the first year, that
decreases to 0.24 in the second year. The two regressions are both statistically significant
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Figure 4.5: Degree Distribution and Collective Attention in Information Cas-
cades. For each panel (A-C), we quantified the average degree of the first node for
Long COVID and baseline samples, considering respectively 1) all the cascades, cas-
cades that 2) involve 10 or more users, or 3) 50 or more users. For each panel (D-F),
we quantified the average degree of the nodes involved in the cascades (but the first
node) for the Long COVID and baseline discussions in all three scenarios, as described
above. Panel G shows the time needed to reach collective attention for Long COVID
and baseline samples.

with a p-value lower than 0.005. While this is only a statistical association, it shows
that there could be mechanisms at play to relate the epidemiology of the disease to its
awareness across the population [173], a topic that has been investigated from a more
theoretical perspective so far [174, 175, 176, 177, 178].
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A B

Figure 4.6: Long COVID Prevalence vs Science News Regression. Testing
the hypothesis that in countries where Long COVID is more prevalent the volume of
science-based news is higher. For each panel, we quantified the Spearman Correlation
and the linear regression between Prevalence of Long COVID and news classified as
Science, for 2020 and 2021 respectively.

4.4 Discussion

In this study, we have analyzed online Twitter conversations on Long COVID, contrast-
ing them against discussions on non-contentious topics, to assess whether the former
present significant structural differences from general online conversations. A key find-
ing is that collective attention towards Long COVID has been increasingly high, and
characterized by distinct information cascades that involve a variety of actors. Most
interestingly, despite the noisy online environment where misinformation and conspir-
acy theories also circulate, as it typically happens for all topics related to the global
pandemic [179, 180], mainstream media and especially scientific coverage predominate
in the shared content. We have also employed enriched data, which include measures
of content reliability and natural language analysis, revealing meaningful behavioral
patterns in how the online community engages with Long COVID information. Verified
users, in particular, play a crucial role in disseminating scientifically sound information.
Moreover, the communication network analysis highlights significant deviations in the
nature of media sources linked in Long COVID discussions compared to a baseline of
less contentious discussions. This difference is further evident in the distribution of de-
grees of nodes in the communication network, with more significant degrees observed in
Long COVID discussions, implying more substantial engagement and possibly influence
in these networks. Another element of interest, again of particular significance when
compared to the wider literature on COVID-related online behavior, is the relatively
weak influence of political leaning in driving online conversations. One could there-
fore advance the hypothesis that, in the case of a poorly understood condition with
potentially serious consequences such as Long COVID, the general public is relatively
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more inclined to seek scientifically reliable sources to obtain sound information. This
is consistent with evidence that increases in perceived health threats lead people to
look for more reliable and corroborated information, even if its content is unwelcome
or threatening [181, 182]. In view of the relatively high prevalence of Long COVID
among the population and of the distinctiveness and persistence of related symptoms
[183], this may have sparked a more focused public concern with the specific health
threat than the more general topic of COVID-related health threats, reflecting a more
general shift across the course of the pandemic from politically charged conversations to
a growing interest toward health outcomes and concrete lifestyle changes brought about
by the pandemic [184]. However, as believing and spreading misinformation is typically
linked to an emotional state of anxiety [185], we would expect that the prevalence of
scientifically reliable information in the Long COVID conversations would be associ-
ated with a different emotional tone. And in fact, we find that Long COVID online
conversations are emotionally charged, but generally positively valenced. There seems
to be a mutually reinforcing link, therefore, between the perceived availability of actual
coping and mitigation strategies provided by exposure to sound scientific information
about Long COVID, and the emergence of positive anticipatory emotional states that
improve the daily management of anxiety and other negative feelings in stressful sit-
uations [186], motivating further engaged search for reliable information as knowledge
gaps are gradually filled [187]. This result provides new hints on the value of social
media for the discovery of emergent patterns that could prove pivotal in identifying
major shifts in public sentiment and emerging behavioral trends on issues of major
public health concern [188].

Our results have several implications of interest for shaping health policies in re-
sponse to online discussions about Long COVID. First, they suggest that online social
networks can be leveraged as a global laboratory for identifying and monitoring emer-
gent diseases and their epidemic patterns in real-time, providing valuable insights for
public health officials [189, 190]. This could empower more timely and data-driven
decision-making processes in the public health domain where timely response is vital
[191]. Integrating such tools in public health surveillance systems might prove of spe-
cial importance in this respect [192]. Moreover, as we find a prevalence of mainstream
media and scientific coverage in the shared content, this suggests the possibility for
health policy makers to use such platforms more effectively to disseminate scientifically
sound information about Long COVID, counteracting misinformation from conspiracy
theories and junk science – a goal of primary importance in the light of the current,
concerning trends in social media health information [193, 194].

56



Chapter 4. Digital Monitoring of a Rising Global Disease: A Twitter-Based Study of
Long Covid Conversations

There are also important behavioral insights implications: understanding the be-
havioral responses and attention patterns of online users towards Long COVID can
help in planning targeted health campaigns and interventions. Moreover, prevailing
emotional trends also provide very useful signals on how to optimally design and de-
liver public health communication campaigns. Tailoring communication strategies that
resonate with the online community’s concerns, mood, and information consumption
habits could enhance the effectiveness of public health messages. Also of great impor-
tance is the understanding of how information centralizes around experts, influencers
or key community members during health crises, with major implications for policy
makers’ capacity to understand vital features of the social dissemination of reliable
versus unreliable information. Consequently, there is a need for further research into
online social network activities as a means to track and understand the progression of
diseases like Long COVID. Policies could support the permanent monitoring of these
platforms to swiftly detect changes in disease prevalence or public sentiment. Finally,
insights from online discussions can inform the allocation of resources. For instance,
heightened online attention on Long COVID may indicate an emerging social demand
for more clinical research, better healthcare services, and support for those affected by
the condition.

The main limitations of our study can be summarized as follows. The study’s dataset
is derived exclusively from Twitter, which might not represent the entire spectrum of
global online conversations about Long COVID. This focus on a single platform may
lead to biases or an incomplete picture of the broader online discourse. In particular,
Twitter demographics mostly consists of highly educated users, so that the prevalence
of scientifically reliable sources found here might not carry over to other platforms with
different educational demographics. In addition, the database was built using messages
that contained specific relevant keywords. This method might miss out on discussions
that do not explicitly use those keywords, thereby potentially overlooking significant
portions of the conversation.

Also, while the study makes use of state-of-the-art measures for the reliability of
shared content, distinguishing between scientifically sound information and conspira-
cy/junk science can be at times complex and subjective, and this might affect to some
extent the overall assessment and interpretation of the data. Another delicate issue is
that, although the study suggests a promising future for online social networks as a tool
for monitoring diseases, the disparity in access to and usage of these networks across
different regions and demographics might limit ecological and external validity, and such
disparity might influence the generalizability of the findings. It is also worth noticing
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that our analysis relied upon a simplified classification of complex emotional responses
into a few basic categories, which are the same for the whole database independently of
geographical location and cultural background. More granular, and possibly culturally
sensitive emotional classification models might help us further improve our understand-
ing of the emotional response patterns for key contentious public health issues such as
Long COVID.

This research also suggests some promising avenues for future research. By analyzing
the behavioral responses and digital fingerprints of online communities, researchers can
gain deeper insights into how information about diseases like Long COVID spreads
and how different types of content (mainstream media, scientific coverage, conspiracy
theories, junk science) influence public discourse. Additionally, the study indicates that
verified users on platforms like Twitter can serve as crucial sources of scientifically sound
information about poorly understood conditions, suggesting that future research could
focus on how to leverage such authoritative voices more systematically and effectively
to improve public understanding and management of such diseases.

As a prospective direction for future research, it would be also interesting to compare
the Long COVID discussions with those of other diseases. Such a comparative analy-
sis could contribute to the formulation of a concept of “media diseases”. Investigating
whether similar patterns of attention, emotional engagement, and network dynamics
emerge across multiple health topics could shed light on the mechanisms that drive
public discourse, collective perception, and the amplification of health-related informa-
tion in digital environments.

58



Chapter 5

Decoding the News Media Diet of
Disinformation Spreaders

This section is based on a journal article. Anna Bertani, Valeria Mazzeo, Riccardo
Gallotti, Decoding the News Media Diet of Disinformation Spreaders. Entropy 26.3
(2024): 270. Moving from the emotional tone of online conversations, this chapter
offers a new methodological framework to quantify the variety and regularity of news
sources based on entropic measurements. The main contributions of this chapter are
the following:

• we introduce a methodological framework using entropy-based measures to quan-
tify the variety and regularity of users’ news media consumption

• we analyze a large multilingual and multicultural Twitter dataset to characterize
users’ news media diets during the first year of the COVID-19 pandemic

• we reveal that high-risk users sharing fake or conspiracy content display a more
diverse yet highly regular pattern of news consumption compared to reliable or
low-risk users.

• we uncover structural patterns in the news media environment, showing that unre-
liable content is often concentrated in alternating sequences of fake and conspiracy
news, highlighting mechanisms of misinformation propagation.

5.1 Introduction

As introduced in Chapter 2, with the advent of online social media [195], the access to
information has drastically increased, allowing ideas and news to circulate rapidly and
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to reach a global audience. This shift has prompted individuals to actively seek and
consume information directly through online social media platforms. In contrast to the
pre-digital era, where people relied on traditional news media outlets and printed jour-
nals for information, the digital age has multiplied and simplified access to these sources.
News media journals, once accessible primarily through physical copies, are now readily
available with just a few clicks, marking a fundamental change in the way individuals
obtain and engage with information [196]. In this context, online social media serves
as a digital space where people can look for online news articles as well as come across
articles posted by other users [197]. New technologies have increased the possibilities
for how people receive and send information [198], The increasing number of accessi-
ble online news media articles has surely contributed to the problem of information
overload [199, 200, 201, 202], which is also caused by the absence of a proper content
regulation on the Internet [203] and might affect the different spheres of democracy, such
as the freedoms of thought, belief, and expression [204]. In the current scenario, the
spread of misinformative and disinformative content exerts its influence across various
social domains, including, but not limited to, the political sphere, international rela-
tions, and the formulation of public policies related to climate change [205]. Moreover,
it has significant ramifications for numerous health-related issues, as evidenced by the
dissemination of misleading narratives by the anti-vaccination movement [206, 207] and,
notably, the onset of the COVID-19 pandemic in early 2020 [208]. In this context, the
information overload might be exacerbated during highly debated and contentious top-
ics, such as political elections [32] or the COVID-19 pandemic [209], which have been
characterized by a notable increase in the dissemination of unreliable content [180].
Based on these premises, the aim of this work is to investigate the intricate news media
digital landscape by analyzing the type of news media sources that dominated the online
conversation during the first year of the COVID-19 pandemic. In addition, our interest
focuses on the characterization of the behavioral patterns that each user displays in the
selection of the news media types and web-domains chosen to read and share online.
While extensive research has been conducted on news media consumption [210], partic-
ularly concerning the transformative impact of the Internet on information acquisition
through websites and online articles, a notable gap exists in quantifying the diversity of
users’ news media diets within the digital and social landscape. Consequently, our in-
terest goes beyond a mere descriptive analysis of user behavior in accessing and staying
informed through online social media. We aim to introduce two measures capable of
capturing the variety of news media consumption and the regularity of accessing this
information, drawing inspiration form two distinct entropic measures. A deeper insight
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into users’ news media habits might shed light on the extent to which there is a variety
in choosing different news media journal or if they are more likely to stick to a few of
them. Decoding which sources online users rely on and share might raise our knowledge
about how misinformative and disinformative content spread online and how users are
more likely to be attracted by certain web-domains rather than others over time.

5.2 Materials and Methods

5.2.1 Overview of the Dataset

We analyzed online social media data gathered by the COVID-19 Infodemic Plat-
form [211], a comprehensive database containing messages posted on Twitter through-
out the COVID-19 pandemic. Specifically, we considered about 9,157,655 messages
containing at least one URL (of which we were able to classify 2,549,226) posted in
2020.

We only consider the original messages, defined as tweets, thus not including in
our analysis replies, retweets, or quotes. To ensure a robust sample, we considered in
our analysis only 25 countries with an average of at least 500 tweets per day collected
on our platform. The countries included in our analysis are those associated with the
following iso3 codes: COL, IRL, ITA, VEN, TUR, SWE, ESP, BRA, NLD, DEU, JPN,
NGA, POL, CHE, AUS, AUT, CAN, CUB, ECU, GRC, MEX, PRT, ROU, SLV, ZAF.
In total, we gathered information about messages posted by 211,493 users from the
beginning of February until the end of 2020.

5.2.2 News Reliability

In our analysis, we evaluate the reliability of news domains by matching the URLs
included in the textual content of messages against information manually verified from
various publicly accessible databases that cover scientific and journalistic sources, uti-
lized data from MediaBiasFactCheck [74], as explained in Section 2.3.5. Their methodol-
ogy involves a comprehensive evaluation of the ideological leanings and factual accuracy
of media and information outlets, employing both quantitative metrics and qualitative
assessments, https://mediabiasfactcheck.com/methodology/ (accessed on 9 March
2024). Their evaluation is based on the web-domain itself, without considering the ac-
tual news. To assess the reliability score of each source, they review several headlines
and news stories. The classification proposed by MediaBiasFactCheck has been further
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integrated with a number of other publicly available sources (see [2] for more details),
identifying a total of 4417 domains. In the process of developing this domain classifica-
tion, we also assessed the language representation of the classified web-domains to take
into consideration the intrinsic multilingual and multicultural aspects of our analysis.
As demonstrated by Gallotti et al. [2], comparing web traffic statistics for the different
countries and focusing on the top 50 most visited websites, the domains we classified
match the top-tier websites across several countries in different native languages, sug-
gesting the reliability of the results for a comprehensive multilingual and multicultural
analysis.

The URLs within the tweets were automatically scrutinized using this domain list,
and each URL was categorized based on its source type, such as political, satire, main-
stream media, science, conspiracy/junk science, clickbait, fake/hoax. Naturally, a frac-
tion of domains were not present in our list: the most frequent cases being ((i) shortened
URLs for which the original link was not possible to reconstruct) and (ii) all the web-
domains that have not been classified by external experts.

Building on the approach outlined in [2], we classified news sources as reliable (be-
longing to the science or mainstream media categories), low-risk (satire, clickbait, polit-
ical, other), or unreliable (fake or hoax, conspiracy or junk science), as shown in Figure
2.3. The distinction between web-domains, which represent the actual URLs pointing
to specific news media sources in the messages, and the categorized types within each
domain are pivotal in our analysis, which wants to investigate both the macro and mi-
croscopic perspectives of the phenomenon of news “consumption” considering both the
aggregation in the news categories and the individual domains.

5.2.3 Building the Information Networks

Each user is characterized by a sequence X of web-domains and news media categories
shared during the time considered (see Figure 5.1). Based on these sequences, we
reconstructed the undirected weighted networks where the nodes are web-domains and
news media types, and the weight assigned to the edge is the frequency of co-occurrence,
aggregated by the total number of users. An undirected network is a type of network
where connections between nodes do not have a specific direction, meaning interactions
are reciprocal between nodes. In our context, it implies that the network is built based
on the subsequent posting of web-domains and news types without specifically tracking
which one was mentioned first and which one second. Moreover, we quantified the
number of times users iteratively shared the same web-domain and news media type,
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inspecting the role of self-loops in the network, i.e., connections where a node is linked
to itself, in depth to gain a better understanding of their appeal towards certain web-
domain or news media categories.
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Figure 5.1: The News Media Diet. Network and list of the sequence of web-domains
posted by a random user on Twitter. We defined the length of each sequence with the
term L. Each sequence is decoded in a list of identified letters. On these lists, we
calculate the entropy value to obtain information about the variety of each sequence.
In particular, we performed both random entropy Srand and Shannon entropy Sunc

calculations for each sequence.

5.2.4 User Categories

Given a sequence of different web-domains and news media categories (see again Figure
5.1), we studied the news media diet of each user based on the variety of web-domains
and news categories shared. We are interested in exploring whether there are any
differences in the selection of specific domains and news media categories based on the
type of users considered. For this reason, we distinguish users into 5 categories: reliable
low-risk users (not sharing any news coming from fake or conspiracy news sources) and
high-risk users (sharing at least one fake or conspiracy news piece), classified further
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based on their increasing engagement with unreliable sources (more than 1, 5, 10, or
100 tweets in total). In the Appendix C, the same analysis is re-proposed considering
more levels of engagement with high-risk sources.

5.2.5 Entropy

Entropy is a key measure to quantify the uncertainty of sources of information and it
has played a central role in the field of communication theory [212]. For each user u,
we denote by:

Du = (d1, d2, . . . , dL)

the ordered sequence of web-domains or news media categories shared by that user,
where L is the total number of shared items and each dℓ represents a domain or media
category.

We employed three different measures of entropy to explore to what extent there is
a diversity in the choice of web-domains and news media categories.

First is the random entropy Srand = log2Ni, where Ni is the number of different
characters in the sequence considered, in this case representing distinctive web-domains
or news media types shared by user i. This measure describes the size of the ensemble
of different news shared by a user and is useful to illustrate the predictability of the
user’s news media diet if each web-domain or news media category is shared with
equal probability. Second, the temporal-uncorrelated entropy, computed as the Shannon
entropy

Sunc = −
Ni∑
j=1

p(xj) · log2(p(xj))

where p(xi) is the historical probability that a web-domain xi was shared by user i. This
second measure thus allows us to characterize the heterogeneity of the news media diet.
Lastly, actual entropy, S, depends not only on the frequency of web-domains chosen but
also on the order in which each web-domain is shared, capturing the temporal order
present in a user’s news media diet [213]. By definition [214], these three measures
should respect the following inequality

S ≤ Sunc ≤ Srand

In our data, this inequality did not hold in some cases for the actual entropy S estimated
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using the Lempel–Ziv algorithm, which is an accurate estimator for the real entropy of
strings sufficiently long [215, 216].

For each user u, the actual entropy is:

S(u) = −
∑

T ′
u⊆Du

P (T ′
u) log2 P (T ′

u),

where:

• T ′
u denotes a time-ordered subsequence of Du consisting of one or more consecutive

elements (e.g., (d3, d4) or (d5, d6, d7)),

• P (T ′
u) is the empirical probability of observing that subsequence within the user’s

history.

However, this is not always the case in our data. For this reason, we decided to take
into account only users who had at least three different web-domains and news media
categories in order to exclude flawed entropy estimates from our analysis.

To complete our analysis, we also calculated the number of repetitions of web-
domains and fact types over the total number of potential couples over the length of
each sequence in order to explore the weight of these repeated sequences of web-domains
and news media categories shared by each user.

More specifically, given a sequence X of length L, where X = [x1, x2, . . . , xn], we
counted the number of repeated pairs xj = xj+1 over the total number of potential
pairs L− 1 to gain insights into the behavioral patterns in the sharing of information,
considering different type of users.

5.3 Results

We consider the sequence of messages containing a URL and the corresponding news
media category for more than 211,493 user accounts which have posted at least two
different original tweets during 2020 (Figure 5.1). Each sequence has length L and has
a specific number N of unique domains posted. In this work, we decided to remove
all users having posted only a unique web-domain during the period considered. These
user accounts represent 24% of our sample, leaving 160,228 unique users. In a second
moment, as discussed above, we also decided to remove all users who shared only
three different types of web-domains or news media categories in order to preserve the
inequality of the three entropy measures [214], leaving almost 18,000 unique users.
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We first characterize the sequences. Figure 5.2 shows the probability distribution
function of the sequence length L of the (panel A) web-domains, considering the entire
dataset (Total), the dataset containing only those users who have two or more unique
domains shared (N > 1), and the different types of users we introduced in the Methods
Section. Panel B shows the distribution of the number of tweets associated with each
news media category in our dataset. The results confirm that the mainstream media
and “other” categories are the main news media categories shared. Panel C reveals the
distribution of the number of tweets associated with the different news types shared by
one particular user who had shown a great activity during the time considered.

This user was classified as reliable/low risk since he/she did not post any URL
associated with conspiracy and fake news sources.

A

B C

Figure 5.2: Overviewof the dataset. (A) Distribution of the length sequence of
web-domains, respectively, for the entire dataset, for users having posted more than 2
distinctive web-domains (N > 1) and users defined according the categories of reliability.
(B) Distribution of the number of messages classified in one of the eight categories of
news media types. (C) Distribution of the news media categories used by a particularly
active user who has posted reliable and low-risk content, with 6 distinctive categories
of news.

To give an overview of the news media environment as a whole, we reconstructed the
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undirected network of interactions among the web-domains shared by each user, where
the nodes are represented by the web-domains and the weight is given by the number
of times those couples of web-domains have appeared in the sequence of posting. The
network has been built at a coarser granularity having media categories as nodes in
order to describe the inter-relations of web-domains of the different categories posted.
In Figure 5.3, panel A shows that it is more likely to have posted a message containing a
mainstream media source and news with a strong political bias, while panel B displays
a heatmap quantifying the mean value of the relative value of the weight among the
different news media categories.

It is expected that links connecting the larger categories (MSM, political, and other)
would have larger weights and would appear dominantly in the network we built. To
compensate the effect size of the web-domains distributed across the different news
categories, we compare our findings with a null model that takes into account the
relations normalized by the proportions of news that belong to each category, assuming
a random sequence of news shared. Differently from the previous analysis, we found
that, after compensating for the category dimensions, a strong tendency to alternate
between fake and conspiracy news emerges among users, as shown by panel C and by
the corresponding values presented in panel D. Differently, the relationship between the
category science and the other categories is more equally distributed, as shown in panel
D.

In light of this strong relation between fake and conspiracy news, we refer to the
users who have posted fake or conspiracy news as high risk, as already introduced in
the Methods Section.

Moving from this first result, we decided to gain better insight into the intra-relations
among domains and news media classes, also called self-loops. The analysis displayed
in Figure 5.4) reveals that the distribution of mainstream media is much broader with
respect to the other classes when considering the web-domains chosen. Panel A high-
lights that users sharing MSM articles are more likely to be further sharing other articles
from the same news category than users sharing other categories of media. Differently,
the category “other”, encompassing general content that is not easily classified, such as
videos on Youtube or posts on Instagram, shows that the percentage of domains chosen
is limited to a few within this category. Conversely, panel B shows that users sharing
MSM have a lower tendency to repeatedly share the same particular domain, while
repetitions of the same domain are more frequent for sequences of conspiracy theory or
clickbait content.

Beyond this analysis about the general patterns of news sharing in online media,
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A B

C D

Figure 5.3: The news media environment. (A) Weighted networks of the interac-
tions among different news media types (also known as intra-relations) for 25 countries
in 2020. (B) Heatmap showing the corresponding value of the inter-relations among the
eight categories. (C) Weighted networks normalized and compared with a null model
accounting for the proportion of the number of news pieces belonging to each category.
The chances of sharing conspiracy and fake news by the same users is much higher than
the strong relation observed between mainstream media and political news (A). (D)
Heatmap showing the corresponding normalized value of the inter-relations among the
eight categories.

our focus extends to a more detailed exploration of users’ news consumption habits. In
this regard, we classified each user into distinct groups: those not sharing fake and/or
conspiracy news and those showing different levels of unreliability (high risk, 1, 5, 10,
and 100) based on their increasing engagement with high-risk news (see Methods). In
this context, we assigned to each user the three measures of entropy to better understand
the news media diet and to gain insights into the potential differences between different
kinds of users.

Figure 5.5 shows the distribution of the random entropy Srand (panel A), the com-
pression rate between the uncorrelated entropy Sunc and the random one Srand (panel
B), and the compression rate between S and Srand for different types of users (panel C).
To validate our results, we calculated the proportion of web-domains and news media
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A B

Figure 5.4: Self-loops of web-domains and types of news shared. (A) The
percentage distribution of the number of self-loops, pointing to the same web-domains
for all the categories considered. (B) The percentage distribution of the number of
self-loops of users pointing to the same category of news, regardless of the different
web-domains shared.

types classified as high risk relative to the total within their respective classes. This
allowed us to extract a control sample of random web-domains with a similar size to
that of high risk domains. We also tested that our results are not influenced by any
potential selection biases associated with the definition of our user categories by ran-
domly reshuffling the news categories in our tweet ensemble and re-assigning users in
these shuffled categories. This process resulted in a constant value of entropy across
all categories and confirms absence of bias. These mean entropy values obtained from
reshuffled samples (indicated by the dashed lines) are consistently lower than those of
the four high-risk groups, especially for the Srand, which we interpret as a measure of
variety in the news media diet. Users sharing reliable or low-risk content seems to have
a more restricted news media diet not only when considering the news media categories
chosen but also when looking at the number of domains shared. Differently, users clas-
sified as high risk show higher values of random entropy as their engagement with these
types of content increases, indicating that the consumption and sharing of high-risk
content can be associated with wider exploration of a larger number of different news
categories and domains shared. To compare the different entropy measures and quantify
the degree of structure in a user’s news-sharing sequence, we compute the compression
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rate. In this study, we focus on two specific ratios:

Cunc,rand(u) =
Sunc(u)

Srand(u)
, CS,rand(u) =

S(u)

Srand(u)
.

The first ratio, Cunc,rand, measures how heterogeneous a user’s empirical distribution
of web-domains is compared to the maximally uniform case. The second ratio, CS,rand,
captures the extent to which the temporal order of shared domains introduces additional
regularity in the sequence.

The compression rate between Sunc and Srand appears relatively flat for all the types
of users considered, but here the pattern for high-risk users is more compressible than
the random expectations. This tendency is even stronger in the third panel (C), which
displays the compression rate between S and Srand as a measure of regularity of the
news media diet. In this case, the compression rate for high-risk users is much lower
than the second panel (B). This indicates that the same heavy consumers and spreaders
of high-risk content that we see have a tendency to explore a larger number of news
categories and domains, displaying at the same time a stronger regularity in their choice
of web-domains and news media categories. To validate our results, we also performed
the same analyses by differentiating our users into verified and unverified users as well
as taking into consideration a wider classification of high-risk users, demonstrating that
the same pattern is recognizable in such scenarios, as shown in the Appendix C

In order to gain deeper insights into this counter-intuitive finding, we study the
relations between Srand and the percentage of news media types and web-domains re-
peated, shedding more light on users’ tendencies to either explore new web-domains and
categories or stick to a few of them. Figure 5.6 illustrates the values of N of different
news media category (or web-domains) shared against the percentage of news media
repeated for reliable/low risk and high-risk users, as defined in the methods section .
Panel A demonstrates that as the number of news media types increases, the percent-
age of fact types repeated grows. The last distribution characterizing the users with
the highest value of Srand entropy are the ones with a higher number of mainstream
media and political journals repeated. The expectation of repeating the same fact-type
assuming a homogeneous distribution is instead expected to be decreasing for growing
N , as it is trivially given by the ratio 1/N , highlighted by the dashed line in all panels.
The distribution of repeated news media categories for users posting six unique news
media categories therefore displays a different tendency and is significantly higher than
the random expectation for larger N . However, the same behavior is not shown when
looking at users posting high-risk content, as shown in panel B. Indeed, the distribution
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Figure 5.5: News media diet for different types of users. (A) Random en-
tropy Srand calculated for different types of accounts: users posting reliable or low-risk
content and users posting different levels of high-risk (conspiracy/junk science and/or
fake/hoax) content. (B) Shannon entropy Sunc calculated for the domain and the type
of news shared by different types of users accounts: users posting reliable or low-risk
content and users posting different levels of high-risk (conspiracy/junk science and/or
fake/hoax) content. (C) The actual entropy S calculated for the domain and news
media categories shared by different type of users: those posting reliable or low-risk
content and those posting different levels of high-risk (conspiracy/junk science and/or
fake/hoax) content.
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of the percentage of news media types shared is slightly higher for users with a lower
Srand. The last distribution is represented by people having posted all the possible
news categories (N = 8 ) Besides the news media classes, we analyzed the percentage of
web-domains repeated with respect to the number of unique domains shared for reliable
or low-risk users (panel C) and high-risk users (panel D). In this case, the distribution
of domains repeated shows to be fixed at 25 %, independent from the size of ⟨N⟩, both
for reliable and low-risk and high-risk users. Interestingly, this result indicates that
the percentage of repeated domains is the same regardless of the type of user and the
number of domains or news media categories shared.

A B

C D

Figure 5.6: Fraction of repeated news media categories and web-domains for
users with different N . In these boxplots, we represent the percentage of news media
categories (A,B) or web-domains (C,D) repeated in subsequent tweets with respect to
the total length of the sequence associated with an individual user. Each boxplot is
aggregated over users with the same N . The dashed line shows the random expectation
of repeated news media categories with respect to the increasing number of N unique
news media categories. (A) Patterns of news media categories, aggregated for users
classified as having posted only reliable and/or low-risk content on Twitter. There
are 8 box-plots here since we have 6 distinctive categories and 2 are filtered out. (B)
Patterns of news media categories, aggregated for users having also posted high-risk
content. There are 8 box-plots here since we have all 8 distinctive categories of news
media types. (C) Patterns of web-domains, aggregated for users classified as having
posted reliable and/or low-risk content. (D) Patterns of web-domains, aggregated for
users classified as having also posted high-risk content in their sequence of messages
posted.
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5.4 Discussion

Our research reveals that the news media digital landscape is a complex environment
where users tend to be attracted to and thus repeat specific web-domains or news media
categories. In particular, when we inspected the news media environment, we found
that there is a strong relation between the probability of sharing mainstream media
journals and political media. This relation is just apparent because if we compare our
results with a null model that takes into account the effect size of each category, our
analysis highlights how users sharing fake or hoax news are more likely to alternate
with conspiracy and junk science types of news, illustrating the tendency for unfortu-
nate misinformation hot streaks. This result also suggests how easy it is to fall into this
vicious circle where alternating fake and conspiracy news becomes the norm. Differ-
ently, the news categories representing the most reliable ones (mainstream media and
science) do not show this strong relationship, leaving the most unreliable categories at
the center of the news media digital landscape. The habit of alternating between fake
news and conspiracy theories suggests a strong inclination towards reinforcing one’s own
opinions, often by seeking out narratives that align with pre-existing beliefs in the dig-
ital environment. This phenomenon reflects a broader trend of confirmation bias [217],
wherein individuals gravitate towards information that confirms their worldview while
disregarding contradictory evidence. In the digital scenario, where an abundance of
information is readily accessible and algorithms personalize content recommendations
based on user preferences, individuals may find themselves immersed in echo cham-
bers where their perspectives are constantly reinforced [218]. This echo chamber effect
can amplify the consumption of unreliable and misleading narratives, perpetuating the
misinformation hot streaks. Furthermore, the sensational and provocative content can
make fake news and conspiracy theories particularly appealing to certain audiences,
evoking strong emotional responses and exploiting cognitive biases [46], such as the
availability heuristic or the illusion of explanatory depth, which can lead individuals
to accept them uncritically. The tendency of alternating fake and conspiracy news has
raised the need for better understanding which are the characteristic features of each
user, specifically when we consider different types of users. In this scenario, one might
suggest that different types of users, based on their interactions with different type of
content, have completely different news media habits. This is what our research shows.

In this context, we introduced two different measures to characterize and quantify
the users’ behavior in the way they access and retain information online, shaping their
news media diet. The variety in the so-called news media diet is given by Srand, while
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the regularity is calculated by the compression rate between S and Srand. By employing
these measures of entropy, we found that reliable or low-risk users have more restricted
news media habits when searching for news media categories and web-domains. On
the contrary, high-risk users at different levels reveal having a more varied news media
diet, especially for users sharing more than 100 high-risk web-domains. Interestingly,
the ratio between Sunc and Srand demonstrates that reliable or low-risk users have less
compressible sequences if compared with high-risk users. This is even more explicit
when we observe the compression rate between the real entropy S and the random
entropy Srand, which highlights how high-risk users display a remarkable regularity in
their news consumption, even if they are characterized by having a more diverse diet
if we just consider the random entropy, which takes into account only the number of
unique web-domains and news media categories. Getting deeper into this study, we
found that the repetitions of news media categories is in general higher than expected
if we look at the users characterized by a huge variety of news media categories selected.
Interestingly, this effect is stronger for reliable and low-risk users. In that context, we
observed that those users are usually also repeating more often political news media
categories and represent particularly active users. On the contrary, the repetitions of
web-domains seems independent to the variety of the news diet, whether the user is a
reliable or low-risk or high-risk one, showing that there is the same probability of sharing
web-domains, independently of how much the user has wider news media habits.

This work has shed light on news media behavior and the patterns of the users during
highly contentious events, such as the COVID-19 pandemic, revealing how much certain
types of users have more varied but at the same time regular news diets as they are
more likely to share and to repeat the same news media sources. In particular, we
found that this happens for users heavily sharing high-risk disinformation sources. At
the same time, we also observed from an aggregated perspective how the news media
digital environment is shaped according the strong relationship of fake and conspiracy
news: highly debated and unprecedented topics can generate debates driven by fake
and conspiracy news, which can monopolize the attention of particular users. These
users with a greater tendency to engage with this high-risk content are also those more
likely to have a wider content base but are also the ones more likely to express a strong
regularity in the way they share news media content online over time.

Our findings are based on an aggregated sample of countries having at least 500
tweets per day, showing an aggregated and global tendency. For the purpose of com-
parison, we decided to pick some countries with lower and higher values of press freedom
in order to observe if certain trends change by considering only specific countries. As
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shown by comparing S5 and S6 and S7 and S8 (see Appendix C for more details),
this is not the case; we observe a consistent pattern across countries, indicating a sig-
nificant presence of misinformation and conspiracy narratives within their respective
media landscapes. The process of collecting data and integrating different sources of
user data provides us with the opportunity of analyzing complex human behavior phe-
nomena. However, it is important to acknowledge that our study does not claim to be
complete. Indeed, we decided to analyze only Twitter data, which might contain popu-
lation biases. Twitter is indeed an online social network mainly used by well-educated
males (63% of Twitter users [219]) between the ages of 18 and 34 (56% of Twitter users,
according to Statista [220]). Further research might explore the news media environ-
ment and diet of users in other online contexts, highlighting differences and similarities
among several social media platforms. These findings underscore the imperative for a
more nuanced comprehension and proactive analysis of the ramifications of online social
systems, alongside a discerning evaluation of the offline risks engendered by the dissem-
ination of streaks of misinformative content within the digital sphere. This is certainly
a topic that merits additional analyses and holds significant potential for enhancing our
comprehension of the news media habits of users during contentious debates.
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Chapter 6

The interplay between socio-economic
indicators and infodemic risk indices

While Chapter 5 examined information diversity at the individual level, the following
work scales up the perspective by exploring the dynamics of several countries in info-
demic patterns. In particular, this work proposes a validation of previous infodemic
risk indexes using socio-economic indicators and the framework of news diversity. The
main contributions of this work are the following:

• we identify multidimensional socioeconomic factors that shape cross-national vul-
nerability to COVID-19 infodemics using dimensionality reduction and clustering
techniques.

• we reveal distinct temporal patterns of infodemic risk and show that news media
diet diversity mediates the relationship between socioeconomic development and
misinformation exposure.

• we demonstrate that institutional quality and democratic stability reduce info-
demic volatility, stabilizing information environments during crises.

6.1 Introduction

In this chapter, our focus is still on the COVID-19 Pandemic, which has been a major
phenomenon followed by an increase amount of misinformation. However, the concept
of information disorder during public health emergencies is not entirely new; historical
instances such as the HIV/AIDS epidemic [221], H1N1 outbreak [222], and Ebola cri-
sis [223] have all been accompanied by waves of misinformation. However, the scale,
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speed, and impact of the COVID-19 infodemic has been dramatically amplified by the
digital transformation of our information ecosystem, particularly the rise of social me-
dia platforms as primary news sources for significant portions of the global population
[224].

The consequences of the infodemic extend far beyond mere confusion. Studies have
linked exposure to COVID-19 misinformation with reduced compliance with public
health measures [225], increased vaccine hesitancy [226], exacerbated social tensions
[227], and even physical harm from dangerous remedies promoted through false claims
[228]. As [2] argue, infodemics can substantially increase epidemic spread by undermin-
ing confidence in scientific evidence and public health authorities, thereby hampering
coordinated social responses needed for effective pandemic control.

While early research on misinformation often emphasized technological factors such
as algorithmic amplification [229] [218] or the absence of traditional gatekeepers in
digital media [230], a growing body of literature recognizes infodemics as complex
socio-technical phenomena embedded within broader social, political, and economic
structures [231] [232]. This shift in perspective is crucial, as it suggests that societal
vulnerability to information disorders cannot be addressed through technological solu-
tions alone, but requires an understanding of the underlying socioeconomic conditions
that create fertile ground for misinformation to flourish.

Recent studies have begun to explore how various social factors might influence
misinformation dynamics. [233] found that countries with strong public service media,
higher levels of trust in news, and lower levels of political polarization showed greater
resilience against online misinformation. [234] highlighted how existing social divisions
and identities shape individuals’ receptivity to misinformation. [39] demonstrated that
false news travels faster and reaches more people than accurate information, particu-
larly when it evokes emotional responses of fear, disgust, or surprise. These studies
collectively suggest that social, cultural, and economic factors play critical roles in
determining how information and misinformation spread through populations.

However, empirical research systematically examining the relationship between com-
prehensive sets of socioeconomic indicators and infodemic vulnerability across multiple
countries remains scarce. Much of the existing literature focuses on single countries,
such as Brazil [235], or on individual-level factors rather than structural conditions
[236] [237]. While these studies provide valuable insights, they offer only a partial un-
derstanding of how broader societal characteristics might influence a nation’s overall
information environment during a global crisis.

Social media platforms have become central to crisis communication during the
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COVID-19 pandemic [238] [239], serving as critical channels for rapid information dis-
semination from health authorities [240], spaces for public discourse and sense-making
[241], and unfortunately, vectors for the spreading of misinformation [208]. Twitter,
in particular, has emerged as a significant platform for COVID-19 communication due
to its real-time nature, public accessibility, and adoption by key stakeholders including
government officials, health organizations, journalists, and public health experts [242]
[114].

Analyses of Twitter data have yielded important insights into information flow pat-
terns during the pandemic. Various studies have examined the prevalence of misin-
formation in COVID-19 related tweets [243] [244], the role of bots in spreading false
claims [245] [246], emotional responses to pandemic developments [247] [248], and the
evolution of topics in public discourse [249] [250]. [2] developed a quantitative measure
of “infodemic risk” based on the reliability of news sources shared on Twitter, creating a
framework for cross-national comparisons of information quality during the pandemic.

While these studies have advanced our understanding of digital communication dy-
namics during the COVID-19 pandemic, they have generally not systematically explored
how these patterns correlate with the underlying socioeconomic characteristics of dif-
ferent countries. This represents a significant gap in our knowledge, as understanding
these relationships could provide crucial insights for developing more effective strategies
to combat infodemics.

The broader literature on media systems and information environments suggests
numerous ways in which socioeconomic factors might influence a society’s vulnerability
to infodemics. Educational attainment, particularly levels of scientific and digital lit-
eracy, may affect a population’s abilities to critically evaluate health information [251]
[252]. Political polarization can lead to motivated reasoning and selective exposure to
ideologically congruent information, regardless of its accuracy [253] [254]. Economic
inequality may exacerbate information disparities and create segmented information
environments [255] [256]. Media freedom and pluralism shape the diversity and quality
of available information sources [233].

Countries differ substantially across these dimensions, suggesting potential variation
in their vulnerability to infodemics. However, these factors likely operate in complex,
interrelated ways rather than in isolation. For instance, Hallin and Mancini’s [257]
influential work on comparative media systems demonstrated how media institutions are
deeply embedded in broader political and social structures, creating distinctive patterns
across different types of democracies. Similarly, information ecosystems during crises
likely reflect complex interactions between multiple socioeconomic dimensions rather
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than simple correlations with individual factors.

Despite the growing recognition of infodemics as a socially embedded phenomenon,
several important research gaps remain. First, few studies have systematically exam-
ined how comprehensive sets of socioeconomic indicators relate to infodemic patterns
across multiple countries. Second, existing research has largely overlooked the temporal
dynamics of infodemics, i.e., how they evolve over time and whether their relationship
with socioeconomic factors changes during different phases of a crisis. Third, the role of
media diet diversity as a potential mediating factor between socioeconomic conditions
and infodemic vulnerability remains relatively underexplored.

Our study addresses these gaps by investigating the relationship between 20 socioe-
conomic indicators and patterns of infodemic risk across 37 OECD countries during the
COVID-19 pandemic. Using dimensionality reduction techniques, we identify underly-
ing structures in our socioeconomic data and examine how these dimensions correlate
with various measures of infodemic risk at different time points. Additionally, we ex-
plore how the approach proposed in 5, related to the diversity of news media diets
relates to both socioeconomic factors and infodemic vulnerability. Specifically, our re-
search aims to answer the following questions. First, what underlying dimensions can
be identified in the socioeconomic indicators of OECD countries, and how do countries
cluster along these dimensions? Moreover, do countries exhibit distinct clusters based
on their temporal patterns of infodemic risk during the COVID-19 pandemic? In addi-
tion, how do socioeconomic factors correlate with different measures of infodemic risk
(overall risk, dynamic risk, and unreliability), and do these correlations change over
time? Furthermore, what role does news media diet diversity play in mediating the
relationship between socioeconomic factors and infodemic vulnerability? And finally,
how does infodemic volatility relate to socioeconomic factors, and does this relationship
evolve over the course of the pandemic? By addressing these questions, our study con-
tributes to both theoretical understanding and practical approaches to the management
of infodemics. Theoretically, we advance a more nuanced framework for understanding
infodemics as phenomena embedded within complex socioeconomic contexts, moving
beyond purely technological or individual-level explanations. Practically, the identifica-
tion of socioeconomic correlates of infodemic vulnerability can inform more targeted and
effective interventions to build societal resilience against misinformation during future
public health emergencies. In the following sections, we describe our methodology for
collecting and analyzing Twitter data to measure infodemic risk across countries, as well
as our approach to gathering and processing socioeconomic indicators. Subsequently,
we present results from our dimensional analysis of socioeconomic factors, our identifi-
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cation of infodemic risk clusters, our examination of correlations between socioeconomic
dimensions and infodemic measures, and our exploration of the role of news media diet
diversity. Finally, we discuss the implications of our findings for understanding and
addressing infodemics in the context of global public health crises.

6.2 Methods

6.2.1 Twitter dataset

As explained in 2.3.5, also the analysis of this chapter relies on data collected through
the COVID-19 Infodemic Platform [211], using the reliability assessment provided by
MediaBiasFact [74]. The URLs in our dataset were classified into seven distinct cat-
egories: reliable sources (Mainstream Media, Scientific Journals), unreliable sources
(Satire, Clickbait, Political, Fake/Hoax, Conspiracy/Junk Science), and unclassified
sources. Building on this classification system, we employed three metrics developed
by [2] to quantify different dimensions of infodemic risk (see 2.3.5 for more informa-
tion about Infodemic Risk Index (IRI), Dynamic Infodemic Risk Index (DynIRI), and
Unreliability Index).

6.2.2 Socioeconomic indicators dataset

To examine the relationship between infodemic risk and socioeconomic factors, we com-
piled an extensive dataset of socioeconomic indicators for 37 OECD countries. This
selection ensured data consistency and reliability across all indicators. Our initial com-
pilation encompassed 14 socioeconomic indicators with complete data for all countries in
our sample. We subsequently enriched this dataset with six additional indicators from
the OECD’s comprehensive database, resulting in a final set of 20 indicators spanning
multiple dimensions of social, political, and economic development.

The selected indicators capture diverse aspects of national development: democratic
quality (EIU Democracy Index, EIU Political Participation); civil liberties (Freedom
House Freedom Index); societal stability (Global Peace Index, Global Terrorism Index);
economic prosperity (GDP per capita); educational attainment (percentage of adults
with tertiary education, percentage of foreign students, PISA mathematics and sci-
ence scores); social welfare (social security expenditure, social spending); institutional
trust (trust in government); media freedom (Press Freedom Index); digital participa-
tion (E-Government Participation Index); demographic structure (median age); social
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cohesion (political polarization, social polarization); digital development (internet use
percentage); and economic inequality (Gini coefficient). A detailed description of each
indicator, including its source and measurement methodology, is provided in D.

6.2.3 Dimensionality Reduction Techniques

The curse of dimensionality arises in high-dimensional datasets where the number of
features greatly exceeds the observations, causing issues such as sparsity, computational
inefficiency, overfitting, and challenges in visualization. Dimensionality reduction tech-
niques mitigate these problems by mapping data to a lower-dimensional space while
preserving essential information. This enables an easier visualization of patterns and
clusters in two or three dimensions and reduces noise and redundancy in features. By
simplifying the dataset, these methods enhance interpretability and improve the per-
formance of analytical models on complex data.

UMAP

We employed Uniform Manifold Approximation and Projection (UMAP) as our primary
dimensionality reduction technique. UMAP represents a state-of-the-art algorithm that
effectively visualizes high-dimensional data while maintaining an appropriate balance
between local and global structure preservation [258]. UMAP is moreover computation-
ally fast and scales well with regard to both dataset size and dimensionality. It works
by approximating the underlying manifold of the data and projecting it into a low-
dimensional space, typically two or three dimensions, through two key phases: graph
construction and graph projection. In the first phase, a high-dimensional graph is cre-
ated using a fuzzy simplicial complex, where the edge weights indicate the connection
strength between the data points. The second phase optimizes this graph to a low-
dimensional Euclidean space using cross-entropy. UMAP’s tunable hyperparameters,
such as n_neighbors, min_dist, and the distance metric, enable users to control the
embedding’s granularity and structure, though careful tuning is required to avoid dis-
tortions. Compared to other techniques, UMAP excels in capturing non-linear patterns
and is faster than t-SNE, while also supporting a variety of distance metrics [259].

6.2.4 k-means

K-means clustering is a popular and straightforward method for partitioning data into
k distinct and non-overlapping clusters. The algorithm works by minimizing the total
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within-cluster variation, a measure of similarity of the data points within each cluster,
often calculated using the squared Euclidean distance. The process begins with an
initial random assignment of cluster labels to the data points. Then, it iteratively
refines the clusters by computing the centroids of each cluster and reassigning each data
point to the cluster with the closest centroid. This optimization process continues until
convergence, ensuring that the objective function (minimizing within-cluster variance)
decreases at each step.

While k-means is computationally efficient, intuitive, and widely applicable, it has
significant limitations. One major drawback is its sensitivity to the initialization of
cluster centroids; different initializations can lead to varying outcomes, as the algorithm
is only guaranteed to find a local optimum. Another challenge is the need to specify
the number of clusters (k) in advance, which is often not straightforward. Choosing
an incorrect value for k can lead to poor results, such as clustering noise or failing to
capture meaningful groupings in the data. Several heuristic methods, like the elbow
method and silhouette score, have been developed to guide the selection of k. The elbow
method involves plotting the within-cluster sum of squares against different values of k
and identifying the point where the decrease in variance begins to level off, forming an
“elbow”. The silhouette score evaluates how well each data point fits within its assigned
cluster compared to other clusters. However, these methods are not always consistent
or reliable, and there is no definitive consensus on the best approach to determine
k. Despite these challenges, k-means remains a robust and widely used clustering
technique, especially for large datasets where simplicity and speed are critical.

6.2.5 News Media Diet

To better understand the relationship between the Infodemic Risk Index and socioeco-
nomic indicators, we used uncorrelated entropy as a measure to capture the variety of
news outlets in each country. We recall here the concept of news media diet, as discussed
in [260]. With the term news media diet, we refer to the collection of web domains or
URLs shared in each country. In particular, we employed the temporal-uncorrelated
entropy, computed as the Shannon entropy

Sunc = −
Ni∑
j=1

p(xj) · log2(p(xj))

where p(xi) is the historical probability that a web-domain xi was shared by user i.
This measure enables us to characterize the heterogeneity of the news media diet.
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6.2.6 Volatility

To assess the stability of information environments across countries, we calculated the
volatility of the Infodemic Risk Index, defined as the standard deviation of the IRI over
time for each country. Initial analysis revealed a strong negative correlation between the
number of tweets posted daily and the volatility of the index, indicating that countries
with higher tweet volumes exhibited more stable IRI values over time. This correlation
follows an expected statistical relationship, where the standard deviation scales with
the square root of the sample size σ ≈ (N0.5). To account for this effect and obtain
a measure of volatility independent of sample size, we adjusted our volatility metric
by multiplying the standard deviation by the square root of the average daily tweet
count: sigma∗ = σ ∗ ⟨N⟩−0.5. This adjustment enabled more meaningful cross-national
comparisons of infodemic volatility by controlling for differences in tweet volume across
countries.

6.3 Results

This study explores the relationship between infodemic risk indices and 20 socioeco-
nomic indicators across 37 OECD countries, employing dimensionality reduction tech-
niques to identify underlying patterns and correlations. Our analyses reveal complex
relationships between the socioeconomic fabric of nations and their vulnerability to
infodemics during the COVID-19 pandemic.

Firstly, we used UMAP, a dimensionality reduction method, to project data from
socioeconomic indices and countries in a two-dimensional space, allowing us to discern
the underlying structure of the data more effectively.

The application of UMAP dimensionality reduction to socioeconomic data, pre-
sented in Figure 6.1, reveals distinct structural patterns that transcend simple geo-
graphic or economic categorizations. The country projection (Figure 6.1, left panel)
demonstrates clear geopolitical and cultural clustering: Scandinavian and Central Eu-
ropean nations congregate in the upper right quadrant, Anglosphere countries position
to the right, while South American nations cluster in the bottom left. This visualiza-
tion captures deeper institutional and cultural similarities that unite countries beyond
their geographic proximity, reflecting historical patterns of institutional development
and socioeconomic evolution.

The arrangement of socioeconomic indicators (Figure 6.1, right panel) along a curvi-
linear distribution provides equally meaningful insights. Welfare and demographic in-
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Figure 6.1: UMAP visualization of OECD countries and the socioeconomic
indices. UMAP visualization of the OECD* countries based on the selected indices
(left) and of the selected socioeconomic indices (right). The employed hyperparameters
are n neighbors = 5 and min dist = 0.01.

dicators (median age, social security, social spending) position at the upper region,
followed by democracy, education, and economic development indicators in the central
area. Notably, indicators of social and political polarization appear distinctly separated
in the bottom left, alongside measures of income inequality and terrorism.

This separation suggests that polarization constitutes a distinct dimension of social
development that can vary independently of traditional development metrics. The
effectiveness of UMAP in discerning these multidimensional relationships shows how
certain societal characteristics cluster together, forming coherent socioeconomic profiles
that may influence information environments during crises.
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Figure 6.2: UMAP visualization of IRI timeseries. UMAP plot of the IRI time
series of the countries featuring at least 500’000 tweets in the relevant time frame. The
selected parameters are n neighbors = 5 and min dist = 0.1. The 9 countries belonging
to Cluster 2 are grouped on the left, whereas the remaining ones belong to Cluster 1.

Our temporal analysis of infodemic risk patterns across countries yielded significant
findings regarding how information environments evolved during the pandemic. Figure
6.2 illustrates the UMAP projection of countries based on their Infodemic Risk Index
(IRI) time series, revealing two distinct clusters that transcend conventional socioeco-
nomic categorizations. The larger cluster encompasses several countries on the right,
while the second cluster, comprising nine countries (Belgium, Chile, France, Haiti, Is-
rael, Nigeria, Singapore, Turkey, and Venezuela), appears isolated on the left side of
the projection.

To better understand these distinctive clustering patterns, we applied a k-means
clustering to the temporal evolution of the Infodemic Risk Index (Figure 6.3). The
analysis confirms two clearly differentiated infodemic risk profiles: Cluster 1 maintains a
relatively stable risk profile throughout the observed period, whereas Cluster 2 exhibits
a pronounced spike in risk during early 2021, with z-scores fluctuating between -0.5
and 0.5. This temporal divergence suggests that certain combinations of socioeconomic
factors may create vulnerability to specific types of infodemic events, potentially related
to vaccine rollout controversies that emerged during this period. The heterogeneity of
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Figure 6.3: k-means clustering with Euclidean distance and UMAP prepro-
cessing on the IRI time series for the 88 selected countries. The UMAP
parameters employed were n neighbors = 5, min dist = 0.1 and n components = 102.
The cluster average is plotted in red. All the time series are smoothed using a 30-day
rolling average.

countries within Cluster 1, spanning diverse regions, development levels, and political
systems, indicates that infodemic vulnerability follows complex patterns that are not
reducible to single socioeconomic dimensions.

To investigate how socioeconomic factors relate to infodemic dynamics over time, we
extracted the first principal component of our socioeconomic indicators and analyzed
its correlation with three infodemic metrics (IRI, Dynamic Risk Index and Unreliability
Index) over the course of the pandemic (Figure 6.4). This principal component repre-
sents the linear combination of socioeconomic indicators that captures the maximum
variance in our dataset, serving as a composite proxy for socioeconomic development.

The first panel of Figure 6.4 reveals distinct temporal patterns in these correlations.
During the initial phase of the pandemic (2020), the Dynamic Risk Index and the
Unreliability Index demonstrate stronger correlations with socioeconomic factors, with
coefficients reaching approximately 0.7. However, as the pandemic progresses into 2021,
a marked shift occurs: these correlations diminish while the correlation between socioe-
conomic factors and the overall Infodemic Risk Index increases substantially, stabilizing
around 0.5 through May 2022.

The correlation of Dynamic Infodemic Risk and Unreliability Index follows the same
pattern and decreases with the beginning of 2021. The second panel, depicting p-values
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Figure 6.4: Evolution of correlation between First Principal Component and
Infodemic Indexes The first panel shows the Spearman correlation of the first Princi-
pal Component and the monthly average of the infodemic metrics over time for OECD*
countries. The second panel displays the p-value of the corresponding correlation with
a black dashed line representing the significance level of 5%.

for these correlations, confirms the statistical significance of these temporal patterns.
Two distinct phases emerge: an early phase characterized by significant correlations
between socioeconomic factors and measures of information dynamics (Dynamic Risk)
and content reliability (Unreliability Index), followed by a later phase where overall
infodemic risk becomes more statistically significant and more strongly associated with
socioeconomic conditions. This evolution suggests that different aspects of information
environments become salient at different stages of a crisis, with initial responses domi-
nated by dynamic information behaviors that later crystallize into more stable patterns
of overall risk.

Interestingly, our analysis shows that the public conversation on COVID-19 evolved
distinctly over the three-year pandemic period. As illustrated in Figure 6.2, coun-
tries clustered into two clearly differentiated groups based on their infodemic risk pro-
files. These clusters reflect substantive differences in how information environments
responded to the pandemic across nations. Figure 6.3 further demonstrates that these
differences manifested in distinct temporal patterns, with one cluster exhibiting marked
fluctuations in Infodemic Risk Index values while the other maintained relatively stable
information environments throughout the crisis period.

Based on these results, we decided to add another variable in order to explain the
variability of the Infodemic Risk Index with respect to the socioeconomic indicators.
Figure 6.5 shows the correlation between the two-dimensional space of the socioeco-
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nomic indicators and the news media diet of each country analyzed.

Figure 6.5: Correlation between the news media diet and the UMAP of the
socioeconomic. Panels A and B show the correlation between the socioeconomic
indicators with the entropy of all the domains classified as low-risk (satire, clickbait and
political), while Panels C and D represent the correlation between the socioeconomic
indices and the news classified as political.

A critical dimension of our analysis concerns the relationship between news media
diet diversity and socioeconomic factors. Figure 6.5 illustrates the correlation between
Shannon entropy of shared web domains (a measure of news source diversity) and the
two-dimensional UMAP projection of socioeconomic indicators. Panels A and B re-
port a robust positive correlation between the diversity of low-risk news consumption
(encompassing satire, clickbait, and political content) and both dimensions of the so-
cioeconomic space, with Spearman coefficients of 0.48 for the first dimension and 0.52
for the second, both statistically significant.

This relationship strengthens further when focusing specifically on political news
diversity (Panels C and D), particularly with respect to the second dimension. These
findings suggest that countries positioned in socioeconomic contexts characterized by
stronger democratic institutions, higher education levels, and greater economic devel-
opment tend to exhibit more diverse news consumption patterns. The pronounced
correlation with the second dimension indicates that institutional quality and gover-
nance factors may be particularly influential in fostering media pluralism. The stronger
correlation observed for political news diversity suggests that the pattern of engagement
with political information may be especially sensitive to underlying socioeconomic con-
ditions. This reinforces the idea that open, pluralistic societies with well-functioning
democratic structures encourage a broader and more varied media landscape, whereas
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lower entropy may be indicative of more concentrated or polarized information envi-
ronments.

Our final analysis examined the relationship between infodemic volatility, measured
as the standard deviation of the Infodemic Risk Index, and socioeconomic factors,
namely the two-dimensional socio-economic space derived from UMAP (Figure 6.6).
This approach allowed us to investigate whether countries with different socioeconomic
profiles exhibited distinct patterns of stability or fluctuation in their exposure to mis-
information over the course of the pandemic.

Figure 6.6: Correlation between the second dimension of UMAP and the
volatility of Infodemic Risk Index. Panel A shows the correlation between the
volatility of the Infodemic Risk Index in 2020, while Panel B shows the same relations
in 2021.

We observed a pronounced negative correlation between volatility and the second
dimension of the UMAP socioeconomic projection, which was consistent across both
2020 and 2021. In 2020, this correlation amounted to -0.304 with a marginally signifi-
cant p-value of 0.069, while in 2021 it strengthened to -0.435 with a highly significant
p-value of 0.008. This intensification of the relationship over time suggests that as
the pandemic progressed, the stabilizing effect of robust institutional frameworks on
information environments became more pronounced.

These results indicate that countries positioned higher along the second socioeco-
nomic dimension, which captures aspects of institutional quality, democratic function,
and media environment, exhibited significantly more stable information landscapes dur-
ing the crisis. Conversely, countries lower on this dimension experienced greater fluc-
tuations in their infodemic risk, suggesting that institutional strength may serve as a
buffer against volatile shifts in information quality during prolonged crises. This finding
highlights the importance of institutional frameworks not only in reducing overall in-
fodemic risk but also in maintaining consistent, reliable information environments that
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can withstand external pressures and evolving crisis conditions.

6.4 Discussion

Our analysis reveals complex, multidimensional relationships between socioeconomic
factors and infodemic dynamics during the COVID-19 pandemic. By examining these
relationships through several complementary analytical approaches, we have uncovered
patterns that provide significant insights into how societal characteristics shape infor-
mation environments during global crises. In this section, we interpret our findings in
detail, addressing each of our five research questions while connecting our results to
existing literature and drawing out theoretical implications and practical applications
for policy interventions.

6.4.1 Socioeconomic dimensions and country clustering

Addressing our first research question about the underlying dimensions in socioeconomic
indicators and country clustering patterns, the UMAP visualization presented in Figure
1 reveals a striking dimensional structure in our socioeconomic data. The arrangement
of countries (left panel) shows clear geographic and cultural clustering patterns, with
Scandinavian and Central European nations positioned in the upper right, Anglosphere
countries to the right, and several South American countries in the bottom left. This
clustering reflects deeper similarities in social, political, and economic structures that
transcend simple geographic proximity, supporting theories of path-dependent institu-
tional development [261] [262] and varieties of capitalism [263].

More revealing is the arrangement of socioeconomic indicators (right panel) along a
curved distribution. The positioning of welfare indicators and median age at the top,
followed by democracy, education, and economic development indicators, with social
and political polarization measures distinctly separated in the bottom left, suggests a
multidimensional structure of social development. This structure aligns with Welzel
and Inglehart’s [264] theory of value change, which posits that socioeconomic devel-
opment follows patterns that move from survival values to self-expression values, with
corresponding shifts in institutional arrangements.

The separation of polarization indicators from other socioeconomic measures is par-
ticularly noteworthy. It suggests that polarization represents a distinct dimension of
social organization that can vary independently of traditional development indicators,
a finding that resonates with recent research showing how even advanced democra-
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cies can experience significant polarization under certain conditions [265] [266]. This
dimensional independence helps explain why infodemic risk does not correlate straight-
forwardly with conventional development metrics, as nations with similar levels of eco-
nomic development or democratic institutions can nevertheless experience very different
levels of social and political division.

The effectiveness of UMAP in capturing these complex relationships demonstrates
the value of dimensionality reduction techniques for understanding multifaceted socioe-
conomic data. Rather than analyzing individual indicators in isolation, this approach
reveals underlying structures that better reflect the interconnected nature of social,
political, and economic development.

6.4.2 Temporal infodemic patterns and country clusters

In response to our second research question regarding distinct country clusters based
on temporal patterns of infodemic risk, Figure 2 presents perhaps our most intriguing
finding: the emergence of two distinct clusters of countries based on their infodemic
temporal patterns. The smaller cluster of nine countries (Belgium, Chile, France, Haiti,
Israel, Nigeria, Singapore, Turkey, and Venezuela) displays markedly different infodemic
dynamics compared to the larger group. This clustering cuts across traditional cate-
gories of economic development, geographic region, and political systems, suggesting
that infodemic vulnerability follows patterns not easily reducible to conventional devel-
opment metrics.

The temporal analysis in Figure 6.3 further illuminates these differences, showing
that while Cluster 1 countries maintained relatively stable infodemic risk levels, Cluster
2 countries experienced a dramatic spike in early 2021. This timing coincides with the
global rollout of COVID-19 vaccines, suggesting that vaccine-related controversies may
have triggered distinct infodemic patterns in these countries. In particular, vaccine
misinformation can significantly reduce vaccination intentions, particularly in certain
national contexts [267] [268].

The heterogeneity of countries within Cluster 1 is remarkable, including nations from
different continents, political systems, and development levels. What might unite these
diverse countries in their infodemic vulnerability? One possibility is that they share cer-
tain institutional features or social dynamics not captured by individual socioeconomic
indicators but revealed through their information behavior patterns. For instance, they
might share particular configurations of media systems, political discourse, or trust rela-
tionships that create similar vulnerabilities to infodemic spikes despite their differences
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in other aspects.
This finding challenges simplistic narratives about information vulnerability being

primarily a function of economic development or democratic institutions. Instead, it
suggests that infodemic resilience emerges from complex interactions between multiple
societal factors, creating distinctive national patterns that transcend conventional cat-
egorizations. Significantly, there is a growing recognition in the literature that informa-
tion disorders are shaped by context-specific institutional arrangements and historical
trajectories [269].

6.4.3 Evolving correlations between socioeconomic factors and

infodemic measures

Examining our third research question about how socioeconomic factors correlate with
different measures of infodemic risk over time, Figure 6.4 reveals a fascinating temporal
evolution in these relationships. The first panel shows that different infodemic measures
correlate with socioeconomic indicators in distinct patterns that change over time. Dur-
ing the pandemic’s first phase (2020), the Dynamic Risk Index and Unreliability Index
show stronger correlations with the first principal component of socioeconomic indica-
tors, while in the second phase (2021 onwards), the correlation shifts to the Infodemic
Risk Index.

This temporal shift suggests that different aspects of information environments be-
come salient at different stages of a crisis. In the early, acute phase of the pandemic,
socioeconomic factors appear more strongly related to dynamic measures of informa-
tion engagement and sharing, perhaps reflecting how societies initially respond to novel
threats with varying levels of information seeking and sharing behaviors. As the pan-
demic became a chronic condition, socioeconomic factors increasingly correlated with
overall infodemic risk, suggesting that deeper structural characteristics of societies be-
came more determinative of information quality as the crisis progressed.

The second panel of Figure 6.4, showing the statistical significance of these cor-
relations, reinforces this interpretation. The p-values for Dynamic Risk Index and
Unreliability Index are consistently significant in the pandemic’s first year, while the
Infodemic Risk Index becomes significant in the second year. This provides some statis-
tical support for the changing relationship between socioeconomic factors and different
aspects of information environments over time.

This temporal dimension has been overlooked in previous research on misinformation
dynamics, which has tended to analyze phenomena at single time points rather than
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as evolving processes. Our findings suggest that understanding infodemics requires an
attention to these temporal patterns, in particular about how information environments
evolve through different phases of a crisis, and how their relationship with underlying
societal factors changes over time.

6.4.4 The protective role of media diet diversity

Turning to our fourth research question regarding the role of news media diet diversity in
mediating the relationship between socioeconomic factors and infodemic vulnerability,
Figure 6.5 presents evidence for the protective effect of information pluralism. The
positive correlations between the Shannon entropy of shared web domains and both
dimensions of the UMAP socioeconomic space (panels A and B) indicate that countries
with more diverse information ecosystems tend to have stronger democratic institutions,
higher education levels, and greater economic development. This relationship is even
stronger when focusing specifically on political news (panels C and D), suggesting that
exposure to diverse political viewpoints may be particularly important for information
resilience.

These findings support and extend previous work suggesting that media diversity
contributes to democratic health and information quality. At the individual level, higher
news literacy tends to be associated to richer media diets [270] and improves the iden-
tification of fake news [271]. At the societal level, media legitimacy and trust emerge
as key factors in national resilience against misinformation [272].

Our results therefore provide some support to the “information pluralism” hypothe-
sis, namely the idea that more diverse information ecosystems create conditions where
misinformation is less likely to dominate the public discourse. When citizens are ex-
posed to a variety of sources and perspectives, they may develop greater critical evalu-
ation skills and become less susceptible to misleading narratives from any single source.
This challenges “echo chamber” theories that suggest that greater information choice
necessarily leads to selective exposure and polarization [273]. Instead, our findings
are more consistent with research showing that most citizens’ media diets are actually
more diverse than commonly assumed [274], and that this diversity can serve protective
functions and favors moderation.

The stronger correlation observed for political news diversity is particularly inter-
esting. It suggests that exposure to varied political viewpoints, rather than a narrow
ideological information diet, may be especially important for building societal resilience
to misinformation. This emphasizes the value of cross-cutting exposure in democratic
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discourse [275] and contradicts concerns that political diversity necessarily exacerbates
polarization. Rather, it is polarization that poses a threat to democracy by reducing
interest and information diversity [276].

6.4.5 Infodemic volatility and institutional stability

Addressing our fifth research question on how infodemic volatility relates to socioeco-
nomic factors and whether this relationship evolves over time, Figure 6.6 reveals an
important negative correlation between infodemic volatility (standard deviation of the
Infodemic Risk Index) and the second dimension of our UMAP socioeconomic space.
Countries positioned higher on this dimension, which captures aspects of institutional
strength and media environment quality, demonstrate more stable information land-
scapes even amid the uncertainty of a global pandemic. This stability became more
pronounced in 2021 (panel B, r = -0.435) compared to 2020 (panel A, r = -0.304),
suggesting that institutional frameworks tend to become increasingly important for
maintaining information integrity as crises evolve.

Institutional theories of resilience that emphasize how formal structures provide
stability during disruptions [277]. In the context of information disorders, robust in-
stitutions appear to help societies maintain more consistent information environments,
reducing the dramatic fluctuations in reliability that characterized high-risk countries.
The strengthening of this relationship over time further suggests that institutional fac-
tors become more determinative of information quality as crises progress from acute
emergency to chronic challenge.

This finding also contributes to debates about what constitutes information system
resilience during crises. Rather than merely looking at average levels of misinformation,
our analysis suggests that volatility, i.e. the tendency of information environments to
fluctuate dramatically, represents another important dimension of infodemic vulnera-
bility. Societies with greater institutional stability appear better able to maintain con-
sistent information environments even amid uncertainty, avoiding the dramatic swings
between reliable and unreliable information that can disorient public understanding and
undermine trust.

6.4.6 Theoretical and policy implications

Our findings contribute to an emerging theoretical framework that views infodemics as
a complex socio-technical phenomenon, deeply embedded in broader social structures.
Rather than treating misinformation as primarily a problem of individual psychology or
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platform design, this perspective emphasizes how historical institutional developments,
social trust, educational systems, and political cultures create conditions that either
foster or inhibit information disorders during crises.

The multidimensional nature of socioeconomic factors revealed in our UMAP anal-
ysis suggests that simple models of information vulnerability based on single indicators
(such as education levels or economic development) are insufficient. Instead, coun-
tries occupy positions in a complex socioeconomic space with multiple dimensions that
interact to create distinctive patterns of vulnerability or resilience. The emergence
of distinct clusters based on temporal infodemic patterns, cutting across traditional
development categories, suggests that information vulnerability follows its own logic,
not entirely independent from other socioeconomic factors, but not reducible to them
either. This challenges both technological determinism (the idea that digital media
platforms inherently produce certain information outcomes regardless of context) and
simple socioeconomic determinism (the notion that information quality mechanically
reflects development levels).

The changing correlations between socioeconomic factors and different infodemic
measures over time point toward a dynamic model of information disorders, where rela-
tionships between structural conditions and information environments evolve through
different phases of a crisis. This temporal dimension has been undertheorized in most
existing frameworks, which tend to present static models of misinformation vulnerabil-
ity.

Finally, the strong relationship between news media diet diversity and positions in
socioeconomic space suggests a possible causal pathway, that needs to be further in-
vestigated in future research, through which broader societal characteristics influence
information environments. Societies with certain institutional arrangements, educa-
tional systems, and political cultures may foster more diverse information ecosystems,
which in turn provide greater resilience against infodemics during crises.

Our findings have significant implications for policy approaches to managing info-
demics and building societal resilience against information disorders. We can identify
several key areas where policy interventions might be most effective, based on our em-
pirical results.

As to media diversity and pluralism, the strong correlation between news media diet
diversity and reduced infodemic risk suggests that policies promoting media pluralism
could enhance societal resilience against misinformation. Policy approaches should sup-
port diverse media ecosystems through funding for public service media, subsidies for
local news, and anti-monopoly regulations in media markets. Additionally, developing
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media literacy programs that encourage citizens to consume information from multiple
sources would strengthen individual information evaluation skills. Creating incentives
for cross-cutting exposure to diverse political viewpoints and implementing platform
design features that promote exposure to diverse content could further enhance infor-
mation ecosystem health. The particularly strong relationship between political news
diversity and socioeconomic indicators associated with lower infodemic risk suggests
that ensuring pluralism in political information sources may be especially important.
This challenges approaches focused primarily on removing “harmful” content, suggest-
ing instead that ensuring a healthy diversity of perspectives may be more effective for
long-term resilience.

Concerning the strengthening of the institutioal framework, the negative correla-
tion between infodemic volatility and the institutional dimension of our socioeconomic
space indicates that stronger institutions help stabilize information environments during
crises. This suggests policies aimed at building trust in key epistemic institutions such
as science, journalism, and public health authorities. Supporting independent fact-
checking organizations and quality journalism provides additional safeguards against
the spreading of misinformation. Designing institutional arrangements that aim at
reducing political polarization can mitigate one of the key drivers of information dis-
order. Furthermore, creating rapid response systems that can provide authoritative
information during emerging crises enables a more timely correction of misinformation
before it gains traction. The strengthening of this relationship over time suggests that
institutional factors become increasingly important as crises progress from acute emer-
gency to chronic challenge. Institutional development inevitably paits with a long-term
investment in information resilience rather than with the search for quick fixes to im-
mediate information disorders. The distinct separation of polarization indicators from
other socioeconomic measures in our UMAP analysis suggests that this dimension re-
quires specific policy attention. Countries may have well-developed economies, strong
democratic institutions, and high education levels, yet still experience high levels of
polarization that create vulnerability to infodemics. This makes a case for policies
focused on reducing affective polarization through interventions that humanize polit-
ical outgroups. Additionally, developing political institutions that incentivize cooper-
ation rather than zero-sum competition could mitigate some of the structural drivers
of polarization. Creating shared information spaces that transcend partisan divides
would provide common ground for diverse groups to engage with the same factual ba-
sis. Supporting trust-building initiatives across political and social boundaries further
addresses the social-psychological dimensions of polarization. The distinct clustering
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of polarization indicators separate from traditional development metrics suggests that
these interventions may be necessary even in highly developed societies with otherwise
strong institutions. The changing correlations between socioeconomic factors and dif-
ferent infodemic measures over time suggest that effective interventions may need to
adapt to different phases of a crisis. During early, acute phases, when dynamic in-
formation sharing behaviors are more strongly correlated with socioeconomic factors,
interventions should focus on the rapid dissemination of accurate information through
trusted channels. Supporting accurate information sharing behaviors among influential
nodes in social networks becomes crucial in these initial stages. Providing clear guid-
ance to reduce uncertainty can prevent information vacuums that misinformation often
fills. As crises become chronic, and overall infodemic risk becomes more strongly cor-
related with socioeconomic factors, interventions might shift toward addressing deeper
structural factors that shape information environments. Building long-term resilience
through educational initiatives enables preparation for future information challenges.
This temporal dimension suggests that infodemic management requires adaptive re-
sponse strategies rather than one-size-fits-all approaches.

6.4.7 Limitations and future directions

Our results are subject to several limitations. First of all, our reliance on Twitter data
implies that our analysis captures only a portion of the total information ecosystem,
with known demographic biases toward younger, more educated, and more politically
engaged populations [278]. Considering more data sources, including other social media
platforms, traditional media, and offline communication channels, is essential to provide
a more comprehensive view of information flows across different demographic segments.

Moreover, the cross-sectional nature of our socioeconomic indicators limits causal
inferences about their relationship with infodemic patterns. While we observe cor-
relations between socioeconomic factors and infodemic measures, we cannot establish
causal pathways, and our preliminary results should be seen mainly as a useful source
of testable predictions for future longitudinal studies tracking changes in both socioe-
conomic factors and information environment characteristics over time.

Additionally, our focus on country-level analysis necessarily obscures within-country
variations that may be substantial, particularly in larger or more diverse nations. Re-
gional disparities in education, economic development, political attitudes, and media
access likely create uneven information landscapes within countries. A closer focus
on how regional differences in socioeconomic factors within countries relate to more
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localized patterns of infodemic spread is therefore needed.
Our analysis includes a comprehensive but not exhaustive set of socioeconomic indi-

cators. Some potentially relevant factors, such as historical experiences with epidemics,
cultural attitudes toward authority, or specific features of healthcare systems, were not
included in our dataset. Enriching the panel of socioeconomic idicators with additional
relevant dimensions that might influence infodemic vulnerability would be another ma-
jor step forward.

Finally, while our study identifies correlations between socioeconomic factors and
infodemic patterns, an understanding of the precise mechanisms through which these
factors influence information environments is still largely uncharted territory. Mixed-
methods approaches combining quantitative analyses with qualitative case studies could
be useful for hypothesis development in this respect. Comparative case studies of coun-
tries with similar socioeconomic profiles but different infodemic outcomes would also
be particularly valuable for identifying specific institutional arrangements or cultural
factors that enhance infodemic resilience.

6.5 Conclusion

Our study demonstrates that the vulnerability of societies to infodemics during the
COVID-19 pandemic was significantly shaped by underlying socioeconomic factors,
with patterns that evolved over time as the crisis progressed. The arrangement of
socioeconomic indicators in a multidimensional space, the clustering of countries based
on temporal infodemic patterns, the changing correlations between socioeconomic fac-
tors and infodemic measures over time, and the relationship between news media diet
diversity and infodemic risk all point toward a complex, context-dependent model of
information vulnerability during crises.

These findings challenge simplistic narratives about information disorders seen as
primarily technological problems related to digital platform design and functioning, or
straightforward reflections of the levels of economic development. Instead, they suggest
that infodemics emerge from complex interactions between technological systems, social
structures, institutional arrangements, and cultural factors, creating distinctive patterns
of vulnerability and resilience across different societies.

The diversity of media diets, particularly regarding political information, emerged
as an especially important protective factor against information disorder, highlighting
the value of pluralistic information ecosystems for societal resilience. The negative
correlation between institutional stability and infodemic volatility further emphasizes
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the importance of robust institutions for maintaining consistent, reliable information
environments during crises.

These insights underscore the need for more comprehensive approaches to infodemic
management that address not only immediate manifestations of misinformation but also
the deeper structural factors that create favorable conditions for information disorders.
Building societal resilience against future infodemics will require coordinated efforts
across educational, institutional, and media domains, guided by a nuanced understand-
ing of how socioeconomic factors shape information environments during crises.
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Chapter 7

A Stochastic Model for Understanding
Volatility in Infodemic Risk Index

7.1 Introduction

While the previous chapter 6 focused on the validation of infodemic risk indexes using
socio-economic indicators, the work proposed here aims at understanding the instability
of Infodemic Risk Index (IRI) and contributes to the following points:

• we introduce volatility as a complementary dimension to the Infodemic Risk Index,
moving beyond average exposure to capture fluctuations in misinformation risk
across countries and over time

• we empirically show that IRI volatility cannot be explained solely by random
sampling, revealing the role of structural and behavioral factors, including super-
spreaders and engagement dynamics.

• we propose a stochastic Monte Carlo model that integrates follower distribution,
disinformation ratio, engagement scaling, and superspreader behavior to repro-
duce empirical patterns of IRI instability.

• we provide insights into the socio-technical mechanisms driving infodemic dy-
namics, highlighting the disproportionate influence of highly connected users and
potential avenues for targeted interventions to stabilize information environments.

This index provides a measure of a country’s exposure to misinformation by ag-
gregating the number of followers reached through users who share unreliable content
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online. In this context, the IRI represents the average daily level of risk that a given
country faces in terms of circulating false or misleading information. Importantly, the
index incorporates not only the frequency of misinformation but also its potential reach,
as a proxy of the audience size (i.e., follower counts). While the IRI offers a useful first
step toward quantifying infodemic risks across countries, it also presents only one in-
sight about the infodemic risk. By focusing primarily on average values, it does not
consider the variability and volatility of exposure. Beyond the average value, we can
also take into account the higher-order moments of the distribution, such as the stan-
dard deviation, which provide insight into how strongly the risk fluctuates across time
and across countries. In this context, our analysis aims to investigate the temporal
evolution of the IRI, assessing both its trends and its stability over different periods.
Indeed, some countries such as Venezuela exhibit a remarkable volatility of the Info-
demic Risk Index, while other countries such as Italy show a stable evolution of such
index. In this context, we propose a stochastic model to understand the key features
that produce these different outcomes in different countries. This serves not only as
a way to reproduce the dynamical aspects of the infodemic risks but also to provide
insights about key aspects of the online communication networks that might impact
the stability of the index itself.

7.2 Methods

7.2.1 Overview of the data

Our analysis relies on data collected through the COVID-19 Infodemic Platform [211],
as described in the chapters 2 and 6. This dataset encompasses messages containing
URLs, each evaluated for reliability through comparison with various publicly accessible
databases covering scientific and journalistic sources. We specifically employed relia-
bility classifications from MediaBiasFactCheck [74], an organization that maintains an
extensive and regularly updated database evaluating the ideological leanings and fac-
tual accuracy of media outlets through both quantitative metrics and qualitative assess-
ments. The URLs in our dataset were classified into seven distinct categories: reliable
sources (Mainstream Media, Scientific Journals), unreliable sources (Satire, Clickbait,
Political, Fake/Hoax, Conspiracy/Junk Science), and unclassified sources. In this spe-
cific study, we analyzed only 51 countries different in terms of average number of daily
tweets. We specifically selected those countries because our aim is to be able to compare
countries with different size in terms of volume.
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7.2.2 Infodemic Risk Index

As recalled in the chapter 2, the Infodemic Risk Index is a measure to quantify the
exposure to unreliable contents, weighted by the number of followers that have been
reached by these news. Conversely, the exposure to reliable news (Er) is given by
aggregating the number of followers potentially reached by tweets containing reliable
sources. The IRI is computed as

IRI =
EU

EU + ER

7.2.3 Volatility

The concept of volatility has been defined mainly in economics and finance as the
degree of variation of a trading price series over time, usually measured by the standard
deviation of logarithmic returns. In this context, we employ the standard deviation of
IRI as a measure of the instability of the risks over time.

7.2.4 Monte Carlo Simulation

To better understand the dynamics underlying the Infodemic Risk Index (IRI) and
the role of different parameters in shaping its volatility, we implement a Monte Carlo
simulation framework. This stochastic approach has been widely adopted in the study of
complex social and economic systems to capture uncertainty and variability in diffusion
processes [165].

Our simulation is designed with two primary goals. First, we want to reproduce
the scaling value to test whether the observed empirical anti-correlation between tweet
volume and volatility of the IRI can be reproduced by stochastic sampling effects. In
theory, volatility should scale as σ ≈ N0.5 with the number of daily tweets, but our
empirical estimates indicate a weaker dependence σ ≈ N0.24, indicating an unexpected
dependence of volatility on tweet volume. Second, our goal is the characterization of
average and variability to reproduce the empirical distributions of the IRI in different
countries and assess how structural features of online communication networks impact
both the average risk and its temporal fluctuations.

We simulate populations of N users (N = 20, 40, ,80,160,320,640,1280,2560) and
run 1000 simulations for each setting. Each user can share either reliable or unreliable
content, with a probability determined by a set of structural parameters:

• Follower distribution (α): The number of followers per user follows a power-law
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distribution, consistent with empirical observations of social media platforms. The
exponent α controls the degree of heterogeneity, with smaller values producing
heavier tails and more dominant hubs.

• Disinformation ratio: A proxy for the media diet of each country, defined as
the ratio of unique unreliable sources over the total number of unique sources.
This parameter captures cross-country differences in exposure to unreliable infor-
mation.

• Engagement scaling: Based on the empirical correlation between user reach and
engagement, we assume that the probability of amplification (retweets, replies)
scales with the number of followers.

• Superspreader activity: To account for the disproportionate role of highly
connected accounts, we estimate the probability of unreliable sharing among the
top 5% of users (by follower count). This reflects the empirical observation that
a small elite of accounts drives the majority of misinformation diffusion.

7.3 Results

The average value of Infodemic Risk Index can vary from country to country. In the
Figure 7.1, four countries are analyzed with respect to the evolution of the Infodemic
Risk Index, showing completely different patterns of such index. While Peru seems to be
pretty stable with an average higher value of IRI, Venezuela is a case example in which
both the average and the variability of the index are pretty high. Different is the case
of Italy that has a stable and yet lower value of IRI, France seems to have two different
phases: one characterized by lower and stable value, and another one subsequent to the
vaccination against Covid-19 characterized by having higher and more unstable values.

As introduced above, we suspect a relationship between standard deviation of IRI
and the average value of daily tweets. Countries with a higher tendency of posting
tweets on a daily basis are also countries recognized to be more stable due to the effect
size of our data. This is clearly shown by Figure 7.2 when considering all the countries
as well as when considering only the subsample of 51 countries we decided to focus on
Figure 7.3.

The standard deviation of the Infodemic Risk Index (IRI) is expected to scale with
the number of daily tweets N as

σ ∼ Nβ,
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Figure 7.1: Time Series of Infodemic Risk Index. Evolution of the Infodemic Risk
Index over time for 4 different countries: Perù, Venezuela, Italy and France.

where σ is the standard deviation of the IRI and N is the number of daily tweets. If
fluctuations were driven solely by random sampling, variance would scale linearly with
N , giving

σ ∝
√
N ⇒ β = 0.5,

as expected from the central limit theorem. However, our empirical analysis shows a
weaker dependence:

σ ∼ N0.24,

indicating that structural and behavioral factors, not just statistical variability, influ-
ence the IRI volatility.

This weaker dependence suggests that fluctuations in the IRI cannot be explained
solely by random variability, but are instead influenced by additional structural and
behavioral factors within each country’s online communication ecosystem. In this con-
text, our aim is to investigate the key mechanisms that lead to such different value of
instability for several countries considered.
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Figure 7.2: Correlation between average number of tweets and the Volatility
of Infodemic Risk Index. We calculated the spearman correlation between the
volatility, defined as standard deviation of IRI, and the average number of tweets,
showing that countries with more tweets tend to be more stable in terms of Infodemic
Risk Index, due to the effect size of the messages’ volume.

7.3.1 Followers Distribution

One key element is the role of superspreaders. With this term, we refer to accounts
with disproportionately large follower bases that are able to amplify unreliable content
far beyond the average user. Because of their high reach, superspreaders can introduce
large fluctuations in exposure and destabilize the otherwise expected scaling. We rank
the distribution of followers for each country and we fit a power-law distribution with
powerlaw package [279], extracting the scaling exponent α. Each user’s number of
followers is assumed to follow a power-law distribution:

P (k) ∼ k−α,

where α controls the heterogeneity of the network: smaller α values produce heavier
tails, meaning a few users hold a disproportionately large number of followers. This
analysis has been done for all the countries of interest, differentiating by users sharing
reliable and unreliable content as last tweet. Figure 7.4 shows an average value of 2.1 for
users sharing reliable content and 2.07 for users sharing unreliable content. However,
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Figure 7.3: Correlation between average number of tweets and the Volatility
of Infodemic Risk Index only on our subset of data. We calculated the spearman
correlation between the volatility, defined as standard deviation of IRI, and the average
number of tweets, showing that countries with more tweets tend to be more stable in
terms of Infodemic Risk Index, due to the effect size of the messages’ volume.

this element was not sufficient to explain the scaling value found, when incorporated
in the model simulation, the follower distribution leads to a scaling exponent of 0.11,
which diverges significantly from the empirical estimate of 0.24. This result suggests
that additional mechanisms must be considered to account for the observed scaling
behavior.

7.3.2 Disinformation Ratio

Another element that we took into consideration as a parameter of our model is the
disinformation ratio as the ratio between the unique unreliable sources and the total
unique reliable and unreliable news media outlets consumed in each country. This serves
as a generalization of the concept of news media diet, discussed in the chapter 5. The
average value of disinformation ratio is 0.4, so there is the 40 % of probability for a user
to fall into an unreliable sources. Beside the type of news shared and the distribution
of followers, we looked at the engagement of users based on their number of followers.
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Figure 7.4: Distribution of power-law alpha. Distribution of the exponent value
of powerlaw distribution fou users sharing reliable content (2.11) and those sharing
unreliable content.

7.3.3 Engagement

Figure 7.5 shows the relationship between number of followers and engagement received
(calculated by summing the retweets and replies received by users). Interestingly, across
all four countries examined (Peru, Venezuela, France, and Italy), we observe a consistent
nonlinear pattern. For users with fewer than approximately 103, followers, engagement
remains nearly constant and relatively low, suggesting that content produced by small or
moderately connected users generates limited amplification regardless of their follower
count.

7.3.4 Superspreaders posting behavior

However, beyond the threshold of roughly 103 followers (indicated by the dashed ver-
tical line), engagement begins to scale super-linearly with follower count. This regime
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shift indicates the emergence of a class of users whose messages propagate much more
efficiently through the network. The fitted regression line beyond the threshold shows a
steep positive slope, confirming that once users surpass a certain reach, their probabil-
ity of generating significant amplification grows disproportionately. From a modeling
perspective, this finding supports the inclusion of an “engagement scaling” parameter
that depends on follower count, as introduced in our Monte Carlo simulations, modeling
the engagement as a function of number of followers.

Figure 7.5: Relationship between number of followers and engagement re-
ceived. We found for all the 4 countries (PER, VEN, ITA, FRA) a strong correlation
between number of followers and engagement received (especially with users with more
than 103 followers.

Beside the distribution of followers and the engagement that superspreaders might
reach, it is interesting to observe the type of information that they share online. On
average, we assume the so-called disinformation ratio. But how does it change with
respect to the superspreaders? Indeed, countries might differ in how the most influential
users share news online. To address this question, we extracted the top 5 % of users
in terms of followers in order to quantify the percentage of unreliable sources shared
by users with a high number of followers. Figure 7.6 shows the relationship between
volatility and unreliable sources shared by superspreaders with a result of 0.48 spearman
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correlation.

Figure 7.6: Unreliability vs Top 5 % of superspreaders Correlation between
superspreaders users (defined as the top 5 % of users in terms of followers distribution)
and the volatility of the countries. Countries with higher value of superspreaders sharing
unreliable content are also the ones with higher instability with respect to the Infodemic
Risk Index.

To map better the relationship between volatility and news consuption of super-
spreaders, Figure 7.7 highlights two different aspects of the mechanisms of the volatil-
ity: the Panel A shows the level of volatility in the countries analyzed, while the Panel
B reveals the percentage of unreliable news shared by superspreaders. It is interesting
to see how there is an overlap between countries with higher value of volatility as well
as higher value of unreliable news sources shared by users with an influential role in the
digital ecosystem.

Thus, the model simulation proposed has taken four parameters: the exponent of the
followers distribution, the disinformation ratio, the engagement and the average ratio
of unreliable content shared by most influential users. By controlling these parameters,
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Figure 7.7: Volatility and Superspreaders posting behavior. Panel A maps the
volatility of each country analyzed, while Panel B shows the average unreliable ratio of
news posted by superspreaders, showing the relationship between instability of IRI and
behavior of the most influential users in the digital ecosystem.

our model reproduces for a given set of N users a scaling exponent β of 0.16 with a
range between 0.13 and 0.20, much closer to the one observed in our empirical data, as
shown in Figure 7.8.

7.4 Discussion

The Infodemic Risk Index is a useful indicator that gives us an idea of the average value
of being exposed to unreliable sources given the potential reach of users with a high
value of followers. However, the variability of this indicator might be informative of
another aspect of the same phenomena. How does this indicator change? How does it
differ from country to country over time? We tried to answer to these questions in this
chapter, trying to formalize key features of the socio-technical systems that allow us
to reproduce the empirical scaling β exponent of 0.24. We found that superspreaders
have an important role when it comes to have an impact on the stability of the index.
First of all, they hold a huge number of followers that might be potentially reached by
the information they share. The engagement that they produce is correlated with the
number of followers they have, producing a bigger effect on the stability of the index
itself. In addition, some countries seem to have superspreaders that share on average
higher value of unreliable news, making those countries more likely to have higher
variability in the Infodemic Risk Index. Our results demonstrate that the volatility of
the IRI does not simply follow from random sampling effects. In principle, if fluctuations
were driven solely by statistical variability, we would expect volatility to scale with
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Figure 7.8: Simulation of the empirical scaling β We simulated a population of
different users posting online, characterized by four parameters: disinformartion ratio,
exponent value of the followers distribution, engagement received and posting behaviour
of superspreaders.

tweet volume according to 0.5, Instead, our empirical analysis reveals a much weaker
dependence, with a scaling exponent of β = 0.24. This finding indicates that deeper
structural and behavioral mechanisms are at play, shaping how misinformation spreads
and stabilizes in national contexts.

This chapter contributes to the growing literature on infodemic dynamics in three
key ways. First, it moves beyond average exposure metrics by highlighting volatility as
a distinct and meaningful dimension of infodemic risk. Second, it shows that volatility
cannot be explained by random fluctuations alone but must be understood in terms of
socio-technical mechanisms embedded in digital platforms. Third, it proposes a stochas-
tic modeling approach that captures how structural and behavioral factors interact to
reproduce empirical patterns. From a theoretical standpoint, our findings underscore
the importance of accounting for heterogeneity and behavioral asymmetries when mod-
eling information diffusion. Simply scaling up random sampling processes misses the
nonlinearities introduced by engagement thresholds and the disproportionate role of
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superspreaders. From a practical standpoint, the results suggest that monitoring the
posting behavior of highly connected accounts may be as important, if not more im-
portant, than monitoring aggregate volumes of misinformation. Policies or platform
interventions that reduce the visibility of unreliable content shared by superspreaders
could have outsized effects in stabilizing infodemic risks. Finally, our analysis opens
several directions for future research. One is the incorporation of temporal shocks, such
as elections or vaccination campaigns, which may alter both the disinformation ratio
and the behavior of superspreaders in ways not fully captured by our model. Indeed,
while we were able to reproduce the scaling behavior observed in our simulation, we are
not fully capable of reproducing the average volatility for each country, demonstrating
that we are still missing other parameters that might improve the results.
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Chapter 8

The Radicalization Pipeline:
Characterizing and Predicting online
misogyny

This chapter opens a new line of research, where the focus is not on Twitter/ X but
on Reddit, a social media or platform built on communities centered around specific
topics. The main contributions of this chapter are the following:

• we trace the behavioral and linguistic trajectories of Reddit users before and after
joining incel communities, revealing shifts toward higher toxicity, hate speech,
and engagement with radicalized topics.

• we demonstrate that participation in certain subreddit categories, particularly
“Social Issues”, increases sharply post-engagement, highlighting ideological drift
and thematic reorientation as key mechanisms of online radicalization.

• we develop a machine learning framework that accurately predicts which users
will join incel communities, showing that contextual interactions and incel-specific
linguistic features are strong indicators of future radicalization.

• we provide evidence of social influence in radicalization, with future incel members
exhibiting more overlapping participation in discussion threads, suggesting that
networked exposure and reinforcement facilitate entry into extremist communities.
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8.1 Introduction

As individuals navigate and participate in different subreddits, their interests and atti-
tudes may evolve over time, potentially becoming more extreme. While many commu-
nities focus on relatively neutral or leisure-oriented topics such as video games, sports,
or television series, others are centered around more contentious or politically charged
topics, creating fertile ground for the reinforcement and escalation of radical opinions.
One of the most debated subreddits is the Incel community (involuntary celibate).
While the term “incel” originally emerged from a support forum created by a woman in
1997 [280], the corresponding subreddit on Reddit in August 2013. This group has its
roots in the idea that looks have a fundamental role in finding a relationship and that
men who do not conform to beauty standards are doomed to rejection and loneliness
[281]. Young men perceive women as the privileged gender because they can be valued
for their sexuality. On the other hand, they perceived themselves having no inherent
value due to their perception of physical unattractiveness and lack of sexual success
[282].

Scholars have described “being incel” in multiple dimensions: as a social identity
(self-identifying as incel), as an ideology (adopting misogynistic beliefs consistent with
incel views), and as group membership (belonging to incel communities) [283]. Over
time, these online communities became increasingly radicalized, amplifying hateful dis-
course and normalizing violence against women [284]. In 2017, Reddit banned the
largest incel subreddit, r/incels, citing repeated violations of its policies against harass-
ment and hate speech. Yet, this intervention did not eliminate the movement: members
migrated to other subreddits and to alternative platforms such as 4chan or dedicated
incel forums, where moderation was weaker and extremist content could spread more
freely [285]. The incel case highlights the role of online communities as incubators of
radical ideologies and the challenges of platform moderation, which may inadvertently
disperse users into less regulated spaces. Existing literature has primarily examined
incel ideology, discourse, and representations of community members. However, an im-
portant gap remains: how do individuals become part of these communities? How does
their online behavior change once they join? In this chapter, we address these questions
by tracing the trajectories of users who joined the incel subreddit. We analyze their
posting behavior and the linguistic features of their comments both before and after
joining, and we investigate whether certain characteristics can predict a user’s transi-
tion into the incel community. To do so, we compare incel joiners with a sample of
users they interacted with prior to posting or commenting in incel-related subreddits,
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providing new insights into the mechanisms of radicalization and group entry online.

8.2 Methods

Overview of the Dataset

We collected Reddit data using the Pushshift API from the subreddit Incels. The
original dataset includes 54,328 posts and 732,377 comments spanning the period from
January 4, 2014, to September 30, 2017, period on which the community was banned.
For our analysis, we focused on the most active users of the community. These are
users who were active for more than four months, made at least one post, and con-
tributed more than four comments. Using this subset, we traced their online behavior
across other communities both before and after their first activity (post or comment)
in the Incels subreddit. This resulted in a dataset comprising 27,200 posts and 519,001
comments from 195 unique users. To investigate differences between users who en-
gaged in incel-related discussions and those who did not, we also extracted comments
from conversations in which these prolific users were involved prior to joining the Incels
subreddit. This other dataset consists of 661,852 comments across 2,135 threads, in
different subreddits.

8.2.1 Classification Subreddits

To analyze the thematic structure of user participation across Reddit, we categorized
each subreddit into broader topic domains. We employed a zero-shot classification ap-
proach using ChatGPT (GPT-3.5) to automate this task. In the initial phase, the
model was prompted with only the name of the subreddit and asked to infer a suitable
thematic label, without being given any predefined list of categories or labeled exam-
ples. After collecting these outputs, we identified the ten most frequently occurring or
semantically consistent categories, which included categories such as "Entertainment",
"Social Issues", "Gaming". In the second phase, we re-queried ChatGPT for each sub-
reddit, this time instructing it to classify subreddits into one of these ten already defined
categories.

8.2.2 Toxicity and Hate Speech

The toxicity score is from the Perspective API [286], a machine learning model that
assigns a piece of text a score between 0 and 1, where 1 is considered most toxic. The
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API defines “toxicity” as “a very hateful, aggressive, disrespectful comment or otherwise
very likely to make a user leave a discussion or give up on sharing their perspective”.
Beyond the toxicity, Google Perspective API offers other level of toxicity, including
severe toxicity, identity attack, insult, profanity, threat, sexually explicit. These scores
were computed for each comment and post in our dataset and used as both individual
and contextual features in our analysis. With individual features, we refer to the score
of each author, while contextual features refers to the comments present in the same
threads where each author commented.

To detect explicit hate speech, we used HateBERT, a language model based on
BERT-base and further pre-trained on over one million posts from Reddit communities
that were banned for violating platform-wide hate speech policies [287]. This model has
been shown to outperform general-purpose language models on hate speech detection
tasks by capturing domain-specific language patterns prevalent in toxic and hateful on-
line spaces. Each comment in our dataset was passed through HateBERT to determine
whether it contained hate speech, resulting in a binary label [0, 1].

8.2.3 Lexical Feature Analysis

Previous works have shown that Incel community has an extensive cryptolect, or set
of ingroup words that community members can use to identify themselves and that
reflect the group’s worldview [288]. Klein et al. developed a Lexicon that contains the
words and building blocks of terminology common to incels, including terms such as
toilet (derogatory term for woman) rice (prefix referencing East/Southeast Asians,
e.g., “ricecel”) manlet (short man, used derogatorily) foid (female humanoid) The
presence of these terms was tracked across posts and comments to quantify the adoption
of incel-specific language.

8.2.4 Classifier Features

To investigate whether it is possible to distinguish users who eventually join incel com-
munities from those who do not, we implemented a supervised machine learning frame-
work. Our analysis is defined by user-level features extracted from posting behavior,
interactions, and linguistic characteristics, with the binary target variable defined as
incels, indicating whether a user joined the incel community (1) or not (0).

In particular, our features can be categorized in 5 different types: Toxicity and
Sentiment at the individual level, Toxicity and Sentiment at the contextual level, so
the average toxicity and sentiment before each target user commented on the threads,
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Contextual user metrics, such as number of unique users that commented before the
target user, User activity and engagement, such as likes that they received, number of
comments, unique subreddits in which they commented, and linguistic features such as
presence of lexicon used by incels. Given the class imbalance of our dataset (293098
users than never joined incels community and 195 who did), we employed a downsam-
pling technique in order to balance the dataset, creating 10 different balanced datasets.
Prior to training, features were standardized using a StandardScaler.

We compared different machine learning models, including Random Forest, Deci-
sion Tree, Logistic Regression, Support Vector Machine (SVM), K-Nearest Neighbors
(K-NN). We conduct 5-fold cross-validation repeated over 10 simulations to ensure ro-
bustness and stability of performance estimates and report on the mean precision, recall,
and F1 values across folds along with AUC in Table 8.1.

8.3 Results

Characterization

To examine how users change before and after engaging with the Incel community,
we analyzed their behavior in terms of (i) toxicity and hate speech, and (ii) posting
patterns, considering both time and the distribution of posts across subreddits. We
define pre-engagement as all comments and posts made by users before they became
active in the Incel community, and post-engagement as those made only after their first
comment or post within the Incel subreddit.

Figure 8.1 summarizes changes in toxicity and hate speech. Overall, users become
more toxic after engaging with the Incel community. The average toxicity of their
comments rises from 0.20 (pre-engagement) to 0.265 (post-engagement). A similar
increase is observed in posts, which increase from 0.19 to 0.25. For comparison, the
baseline group—users who interacted in the same threads as incels but never joined
the community—shows consistently lower toxicity (0.18), even compared to Incel users
in their pre-engagement phase. Panel B of Figure 8.1 shows the ratio of hate speech,
calculated as the proportion of a user’s posts or comments labeled as hate speech in each
period. Here, the trend differs from toxicity. For comments, users express slightly more
hate speech before engagement (0.048) compared to after (0.034). However, for posts,
users post more hate speech after engagement (0.044) than before (0.027). As with
toxicity, the baseline remains much lower (0.018) than both pre and post-engagement
levels.
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Figure 8.1: Hate Speech and Toxicity Distribution of Hate Speech and Toxicity for
comments and posts before and after joining incel communities.

We then explored how users’ posting patterns shift across different subreddit cat-
egories (Figure 8.2). For each user and time period (pre vs. post), we first counted
their total comments and then computed the fraction falling into each content category.
These fractions were then averaged across all users, yielding the mean distribution of
activity across topics. Before joining the Incel community, users were primarily active
in subreddits focused on relationships (0.45), entertainment (0.39), mental health and
wellness (0.27), and gaming (0.24), lifestyle (0.19), showing interest in leisure activities
and participation in advice and/or support-oriented groups. Interestingly, social issues,
characterized by comprising the most radicalized communities, has a value of 0.19. On
the contrary, users tend to concentrate more on relationship (0.35) and social issues
(0.35), followed by entertainment (0.30) and gaming (0.19). It is interesting to notice
that all the categories tend to decrease after the engagement, expect for the Social
Issues category, that increases by 85 % with respect to the pre-engagement moment, as
shown in the C panel. With respect to the comments, relationship (0.41), entertainment
(0.37), followed by social issues (0.21), gaming (0.16) and mental health and wellness
(0.16) are the most frequent communities of users before the transition to the Incel
subreddit. Similarly to the previous case, after the engagement, relationship (0.33) and
social issues (0.33) are the most prominent channels in which users comment, while
interest for entertainment (0.26) and gaming (0.12) decreases. The panel D shows the
relative difference between the post and pre-engagegemnt in terms of activity across
various subreddits, highlighting how social issues themes are the only one increasing
about 58 % with respect to the pre-engagement.

Beside insights about the posting behavior, it is interesting to analyze how on av-
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Figure 8.2: Engagement in different communities. Average fraction of posts and
comments in different communities before and after joining incel community.

erage users post on those subreddits over time to observe a shift behavior in terms
of temporal evolution. Figure 8.3 shows the absolute valeus in terms of messages (A)
and comments posted per year, while providing the relative difference for posts and
comments between the post and pre-engagement moment. We notice that users were
more active in gaming(11.90) and entertainment (9.94 posts), followed by social issues
(9.85) and relationship (8.93). After the engagement, the most activity category seems
to be social issues with an average number of posts of 20.13, and a relative difference of
104 %. Another category that increases in a significant way is Personal Development
going from an average of 1.8 to 5.17 posts per year with a relative increase of 187 %.
With respect to the comments, the most common category Entertainment goes from an
absolute value of 208.50 comments to 150.82, while the second one Relationship varies
from 99.66 to 119.45. In terms of relative difference, social issues shows an increase of
201 % from pre and after engagement with the Incels community.

Beyond the activity pattern, our analysis highlights the difference in terms of hate
speech and toxicity between different categories of subreddits. As before, given the
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Figure 8.3: Engagement in different communities normalize by time. Average
number of posts (A) and comments (B) normalized by time. Relative Difference between
posts (C) and comments (D) over time.

10 categories of our interest, we calculated the average toxicity per user and for each
category, resulting in the macro-average of toxicity both for pre and post engagement.
Figure 8.4 presents the absolute value of the macro-average for both posts (A) and
comments (B) and the corresponding relative difference between before and after en-
gagement. With respect to the posts, the categories with the highest average value of
toxicity are personal development (0.26), relationship (0.24), and social issues (0.22),
when based on the pre-engagement. The shift between and post engagement is pro-
nounced with respect to social issues (0.31), relationship (0.28) and mental health and
wellness (0.22). Interestingly, the relative difference between pre and after engagement
increases in all categories except personal development (-0.39) and lifestyle (-0.16). The
highest increase is evident in categories like work and employment and technology and
science, characterized both by having low values of toxicity in the pre engagement phase,
respectively 0.06 and 0.07.

As before, the same analysis has been conducted with respect to the hate speech ra-
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Figure 8.4: Toxicity across subreddits. Absolute values and Relative Difference of
toxicity before and after the engagement with Incel community.

tio in several subreddits. Figure 8.5 shows the absolute values of hatespeech for both pre
and after engagement and the relative differences between these two moments. With
respect to the posts, social issues (0.08) and personal development (0.076), followed
by lifestyle (0.04) and relationship (0.03), are the categories with more hate speech
before the engagement. This trend is amplified after the engagement with the incels
community, showing an increase of hate speech in many categories, especially personal
development (0.09), social issues (0.08), lifestyle (0.05). In terms of relative differences,
all categories have a substantial increase of hate speech except for the gaming subred-
dits. In particular, even categories related to leisure activities such as entertainment
and technology and science show the highest increase in terms of hate speech with cor-
responding values of 80 % and 83 % between pre and after engagement. Similarly to
this result, other categories, such as parenting & family and work & employment, have
no presence of hate speech in the pre-engagement, while this is evident in the second
phase.

Similar results have been found when it comes to comments, with social issues (0.09)
and entertainment (0.06) as the primary channels where hate speech is spread. After
the engagement, hate speech is still present mainly in social issues(0.085), relationship
(0.05), personal development (0.04) and entertainment (0.04), highlighting how support
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communities have a consistent pattern of hate speech in the comments section. Unlike
posts, comments are increasingly becoming hatred with relative difference of 265 % for
parenting & family and 194 % for technology & science.

Figure 8.5: Hate Speech across subreddits. Absolute values and Relative Difference
of hatespeech ratio before and after the engagement with Incel community.

Detection

We evaluated the performance of several machine learning models to predict whether
a user would eventually join an incel community. Table 8.1 reports the average F1
score, precision, recall, accuracy, and AUC for each model across 5-fold cross-validation
repeated over 10 simulations. Among all models, Random Forest achieved the highest
predictive performance (F1 = 0.895, AUC = 0.951), followed by SVM (F1 = 0.869,
AUC = 0.926) and K-NN (F1 = 0.867, AUC = 0.912).

To assess the contribution of different types of features to predictive performance, we
trained the Random Forest model using only one feature set at a time. As shown in Ta-
ble 8.2, contextual user metrics and linguistic features were among the most informative
(F1 = 0.84), while toxicity and sentiment features, both individual and contextual, also
contributed substantially (F1 = 0.82–0.83). In contrast, user activity and engagement
alone were less predictive (F1 = 0.746), indicating that activity metrics by themselves
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Model F1 Score Precision Recall Accuracy AUC
Decision Tree 0.809 0.803 0.828 0.806 0.850
K-NN 0.867 0.914 0.831 0.874 0.912
Logistic Regression 0.843 0.875 0.827 0.847 0.924
Random Forest 0.895 0.913 0.887 0.899 0.951
SVM 0.869 0.892 0.856 0.873 0.926

Table 8.1: Comparison of model performance across evaluation metrics.

are not sufficient to identify potential incel users. Overall, these results suggest that a
combination of contextual, linguistic, and toxicity-based features is most effective for
predicting users who are likely to join incel communities, with ensemble models like
Random Forest yielding the strongest overall performance.

Feature Set Precision Recall F1 Score AUC
Contextual User Metrics 0.8218 0.8742 0.8469 0.8797
Linguistic Features 0.8216 0.8483 0.8319 0.8749
Toxicity and Sentiment (Individual) 0.8653 0.7967 0.8271 0.9040
Toxicity and Sentiment (Context) 0.8805 0.7850 0.8230 0.9171
User Activity and Engagement 0.7415 0.7608 0.7458 0.8499

Table 8.2: Performance metrics for various feature sets.

Social Influence

To investigate whether prior interactions in online discussion threads might be predictive
of a user’s transition to the incel community, we analyzed patterns of commenting
behavior among users who joined the incel community and users who never joined
that community in pre-engagement threads. We first constructed a user-thread matrix,
where each row corresponds to a user and each column corresponds to a thread, with
counts of comments as values. To normalize differences in activity across threads, we
applied a TF-IDF transformation to the matrix [289], producing vector representations
of user behavior. Pairwise cosine similarities were then computed between all incels
community and, for computational feasibility, between non-incels users in randomly
selected groups of equal size. These similarities quantify the degree of overlap in thread
participation between users, providing a measure of behavioral similarity. Figure 8.6
shows the distribution of cosine similarity in Incels and Non Incels users. Despite
the sparsity of user-thread interactions (most user pairs never commented in the same
thread, yielding a median similarity of 0), the distributions differed significantly in their
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Figure 8.6: Cosine similarity of partecipation of the same threads for Incels
and No Incels users We calculated the cosine similarity of threads commented on by
Incels and Non-Incels users to understand whether users had engaged in prior discus-
sions before joining the Incel subreddit.

upper tails. A Mann–Whitney U test confirmed this difference, with U = 559,324,076
and p < 10−100, indicating that incel users are significantly more similar to each other
in terms of their commenting patterns than non-prolific users. This analysis suggests
that prior interactions and participation in overlapping discussion threads may provide
a signal of social influence, highlighting that users who eventually transition to the incel
community tend to engage in more overlapping or coordinated conversation patterns
compared to non-prolific users.

8.4 Discussion

The findings of this study provide an understanding of how online behaviors and dis-
cursive patterns evolve during the radicalization process toward misogynistic online
communities such as r/Incels. By analyzing users’ activity before and after joining the
Incel subreddit, this research demonstrates a clear behavioral and linguistic shift that
reflects broader processes of ideological alignment and social reinforcement within ex-
tremist digital spaces. A key finding is the significant increase in toxicity following users’
engagement with the Incel community. Both comments and posts displayed higher av-
erage toxicity scores after joining, indicating that exposure to radicalized discourses
not only normalizes but amplifies hostile communication patterns. Interestingly, while
hate speech within comments slightly declined post-engagement, hate speech in posts
increases considerably. This difference may suggest a strategic shift in expression, users
might adopt more hateful discourse when creating original content, while engaging in
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subtler or coded forms of communication in discussion threads. The overall trend un-
derscores how immersion in extremist communities reshapes communicative norms and
lowers the threshold for aggressive or demeaning language use. The thematic analysis of
subreddit participation further supports the notion of ideological drift. Prior to joining
r/Incels, users were predominantly active in communities centered on entertainment,
gaming, and relationships—spaces typically characterized by social exchange or leisure.
After joining, however, there was a marked shift toward “Social Issues” subreddits, with
an 85% increase in engagement relative to the pre-engagement phase. This finding
highlights how users gradually reorient their attention from personal or recreational in-
terests toward socio-political arenas, often those conducive to ideological polarization.
Moreover, toxicity and hate speech were not uniformly distributed across categories.
The post-engagement increase in toxicity within “Social Issues,” “Relationships,” and
“Mental Health and Wellness” subreddits suggests that radicalized discourse permeates
even those communities traditionally oriented toward support and discussion. The ex-
pansion of hate speech into otherwise non-political categories like “Entertainment” and
“Technology & Science” further indicates the diffusion of extremist lexicons across the
wider Reddit ecosystem. This diffusion effect represents a critical challenge for con-
tent moderation: radicalized narratives may propagate indirectly through mainstream
spaces rather than remaining isolated within fringe communities. From a predictive
standpoint, the machine learning results confirm that radicalization pathways are not
random but can be anticipated from behavioral and linguistic signals. The Random For-
est model achieved a F1 score of 0.89, outperforming other classifiers. Contextual user
metrics and linguistic features, particularly those tied to Incel, specific lexicon—proved
to be the strongest predictors of future membership. These findings imply that radical-
ization manifests not merely through toxic content but through structural engagement
patterns and subtle shifts in vocabulary. Early detection frameworks leveraging such
features could thus serve as valuable tools for identifying at-risk users before full im-
mersion in extremist subcultures occurs. The social influence analysis reinforces this
perspective. The significantly higher cosine similarity in commenting behavior among
future incel members suggests that radicalization is not purely individual but socially
mediated. Users who eventually joined the Incel subreddit were more likely to interact
within overlapping discussion threads, forming a web of exposure and reinforcement
that facilitated entry into extremist spaces. This aligns with theories of networked
radicalization, where algorithmic curation and peer interaction strengthen ideological
homogeneity.

This study underscores that online misogynistic radicalization is both detectable
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and dynamic, emerging from a confluence of personal disaffection, social interaction,
and exposure to normalized toxicity. Understanding this process not only highlight
the mechanisms of digital extremism but also points toward data-driven interventions
capable of mitigating its spread.
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Chapter 9

Conclusion

The digital transformation of communication has changed the way in which information
is produced, circulated, and consumed. The present work has examined this transfor-
mation through the lens of computational social science, focusing on the measurement
and modeling of information disorders that emerge within large-scale digital ecosys-
tems. The thesis aimed to develop a systematic understanding of how misinformation,
disinformation, and related online harms propagate through social media, and how
these processes interact with emotional, socio-economic, and structural dimensions of
societies. By combining large-scale empirical analyses, methodological, and model-
ing approaches, the research has contributed to a growing interdisciplinary field that
seeks to explain informational disorders not merely as isolated digital entities but as
manifestations of complex sociotechnical systems. At its core, this research is moti-
vated by the fact that the diffusion of false or misleading information represents one
of the most pressing challenges of the contemporary information age given the easy
spread of news by social media platforms. The acceleration and algorithmic media-
tion of communication have intensified the vulnerability of individuals and communi-
ties to manipulative content, especially in moments of social and political uncertainty
such as the Covid-19 Pandemic. Building on this evidence, this thesis has attempted
to measure these processes empirically, by developing tools and indicators capable of
quantifying both the scale and volatility of informational risks across multiple tempo-
ral and geographical contexts. The analyses conducted in the first part of the thesis,
focused on large-scale studies of the COVID-19 vaccination campaign and the emer-
gence of Long COVID discourse, demonstrated that emotional responses constitute a
fundamental aspect in the dissemination of information. In contrast to the assump-
tion that misinformation spreads solely due to cognitive biases or political motivations,
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the findings revealed that affective patterns, particularly those associated with anger,
fear, and distrust, amplify the virality of low-quality or unreliable content. This is
consistent with the theoretical frameworks of affective contagion [290] and emotional
diffusion [291], which suggest that emotional intensity drives online engagement. The
comparative analysis between verified and unverified users, as well as between different
ideological orientations, further revealed how emotions not only circulate but polarize.
Verified users, often representing institutional voices, exhibited more balanced or pos-
itively valenced expressions, whereas unverified and politically aligned users tended to
express higher negativity, particularly when engaging with low-reliability news sources.
The second chapter builds upon this work by exploring the conversations around Long
Covid, demonstrating that attention towards this disease has been characterized by
mainstream and scientific sources rather than unreliable type of news, highlighting also
a weak influence of political leaning in driving such conversation. Extending beyond
emotional and news consumption characterization, the thesis introduced a quantitative
framework for analysing the diversity of information exposure through what has been
defined as the concept of news media diet. Drawing on entropy-based measures, this
approach provided an operational means of assessing how users engage with a variety
or a subset of news sources. The findings indicated that users who systematically share
unreliable content tend to operate within informational environments marked by low
diversity and high repetition, reflecting a reduced informational variety. These results
resonate with the literature on echo chambers and filter bubbles [273, 292], reinforcing
the notion that the structure of one’s media consumption patterns can significantly
constrain cognitive openness. The methodological contribution here lies in the ability
to quantify such regularities across millions of digital traces, providing empirical sup-
port to theoretical claims that have often been difficult to verify at scale. In the fifth
chapter, the focus expanded from the micro-level of user behaviour to the macro-level
of systemic risk. The research examined the relationship between infodemic patterns,
quantified through the Infodemic Risk Index (IRI), and the socio-economic character-
istics of countries. The empirical results suggested that information disorder is not a
random phenomenon but one embedded in broader societal structures that depend on
a good amount of different variables. Countries with higher education levels, diver-
sified media ecosystems, and stable institutions showed lower volatility in infodemic
risk, while those with greater inequality and institutional fragility exhibited heightened
exposure to unreliable information. This finding is consistent with earlier works link-
ing misinformation susceptibility to socio-economic stress and governance quality [293].
After the macro relationship between countries and infodemic risk index, we further
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Chapter 9. Conclusion

explained the dynamic variability of the IRI, proposing a stochastic model to simulate
the volatility of infodemic risk as a function of user engagement, follower distributions,
and superspreaders behaviour. The model reproduced the empirical scaling properties
observed in the data and highlighted how systemic instability emerges from a small
number of highly connected users capable of amplifying unreliable content. The model
clarified some of the mechanisms underlying observed volatility given the fact that it
is able to reproduce the scaling factor, however, is still not fully capable of generating
timeseries based on the parameters used. The final chapter of the thesis explored the
relationship between information disorders and radicalization dynamics, focusing on
online misogynistic communities as a case study. By tracking users’ behavioural and
linguistic evolution before and after their engagement with such communities, the re-
search suggests that radicalization is a gradual process, marked by increasing toxicity,
hate speech and social reinforcement. This work demonstrated the predictability of be-
havioural drift toward extremism, methodologically, it integrated linguistic, temporal,
and network-based features into a unified analytical framework capable of identifying
early warning signals of harmful online engagement. While these contributions advance
our understanding of information disorders, the work also presents several limitations.
The first limitation concerns our reliance on social media platforms, such as Twitter/X
and Reddit. While providing rich datasets, they might not be fully representative of the
entire digital discourse, given the fact that data have been collected with some specific
keywords and on some specific subreddits. In addition, despite huge amount of data
analyzed, many chapters of this thesis are based on the COVID-19 Infodemic Plat-
form, restricting our case study to one specific event. Another limitation concerns the
methods used for emotion detection in the early analyses, which relied on classical NLP
techniques. While these approaches provided valuable insights, they are less capable of
capturing nuanced emotional and contextual patterns compared to modern large lan-
guage model (LLM)-based methods. Future work could use LLMs or hybrid approaches
to improve the accuracy and depth of emotional analysis, potentially uncovering sub-
tler affective dynamics in online information diffusion. Another aspect that has been at
the center of the computational social science field is that changes in platform owner-
ship, moderation policies, and data accessibility, such as those experienced by Twitter
in 2023, introduce additional uncertainty into longitudinal analyses. Addressing these
challenges will require a more integrated cross-platform incorporating decentralised that
remain underexplored in current research. Future research should consider new plat-
forms, such as Mastodon and Bluesky, to validate the approaches proposed as well as
new emerging events. Despite these limitations, this research contributes to a broader
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understanding of information disorders, both on the spread of misleading information
and on harmful content spread in online social platforms. The findings suggest that the
resilience of the digital ecosystems depends on the interplay between cognitive, techno-
logical and institutional factors. In this context, reducing the risks and the impact of
misinformation requires not only algorithmic or regulatory interventions but also the
development of socio-economic and cultural environments that promote trust, media
diversity, and civic literacy. With respect to this regard, this thesis does not want to
provide only new approaches in the quantification and modeling of information disor-
ders but also be a starting point for interdisciplinary efforts in the mitigation of such
phenomena, fostering collaboration across computational, social, and policy experts.
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Appendix A

Supplementary Information Chapter 3

A.1 Data

We collected social media data about the large massive Vaccination Campaign against
Covid-19 through special Twitter’s endpoint dedicated to COVID-19 research between
August 31, 2020 and July 15, 2021, from the announcement of the availability of the
first Covid-19 vaccines up to the peak of the vaccine campaign in Europe and in the
United States. Our dataset consists of 9.6 million of messages posted on Twitter from
3 million of unique users. We focused our attention on data captured by the filter
of the Twitter Firehose on Covid-19 in 18 among the most represented languages on
Twitter. More specifically, we focused on terms related to the vaccination, anti-vax
campaigns but also to the most known vaccine brands, such as Pfizer, Astrazeneca,
Johnson&Johnson, Moderna, Sputnik V.

We collected online discussions where non specific contentious topic dominates con-
sisting of more than 10 million of messages posted on Twitter from 6 million of unique
users. This dataset covers only few days, from the 21/4/2021 to the 24/4/2021, since our
interest was to capture any message on Twitter without filtering for specific keywords.
In this way, we collected social media posts that represent a sort of baseline sample of
the ordinary discussion found on Twitter. Thus, we have compared our analysis about
a specific polarizing issue, such as the massive pharmaceutical intervention campaign
against Covid-19 with a baseline sample taken as a benchmark of online discussions.
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Figure A.1: Terms about vaccine discourse. Terms from the 18 most used language
on Twitter, used to filter the Twitter Firehose on Covid-19 for this analysis. The
terms are related to vaccination. Additionally, we considered also the following terms
related to the vaccine names: astrazeneca, moderna, johnson & johnson, sputnik, pfizer,
biontech.

A.2 Emotional Analysis

We wanted to investigate how emotional responses change during the large-scale Covid-
19 vaccination campaign with respect to a baseline sample where no contentious topic
dominates. For this reason, we tested different algorithms able to capture the emotional
responses of the messages posted on Twitter. Initially, we focused on the well-known
Valence- Arousal-Dominance model [128]. This algorithm does not perform particularly
well on our dataset, since the three dimension of emotions are highly correlated among
them. We decided to adopt another algorithm that classifies the emotions in eight
categories; four of which with a positive valence (Joy, Trust, Anticipation, Surprise)
and four with a negative valence (Fear, Disgust, Anger, Sadness). This allows us to
better capture the variability and differences between each emotion in our case study.
In some of our analysis, we decided to show the emotional distribution normalized in a
range between -1 (completely negative valence) and +1 (completely positive valence).
In order to do so, we found the total emotional value of the messages posted on Twit-
ter by summing each singular emotion. Then, we divided each emotion by the total
emotional value found and we grouped the positive emotions (Anticipation, Surprise,
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Joy and Trust) and the negative emotions (Sadness, Anger, Fear, Disgust) into two
different categories (positive vs negative emotions) and finally we normalized the data
in a range between -1 and +1.

Figure A.2: Correlation among Valence-Arousal-Dominance emotional dimen-
sion and the eight emotions. For each emotions, we calculated the Spearman
correlation, finding that the three VAD emotions are highly correlated among them,
while the four positive and four negative emotions are not correlated with respect to
each singular emotion.
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Figure A.3: Heatmap showing the Spearman Correlation among Valence-
Arousal-Dominance emotional dimension and the eight emotions. We show
the Spearman Correlation against each singular emotions (Joy, Surprise, Trust, Antic-
ipation, Fear, Anger, Disgust, Sadness) and the three VAD emotions. We find that
the the VAD emotions are higly correlated among them with values of 0.88 among
Dominance and Valence, 0.83 among Dominance and Arousal, 0.67 among Valence and
Arousal.

A.3 Type of Users Accounts

In our research, we were also interested in the emotional response compared to the base-
line, especially when we take into account characteristics of the users and the type of
information shared in the online platform. In particular, a dimension that might elicit
different emotional response is the public status of the accounts (verified vs unverified
accounts). A.6 shows the emotional distribution of verified and unverified accounts (A)
and the emotional responses of the verified and unverified users as distinguished between
bots and humans. Discerning bots from humans is usually carried out by observing the
social behaviour of the users in online social systems. In particular, to distinguish a bot
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Figure A.4: Distribution of positive and negative emotions during the entire
phase of Covid-19 Vaccination Campaign. We show the average distribution per
day of each emotions. In particular, the emotions with a positive valence (Joy, Trust,
Anticipation, Surprise) are represented by different scale of green, whereas the emotions
with a negative valence (Fear, Anger, Disgust, Sadness) are drawn by different scale
of red. Based on this plot, we decided to normalize the data by summing the value
of each emotion and then divided each singular emotion by the total emotional value.
Separately, we summed the positive and the negative emotions and then we normalized
each new category in a range between -1 to +1 in order to have a more comparable
emotional value for each message posted on Twitter.

from a human, we chose the criteria proposed by [294]. More specifically, automated
accounts are usually associated to some forms of unusual behavior, either for the great
amount of contents created or the frequency at which it created, as discussed in the
supplementary material of [114] and also in [117] and [120]. However, in this case study,
we are not mainly interested in the differences between bot and human behaviours, but
rather in the differences between verified and unverified users within each category.

A.4 Statistical Analysis

For this work, we used several statistical Python libraries in order to perform our analy-
sis. In particular, we used the Scipy python library that provides several algorithms for
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Figure A.5: Evolution of the messages, emotions and events during the Covid-
19 Vaccination Campaign. In the first panel, we quantified the distribution of
tweets and retweets posted on Twitter during the entire phase of Covid-19 Vaccination
Campaign. The second panel shows the distribution of emotions in a range between
-1 (completely negative valence) and +1 (completely positive valence). We calculated
the mean emotion for those emotional dimensions that have reach values higher than
0.25 in particular days. The third panel indicates the cumulative logarithmic number
of messages with reference to particular vaccines names. Labels refer to manually
inspected events about the massive COVID-19 vaccination campaign.
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Figure A.6: Emotional Analysis for different type of users accounts. We
quantified (A) emotional trends from -1 to +1 for verified/unverified users, (B) for
verified and unverified human, verified and unverified bot. We have shown both the
mean distribution per day and the rolling mean emotions in order to better visualize
the frequent variation of the emotional distribution with respect to each type of users
accounts. Especially in the second panel, we observe that the differences between the
four categories of users tend to stabilize as the vaccination campaign unfolds, whereas
in the very first months the responses are less predictable.

optimization, integration, interpolation, statistics and many other classes of problems.
Among all the analysis that we performed, the Figure 4 might need a more precise and
deeper research material. To find the distribution of messages across the emotional
range, we use a joint probability distribution function, in order to quantify the distri-
bution of tweets across the emotional range (-1, +1), when we consider the political
leaning associated with the link shared and the type of users (verified, unverified). In
particular, we grouped the data into 11 bins, which represent the emotional range (-1,
+1). For the purpose of simplicity, we also multiplied each value for 100 in the panels
related to our two samples in order to round our results, but we have shown the origi-
nal values in each colorbar. The last panel shows the percentage difference between the
vaccine and baseline sample.
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Data Collection

We collected data through Twitter API by retrieving all the messages that contained
at least one relevant keywords related to the long Covid Discussion, consisting in total
of 12 million of tweets and 1.7 million of unique users. The list of the keywords used
to retrieve the data are the following: "long covid" and #longCovid.

Emotional Analysis

As explained in the main text, we used an algorithm to detect eight emotions, four
of which with a negative valence (Sadness, Fear, Disgust and Anger) and four with a
positive valence (Trust, Anticipation, Surprise, and Joy). We quantified the distribution
of each emotion both for the long Covid dataset and the baseline sample. The Long
Covid sample is characterized by having a higher value of Anticipation compared to all
the other emotions and with respect to the baseline sample, as shown by Figure B.1.

We quantified the emotional responses with respect of different types of news (see
Figure B.2), classified as reliable, unreliable and news not containing any wed-domains.
Our result suggests that unreliable news media source are more skewed towards the
positive valence for long Covid sample, while the different news (reliable and unreliable)
as well as the tweets not containing any urls show the same distribution with the median
0 for all the categories considered.
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Figure B.1: Emotion Mean Value. For each sample of data (LongCovid and
baseline), we quantified the mean value of each emotion: Anger, Sadness, Surprise,
Fear, Anticipation, Trust, Disgust, Joy are considered. The horizontal line is placed on
the 0.125 value to better visualize the difference between the two samples of data.

Figure B.2: Emotion Distribution for different type of news. For each sample
(LongCovid vs baseline), we quantified the distribution of emotional values from -1 to
1, respectively for tweets containing fake news, with no fake news and without a link
URL.
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Emotional Analysis along the Information Cascades

We also used another algorithm which gives a sentiment score between -1 (completely
negative valence) to + 1 (positive valence) in order to gain insights into the emotional
reactions arise throughout the information cascades. We compared our result with
the emotional reactions in the baseline sample, showing that the latter is indeed more
skewed towards the positive valence, while the emotions for the long Covid discussion is
equally distributed between the positive and negative lines, highlighting how this topic
is highly polarized in relation to the emotions aroused.

Figure B.3: Distribution of Sentiment Scores in Information Cascades. We
quantified the sentiment scores both for LongCovid Discussions and Baseline sample.

Metadata Analysis: characteristics of the online com-

munication networks

Similarly to the analysis shown in the main text, our interest was to characterize the
online communication by quantified the percentage of the different news categories
over time and with respect to the baseline sample. Figure B.4 shows the percentage
distribution of news classified as reliable (Mainstream Media and Science) and unreli-
able sources (Satire, Political, Clickbait, Fake/Hoax, Conspiracy/Junkscience). In this
context, we observe that long Covid discussions are characterized by having a higher
volume of reliable sources with respect to the baseline sample, as highlighted by the
Panel C, showing the cumulative deviation from the baseline.
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Figure B.4: Distribution of Reliable and Unreliable News for Long Covid
Discussion and Baseline Sample. We quantified the percentage of reliable and
unreliable news for LongCovid Discussion and a baseline sample (panel A). Panel B
highlights the percentage variation of the news media categories with respect of the
baseline. The Panel C displays the cumulative deviation of the different news with
respect to the baseline sample.

We also consider the distribution of political leaning over time, showing that news
media categories are characterized by the center leaning, which is one of the most
relevant in the long Covid dataset. Interestingly, the right and right-center leanings
show spikes in specific moment of the conversation, especially in the first months, as
shown by Figure B.5.

Community Analysis

The online communication networks have been analyzed by inspecting and characteriz-
ing the different communities founded through the Louvain method. Figure B.6 (panel
A) shows the distribution of news media sources for each community considered, while
panel B reveals the distribution of political leaning (least-biased, right, right-center,
left-center and left) for each community considered.

As mentioned in the main text, we quantified how many users are responsible for how
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BA

C

Figure B.5: Distribution of Political Leaning for Long Covid Discussion and
Baseline Sample. We quantified the percentage of politicized content for LongCovid
Discussion and a baseline sample. Panel B highlights the percentage variation of the
politicized content from the baseline. The Panel C displays the cumulative deviation
of the different political leaning with respect to the baseline sample.

A B

Figure B.6: Communities-level news and political content We identify the largest
online communities and, for each community, we show the estimated news distribution
and political content.

many news media shared, social activities and politicized content during the evolution
of Long Covid discussion (see Figure B.7). The results of our analysis highlight that
there is an evident centralization in all the sphere considered: social activities, news
but also political centralization, quantified by the Gini Index.
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Figure B.7: Communities Centralization For each panel (A-C), we quantified (A)
the percentage of social activities, (B) the percentage of news shared, (C) the percentage
of political content posting on Twitter concerning discussions about Long Covid.

News Media Categorization

As mentioned in the main text, we studied the percentage of the different news media
sources over time, the variation compared to the baseline sample, demonstrating that
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the news media outlet sharing more information was science B.8.

A

C

B

Figure B.8: Distribution of the different news media sources. We quantified the
distribution of news media sources. We quantified the variation between the volumes
of the eight news media classification posted and the baseline sample.

Mainstream Media and Scientific News media outlets

We also investigated several web-domains classified according two of the most relevant
news categories: Mainstream Media and Scientific News. We extracted the five domains
most frequent for each category, inspecting the distribution of these over time and cal-
culating the variation from the baseline dataset. We observed that both the categories
shows spikes of certain web-domains over time.

Dynamic Iri

To better quantify the prevalence of infodemic risk, we applied the Dynamic Infodemic
Risk index, which gives us the likelihood that a user endorses or engages with on-
line messages pointing to potentially misleading sources, as discussed in [1]. This index
quantifies if and how much users interact with information potentially misleading, rang-
ing from 0 to 1. As shown by B.10, we found that the Dynamic Infodemic Risk index
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Figure B.9: Distribution of the most frequent web-domains. We quantified
the distribution of the most frequent web-domains for news classified as science and
mainstream media outlets. We quantified the variation between the volumes of those
domains posted and the baseline sample.

is relatively low for each year considered. This highlights that, in the case of Long
COVID discussions, the type of content users interact with is mainly reliable.

Reliability of the Mainstream and Scientific Sources

To better assess the reliability of the scientific and mainstream sources (used mainly for
the reliability index score) we decided to investigate such a classification more deeply.
To have a better understanding of the sources, we prompted a zero-shot classification
through openAi (using gpt-3.5-turbo) to better classify the different sources within
these broad categories. Then, we manually inspected the results. Within the sci-
entific category, domains have been classified as belonging to peer-reviewed journals,
pre-print, agencies and scientific communications channels. Examples of scientific jour-
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nals are nature.com, sciencedirect.com, plos.org, journals.sagepub.com, jstor.org, while
we found only one preprint shared corresponding to researchgate.net. Agencies are
mainly represented by reputable health-related organizations, either governmental agen-
cies, international health organizations, or recognized research/medical institutions,
examples are who.it, cdc.gov, nih.gov, paho.org as well as apa.org, aap.org. Scientific
communication are instead represented by well known scientific magazines such as sci-
entificamerican.com, newscientist.com, nationalgeographic.com, discovermagazine.com,
by sites sharing latest news about science such as sciencedaily.com, sciencenews.org,
sciencealert.com, other health focused media such as medicalnewstoday.com, med-
scape.com, webmd.com, healthline.com, and other critical site specialized in debunking
pseudoscience and health misinformation such as sciencebasedmedicine.org, skeptical-
raptor.com, skepticalscience.com. By manually inspecting the different domains in sci-
entific sources, we found that the majority of unique sources are scientific communica-
tion journals (67,50 %), followed by peer-reviewed journals (17.50%), agencies (13,25%)
and preprint, which represents only 1.25 % of our dataset. With respect to how many
times each subcategory has been mentioned, the most prevalent source is peer-reviewed
journals (45.15%), followed by scientific communication journals (36,68%), agencies
(17,28%) and preprints that have been mentioned only 0.87 % times in our dataset. For
this reason, we argue that the scientific sources found in our data are reliable sources
coming from peer reviewed journals, websites sharing reliable and scientific information
and governmental and international agencies, with a small and negligible portion of
preprints. In addition, by using MediaBiasFactChecking data, we also looked at the
political leaning of such sources, finding that any of our scientific sources has been clas-
sified towards a specific leaning. We conducted the same analysis for the mainstream
sources in order to investigate potential biases towards a specific political leaning and
we decided to classify our mainstream sources in a more grained way. In particular,
we found that the majority of mainstream journals have been classified as center-left,
followed by center and center-right content. No one of them has been classified at the
extreme levels of political leaning such as left and/or right, as shown in the Figure 2.

With respect to a more detailed classification of the sources, we used a prompt
resulting in a zero-classification label for each source. The domains have been classi-
fied in one of these subcategories: Mainstream journals (MSM), Think Tank / Policy,
Blogs, University / Official News, Agency / Official, Fact-Check / Research. Exam-
ples of Mainstream Journals are nytimes.com, voanews.com, bloomberg.com, washing-
tonpost.com, theguardian.com, globalnews.ca, bbc.in, independent.co.uk, usnews.com,
timesofindia.indiatimes.com, npr.org, cbc.ca, cbsnews.com, economist.com. Think Tank
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/ Policy are represented by policy and research-oriented sources, such as brookings.edu,
urban.org, rand.org, cato.org, cgdev.org, eurasiagroup.net. The category ‘Blogs’ in-
cludes general digital media such as vice.com, motherjones.com, spectator.co.uk, prospect-
magazine.co.uk, but also websites providing polls such as fivethirtyeight.com, morn-
ingconsult.com, and opinion blogs such as medium.com. University and official news
encompass education and research-oriented outlets, a mix of academic journalism,
university communications, and education-focused media such as nber.org, thecon-
versation.com, news.harvard.edu, daily.jstor.org. insidehighered.com. Agency repre-
sents official government websites, major international news agencies such as gouverne-
ment.fr, whitehouse.gov, gao.gov, ansa.it, afp.com, dpa-international.com. Fact-Check
/ Research represents fact-checking, data transparency, and research communication
organizations such as factcheck.org, fullfact.org, mediabiasfactcheck.com, ourworldin-
data.com,consumerreports.org. As shown by Table 2, the majority of unique sources
fall into the category of mainstream journals. The percentage of mentions received by
these journals is pretty high, consisting of 95,64 By carefully scrutinizing both scien-
tific and mainstream sources, and using the Media Bias/Fact Check classification along
with our granular subcategory labeling, we are confident that our reliability index ac-
curately reflects the proportion of reliable sources shared by each user. This index
takes into account only sources that have been correctly classified, ensuring that users’
reliability scores are based on verified, credible information. We acknowledge that this
approach does not capture all aspects of amplification, interpretive bias, or narrative
framing. However, we explicitly checked for preprints, low-quality, and potentially un-
reliable sources within the scientific category, finding them to be negligible (preprints
accounted for only 1.25% of unique sources and 0.87% of mentions). Similarly, within
the mainstream category, sources classified as blogs, opinion sites, or extreme political
outlets represent a very small fraction of mentions, confirming that the vast majority
of MSM content shared is established, centrist, and reliable.

Table B.1: Scientific sources by category. We show the absolute and percentage values
of scientific sources classified into one of the following categories: peer-reviewed journal,
science communication, agency, preprint.

Category % Unique Sources (abs.) % of Mentions (abs.)

Peer-reviewed Journal 17.50% (14 journals) 45.15% (93,929)
Preprint 1.25% (1 journal) 0.87% (1,827)
Agency 13.75% (11 journals) 17.28% (35,949)
Science Communication 67.50% (54 journals) 36.68% (76,298)

182



Appendix B. Supplementary Information for Chapter 4

Table B.2: Mainstream Source by Category. We show the distribution of unique sources
and mentions according to six subcategories.

Category % Unique Sources (abs.) % Sources of Mentions (abs.)

Mainstream (MSM) 75.10% (549) 95.64% (844,384)
Think Tank / Policy 4.50% (33) 1.70% (15,023)
Blogs 15.04% (110) 1.32% (11,701)
University / Official News 1.36% (10) 0.822% (7,258)
Fact Check / Research 1.77% (13) 0.24% (2,173)
Agencies 2.18% (16) 0.25% (2,263)
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Figure B.10: Visualization of the Dynamic IRI across countries for each year
considered. For each panel(A-C), we quantified the distribution of the dynamic IRI
for each year considered across all the world. The three panels show that the dynamic
IRI remains consistently low for the entire period.
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C.1 Levels of High-Risk users

We therefore choose to distinguish users between those only sharing reliable (Main-
stream Media, Science) and Low Risk news (Satire, Other, Political, Clickbait), and
those sharing high risk content (Fake/Hoax, Conspiracy/Junkscience), and then differ-
entiating further based on the increasing engagement with this type of high risk content.
For this reason, we decided to classify the users into four categories, highlighting their
increasing interaction with high risk sources. For the purpose of comparison, we decided
to perform the same analysis, taking into account other levels of interactions with high
risk news media sources in order to understand if the same pattern is recognizable in
such a scenario. Our initial result is confirmed with the ones found when considering
several levels of high risk sources as shown in Figure C.1.

C.2 Verified accounts

In order to differentiate between single users accounts and accounts managed by multiple
users, we decided to perform the same analysis by comparing users classified as verified
and those classified as unverified. In this context, Verified users are those having the blue
verified badge, a blue check mark, that defines those accounts that are of public interest
because they are considered authentic, notable and active on Twitter. The verification
process of users is given by the blue check mark that can be found next to the username,
while unverified accounts do not have this distinctive signal. However, this definition
pertains to the period before Musk’s takeover, during which accounts were required to
undergo request verification. Starting from April 1st, 2023, there has been a change in
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the rule. For users to acquire the verification badge now, they are required to subscribe
to Twitter Blue. Regarding this research, we adhere to the initial definition since the
new rule was not in effect during the considered time frame. However, we found that
the verified accounts are almost 2% of our dataset, sharing mainly reliable information,
few accounts engage with high-risk news media content. Also in this case, we observe
that both verified users and unverified users show a similar pattern especially when
comparing the random entropy and the actual entropy, demonstrating again that users
sharing unreliable content have a more varied diet but more regular compared with
users sharing only reliable and low-risk content.

C.3 Cross-countries Analysis

In our analyses, we consider an aggregated sample of 25 countries, having at least 500
tweets on average per day, highlighting a sort of collective pattern across countries. For
the purpose of comparison, we decided to take into consideration two different countries
to explore the differences or similarities among them with respect to the results found
in our analysis. Drawing inspiration from World Press Freedom1 Index, an index mea-
suring the freedom of the press in 180 countries world- wide, we compared Colombia
with a lower value (45,23) against the Netherlands having a much bigger value (87).
We found that both countries show a similar pattern, taking into consideration also
the values observed when aggregating all the countries considered in the study. Indeed,
the news media environment (inter-relations among different news media categories)
is characterized by having a strong relationship with mainstream media journals and
political news, when we look at the value not normalized. On the contrary, the relations
between fake and conspiracy news is much stronger when comparing our results with
the null model. Interestingly, we found that this relation is much stronger for Colombia
rather than the Netherlands. Indeed, the Netherlands show a much stronger relation
between Fake and Political News when analyzing our results normalized. We investi-
gated also the news media diet by comparing the three different measures of entropy
(Random, Uncorrelated and the actual entropy), demonstrating that the results are
consistent with the ones found in the aggregated analysis and among the two different
countries.

1https://rsf.org/en/index
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Supplementary Figure C.1: News Media Diet for different type of users (9
categories of users). (A) Random Entropy Srand calculated for different type of
accounts: users posting reliable or low-risk content and users posting different levels of
high risk (conspiracy/junk science and/or fake/hoax) content. (B) Shannon Entropy
Sunc calculated on the domain and the type of news shared by different type of users
accounts: users posting reliable or low-risk content and users posting different levels of
high risk (conspiracy/junk science and/or fake/hoax) content. (C) The actual entropy
S calculated on the domain and news media categories shared by different type of users:
those posting reliable or low-risk content and those posting different levels of high risk
(conspiracy/junk science and/or fake/hoax) content.
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Supplementary Figure C.2: News Media Diet for verified users. (A) Random
Entropy Srand calculated for different type of accounts: users posting reliable or low-risk
content and users posting different levels of high risk (conspiracy/junk science and/or
fake/hoax) content. (B) Shannon Entropy Sunc calculated on the domain and the type
of news shared by different type of users accounts: users posting reliable or low-risk
content and users posting different levels of high risk (conspiracy/junk science and/or
fake/hoax) content. (C) The actual entropy S calculated on the domain and news
media categories shared by different type of users: those posting reliable or low-risk
content and those posting different levels of high risk (conspiracy/junk science and/or
fake/hoax) content.
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Supplementary Figure C.3: News Media Diet for users classified as unverified.
(A) Random Entropy Srand calculated for different type of accounts: users posting reli-
able or low-risk content and users posting different levels of high risk (conspiracy/junk
science and/or fake/hoax) content. (B) Shannon Entropy Sunc calculated on the do-
main and the type of news shared by different type of users accounts: users posting
reliable or low-risk content and users posting different levels of high risk (conspira-
cy/junk science and/or fake/hoax) content. (C) The actual entropy S calculated on
the domain and news media categories shared by different type of users: those posting
reliable or low-risk content and those posting different levels of high risk (conspira-
cy/junk science and/or fake/hoax) content.
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Supplementary Figure C.4: The News Media Environment (The Netherlands).
(A) Weighted networks of the interactions among different news media types (also
known as intra-relations) for 25 countries in 2020. (B) Heatmap showing the corre-
sponding value of the inter-relations among the eight categories. (C) Weighted networks
normalized comparing with a null model accounting for the proportion of the number of
news belonging to each category. The chances of sharing conspiracy and fake news by
the same users is much higher than the strong relation observed between mainstream
media and political news (Panel A). (D) Heatmap showing the corresponding normal-
ized value of the inter-relations among the eight categories.
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Supplementary Figure C.5: News Media Diet for different type of users (The
Netherlands). (A) Random Entropy Srand calculated for different type of accounts:
users posting reliable or low-risk content and users posting different levels of high risk
(conspiracy/junk science and/or fake/hoax) content. (B) Shannon Entropy Sunc cal-
culated on the domain and the type of news shared by different type of users accounts:
users posting reliable or low-risk content and users posting different levels of high risk
(conspiracy/junk science and/or fake/hoax) content. (C) The actual entropy S cal-
culated on the domain and news media categories shared by different type of users:
those posting reliable or low-risk content and those posting different levels of high risk
(conspiracy/junk science and/or fake/hoax) content.
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Supplementary Figure C.6: The News Media Environment (Colombia). (A)
Weighted networks of the interactions among different news media types (also known as
intra-relations) for 25 countries in 2020. (B) Heatmap showing the corresponding value
of the inter-relations among the eight categories. (C) Weighted networks normalized
comparing with a null model accounting for the proportion of the number of news
belonging to each category. The chances of sharing conspiracy and fake news by the
same users is much higher than the strong relation observed between mainstream media
and political news (Panel A). (D) Heatmap showing the corresponding normalized value
of the inter-relations among the eight categories.
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Supplementary Figure C.7: News Media Diet for different type of users (Colom-
bia). (A) Random Entropy Srand calculated for different type of accounts: users
posting reliable or low-risk content and users posting different levels of high risk (con-
spiracy/junk science and/or fake/hoax) content. (B) Shannon Entropy Sunc calculated
on the domain and the type of news shared by different type of users accounts: users
posting reliable or low-risk content and users posting different levels of high risk (con-
spiracy/junk science and/or fake/hoax) content. (C) The actual entropy S calculated
on the domain and news media categories shared by different type of users: those
posting reliable or low-risk content and those posting different levels of high risk (con-
spiracy/junk science and/or fake/hoax) content.
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Table D.1: List of the socioeconomic indicators considered for analysis. Table of the
socioeconomic indices, the organization and sources, and a brief description.

Variable Description

eiu democracy index It measures the level of democracy in a given country, based
on 60 different indicators over 5 main categories: electoral
processes and pluralism, functioning of government, political
participation, democratic political culture, and civil liberties.
It is produced by the Economist Intelligent Unit (EIU) of the
Economist group. The data come from experts’ assessments
and public opinion surveys, mainly from the World Values
Survey. The index ranges from 0 (highly undemocratic) to 10
(highly democratic) [295].

eiu political participa-
tion

The EIU Political Participation indicator [296] measures the
degree of citizen engagement in political processes. It corre-
sponds to one of the 5 main categories of indicators used to
compute the Economist Democracy Index. It examines fac-
tors such as voter turnout, citizens’ engagement with politics,
party membership and participation in civil society organiza-
tions.
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Variable Description

fh freedom index The Freedom Index [297], produced by the US NGO Free-
dom House, assesses the political freedoms and civil liberties
of citizens in a given country. It ranges from 0 to 100 and
is composed of 10 political rights indicators and 15 civil lib-
erties indicators which assess several dimensions of freedom,
including electoral processes, political pluralism, freedom of
expression and associational rights.

iep global peace index The Global Peace Index [298], compiled by the Institute for
Economics and Peace (IEP), quantifies the relative peaceful-
ness of countries and regions. It incorporates various indica-
tors, including levels of violence, militarization, and political
instability, to assess the overall peacefulness and stability of a
nation. Originally, the index was expressed on a scale from 1
to 5, where 1 signifies most peaceful and 5 least peaceful. In
order to align its interpretation to that of the other indices,
it was reversed.

iep global terrorism
index

The Global Terrorism Index [299], also produced by the In-
stitute for Economics and Peace (IEP), provides a compre-
hensive measure of terrorism-related activities worldwide. It
analyzes factors such as the number of terrorist incidents, ca-
sualties, and the economic impact of terrorism, enabling a
comparative assessment of terrorism levels across countries.

imf gdp percap cur-
rent prices

This variable corresponds to the Gross Domestic Product per
capita at current prices, as reported by the International Mon-
etary Fund [300]. It is calculated by dividing the GDP by the
population size and serves as a measure of the economic pros-
perity and standard of living within a nation.

oecd perc adults ter-
tiary edu

This variable represents the percentage of adults (aged 25-64)
with tertiary education in a given OECD country [301].

oecd perc foreign stu-
dents

This variable measures the percentage of foreign students en-
rolled in educational institutions in a given OECD country. It
offers insights into a nation’s attractiveness as an educational
destination and reflects its openness to international students.
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Variable Description

oecd pisa mathemat-
ics

This variable represents the performance of 15-year-old stu-
dents in mathematics, as assessed by the 2018 Programme for
International Student Assessment (PISA). Provides a mea-
sure of educational results in each of the 78 countries surveyed
[302].

oecd pisa science This variable represents the scientific knowledge and skills
of 15-year-old students in a given country, as assessed by
the 2018 Programme for International Student Assessment
(PISA) [302].

oecd soc security This indicator measures the extent of social security contri-
butions within a given OECD country as a percentage of its
GDP. These are “compulsory payments paid to general govern-
ment that confer entitlement to receive a (contingent) future
social benefit” and provide insights into the level of social pro-
tection within a country, its economic development and the
level of social inequality [303].

oecd social spending This variable quantifies the share of a given OECD coun-
try’s GDP allocated to social expenditures, including welfare,
healthcare, and family support programs. It serves as an in-
dicator of the country’s level of social development and its
commitment to redistributing resources for the well-being of
its population [304].

oecd trust government This variable assesses the share of citizens of a given country
that report to trust their own country’s government. It is
calculated using the number of people answering positively to
the survey question “In this country, do you have confidence
in the national government?” [305].

rsf freedom press The Press Freedom Index evaluates the level of freedom en-
joyed by journalists and the media in a given country. It is
produced by the France-based NGO Reporters Without Bor-
ders. It assesses factors such as media independence, access to
information, and protection of journalists, providing insights
into the state of press freedom and freedom of expression [306].
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Variable Description

un egov e-particpation
index

The E-Participation Index measures the level of citizen partic-
ipation in online government processes and decision-making.
It is calculated in the United Nations E-Government Survey
carried out by the UN Department of Economic and Social
Affairs. It assesses the effectiveness of IT services that facil-
itate information exchange and interaction between govern-
ment and citizens. Moreover, it gives a measure of citizen
involvement in policy and decision-making. The index ranges
from 0 to 1 [307].

un median age This variable measures the median age of a country, namely
the age that divides a population into two equal halves, with
half of the population being older and half being younger than
that. The estimates are provided by the United Nations [296].

vdem pol polarization This indicator measures “the extent to which political differ-
ences affect social relationships beyond political discussions”
[308]. When supporters of contrasting political factions are
hesitant to participate in friendly interactions, which could
happen in a variety of contexts such as in their workplace or
in family functions, it indicates a high level of political polar-
ization within societies. This variable is derived from the V-
Dem (Varieties of Democracy) dataset, a large-scale political
science dataset which aggregates country expert judgments in
order to produce valid estimates of several concepts related to
democracy. In particular, this indicator ranges from 0 to 4,
where 0 signifies no polarization (i.e., supporters of opposing
political factions tend to engage with each other in a cordial
and friendly manner) and 4 represents the highest amount
of polarization, with a generally hostile social environment
among supporters of different political factions.
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Variable Description

vdem soc polarization This variable measures the level of polarization in a society.
Unlike the previous variable, which focused on the nature of
interactions between supporters of opposing political camps,
this indicator provides information on whether ’there is gen-
eral agreement on the general direction this society should
develop’ [308]. More specifically, this variable comes from the
aggregation of country experts answering the question “How
would you characterize the differences of opinions on major
political issues in this society?”. The possible values originally
span from 0 to 4, with 0 signifying serious polarization in so-
ciety, resulting in major clashes of views, and 4 meaning that,
despite the presence of differing opinions, there is a general
consensus on the direction for key political issues. However,
similarly to the Global Peace Index, the values of this index
were flipped to achieve easier interpretation. Consequently,
higher values of the metric in the final dataset correspond to
higher levels of polarization.

wb perc internet use This indicator measures the level of Internet use in a given
country, according to World Bank estimates [309]. In partic-
ular, it represents the percentage of individuals who reported
in a survey to have used the Internet in the last 3 months. It
provides insights into the level of internet penetration, digital
connectivity and technological development in a country.

wb gini coefficient The Gini coefficient is a measure of income inequality. It
ranges from 0 to 1, where higher values represent greater in-
come inequality. Data come from the World Bank, except in
the case of New Zealand, where the estimate is produced by
the OECD [310].
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Appendix E
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Chapter 7

Supplementary Figure E.1: Correlation between average number of tweets and
volatility of Infodemic Risk Index We calculated the average number of tweets per
country and the volatility, defined as the standard deviation of IRI every two days.
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