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Abstract

Formal verification is a method that offers mathematically rigorous techniques for ver-
ifying system correctness. While it has become a foundational tool in the design and
verification of critical systems, its application to modern, real-world systems is increas-
ingly hindered by a combination of fundamental challenges: scalability, expressiveness
and system complexity. Scalability issues arise from the explosion of the state space
caused by concurrency, interleaving, and system size. Expressiveness is another key dif-
ficulty: specification languages must be able to capture arithmetic constraints, real-time
specifications, and hyperproperties—i.e., properties relating multiple executions, such as
security or diagnosability. Finally, system features such as non-deterministic schedul-
ing, real-time constraints, or shared-memory further complicate modeling and aggravate
the other two challenges.

This thesis addresses these three problems as follows.

First, in the context of Verification Modulo Theories, we propose an ad-hoc invariant-
based algorithm for verifying a class of LTL modulo theory properties by leveraging the
notion of relative safety. This contributes to a more scalable verification strateqy for
non-trivial properties beyond traditional safety. We also present an open framework
supporting both finite and infinite trace semantics.

Second, we develop a compositional framework for asynchronous systems where com-
ponents are specified in LTL modulo theory. The semantics naturally account for com-
ponent termination or failure, improving modular reasoning. This approach is extended
to real-time systems through Metric Temporal Logic with Skewed Clocks (MTLSK), en-
abling the verification of time-sensitive distributed behaviours.

Third, we tackle hyperproperty verification via two distinct contributions: a k-induc-
tion based method for verifying V3 hyperproperties, and the introduction of an asyn-
chronous temporal logic (GHyperLTLS+C). We identify a decidable, non-prenex frag-
ment expressive enough for diagnosability, and design model checking procedures for the
prenex fragment over finite traces.

Together, these contributions advance symbolic verification by improving its scala-
bility, expressiveness, and support for complex system models.

Keywords

Symbolic Model Checking, Linear Temporal Logic, HyperLTL, Asynchronous Composi-
tion, Metric Temporal Logic



i



Contents

I  Background and State of the Art|

2 Background|
[2.1 Satisfiability Modulo Theories (SMT)| . . . . . . . ... ... ... ...
1.1 SMT Basiesl . . . . . o oo o
[2.1.2  Satisfiability, Validity, and Interpolation| . . . . . . . ... . ..
2.1.3  SMT Tooling and Solvers| . . . . . ... ... ... .. .....

2.3 Trace Property| . . . . . . . .. ...
[2.3.1 Safety Property| . . . . . . .. . ... oL
[2.3.2  Liveness Propertyl. . . . . . . . . . ... ... L.

[2.4  Symbolic Transition System| . . . . . . . .. ... ... ...

[2.5 Linear Temporal Logic| . . . . . ... ... ... ... ... ... ....
[2.5.1 Syntax and Semantics| . . . . . .. ..o
[2.5.2  Safety Fragments of LTL{. . . . . ... ... ... .. ... ...
[2.5.3  Automata-Theoretic Approachl. . . . . . .. ... ... ... ..
[2.5.4  Symbolic Compilation of Full LTL|. . . . ... ... ... ... .

2.6 SAT/SMT Based Model Checking of Trace Properties|. . . . . . . . ..
2.6.1 Invariants and Inductive Invariantsl . . . . . ... ... ... ..
[2.6.2  Bounded Model Checkingl . . . . ... ... ... ........
2.6.3 K-Induction| . . . . . . .. ...
2.6.4 Checking Liveness|. . . . . . . . ... ... ... ... ... ...

2.7 Timed Systems and MTL| . . .. ... .. ... ... ... ... ....
Iz,i ,1 NQ!],'QI]. Qi IiII],f:I ...........................

2.7.3  Metric Temporal Logic| . . . . . .. .. ... ... ... .....
2.8 HyperLTL| . . . . .. .. ... .
[2.8.1 The Temporal Logic HyperLTL.. . . . . .. ... ... ... ..

il

S ot w W



Contents

[2.8.2  Examples of Specifications in Hyper'TLf . . . . . . ... .. .. 36
3__State of the Art] 39
3.1 SAT/SMT based Model Checking| . . . . . ... ... ... ... .... 39
[3.2 Compositional reasoningl . . . . . . . . ... ... 43
[3.3 Linear Temporal Logic and 1ts extensions|. . . . . . . . . . . . .. ... 46
[3.4  Hyperproperties| . . . . . . . . ... 51
Il  Veritying lrace Properties| 57
[4  Verifying LTL modulo theory over finite and infinite traces| 59
4.1 LTL Modulo-Theory over infinite and finite traces| . . . . . . . . . . .. 63
[4.1.1 Satisfiability and Model checking modulo theories| . . . . . . .. 67

[4.1.2  Relation Between Safety and Finite Semantics| . . . . . . . . .. 69

4.2 Automata-Theoretic Verification of LI'L and LTL; Modulo-Theory| . . 73
{[4.2.1  From Propositional to Modulo Theory| . . . . .. ... ... .. 74

[4.2.2  Running Example,. . . . . ... ... 0oL 74

“M.2.3 LTL(T) and LTL(7) Benchmarks| . . . . ... ... ... ... 76

4.3 kxtending Safety Fragment Verification with Relative Satety| . . . . . . 7
[4.3.1 Relative Satety and Relative Liveness| . . . . . ... . ... . .. 78

[4.3.2 Invariant Reduction of Relative Safety Properties . . . . . . .. 81

4.3.3  Counterexample Guided Refinement Loop Algorithm| . . . . . . 83

4.3.4  Empirical Evaluation| . . . . . .. ... ... 00000 85

44  Related Worksl. . . . . . . 0o 88
(IIl  Asynchronously Composing Irace Properties| 91
[5  Asynchronous Composition of LTL modulo theory| 93
[>.1 Compositional Reasoning/. . . . . . .. ... ... ... ... ...... 96
H.1.1  Formal Problem|. . . . .. ... ... ... ... 96

[>.1.2 Interface Iransition Systems| . . . . . . . . . ... ... ... 97

H.1.3  Weak Semantic Choicel . . . . . . . . ... ... ... L. 98

[>.1.4  Asynchronous Composition of Interface Transition Systems| . . . 99

(5.2  Rewriting Based Approach tor the Composition of LTL modulo Theory] 102
[>.2.1 LTL Compositional Rewritingl . . . . ... ... ... ... ... 103

[5.2.2  Optimized LTL compositional rewriting. . . . . . . . ... ... 109

[5.2.3  Rewriting under fairness assumption| . . . . . . ... ... ... 113

[b.3  kExperimental kvaluation . . . . . ... ..o 0000000000 115
3.1 Benchmarks . . . . . . . .o oL 117

[>.3.2  Experimental Evaluation Results] . . . ... ... ... ... .. 118

b4 Related Worksl. . . . . . . . o 120

v



Contents

6 Asynchronous Composition of Timed Systems|

[6.1 Composing M'TL with Skewed Clocks| . . . . . . ... ... ... ..
[6.1.1 Composition with non-resettable skewed clocks| . . . . . ..
[6.1.2  Defining vp| . . . . . . . .

[6.2  Reasoning over Distributed Real-Time Systems with ML} . . . ..
6.2.1  MTLSKl . . . . ... .
[6.2.2  Encoding and Verification of Parametric MTLSK| . . . . ..
[6.2.3  Implementation and Experimental Evaluation| . . . . . . ..

[6.2.4  Applying Compositional Reasoning to DR1T'S using M'TLSK]|

IV Hyperproperties for Comparing Traces|

[7 HyperLTL Model Checking with HyperK-Induction|

[7.1 Induction and K-Induction for Hyperproperties) . . . . . . . .. ..

[7.1.2  K-Induction tor Hyperproperties|. . . . . . . . . . ... ...
[7.1.3  Refinement Counterexamples To Induction| . . . . . . . . ..
(7.1.4 Incrementality|. . . . . . ... .. ... ... ... .. ...,
[7.2  Implementation and Experimental Evaluation| . . . . . . . ... ..
[7.2.1 Implementation . . . . . .. ... .. ... ... ... .. ..
[7.2.2  Experimental evaluation| . . . . . . ... ... .. ... ...

8 Asynchronous Hyperlogics over Infinite and Finite traces|

(8.1  Unifying Framework for Asynchronous Extensions of HyperLTL| . . . .
[8.1.1 PLTL-Relativized Stuttering and Context Modalities| . . . .
[8.1.2  Generalized HyperLI'LL with Stuttering and Contexts| . . . .
[8.1.3  The Simple Fragment of GHyperLTLs, ¢ . . . . . . ... ..
[8.1.4  Examples of Specifications in Simple GHyperLTLs,¢| . . . .
[8.1.5  Expressiveness Issues| . . . . . . ... ..o

(8.2 Decidability of Model Checking against Simple GHyperLLT'Ls.c|. . .

8.2.1 (Fair) Model checking against SHyperLTLS e

8.2.2  Reduction to fair model checking against SHyperLTLg +c-| C

(8.3  SC-HyperLTL: Asynchronous HyperLTL over finite traces| . . . . .
[8.3.1  Decidability of SC-Hyper'TL} . . . . . ... ... ... ...
[8.3.2  Reversibility property of SC-HyperLTL| . . . . . .. ... ..

(8.4 Model Checking algorithms for SC-HyperLTL| . . . . ... ... ..
[8.4.1 Stuttering Encodingl . . . . . ... ..o
[8.4.2  Model Checking with Bounded Observations| . . . . . . . ..
[8.4.3  Proot of Concept Implementation| . . . . . . ... ... ...

125
.. 130
.. 131
.. 135
.. 136
.. 138
.. 139
..o 147
.. 130
.. 151

153

155
.. 157
.. 158
.. 160
.. 164
.. 167
.. 169
.. 169
.. 169
N

183
187
.. 187
.. 189
.. 191
.. 194
.. 196
.. 200
.. 202
211



Contents

[V__Conclusions| 247
[9  Conclusions and Future Work] 249
9.1 Future Workl. . . . . . . . . 251
257

(Bibliography|

vi



List of Tables

M1

Overview of the research challenges directly addressed in this thesis and

their corresponding chapters. A v  indicates that the chapter directly

contributes to the respective challenge, while x denotes 1t 1s not directly

covered. . ... oL

T2

Overview of the model checking configurations considered in this thesis.

Each entry either points to the chapter discussing the corresponding case,

or 1s marked with x if the subcase 1s not within the scope ot this work.|

R

Subset of properties from the LTL Dwyer pattern[I47[] . . . . . . . ..

A1

symbolic automata-theoretic approaches.| . . . . . . . . . ... ... ..

22
73

B

Subset of quantitative and qualitative results of the experimental evalu-

52

61

!

Table comparing virtual best of each configuration (part 1).| . . . . . . . . . ..

72

Table comparing virtual best of each configuration (part 2).| . . . . . . . . . ..

116
118

147

179
180

[7.3

Performance results of the solvers. Hyper(QQB- denotes HyperQB with-

out file parsing; ‘mut’ refers to mutation testing; ‘rb100°, ‘rb1600°, and

‘Tb3600° correspond to robotic robustness in path planning with 100,

1600, and 3600 planning steps, respectively. The complete bound (total

number of runs) is longer than 8: it is 14 for the rb benchmarks and 17

for snarkl) . . . . o

181

B

Empirical evaluation, where * means non-informative with k-bound due

to too many observations (TO is 1h). Dashed line on tools mean that

they cannot be solved with it. For instance the quantifier alternation

model cannot be checked with nuXmv and models with past (Battery

Sensor) cannot be checked with AutoHyper.| . . . . . . ... ... ...

vil



List of Tables

viil



List of Figures

M1

Fach colored node represents a main conceptual or methodological layer,

from propositional and frst-order reasoning at the base, through invari-

ant and temporal reasoning, up to compositional and hyperproperty ver-

ification. Solid arrows represent technical dependencies, meaning that

each layer builds directly on the verification mechanisms of the one be-

low it (for example, compositional reasoning relies on LTL model check-

ing, which in turn depends on invariant generation and SAT solving).

Dashed red arrows represent conceptual influences, showing where ideas

or techniques developed 1n one layer have been adapted and extended in

another (for instance, k-inductive reasoning from invariant verification

is generalized to the hyperproperty setting). Together, these relations

1llustrate how the thesis evolves from foundational reasoning techniques

to expressive logics and verification frameworks for asynchronous and

relational systems. | . . . . . ... .o

PRI

Graphical representation of safety property violations with a bad prefix.

Any extensions of o cannot satisty the property stating that p always

holds. . . . .

P2

Graphical representation of set of traces satistying the liveness property

stating that p holds infinitely often. The loop representing infinite trace

ensure that independently on the prefix of the trace, the property in-

finitely often p will be satisfied.] . . . . . .. .. ... .. ... ... ..

p3

Figure showing a graphical view of a timed trace. Circles represent dis-

crete points while the big parenthesis represent open timed intervals.|

A1

Graphical representation of the relative safety concept. Dashed rays

represent possible suffixes of o, (including o). Green ones satisty Gp,

red ones violate it. This illustrates that o £ Gp — Ggq and there is a

prefix oy such that any extension still satistying Gp violates Gp — Gq.|

m2

Graphical representation of the violation of relative liveness. (GpVGq)A

GFq 1s not liveness relative to Gp V Gq. Dashed rays represent possible

suffixes of 0. Each extension of o (which is a prefix of GpV Ggq) violates

(GpVGO AGFEq. |. . . . .

1X



List of Figures

4.3 Scatter plots comparing rels-la with the other algorithms. Plots with |
[ green crosses represent valid properties while red crosses represent invalid |
[ properties.) . . . ... L 89

[>.1 Figure representing the sender model. The colour red represents input |
| variables while the colour blue represents the output variables.| . . . . . 95

[5.2  Graphical view of trace projection. White states of o represent the states |
| of the sequence map,. Pink states represent states in which the local |
| component stutters. Red arrows represent the link between the states of |
| o and the states of o; formally represented by map,.|. . . . . . . . . .. 101

5.3 Graphical representation of QF.| . . . . . . ... ... 103

[5.4 Graphical representation of rewriting of Xa. o represents the local trace
| while 0”1 represents the trace of the composition. White states are states
[ of local trace while pink states are states in which the local component |
[ 1s not running. In this example, a 1s an input variable which happens to |
be true in state s; and s;4; of local trace o and state s;. To show the
intuition of the rewriting, we show that Release operator permits to skip
| the pink states (which are not relevant w.r.t. the local trace). Finally, |
| at state 5,43 a 1s evaluated since run is true. | . . . . ... .00 105

[>.0  Graphical representation of rewriting ot U. In this example both a and |
| b variables are input variables. Local trace o satisfies a U b at position |
1 since a 1S true at state s;, s;11 while b 1s true at state s; ;5. I'he corre-
sponding global trace contains 2 additional states (5;11, S;+2) which are
not considered in the rewriting since —stafe holds these 2 states. Finally, |

| the state 5,04 . . . . ..o o 106
[5.6 Scatter plots comparing TrR, TrR+F and TrRuFA| . . . . . . . . . . .. 123
6.7 Comparison between TrRuFA and event-based rewriting of [29]. . . . . 124

[6.1 Running example: graphical system view with evolving specifications |
| under different clock assumptions.|. . . . . . . ... ... 128

[6.2 Figure showing the mapping between local timed traces to their compo- |
sition. The timed interval are considered synchronously while discrete |
steps might interleave. Red lines map the local discrete point the mapped |

|
|
|

one 1n the composite trace. As tor Figure|2.3] black lines between paren-
thesis represent timed transitions while violet circle represent discrete
points. Since traces are synchronized over timed transitions, the point

preceding the second timed transition is mapped to both local traces.| . 134

6.3 Examples of real functions, including a perfect and a skewed resettable |

[ clockl . . . . s 137
6.4 Parametric experimental evaluations| . . . . . .. ... ... ... ... 149

[7.1  Four algorithms over Boolean vectors of size k introduced in [35]. Com-
| mon variables: h[1..k], 1[1..k], o[1..k], b[1..k]. Here, nondet” ()
[ denotes a nondeterministic assignment to all £ elements. |. . . . . . .. 172




List of Figures

72

Four examples operating on Boolean vectors of size k. Variables: h[1. .k],

1[1..k], o[1..k] coming from [39]. Here, nondet” () assigns arbitrary

values to all k£ bits; nondet () 1s a nondeterministic Boolean choice. | . .

173

[7.3

Results of the empirical evaluation comparing configurations of HyperKind.[175

74

Cactus plot with overall comparison between HyperKind, AutoHyper and

HyPro. Comparing the various configurations over all the instances. The

x-axis represents solved instances, and the y-axis shows solving time. Vir-

tual best considers the minimum time taken by each configuration/tool.

176

81

Redundant Sensor System with Fault Detection, Isolation, and Recovery

component schema. The coloured rectangles represent the internal com-

ponents, the black arrow represents the data-port connection between

components, the red dashed arrows represent fault events and, the blue

dashed arrow represent the recovery signal.|. . . . . . .. ... .. ...

B2

Graphical ituitive view of stuttering extension of the automata. Note

that variables and symbols labelling the transitions are slightly different

of the one actually used.| . . . . . . ... ... ... ... ... ..

(8.3

This figure shows two traces ot the original STS on the lett, and the

extended version with the corresponding extended traces on the right,

alter asynchronous composition. The traces on the right are aligned and

satisty the alignment constramnt. | . . . . . . . .. ... ... ... ...

B

High-level step-by-step view ot the k-bound transtormation approach.| .

8.5

Traces o, o' with the construction in Algorithm 2 for £k = 3 and I' =

{a}. History variables are shown in blue; the end of the local traces are

encoded by end variables, shown in purple; pos variables are shown in

teal. Red dotted lines map the I'-points of o with the corresponding |-

points of ¢’. Pink circles represent the non-interesting trace points and

purple boxes the end of the traces. The trace ¢’ is shorter than o, so ¢’

18 extended to be aligned with ¢ in the very last position according to

Def I8RO« o o o o

x1



List of Figures

xii



Acknowledgements

The list of people I have to thank for their support in this journey is quite long; I hope
I don’t forget someone.

I would not have even considered the idea of starting a PhD if it weren’t for my su-
pervisor, Stefano Tonetta. He introduced me to the fascinating world of model checking
and, during these years, has spent his time and energy mentoring me. He gave me the
tools to grow as a researcher and also as a person. Stefano has always been available,
patient, and supportive. I am grateful to him for that.

I want to thank César Sanchez. It was a pleasure to work with him on hyperprop-
erties; moreover, I was very happy during my visit to IMDEA Software with him and
his group.

I would also like to thank the other researchers I worked with during these years:
Laura Bozzelli, Marco Bozzano, Alberto Griggio, and Alessandro Cimatti.

I am grateful to Prof. Borzoo Bonakdarpour, Prof. Ezio Bartocci, and Prof. Marius
Bozga for reviewing this thesis and for their helpful comments and suggestions.

During these years, I had the opportunity to work with many great people at FBK.
My colleagues have always been close friends to me; we had a lot of fun together, and
I think it is difficult to find this kind of environment in a workplace. Since there are
many, | will name only a few here: Gianni Zampedri, Alberto Bonizzi, Srajan Goyal,
Giulia Sindoni, and Guillermo Gomez Arnedo. A special thanks go to my flatmate,
friend, and colleague, Daniele Giuliani for the fun time together with aperitifs, dinners,
and chats.

Sharing the PhD journey with Anna Becchi made this experience much better. She
helped me a lot, and we had a lot of fun over these years.

I believe that without the support of good friends like Alessandro, these years would
have been much harder. I really want to thank him for being there for me; our phone
calls kept me mentally sane during very difficult moments of this journey.

I am grateful to my family, who supported me throughout this and many other

steps of my life. I want to thank my father, my mother, my sister, Cinzia, Daniele, and



List of Figures

Mirco.
Finally, I would also like to thank my guinea pigs (Calliope, Melpomene, Urania, and
Talia) and my family dog (Capsula) for their fundamental emotional support. Although

they are no longer here with me, I think about them every day.



Chapter 1

Introduction

1.1 Context and Formal Problem

Modern society increasingly relies on complex interconnected systems, including au-
tonomous vehicles, aerospace control software, and distributed infrastructures. These
systems bring significant benefits—enhancing safety, optimizing performance, and im-
proving quality of life. However, when such systems are designed or implemented incor-
rectly, the consequences can be severe. In safety-critical domains such as automotive,
aerospace, and avionics, even minor faults can lead to catastrophic outcomes. Simi-
larly, failures in aerospace systems or communication protocols can compromise safety,
security, and trust. Several real-world incidents have demonstrated how subtle design
errors can result in critical failures in deployed systems. These cases emphasize the
need for rigorous methods to ensure that systems behave as intended, especially under
all possible operating conditions.

Traditionally, software testing has been the standard approach to increase confi-
dence in system correctness. Testing involves executing the system with selected inputs
in an attempt to uncover bugs. While valuable, testing is fundamentally limited: it can
show that errors exist but cannot guarantee their absence. It explores only a finite sub-
set of behaviours, which is insufficient for systems with concurrency, nondeterminism,
or unbounded inputs. To overcome these limitations, the field of Formal Methods of-
fers mathematically rigorous techniques for verifying system correctness. Among these,
various approaches exist—such as theorem proving, model checking and runtime verifi-
cation. In this thesis, we focus on Model Checking, a fully automated method that has

seen widespread adoption in both academia and industry.

Model checking provides an automatic, algorithmic solution to the problem of ver-



1.1. Context and Formal Problem

ifying that a system satisfies a given specification. From a high-level perspective, a
model checker takes as input a formal model of a system—such as a symbolic transition
system or a timed automaton—and a property expressed in a temporal logic, such as
a Linear Temporal Logics (LTL) formula or an invariant. The task is to determine
whether the system satisfies the property; if not, the model checker typically returns
a counterexample trace illustrating the violation. While model checking has become a
foundational tool in the design and verification of critical systems, its application to
modern, real-world systems is increasingly hindered by a combination of fundamental
challenges. These challenges stem not only from the complexity of the systems and the
expressiveness of the properties but also from how these aspects interact and compound
one another-making verification both theoretically and practically more difficult.

The first major obstacle is scalability. As systems grow in size, the number of pos-
sible behaviours to explore increases exponentially. This state explosion is especially
severe in concurrent or asynchronous systems, where independently executing compo-
nents produce a vast space of interleaved traces. Symbolic methods such as BDDs or
SAT /SMT-based encodings help mitigate this growth, but are often insufficient in prac-
tice. The problem is compounded when properties are expressed in rich specification
languages—particularly those involving multiple traces (e.g., hyperproperties) or inter-
preted over background theories (e.g., arithmetic, real-time constraints). In many of
these cases, the verification task becomes undecidable, making full automation difficult.
Furthermore, verifying properties over infinite executions, such as liveness or fairness,
is inherently harder than checking safety properties, which can typically be analyzed
using finite trace semantics. This distinction introduces another layer of complexity
that affects both algorithm design and tool performance.

A second, tightly related challenge is that of expressiveness. Many correctness re-
quirements in modern systems go beyond the capabilities of classical temporal logics
such as LTL. A dimension of expressiveness arises when temporal logics are extended
with first-order features or theories such as Linear Integer Arithmetic, real-time con-
straints, or continuous dynamics. These extensions allow the specification of more realis-
tic, data-rich properties. Another orthogonal dimension comes from security properties
and diagnosability properties, which relate multiple executions and require reasoning
about hyperproperties. Formalizing such requirements demands logics such as Hyper-
LTL, which quantify over multiple traces. Nevertheless, the increase in expressiveness
typically results in higher computational complexity and heavier solver dependencies,
making the verification process more fragile and less scalable.

The third major difficulty arises from the inherent semantic complexity of modern

4



Chapter 1. Introduction

systems. Features such as nondeterministic scheduling, shared memory, and real-time
constraints introduce subtle interactions and timing dependencies that are difficult to
capture and reason about. A particularly critical aspect is asynchronicity, where compo-
nents evolve at different speeds, without synchronized clocks or fixed schedules. Asyn-
chronicity amplifies the number of possible executions and weakens assumptions about
time alignment across components. This has severe consequences: many hyperproper-
ties that are decidable in a synchronous setting become undecidable when interpreted
asynchronously. Moreover, asynchronicity significantly complicates the application of
compositional reasoning and abstraction techniques, both of which are crucial for man-
aging the scalability problem.

It is important to emphasize that these challenges are not isolated. The need for
expressive logics (Challenge 2) often increases the difficulty of verification from both
computational and representational standpoints, aggravating the state space explosion
identified in Challenge 1. Likewise, system-level semantic features such as asynchronic-
ity (Challenge 3) undermine the tractability of scalable verification and interact poorly
with expressive specifications—leading, for example, to undecidability results that do
not arise in simpler, synchronous models.

To summarize, model checking in modern systems must contend with:

1. Scalability due to the explosion of the state space from interleaving, system size,

and the complexity of expressive formalisms;

2. Expressibility required to capture data-aware specifications, properties involving

arithmetic or continuous time, and hyperproperties;

3. System complexity such as asynchronicity, shared memory, and real-time be-
haviour, which not only complicate modeling but exacerbate the other two chal-

lenges.

In this thesis, we explore these challenges and contribute modest advancements in each
of these areas, aiming to improve our understanding and provide practical techniques
for addressing some of the limitations currently faced in the verification of complex

systems.

1.2 Contributions

In this section, we provide a high-level and informal overview of the contributions of

this thesis. Detailed technical results, proofs, and formalizations are deferred to the



1.2. Contributions

individual chapters. The contributions lie within the domain of model checking for
Linear Temporal Logic (LTL) and its various extensions. We outline how the work
presented addresses the main challenges in model checking previously identified.

Although the contributions are organized separately, they are conceptually inter-
connected. Many of the techniques and insights developed in one context contribute to
solving problems in others. Likewise, the problems themselves are often intertwined—
progress on one front often facilitates advances on another. This dissertation addresses
these fundamental challenges by advancing symbolic verification techniques across three
interconnected dimensions. We aim to enhance scalability through compositional rea-
soning and specialized algorithms, while simultaneously expanding expressiveness to
cover complex data, asynchronous behaviours, and relational properties.

The thesis contributions are structured into three parts, each contributing to our

overall objective:

e Part [T} Verifying Trace Properties.

This part lays the foundation by extending classical Linear Temporal Logic (LTL)
model checking to its variant modulo background theories, denoted as LTL(T).
We develop a symbolic automata-theoretic framework that uniformly supports
both infinite and finite trace semantics. In addition, we propose a specialized
invariant-based algorithm capable of verifying properties that go beyond tradi-

tional safety.

While the conceptual separation between the automata-theoretic structure and
the underlying theory is not novel, our contribution lies in providing a fully formal-
ized, open framework—complete with theoretical guarantees—and an open-source

library implementing these ideas with a general and extensible format.

Furthermore, we unify the treatment of safety properties and variants of LTL with
finite-trace semantics (LTL; and Truncated Weak LTL), presenting a common
framework for both. Building on safety verification techniques, we extend the
approach to cover a larger class of non-safety properties by leveraging the notion
of relative safety. This allows us to reduce the verification of certain non-safety
specifications to invariant checking, under specific assumptions, which in turn
enhances scalability as shown in a experimental evaluation against state-of-the-

art algorithms.

Overall, this part contributes a flexible and extensible foundation for verifying
both LTL(7) and LTL¢(7) specifications.

6



Chapter 1. Introduction

e Part [Tt Asynchronously Composing Trace Properties.

Building on the foundations of LTL(7T), this part addresses the scalability chal-
lenges posed by concurrent and distributed systems through compositional rea-
soning. In Chapter 5 we introduce a general framework for the asynchronous
composition of LTL properties, where local specifications are interpreted over
local traces, taking into account interruptions, scheduling constraints, and data

communication.

A central element of our approach is the use of a truncated weak semantics, which
supports both finite and infinite executions of individual components. This makes
the framework well-suited to practical settings, such as safety analysis in systems
with early termination or preemption. By treating asynchrony as decoupled from
the local specifications, our compositional method not only improves scalability
but also helps manage the increased complexity arising from system concurrency
and interaction. This contribution has been implemented in a state-of-the-art

compositional verification tool.

In Chapter [6] we extend this compositional approach to the real-time domain,
focusing on Distributed Real-Time Systems (DRTS). Here, we introduce methods
to reason about systems with skewed and resettable clocks by developing a novel
logic, Metric Temporal Logic with Skewed and Resettable Clocks (MTLSK). We
also define an encoding of MTLSK into LTL modulo theories, enabling verification

via symbolic techniques.

Besides naturally improving scalability through compositionality, the introduc-
tion of this type of composition and the definition of MTLSK also enhance the
expressiveness of the formalism, enabling the specification of more nuanced timing

and coordination properties than those previously supported.

e Part [V} Hyperproperties for Comparing Traces. This part delves into the ver-
ification of hyperproperties, which are essential for properties relating multiple
execution traces (e.g., security, diagnosability, robustness). In Chapter , we
present a novel approach to verify V3-hyperproperties by adapting induction and
k-induction techniques, introducing concepts such as hyper-(k)-inductive invari-
ants and refinement strategies to strengthen properties. This approach is com-
pared with existing techniques and shows promising results on a consistent class

of benchmarks.

In Chapter [ we introduce Generalized HyperLTL with Stuttering and Contexts

7



1.2. Contributions

Chf [ Chf | ChJ | ChJ] | CL.F
Scalability v v v v X
Expressibility X X v X v
System Complexity X v v X v

Table 1.1: Overview of the research challenges directly addressed in this thesis and
their corresponding chapters. A v  indicates that the chapter directly contributes to
the respective challenge, while x denotes it is not directly covered.

(GHyperLTLs,¢), a rich asynchronous temporal logic that unifies and extends
prior asynchronous hyperlogics. GHyperLTLs ¢ supports both past temporal
modalities and non-prenex quantification, enabling the specification of complex
properties such as diagnosability in distributed and asynchronous systems. We
identify a meaningful decidable fragment of the logic capable of expressing several

practically relevant properties.

To address finite-trace scenarios, we define a simplified variant called SC-HyperLTL,
tailored to deal with the challenge of combining finite semantics with multi-trace
asynchronicity. For this fragment, we develop model-checking procedures based
on a variation of self-composition for the quantifier-alternation-free case, and an
adaptation of bounded model checking techniques when quantifier alternation is
present. These techniques are implemented in a proof-of-concept tool, showing

the feasibility of the approach.

In summary, this dissertation presents a comprehensive and integrated approach to
address the inherent challenges of scalability and expressiveness in formal verification.
By combining extensions of classical temporal logics with advanced compositional and
inductive techniques, tailored for asynchronous and multi-trace reasoning, we contribute
towards a more unified, efficient, and theory-aware methodology for verifying complex
modern systems. To provide a high-level overview, Table[l.Imaps each part of the thesis
to the specific challenges outlined in the previous section, indicating which contributions
directly address which aspects. For a more detailed breakdown of the technical topics
covered in each chapter, we refer the reader to Table [1.2]

Relation Between Contributions While each part of the thesis addresses a dis-

tinct problem, the contributions are far from isolated. Each part is at least partially

1Only the safety fragment.
2Qnly theoretical contribution.
3Primarly for the distributed version of the logics. Indirectly, also for MTL.
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Trace Properties Hyperproperties
Sync MC Async Comp. Sync MC Async MC

Discrete Fin. Trace Ch. é Ch. i Ch) Ch)

Inf. Trace Ch. 4 Ch.p Ch.|7 Ch. [§[?
Timed Fin. Trace X X X
Inf. Trace Ch. |g|(3) Ch. |6 X

Table 1.2: Overview of the model checking configurations considered in this thesis.
Each entry either points to the chapter discussing the corresponding case, or is marked
with x if the subcase is not within the scope of this work.

connected to a subset of the others, both in terms of the challenges tackled and the
methods developed. After presenting the individual contributions, we highlight a few

of these key interconnections.

Notably, the symbolic techniques and automata constructions developed for verify-
ing LTL modulo theories (LTL(7)) are also employed in the compositional reasoning
framework, where they are used to verify local proof obligations. Similarly, these con-
structions reappear in the verification of hyperproperties, particularly in the quantifier-
alternation free fragment of HyperLTL, where verification can be reduced to checking

a self-composed system using LTL(7)-based methods.

There is also a meaningful connection between the treatment of relative safety in LTL
model checking and the compositional verification framework. The formulae supported
by the relative safety extension often take the form of implications, which are a natural
fit for compositional verification techniques. This enables the scalable verification of
properties that, while not safety in the strict sense, can be handled effectively through

the same mechanisms.

Finally, the asynchronous composition framework developed for trace properties has
proven unexpectedly useful in the verification of asynchronous hyperproperties. Specif-
ically, the verification of finite trace asynchronous hyperproperties in the quantifier-
alternation free case can be reduced to a variant of our asynchronous composition

problem, thus broadening the applicability of the developed techniques.

Taken together, the detailed relations above can be viewed within a larger veri-
fication landscape, where foundational solving and invariant techniques support pro-
gressively more expressive reasoning layers. Figure provides an overview of this
structure, illustrating both the technical dependencies and the conceptual connections

among the different parts of the thesis.



1.3. Structure of the Thesis

1.3 Structure of the Thesis

The remainder of the thesis is divided in five parts.

In Part [T, we provide background notions and provide an overview of the state-of-
the-art in formal verification. In Chapter [2, we introduce background notions used in
the core parts of this dissertation; in Chapter [3, we discuss developments in formal
verification relevant to this thesis.

In Part [[I] we discuss symbolic model checking of trace properties. This part is
composed only by Chapter [ which discuss model checking of fragments of LTL modulo
theory.

In Part [[TT} we discuss asynchronous composition of trace properties. In Chapter [3]
we introduce a compositional technique to verify LTL modulo theory properties in the
asynchronous setting; in Chapter[6], we extend our compositional framework considering
timed logics in the distributed real time setting.

In Part [V] we present our contributions in the context of hyperproperties. In
Chapter [7, we present a novel technique to verify V3 temporal safety hyperproperties
with a novel adaptation of k-induction for hyperproperties; in Chapter [§ we discuss
a unified logic combining Stuttering HyperLTL and Context HyperLTL and its model
checking over infinite and finite traces.

Finally, in Part [V], we draw conclusions of the thesis. This part is composed only by

Chapter [0, which discuss the contribution and possible future extensions of this work.
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Compositional Hyperproperty

_____________ >

(Part Async. Comp. (Part

Linear Temporal
Logic(Part

Invariant (Part

Propositional
First-Order

(Part

Figure 1.1: Each colored node represents a main conceptual or methodological layer,
from propositional and first-order reasoning at the base, through invariant and temporal
reasoning, up to compositional and hyperproperty verification. Solid arrows represent
technical dependencies, meaning that each layer builds directly on the verification mech-
anisms of the one below it (for example, compositional reasoning relies on LTL model
checking, which in turn depends on invariant generation and SAT solving). Dashed red
arrows represent conceptual influences, showing where ideas or techniques developed in
one layer have been adapted and extended in another (for instance, k-inductive reason-
ing from invariant verification is generalized to the hyperproperty setting). Together,
these relations illustrate how the thesis evolves from foundational reasoning techniques
to expressive logics and verification frameworks for asynchronous and relational sys-
tems.
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Chapter 2
Background

This chapter presents the technical background necessary to understand the content of
the thesis. It introduces the key concepts, formalisms, and verification techniques that
are used throughout the remainder of this dissertation.

We begin in Section with an introduction to Satisfiability Modulo Theories
(SMT), including the basic notions, the distinction between satisfiability and valid-
ity, and the role of interpolation and solvers. Section then introduces the notions of
state and trace, which serve as the basis for describing system executions. Section
discusses trace properties, focusing in particular on the distinction between safety and
liveness. Section[2.4]defines symbolic transition systems, which offer a compact represen-
tation for reasoning symbolically about system behaviour. Section presents Linear
Temporal Logic (LTL), including its syntax, semantics, safety fragments, and automata-
theoretic techniques. Section surveys key SAT /SMT-based model checking methods
such as invariant checking, bounded model checking, and k-induction, as well as tech-
niques for handling liveness. Section [2.7]introduces timed systems and Metric Temporal
Logic (MTL), formalizing how time is treated in traces and specifications. Finally, Sec-
tion [2.8| covers HyperLTL, a temporal logic that expresses hyperproperties—relations
over multiple traces that are essential for capturing security, diagnosability, and similar

properties. Together, these sections provide the necessary background for the thesis.

2.1 Satisfiability Modulo Theories (SMT)

2.1.1 SMT Basics

Satisfiability Modulo Theories (SMT) 18], [I7] is the decision problem of determining

whether a logical formula is satisfiable with respect to a background theory. It gen-
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2.1. Satisfiability Modulo Theories (SMT)

eralizes the Boolean satisfiability problem (SAT) by allowing predicates and functions

interpreted over richer domains, such as integers, reals, bit-vectors, or arrays.

SMT formulae are typically expressed in first-order logic (FOL) with theories. They
are constructed from logical connectives (e.g., A, V, =, =), a set of variables V| and a

signature > that includes function and predicate symbols.

A theory T consists of a signature ¥+ and a class of structures M+ that define
interpretations for the symbols in X7. A formula ¢ is said to be satisfiable modulo T if

there exists a model (i.e., a structure and assignment) in M that satisfies ¢.

We write (1, M) = ¢ to denote that the formula ¢ is satisfied by the assignment 7

under the structure M.

If 7, and 75 are assignments to two disjoint variable sets Vi and V3, respectively, we

write 71 - 73 for their combination, which maps each v; € V; to 7;(v;).

Common SMT Theories Two commonly used SMT theories in verification are:

Linear Integer Arithmetic (LIA) that includes integer variables and allows linear

constraints over integers. For example:
$a = (@ +2y <5) A (z 2 0) A (y € Z)

This formula is satisfiable in LIA; for instance, x = 1, y = 2 is a satisfying assignment.

Linear Real Arithmetic (LRA ) uses real-valued variables with linear constraints over
R. For instance:
drra = (r+y>35)A2r—y<1)

A satisfying assignment is z = 2.5, y = 1.5.

2.1.2 Satisfiability, Validity, and Interpolation

We assume the reader is familiar with propositional and first-order logic, including the
notions of satisfiability, validity, unsatisfiability (UNSAT), and entailment. We use the

satisfaction symbol =, and overload it depending on the logic in context:
e = A: formula A is valid.

e A = B: formula A entails B, equivalent to = A — B.

16
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Craig Interpolation

Given formulae A, B, and I such that A A B is UNSAT, I is a Craig interpolant for A
and B if:

1. A1,
2. I refers only to symbols common to both A and B, and
3. I N B is UNSAT.

Example: Let A = (aAc) and B = (a — b) A—b. Then I = a is a Craig interpolant
of A and B.

2.1.3 SMT Tooling and Solvers

In this manuscript, we use SAT and SMT solvers as black-box tools for solving verifica-
tion problems. Over the years, many efficient solvers have been developed. While not
exhaustive, the following list includes widely used tools: Z3 [139], MathSATS5 [105],
cvch [15], Yices [146],PicoSAT [43] and MiniSAT [279].

These solvers support the SMT-LIB standard [16], a unified language for SMT
benchmarks and theory definitions. They also offer APIs in various programming lan-
guages, enabling easy integration into verification tools and frameworks. Libraries such
as PySMT [175] provide a common interface for interacting with multiple SMT solvers,
abstracting away implementation differences and simplifying prototyping and experi-

mentation.

Quantified Boolean Formulae (QBF) [185] In some cases, we use quantifiers
over propositional variables without requiring richer theories. In such cases, Quantified
Boolean Formula (QBF) are considered. Basically QBF formulae extends propositional

formulae allowing quantifiers of Boolean variables. Formally, the formulae are as follows:

6= 0.6 | Vo.d|~¢|dVe|u

where v is a Boolean variable. Often solvers require QBF formulae to be expressed
in prenex normal form i.e. with quantifiers only occurring in the outermost parts of
the formula. While QBF is less expressive than SMT with rich theories, it supports
nested quantification and is useful for applications such as Bounded Model Checking of

hyperproperties [199], planning, games and equivalence checking [273]. This limitation

17
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permit remaining decidable and while still treating relevant problems. Currently, there
are a bunch of tools for the verification of QBF formulae such as QuAbs [193] and
DepQBF [233].

2.2 State and Trace

In this manuscript, we will use the terms path, trace or, word to finite or infinite sequence

of states, which are represented by first-order assignments over set of variables.

Given a structure M and a set of variables V', a state s is an assignment from V'
to the domain of M. Given a state s and a variable v € V| we denote s(v) as the
assignment of v in state s. Moreover, let V' C V, we denote 5 = s(V/) as the state over
the variables V s.t. for each v € V s(v) = 5(v).

A [finite| trace is an infinite sequence o = sg, s1, . .. [resp., finite sequence sg, s1, . . . , S
of states. Given a finite or infinite trace o = sgs; ..., we denote by |o| the size of o.
Thus, |o| = 400 if ¢ is infinite. We denote by o(¢) the i + 1-th state s; of the trace and
by o>; the suffix of ¢ starting from o (7). Given a finite trace o; and a finite or infinite
trace oo, we denote by o109 their concatenation. Given an infinite trace o, we denote
by Pref (o) the set of prefixes, i.e., Pref(o) = {01 | 0 = 0109}.

If o1 and o4 are traces of the same length over two disjoint sets of variables V; and
Va, we denote with oy - 09 the trace over V; U V4 such that for all i, 0 < i < |oq],
(o1 - 09)(i) = 01(3) - o2(1).

Let V! C V', we define ¢’ = o(V’) as the trace over variables in V' such that ¢’(i) =
o(i)(V'). Finally, we denote by £(V) and Ly;,(V') the set of all possible respectively

infinite and finite traces over the variable set V.

2.3 Trace Property

In this dissertation, we discuss of various type of properties expressed in different for-
malisms. To give a generic views on the properties of interest, we introduce the notion

of trace property in their most-basic form.

Given a set of variables V' interpretable over a theory 7 over some first-order struc-
ture M. A trace property P is a set of infinite traces P C L(V).

18
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Figure 2.1: Graphical representation of safety property violations with a bad prefix.
Any extensions of o, cannot satisfy the property stating that p always holds.

2.3.1 Safety Property

Informally, a property is considered as a safety property if it stipulates that nothing
bad happens. If something bad happens, it occurs in a finite prefix of the execution;
meaning that a finite view of trace can be sufficient to speculate that a property is
falsified. A classic example of safety property is the invariant, if 1 stipulate that the
Boolean variable b shall always be true, any finite trace that assigns in an arbitrary
position b to false will be sufficient to disprove the property. Figure provides a
graphical intuition of a safety property. Formally we can define the notion of safety

property with the following definition.

Definition 2.1 (Safety Property) Let P be a property over a set of variables V', P
1s a safety property iff

for allo € L(V)s.t. o & P, there exists oy € Pref(o) s.t. for all 0¥ € L(V)os0” & P.

Furthermore, we denote oy as a bad prefix of P.

2.3.2 Liveness Property

Informally, liveness properties stipulate that some condition will occur infinitely often.
When a property is liveness, it is not possible to stipulate whether the property holds

looking at its finite prefixes. Figure shows a graphical view of a liveness property.

Definition 2.2 (Liveness Property) Let P be a property over a set of variables V,
P s a lieness property iff

for all o € L(V), for all oy € Pref(c), there exists 0 € L(V) s.t. op0% € P
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P

Figure 2.2: Graphical representation of set of traces satisfying the liveness property
stating that p holds infinitely often. The loop representing infinite trace ensure that
independently on the prefix of the trace, the property infinitely often p will be satisfied.

2.4 Symbolic Transition System

A Symbolic Transition System, called for brevity STS is a formal model for representing
the behaviour of a system using logic formulae.
An STS is defined as the tuple M = (V,I,T) where

e 1 is the set of variables interpretable over a first-order structure M.
e [(V) is a formula over V' symbolically representing the initial states.
e T(V,V')is a formula over VUV’ symbolically representing the transition relation.

where -’ be a bijective function that maps a variable v to a variable v" and V' = {v'|v €
Vi

Moreover, we generalize the STS considering Symbolic Transition System with fair-
ness constraints as M = (V, I, T, F) where F is a set of formulae over V. An STS

without fairness can be represented as an STS with fairness where F' = ().

Definition 2.3 (Path) We denote a path 7 of M = (V, 1, T, F) as a sequence of states
T = So,... such that s =1 and, for all0 <@ <|m|—1:s;-s; , =T.

Moreover, we say that a path 7 is a fair path of M if and only if ™ is an infinite
path and for all f € F : for each i there is a k > i 7,k |= f.

Definition 2.4 (Reachable and Fair States) We denote a state s of M as an as-
signment over the variables V.. We say that a state s is reachable iff there exists a path
of length n € N m = s¢S1,...,8, s.t. mis a path of M. Moreover, we say that a state s

1s fair iff it is reachable and there exists an infinite path % s.t. 7wn“ is a fair path of
M.

Definition 2.5 (Deadlock and Livelock) We say that a state s of M is a deadlock
state iff there is no successor of s in M i.e. there is s |= V' T(V,V'). We say that M
1s deadlock-free, if no reachable state s of M is a deadlock state.
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Moreover, we consider the more general notion of Livelocks for Fair STS. We say
that a state s of a Fair STS M (i.e. STS with fairness constraints) is a livelock iff there
s no infinite path starting from s that reaches each f € F infinitely often. We say that
M s livelock-free if no s of M is a livelock state. If M 1is livelock-free we can easily

observe that it is also deadlock-free even though the converse is not true in general.

Definition 2.6 (STS Language) Let M be an STS, we define the infinite language
as L(M) = {r|r is a fair path of M'}. Moreover, we defined the finite language as
Lin(M) = {m|m is a finite path of M}.

Definition 2.7 (STS Synchronous Composition) Let My = (Vi, 11, Ty, F1) and M,
= (Va, [,. Ty, F3) be two STS. We define the synchronous composition of My and My as

follows
M1 X Mg = <‘/1U‘/2711/\_[27T1/\T2,F1UF2>

2.5 Linear Temporal Logic

In formal verification, system properties are often specified using temporal logics such
as Linear Temporal Logic (LTL) [257]. LTL enables the specification of constraints over
sequences of events and message exchanges between components. Formally, LTL formu-
lae are interpreted over traces—that is, sequences of variable assignments representing
system states over time.

LTL extends propositional logic with temporal operators, including the "next" op-
erator X and the "until" operator U. The semantics of these operators are intuitive:
X holds if ¢ is true in the next state, while ¢y U @5 holds if (1 continues to hold until
o becomes true.

An extension of LTL with past-time operators was introduced in [228]. This ex-
tension adds the "yesterday" operator Y and the "since" operator S, whose semantics
mirror those of their future-time counterparts, with the key distinction that Y is false
in the initial state.

While past-time operators often allow for more concise and readable property spec-
ifications, they do not increase the expressive power of the logic [I71].

To illustrate the range of behaviours that LTL can express, we include a subset of
the specification patterns defined by Dwyer et al. [I47] in Table [2.1]

In the following, we define the semantics of LTL for both the infinite and the finite

semantics. For the finite semantics, we use the semantics of LTL presented in [137].
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Pattern Name LTL property

Absence Globally G—p

Absence Between ¢ and r G((gN—-rANFr)— (-pUr))

Bounded existence after ¢ Fqg— (-qU (gA (—pW (pW (=pW (p W F—p))))))
Response Globally G(p — Fs)

Precedence between ¢ and r G((gN—-rAFr)—= (-U(sVr)))

Response chain globally G(s AN XFt — X(F(t A Fp)))

Response chain between ¢ and r G((gNFr) = (sAX(—rUt) > X(-rU(tAFp))) Ur)
Constrained Chain Pattern after ¢ G(g— G — (sN-2AX(—zUt))))

Table 2.1: Subset of properties from the LTL Dwyer pattern[147].

2.5.1 Syntax and Semantics

The syntax of LTL extended with past is defined as follows:

e=T|plw|leVe|leUp|Xe|Yp|pSe

Given a trace o over the symbols of an LTL formula ¢. The semantics of an LTL

formula is defined inductively as follows:

o i =T

0,i = p ©o()(p) =T

0,0 | - S 0,0

0,0 @1 Vs & 0,1 proroilE e

0,1 = X Si<l|lol]—lando,i+1FEe

og,iE Yo <i>0ando,i—1F ¢

o,iF 1 Ups < thereisi <k <|o|— 1,0,k =y and forall i < j <k,o,j = ¢
0,1 =1 Sy < thereis 0 <k <i,o k= gyandforalli>j>kojE ¢

Finally, we have that 0 | ¢ iff 0,0 = . To better distinguish between finite and
infinite trace, in the remainder of this thesis, we will use = to denote the satisfiability
of a finite trace with the finite semantics of LTL (and subsequently other logics). The
problem of model checking an LTL formula considers induced traces from paths of M
to the variables of ¢ (denoted as V' (y)). Formally, let M be an STS,

MEyiffforallc e L(M) : a(V(p)) E .
M =fpiffforall o € Ly (M) : 0(V(p)) 5 .

We use the following standard abbreviations: ¢1 A @9 1= =(—p1 V —2), ©1 Ry :=
—(—¢1 U—y) (¢ releases @), Fo := T U ¢ (sometime in the future ¢), Gy := =F-p
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(always in the future ¢), Op := T S ¢ (once in the past ), Hy := 20— (historically
in the past @), Zg := Y-y (yesterday ¢ or at initial state), X"y := XX" 'y with
X% =, Yo := YY" 'y with Yl¢ := ¢, Z"¢ := ZZ" ¢ with Z°p := ¢, F<"¢ :=
VXV VX", G="p = =F="—p, 0%"p := oVYpV---VY"p, H g := =~0="—p.

When referring to formulae interpreted over finite trace, we introduce N as the
weaker dual of X, formally Ny := = X—p. When interpreted over infinite traces, N is
instead identical to X.

We introduce now the normalization for LTL formula. A formula is in Negation
Normal Form (NNF) if the negation occurs only in front of the atomic formulae. We
define the rewriting NNF for LTL.

If we consider the operators V, R, T, Z defined by the abbreviations introduced above
as primitive, every LTL formula can be converted into an equivalent one in NNF. In
particular, NNF(¢) is obtained by applying the following rewriting to every occurrence

of negations in ¢:

NNF(2(p1 V ¢2)) := NNF(—91) A NNF(2¢2), NNF(2(p1 A p2)) 1= NNF(—p1) V NNF(2¢2),
NNF(=(p1 R ¢2)) := NNF(—¢1) UNNF(—¢2), NNF(—(p; Upg)) = —|NNF(—|g01) R NNF(—¢p3),
NNF(2(p1 T p2)) := NNF(2¢p1) SNNF(7p2),  NNF(—(p1 S ¢2)) := NNF(—p1) T NNF(—¢2),
NNF(~(Zig)) i= YNNF(~g), NNF(- (Ysﬁ)) — ZnNF(—g),
NNF(—(Xyp)) := XNNF(—p).
If we also consider N as a primitive operator, then every LTL; formula can be converted
into an equivalent one in NNF. The corresponding rewriting NNF¢(¢) is defined similarly
to NNF, except for the last case that is replaced by NNF¢(—(X¢p)) := NNNF;(—¢p) and
NNF;(—(Ny)) := XNNF; ().

2.5.2 Safety Fragments of LTL

SafetyLTL is a fragment of Linear Temporal Logic which disallows positive occurrence

of until. We present the logic in negation normal form.

Definition 2.8 (SafetyLTL) The syntax of SafetyLTL is defined as follows:

e=T|Llip|wleVe|leAp|eRe|Xe| Yo|Zp|pSe|eTyp

Note that we use include also past operators in SafetyL.TL although this is typically
defined only with the future ones.
Another safe fragment of LTL is full-past LTL. Although the syntax of the fragment

is far stricter than SafetyL.TL, the two logics have the same expressiveness.

23



2.5. Linear Temporal Logic

Definition 2.9 (Full past LTL) The syntaz of full-past LTL is of the form ¢ := Gf

where (3 1s as follows:

B=BABI=BYBIBSS|p

where p € V' 1s a Boolean variable.

It was proved in [89] that both fragments, SafetyLTL (even without past operators)
and full-past LTL express all and only the safety properties of LTL.

2.5.3 Automata-Theoretic Approach

Reduction to Liveness and Invariant Checking The automata-theoretic ap-
proach [286] to LTL model checking is to transform an LTL formula ¢ over V into
a Biichi automaton, which is here represented symbolically by an STS Miw with a
fairness condition fi@ such that, for every infinite trace o, o = —¢p iff there exists an
infinite trace o’ of M’ with oly = o Visiting fL, infinitely often. Thus, M = ¢ iff
M x Miw = FGﬂfiw.

Similarly, for LTLy, the automata-theoretic approach [I37] transforms a formula ¢
over V' into an automaton on finite traces, which is here represented by an STS M2,
with a final condition f  such that, for every finite trace o, o = — iff there exists a
finite o’ of M2 with a|’v = o reaching f° . Thus, My, = ¢ iff M x M?, =y G- f?.

Finally, for SafetyLTL, the automata-theoretic approach [219)] transforms a Safety LTL
formula ¢ into an automaton over finite traces, here represented by an STS ME@ with
a final condition ffcp such that, for every infinite trace o, o | —¢ iff there exists a
finite trace o of Mﬁ@ with oy = 0 and with a bad prefix reaching fﬁ@. Thus, if M is
deadlock free, M = @ iff M x M®, =y G—f° .

Note that the above construction where the safety fragment of LTL can be reduced
to invariant checking over finite traces can be extended also beyond the safety fragment,
in particular considering the notion of relative safety, first introduced in [194]. In fact,
in Section [4.3] we will show that under specific assumptions, the reduction can be

extended to formulae of the form o — ¢, where ¢ is safety.

2.5.4 Symbolic Compilation of Full LTL

There are various automata compilation approaches [117, 212, [114]. The one proposed
back in [I17] is still used in tools such as nuXmv [87]. With small variants, this produces

an STS that works for all the cases mentioned above.
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Definition 2.10 Given an LTL formula ¢, the STS ti2sts(¢p) = (Vy, I, T,) is defined

as follows:

o Vi =V U{vxg | XB € Sub(¢)} U{vxus, | 61U B2 € Sub(¢)} U{vys | YB €
Sub(@)} U{vy(ssp,) | B1S P2 € Sub(e)}

o Iy=Enc(¢) N \,y,ev., Vs
o Ty= /\uxﬂev(p vxp <> Enc(B) NN,y e, Enc(B) <> vyy

where Sub is a function that maps a formula ¢ to the set of its subformulae, and Enc

1s defined recursively as follows.
« Ene(T)=T
e Enc(v) = v
o Enc(¢1 A ¢2) = Enc(ér) A Enc(és)
o Enc(—¢1) = ~Enc(é)
o Enc(Xo1) = vxg,
o Enc(¢r U ¢2) = Enc(dz) V (Enc(d1) A vx(g,Uss))
o Bne(Yér) = vys,

o Enc(¢1 S ¢a) = Enc(dz) V (Enc(dr) A vy(gis6s))

Intuitively, the variables in V,, are proof obligations for the future states in the trace
that must satisfy ¢; they are initially set to a value according to Enc(¢) so that ¢ is

satisfied in the initial state and are propagated by the transition relation if needed.

Let Fy = {Enc(B1 U By = Ba) | 51 U B2 € Sub(9)f]

Definition 2.11 (Degeneralization of STS) Given a set of formulae F over the
variables V', we can build an STS Sgeg(F) = (V U Viegs Laeg, Laeg) called degeneralization
of F', which s built as follows:

o Vieyg ={vs | f € F} is a set of Boolean variables

® lacg = Nojev,., U

Tt should be noted that it is possible to restrict the amount of fairness constraint considering only
B1 U Ba € Sub(¢) occurring positively in ¢.
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 Tieg = (Nojevi, (F0r A S) = 0)) A(Ayjev, 05) = (Nojevi, 7VF)A
(A evi, 1) = (Nojevi, (0 = V%))
We can finally define M/, = [tl2sts(—¢) X Mgeg(F-,). Let f = /\vfevdeg 0.

Theorem 2.1 (Correctness of Full-LTL Symbolic Construction) For any infi-
- - ; ol ! it !
nite trace o, o |= —p iff there exists an infinite trace o of M., over o wvisiting f.,

infinitely many times.

In case of LTLy, the construction is applied to a formula in NNF and the STS is
built with a modification on the transition condition, where the double implication is

replaced by a single implication.

Definition 2.12 (Symbolic Compilation of LTL;) Given an LTL formula ¢, the
STS Itlf2sts(¢) = (Vy, 14, Ty) is defined as follows:

o Vy =V U{uxs| XB € Sub(¢)} U{vxus,) | 61 U By € Sub(¢)} U{vys | YB €
Sub(@)} U{vypss, | 51S B2 € Sub(¢)} U{vng | NB € Sub(¢)} U {vxsre,) |
BiR By € Sub(@)} U{vgs | ZB € Sub(¢)} U{vzgs s, | B1 T B2 € Sub(¢)}

[ ] Id) = Enc(¢) /\ /\UY,BGVﬁ¢ _|UY,8 /\ /\ﬂzﬁevﬁ¢ UZB

o Ty = Noysev, vxs = Enc(B) AN, ev., Enc(B) = vysAN,y,ev, vns — Enc(B)'A
Nogsev-, Enc(B) = vgg

where Sub is a function that maps a formula ¢ to the set of its subformulae, and Enc

extends the previous definition as follows:
o Enc(¢1V ¢2) = Enc(¢1) V Enc(es)
o Inc(Ng1) = vng,
o Enc(¢r R ¢2) = Enc(ga) A (Enc(91) V UN(g Res))
o Enc(Zpy) = vzy,
o Enc(¢r T ¢2) = Enc(d2) A (Enc(é1) V vz(p,1¢,))

Let us define ¢ = NNF;(—p) and M3, = ltlf2sts(y)). The condition f2  is then

defined as /\UXﬁEVu; X 3.

Theorem 2.2 (Correctness of LTL; Symbolic Construction) For every finite trace

o, 0 =~ iff there exists a finite trace o of M2, with oy = o reaching f2.
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In case of SafetyLTL, similar constructions can be used based on the notion of
informative prefix defined in [219]. In the following we consider an extended version

with past operators.

Definition 2.13 (Informative Prefix [219]) Let b be an LTL formula in negative
normal form, Sub(1)) be the set of sub-formulae of 1 and let o be a finite trace of length

n over the language of 1. We say that o is informative for ¢ iff there exists a mapping
L:{0,...,n} — 259C%) sych that:

1. —p € L(0).
2. L(n) =0 and L(—1) = 0.
3. For all 0 <i<mn, for all ¢ € L(i):

o [f v is propositional, 0,1 = .

o If o =1V, p1 € L(i) or ps € L(1).

o If o =1 A\ pa, p1 € L(i) and py € L(i).

o Ifo=Xpi, p1 € L(i+1).

o Ifo=1p1Ups, @2 € L(i) or o1 € L(i) and o1 U s € L(i + 1)].

o Ifp=9p1 Ry, v € L(i) and [y € L(i) or o1 Ry € L(i +1)].

o Ifo=Yp,i>0p €L(i—1)

o Ifo=p18S s, o€ L(i) or i >0, v1 € L(i) and o1 S ps € L(1 —1)].

o If o=01 Ty, w3 L(i) and [p; € L(i) ori=0 or ¢ Ry € L(i +1)/.

2.6 SAT/SMT Based Model Checking of Trace Prop-

erties

In this dissertation, we focus on model checking techniques based on SAT and SMT
solving. The core idea behind these approaches is to reduce the model checking problem
to a series of logical queries: to SAT when analyzing finite-state systems, and to SMT
when handling infinite-state systems.

This section introduces the symbolic techniques used to verify both safety and live-
ness properties. We begin with invariant checking, which lies at the heart of safety

verification, and later present approaches for verifying liveness properties.
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2.6.1 Invariants and Inductive Invariants

In Section [2.3.1] we introduced the notion of safety properties. In Section [2.5.3 we
showed how the verification of certain safety fragments of LTL can be reduced to check-
ing properties of the form G¢ over finite traces.

The problem of checking whether a symbolic transition system (STS) satisfies a
property over finite traces (=) of the form G¢, where ¢ is a propositional formula (in
the finite-state case) or a first-order formula (in the infinite-state case), is known as the
invariant checking problem.

A formula ¢ is said to be an invariant of an STS M if it holds in all reachable states
of M; that is, for every reachable state s, we have s = ¢.

Invariant checking has been extensively studied in the literature. In this dissertation,
we focus on symbolic approaches that reduce the verification task to SAT or SMT
queries, enabling automated reasoning even in the presence of large or infinite state
spaces.

A common and effective technique for proving safety properties [246], 272, [75], 227]
involves searching for a stronger invariant that is also inductive. An inductive invariant
implies the target property and can be validated using induction over the transition

relation, thereby avoiding explicit enumeration of reachable states.

Definition 2.14 (Inductive Invariant) Let M be an STS and P be an invariant
over the variables of M. We say that P is an inductive invariant of M iff the following

conditions occur:
1. I = P(V) i.e. Initially the invariant is satisfied (base case)

2. TV, V'YANP(V) |E P(V') i.e. if a state satisfies P all its successors satisfy P as

well (inductive case)

Moreover, given another invariant () over the symbol of M which is not inductive,

we say that P is an invariant strengthening of Q iff P is an inductive invariant and

PEQ.

It is easy to see that any inductive invariant is satisfied by M. Moreover, if an
invariant has an inductive strengthening then it is satisfied by M as well. Finally, we
know that an invariant is satisfied only if exists an inductive invariant strengthening,

making the search of inductive invariant a key approach for proving safety properties.
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2.6.2 Bounded Model Checking

Bounded Model Checking (BMC) [45] considers only initial paths of length up to a cer-
tain bound. Given a bound k, an STS M and a formula ¢(V'), the bounded reachability
problem is the problem of finding, for some j < k an initial finite path so,...,s; of M
such that s; = ¢. In BMC, the problem is usually reduced to a satisfiability problem.

In the following, given a set V' of variables, we use several copies of V| one for each
state of the path we are looking for. We will denote with V; the ¢-th copy of V. Thus,
Vi = {vi}vev, where v; represents the i-th copy of v. For a given bound k, we often use
k +1 copies Vj, ..., Vi and, when k is clear from the context, we denote their union by
V.

Given an STS M, and a bound k, the formula Unroll, (V) is defined as follows:

Unroll, (V) = /\ T(Vi-1,Va)

1<h<k

Given an STS M, a bound k, and a formula ¢, the formula BMC(V) is defined as
follows:
BMCy (V) := I(Vo) A Unroll(V) A \/ @(V3)
0<i<k
The formula BMC}, encodes the bounded reachability problem, in the sense that
BMC}, is satisfiable if and only if there exists an initial path of length up to k reaching .

2.6.3 K-Induction

K-induction [272] is a technique that proves that if a set of states is not reachable in
k steps, then it is not reachable at all. Analogous to induction principle, k-induction
consists of a base step—which solves the bounded reachability problem with a given
bound k£ of steps—and an inductive step, which concludes that £ is sufficient to solve the
(unbounded) reachability problem. The idea of the inductive step is to check whether
the target set of states cannot be reached in £ steps. Both of these checks can be solved
by means of satisfiability.

Given an STS M, and a bound £ and a formula ¢, the formula KIND,, is defined as

follows:

KINDy := Unroll, V) A~ N\ =~ Nvi=v; A N\ —e(Vi) Ap(Vi)

0<i<j<k wveVv 0<i<k
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2.6. SAT/SMT Based Model Checking of Trace Properties

If KINDj, is unsatisfiable, then M does not have a non-initialized simple path (i.e., a
path without repetitions) reaching ¢ in k steps.

If BMCj, and KIND, are both unsatisfiable, then ¢ is not reachable in M. Thus,
in order to prove that ¢ is not reachable one can check the unsatisfiability of BMCj
and KINDy, for increasing values of k. Usually, these checks can enjoy sharing lemmas
discovered trying to prove unsatisfiability, and therefore the checks are performed using

incremental SAT solvers.

2.6.4 Checking Liveness

In the following, we present known techniques to assess whether a proposition f will
eventually occur forever in an STS M i.e. if M = FGf. This technique can be used
to verify LTL by applying the automata-theoretic construction of Section [2.5.3

Liveness to Safety The liveness-to-safety reduction (L2S) [44] is a technique for
reducing an LTL model checking problem on a finite-state transition system to an
invariant model checking problem. The idea is to encode the absence of a lasso-shaped
path violating the LTL property FGf as an invariant property.

The encoding is achieved by transforming the original STS M to the STS Mg,
introducing a set V' of variables containing a copy ¥ for each state variable x of the
original system, plus additional variables seen, triggered and loop. Assuming that the
STS is a finite state STS, there is a lasso-shaped path that visits infinitely often f
iff Spog can visit the guessed state twice along a path in which f was true after the
first time the guessed state is seen. This condition can be expressed as an invariant
property. Let M = (V,I,T). L2S transforms the STS in Mg = (Vias, I12s, T12s) SO
that M = FG—f if and only if Myss | —bady s, where:

Vies = V UV U {seen,triggered, loop}

Iios = I A —seen A —triggered N\ —loop
TA[Aer 7 7]

A[seen’ < (seen V N\, oy (v > 0))]

A [triggered’ < (triggered Vv (f A seen’))}
A[loop’ « (triggered A N,o (Vv 3 7))

11,25

bady s = loop

The variables V are used to non-deterministically guess a state of the system from

which a reachable fair loop starts. The additional variables are used to remember that
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the guessed state was seen once and that the signal f was true at least once afterwards.

K-liveness K-liveness [116] is an algorithm that reduces symbolic LTL model check-
ing to invariant checking. In order to prove the validity of an LTL formula % in an
STS M, the algorithm counts the occurrence of the fairness condition in the composed
automaton M x M. If the algorithm is able to find a bound £ such that the fairness
condition f is visited at most k times, then the property is valid. It should be noted
that the algorithm is not able to disprove the property; therefore, it is usually executed

in lockstep with BMC.

The formal construction of the problem is as follows:

M, = (Vu U{c}, Iy Ae=0,Ty AN(f = =c+1)AN(~f = =¢))
Mx M, =Ec<k

where M, is the automata construction of v, c¢ is the counter variable, M, is the

automata of 1) extended with the fairness counter and k is a positive integer constant.

2.7 Timed Systems and MTL

2.7.1 Notion of Time

We start by providing the notion of time model that is going to be used in the trace.
We consider a super-dense model of time [6, 230}, [7], which interchanges dense time
evolution with instantaneous discrete changes.

A time model is a structure 7 = (T, <,0,v) with a temporal domain T, a total
order < over T, a minimum element 0 € T, and a function v : T — R that represents
the real-time of a time point in 7. A time point is an element of T. A time interval
sequence is a sequence Iy, I1, I, ... of intervals of reals such that, for all + > 0, I; and

I; 1 are almost adjacent (subsequent intervals can overlap in at most one point) and
Uizo I; =Ry.

e In discrete time models, 7' = N, 0 and < are the standard zero and order over
natural numbers, v(0) = 0 and v(0),v(1),v(2),... is a non-decreasing divergent

sequence.

e In super-dense time models,
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1. T C N x Ry such that the sequence of sets Iy, I, I, ... where, for all i > 0,

the set [; := {r | (i,r) € T}, is a time interval sequence,
2. (i,r)y < (,r)iff i <i ori=4dand r <1’
3. 0=1(0,0) € N x R{, and
4. v({i,r)) =r.

Intuitively, super-dense time models consist of the union of discrete sets of points in
the form (i,7), (i +1,7),... (with the same timestamp r) and dense sets (contain-
ing an uncountable number of time points with different timestamps) of the form
(t,7y, (i,r"), (t,r"),... (with the same counter 7). If (i,r),(i+ 1,r) € T, we say that
there is a discrete step in (z,7), and we define a partial function succ as succ((i,r)) =
(1 +1,r) if there is a discrete step in (i,7). This notion of time guarantees that we
consider traces in which time diverges and there is a finite (yet unbounded) amount of
discrete steps between each couple of timed intervals. These assumptions are considered

to prevent unrealistic counter-examples with impossible behaviours.

2.7.2 Trace

We provide a general notion parametrized by a given time model 7.

We define a trace as a tuple 0 = (M, 7, 1) where M is a first-order structure, 7
is a time domain and 1z is a mapping from the domain of 7 to the assignment over a
set of variable V(o) interpreted over the first-order structure M. Given a trace o and
t € 7, we denote by o(t) the state (M, f(t)). We say that a trace o0 = (M, 7,11) is a
discrete trace iff T is a discrete time model. On the other hand, we say that a trace
o= (M,1, 1) is a timed trace iff T is a super-dense time model.

This notion generalizes the simpler notion of trace provided in the discrete setting
in Section when referring to infinite traces. Intuitively, it is possible to encode a
sequence of states sg,... with the trace op = (M, 7p, i) where M is the first-order
structure used in the state sequence, 7p = (N, <,0,v) is a discrete time domain, fij,
map each ¢ € N to the states of s;. Given the set of symbols V', we say that v € V
is a discrete variable if it can only change value during discrete transitions. Figure

shows a graphical representation of a timed trace.

2.7.3 Metric Temporal Logic

Dealing with real-time systems, the most used logic is Metric Temporal Logic (MTL)[215].

In this manuscript, we give an interpretation of MTL over infinite traces with super-
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o—0 (—) o—o—0—0 (—) 0 (—) o—o0

Figure 2.3: Figure showing a graphical view of a timed trace. Circles represent discrete
points while the big parenthesis represent open timed intervals.

dense time domain.

This logic enriches LTL temporal operators in two ways, it annotates “until” operator
with a timing interval for which it must hold, and it introduces a timed variation of
X called timed next (5() The intuition behind the annotated version of until is that
it requires the property to be satisfied within the time interval — e.g., Fjgop asks p
to be true in the trace within 2 unit of time. Since we interpret formulae over timed
traces (i.e. in super-dense time domain), this “bound” can be potentially infinite or even
uncountable in the number of time points but still over an unbounded but finite amount
of intervals. The other new feature of the logics is timed next (X), such operator is true
if a discrete time step is not occurring and if ¢ holds in the immediate timed interval.
Consider Figure , initially X T is not satisfied because there is a discrete transition;
however, both in the second step and in the first open interval X T is satisfied.

Interestingly, the interpretation of MTL with discrete trace is identical to the one of
LTIE] Intuitively, it extends until and since (for the past case) operators with intervals

T of Ry. The syntax is defined as follows.

pu=T|pl=pleVe|Xe|Xe|pUzp

where p € V' is a discrete variable. Given a timed trace o = (M, 7, 1) with a super-
dense time model 7 = (T, <, 0,v) we inductively define the semantics of each operator

over each time point t € T’

o,t = Xy iff there is a discrete step from t and o, succ(t) = ¢

o,t = Xgp iff there is no discrete step from ¢ and there is ¢/ > ¢,
forallt <t”" <t'o,t" Ep

ot E o1 Uz iff  exists ¢/ > t, s.t. v(t') —v(t) € Z,0,t = @2, and
forallt <t" <t:ot'kE ¢

where Z is an interval of R and p is a Boolean variable. Finally, o |= ¢ iff 0,0 | ¢.

2Considering intervals over natural, one can construct an LTL formula representing bounded op-
erators with X and Y. For intervals of the form [0,n] it is sufficient to use the abbreviations like
F=".
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2.8 HyperLTL

In Section [2.3] we introduced trace properties—properties that can be described as sets
of individual system executions (traces). As discussed in Chapter 1, a key limitation of
trace properties is their inability to capture relationships between multiple executions of
the same system. Such relationships are essential when reasoning about security-related
properties like information flow [I86], 298] and diagnosability[270], [85] [49, [65].

Hyperproperties [122] address this limitation. They are defined as sets of sets
of traces, enabling reasoning over multiple executions simultaneously. To determine
whether a hyperproperty is satisfied or violated, one must consider multiple traces
together. Typically, quantification over traces is used to express these kinds of “multi-

trace” requirements in hyperproperty frameworks.

2.8.1 The Temporal Logic HyperLTL.
HyperLTL [120] is a temporal logic for hyperproperties. The syntax of HyperLTL is:
an=Jr.a|Vrale pu=alz]|eVe || Xe|eUegp

where x is a trace variable from an infinite set VAR of trace variables occurring in «.
The intended meaning of a[z] is that state property a € V holds at the current time
in trace x. Trace quantifiers 3z and Vz allow reasoning simultaneously about different
traces of the computation. Atomic predicates a|x] refer to a single trace x. Given an
LTL formula «, we denote by afz] the formula obtained by substituting every atomic
proposition a with a[z].

Given a HyperLTL formula ¢, we use TrVars(p) for the set of trace variables quanti-
fied in ¢. A formula ¢ is well-formed if for all atoms a[z], = is quantified in ¢. Given a set
of infinite traces T', the semantics of a HyperLTL formula « is defined in terms of pointed
trace assignments, which are partial mappings of the form IT : TrVars(a) — (T'xN). We
use Dom(I1) for the subset of TrVars(y) for which IT is defined. Given a trace assignment
I, a trace variable z, a trace o and a pointer p, we denote by Il[x — (o, p)] the assign-
ment that coincides with II for every trace variable except for x, which is mapped to
(0,p). The trace assignment with empty domain is denoted by I1y. Also, we use IT+n to
denote trace assignment I such that Il'(z) = II(z) +n for all = € Dom(II) = Dom/(Il")

where (0,p) +n = (0,p+n). Given a partial trace assignment II and a set of traces T,
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the semantics of HyperLTL is as follows (we again omit V and —):

Fr dr.a < for some o0 € T, ll[x — (0,0)] =1 «

=rVe.a < forallo e, Iz — (0,0)] Er o

=@ Il

= alz] < a € o(p), where (o,p) = 1(x)

= @1 Uy < for some 5 >0 (II+ j) = o, and forall i < j, (IL +14) = ¢4
FXe e +1) g

=H 3 852 =2 49 d

Note that quantifiers assign traces to trace variables and set the pointer to the initial
position 0. We say that a set of infinite traces 7" is a model of a HyperLTL formula ¢,
denoted IT |= ¢ whenever I1y =7 ¢. We say that an STS M is a model of a HyperLTL
formula ¢, denoted by M |= ¢, whenever II =, ¢.

A formula ¢ in HyperLTL is said to be quantifier alternation-free if it contains only
universal quantifiers (V) or only existential quantifiers (3). We use the notation V-1
and 3¢ to denote quantifier alternation-free formulae composed entirely of universal
or existential quantifiers, respectively.

It is important to note that the number of quantifier alternations in a formula sig-
nificantly affects the tractability of its model checking problem. Specifically, when a
formula is quantifier-free, the model checking problem can be reduced in polynomial
time to standard LTL model checking through self-composition techniques [20], yielding
a complexity of PSPACE-complete with respect to the formula size. In contrast, when a
formula includes one or more quantifier alternations, the complexity increases substan-
tially, reaching TOWER-complete [241], 260]. Interestingly, even if the model checking
problem of HyperLTL is decidable, it has been proved that the satisfiability problem in
general is not decidable [169, [161].

A well-known approach for the verification of generic HyperLTL formulae is the
automata-theoretic approach [162]. Similarly to the approach we presented in Sec-
tion for LTL, it reduces the problem of checking if an STS M satisfy an HyperLL.TL
formula ¢ reducing to the emptiness checking problem for automaton. The downside
of this approach is that it requires automata complementation every time a quantifier
alternation occur, which is known to be very expensive.

In case of quantifier-alternation free formula, complementation is not needed. It is

sufficient to apply self-composition [20].

Theorem 2.3 (Self-Composition [20]) Let M be an STS and let ¢ = Qux,,. ... Q1.0
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be a quantifier-alternation free formula and Q € {V,3}.

MEgeiff X Mz lo e
z;€{x1,....Tn}
where M|x;] is the STS obtained replacing each variable v € V' with v|x;] in M, Eo=F
if Q =V, £ otherwise, and 1< = 1) is Q =V, =) otherwise.

2.8.2 Examples of Specifications in HyperLTL

Noninterference [186] Noninterference [186] is a foundational security policy that
broadly requires that high-security inputs do not influence low-security outputs. Many
variants exist, depending on the execution model or specific information flow concerns.
A common formulation in HyperLTL [162] expresses that if two computation paths
are identical except for high-security inputs, their low-security outputs must also be
identical. For example, a basic noninterference property, where h € [ is a high-security
input with 7 \ h be the low-security inputs and o is a public output, can be expressed
as:
Vavy.G | N\ ilz] =ily] | = G(o[z] = o[y))
iel\h

This formula states that for all pairs of traces xand y, if their low security inputs are
always the same, then their output o must also be the same at all times. This ensures

that changes in h alone do not cause differences in o.

Generalized Noninterference [242] Generalized noninterference relaxes the strict
output determinism of basic noninterference. It allows for nondeterminism in the sys-
tem’s behaviour, while still enforcing that high-security inputs cannot influence low-
security outputs. To express this, an existential quantifier is introduced to model the
possibility of nondeterministic behaviour in the system’s low-observable outputs. The

property can be expressed as:
Va.Vy.3z2.G(h[z] = hlz]) A oly] = o[2])

This formula states that for every pair of traces xand y, there exists a third trace
zthat agrees with xon high inputs and with yon outputs. In other words, it is always
possible to find an output behaviour consistent with ythat could have resulted from

the high inputs of . This captures the idea that low-observable behaviour may be
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nondeterministic, but still cannot be influenced by high-security inputs in a way that

would be observable by a low-level observer.

Path Planning [292] In the context of path planning, one may want to synthesize
strategies that are robust with respect to uncertainty about the system’s initial state.

To formally capture the notion of wnitial-state robustness, given a goal goal, a set
of action A and an initially perturbated set of positions Sy, we can use the following
HyperLTL formula:

Jx.Vy.Solx] A Fgoallz] N G /\ (act[z] <> actly]) A (Soly] — Fgoally])

acte A

This formula expresses that there exists a trace that reaches the goal from an initial
state in Sy, and that any other trace starting from the perturbed region Sy will reach
the same goal by performing the same sequence of actions. This ensures that the
plan is robust with respect to variations in the initial state, as it guarantees consistent

behaviour despite initial uncertainty.
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Chapter 3

State of the Art

The aim of this thesis is to discuss how to improve symbolic verification in a variety of
domain. To locate our contribution in the landscape of formal verification research, we

need to give an overview of the current research in various aspect of verification.

In this Chapter, we provide an overview of the works covering symbolic model check-
g, compositional reasoning, Linear Temporal Logics and Hyperproperties. The rest of
the section is organized as follows. In section we discuss leading techniques in the
context of Symbolic Model Checking, in particular applied to invariant checking and
liveness checking. In Section [3.2] we discuss compositional reasoning techniques, cover-
ing approaches such as Assume-Guarantee reasoning, Contract-Based Design, circular
composition, and other related methods. In section [3.3] we discuss Linear Temporal
Logic and its extensions; we discuss both interesting formalisms, safety and liveness frag-
ments, and verification techniques. Finally, in Section [3.4] we examine hyperproperties,
which enable the specification of more complex requirements such as non-interference

and diagnosability.

3.1 SAT/SMT based Model Checking

Symbolic model checking is a prominent technique developed to verify large-scale sys-
tems by representing their state space symbolically, in contrast to explicit-state model
checking, which explores states individually. This symbolic approach enables the anal-

ysis of significantly larger systems by avoiding an exhaustive enumeration of states.

For a comprehensive overview of model checking methods, the reader is referred
to [13, [11§].
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Invariant Checking Symbolic model checking traditionally relies on either Binary
Decision Diagrams (BDDs) [80] or SAT solvers [46]. A widely adopted SAT-based
method is Bounded Model Checking (BMC) [46], which incrementally unrolls the sys-
tem’s transition relation up to a bound k to search for counterexamples. Its key ad-
vantage lies in leveraging the efficiency and incrementality of SAT solvers, making it
particularly effective for falsification tasks.

BMC can also be applied to liveness properties by encoding infinite behaviours using
lasso-shaped counterexamples—paths in which a loop is formed by repeating a state
after some point 7. This makes BMC suitable for handling LTL specifications under
infinite semantics [257]. However, while BMC excels at finding bugs, it is inherently
incomplete for proving properties: the absence of a counterexample up to bound k does
not imply correctness.

In principle, completeness could be achieved by determining the system’s “diameter”
d— the longest acyclic path—and checking the property up to this bound. In practice,
however, computing such a diameter is often infeasible due to state space explosion.

To address this limitation, BMC has been extended to the K-induction algorithm
[272], which generalises BMC to a sound and complete method. The technique involves
two components: a base case (ensuring no counterexample exists up to depth k) and an
inductive step (proving that if a property holds for k steps, it holds for the next step).
Technical details are given in Section[2.6.3] K-induction has seen widespread adoption in
industry [256], and has been enriched with techniques like incrementality [149], predicate
abstraction [281], abstract interpretation [77], and parallelization [211].

Nonetheless, K-induction is not universally effective. Not all properties are k-
inductive, and the required value of & may grow prohibitively large or even become
unbounded, limiting its practical utility.

A parallel line of work explores the use of interpolation for invariant checking.
McMillan [246] introduced a method based on interpolants extracted from unsatisfi-
able proofs, which was later extended by [289] to use sequences of interpolants for
improved convergence.

A major advancement in invariant checking came with the IC3 algorithm [75]
148]. IC3 constructs inductive invariants by iteratively refining a sequence of over-
approximations (called frames) and blocking bad states through inductive reasoning.
The approach often outperforms traditional techniques and has been adopted by nu-
merous state-of-the-art tools [87, 88| 277, [78, 213, 210].

Research in this area remains very active, with ongoing work on improving IC3
via variations [227, 224], and infinite-state generalisations [195, 102, 213, 210]. Addi-
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tionally, several heuristics have been proposed to boost performance on industrial-scale
systems [296], 205]. For an extensive historical perspective on the development of model

checking techniques, we refer the reader to the recent survey [42].

Liveness Checking Another active and relevant line of research is liveness check-
ing—introduced earlier in Section [2.6.4] Unlike invariant checking, which proves that
something always holds, liveness checking aims to determine whether a desirable con-
dition occurs infinitely often during system execution.

Traditionally, liveness properties were verified by detecting strongly connected com-
ponents (SCCs) in the state-transition graph [13] 191]. However, such approaches relied
on explicit-state exploration, and therefore suffered from scalability issues due to the
exponential growth of the state space.

In recent decades, more efficient symbolic techniques have been developed. One no-
table example is the Liveness-to-Safety reduction [44], also presented in Section m
This method encodes liveness checking as the search for a lasso-shaped counterexam-
ple—a finite path followed by a loop—indicating that a given property is eventually
visited wnfinitely often.

This technique generalises loop-based Bounded Model Checking (BMC): if no such
lasso is found, then (under the assumption of a finite-state system), one can conclude
that FGp holds. A key advantage of this approach is its simplicity. However, it has
two main drawbacks: (1) it duplicates variables, significantly increasing the size of the
encoding, and (2) it is a monolithic approach that cannot benefit from the incremental
solving capabilities typically offered by SAT /SMT solvers.

Another notable method is the FAIR algorithm [76], which focuses on fair path
detection within symbolic encodings. The idea of fair is to look for a prefix of an
infinite execution terminating in a state s, then try to find a continuation terminating
in s. If the algorithm finds it, then it is a counter-example; otherwise, it blocks a
generalisation of the state. The algorithm terminate with true if it is not able to find
new prefixes.

A complementary strategy is provided by K-liveness [116], also introduced in Sec-
tion [2.6.4 This technique tracks how often —p occurs, and proves liveness by checking
that this counter remains bounded under a threshold k. If so, one can deduce that FGp
holds. In parallel, standard BMC is used to search for lasso-shaped counterexamples.
One positive feature of this algorithm is that it is easy to implement. Moreover, K-
liveness is particularly efficient when a small k is sufficient to guarantee that —p does

not persist. However, for large or unbounded k, scalability becomes a concern.
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FAIR and K-liveness take dual approaches to the problem. Their strengths were
combined in the K-FAIR algorithm [206], which leverages the counterexample detection
power of FAIR while exploiting the proof-oriented capabilities of K-liveness. This hybrid

approach leads to a more robust and flexible framework.

More recently, a novel method named rlive has been proposed [297]. On a high-level
view, the approach is conceptually similar to FAIR. The algorithm progressively looks
for counterexamples with invariant checks. One key difference with respect to FAIR is
that instead of directly trying to find a lasso with a single invariant query, the algorithm
iteratively keeps looking for continuation violating the prefix. If at some point it finds
a state he already visited, it means that a counterexample was found; if instead it finds
that the path is not extensible, it blocks the region (called shoal in the paper). This

algorithm has been proved very efficient and outperforms the other approaches.

All of these techniques have been originally designed for finite-state systems. How-
ever, due to growing interest in infinite-state verification, some of these ideas have been
generalised. In particular, [133] extends the Liveness-to-Safety reduction using implicit

predicate abstraction [281], enabling its application to infinite-state models.

To our knowledge, FAIR and K-FAIR have not yet been adapted to the infinite-state
setting. K-liveness, however, can be naturally extended by simply allowing symbolic
counters, though this comes at the cost of incompleteness: in infinite-state systems, —p
may occur an unbounded but still finite number of times, which makes it impossible to

conclusively verify FGp.
An adaptation of K-liveness to timed and hybrid systems is presented in [103], which

addresses the additional challenge of time divergence. Furthermore, techniques for han-
dling non-lasso-shaped counterezamples in infinite-state systems have also been pro-
posed, based on the notion of funnel loops [97, 95, [96], broadening the applicability of

symbolic liveness checking beyond the standard finite loop model.

All these approaches must account for potentially costly infinite behaviours in order
to disprove non-safety properties. This often requires sophisticated techniques such as
ranking functions or complex counting mechanisms, which can significantly increase
computational overhead. Henzinger introduced the notion of relative safety [194], iden-
tifying a class of non-safety properties that, under the assumption that an auxiliary
property holds, can be reduced to safety properties. This concept offers a compelling
characterization of practically relevant properties in verification. However, to the best
of our knowledge, this notion has not yet been incorporated into practical verification

algorithms.
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3.2 Compositional reasoning

Compositional reasoning is a group of divide-and-conquer techniques defined to tackle
the state-space explosion problem caused by the size of the problem.

In the literature, various compositional approaches have been studied [266], 218, [119,
244, 245 221], 3]. The high-level idea is to verify smaller parts of the system and then
prove a global specification exploiting a compositional proof rule.

In [244], McMillan discusses compositional verification of systems with circular
dependencies for safety properties. Later, it generalised it for liveness properties of
LTL [245]. In [221], Leslie Lamport introduces the Temporal Logic of Action (TLA),
a variation of LTL used compositionally. The compositional approach of TLA is de-
fined in [3] and support asynchronous composition with stuttering components (see
Section |3.3| for a discussion of the semantic aspect of the logic). In [222], TLA has been
extended to support a richer logic (TLA+) that allows reasoning over complex data
types and permits to have a high-level abstraction in the language. A detailed overview
of classical compositional works can be found in [I70].

By construction various systems are inherently component-based. Therefore, in the
literature various verification frameworks and approaches have been defined (e.g. [155,
92, 23, 166, [54]). The BIP [23] framework designs a compositional reasoning framework
both hierarchical and asynchronous. This framework is build around the three con-
cepts of Behaviours of the leaf components, Interactions between leaf or compound
components and Priorities that govern the scheduling of each part of the system. The
behavioural blocks are defined by transition systems and, in the timed case by timed
automata while the interactions are defined by hierarchical connectors. To tackle down
the verification of this system, various techniques have been proposed |30}, 51], 276]. D-
Finder [30] is a compositional tool for deadlock checking and the verification of safety
properties in BIP systems. The approach proposed by DFINDER is compositional. It
locally proves invariants and exploit an ad-hoc composition proof rule that considers
component interactions to prove invariants over the composed system. On limitation of
the tool is that it support only a fragment of the BIP language; in particular, it requires
BIP component to interact without passing data.

In [276], a direct encoding from Timed BIP to UPPAAL [28]. In [51], a direct
translation to STS over infinite state was proposed. The employed technique for the
verification of BIP components used was ESST [108]; a technique that combines explicit-
state techniques for the scheduler with symbolic approaches for the local components.

The experimental results show that this approach outperforms D-Finder [30] still being
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more expressible. We are not aware of any extension of this line of work.

Other systems such as OCRA (Othello Constraint Requirement Analysis) [92] in-
stead consider a hierarchical system in which the composition is based on the notion
of Interface Automata [I35]. In this case each component can directly share variables,
which results in potentially more unconstrained interactions between components, es-
pecially when interpreted asynchronously. More detail about the compositional proof

system of OCRA will be provided later while discussing contract-based design.

An important technique that emerged during the years is assume-guarantee reaso-
ning[209]. With this approach, specifications are divided into assumptions and guar-
antees. The assumptions represent what is expected to be guaranteed by the envi-
ronment while the guarantee is the property that holds if the assumptions are satis-
fied. Based on assume-guarantee reasoning a prominent technique is Contract Based
Design[31], 32, 259] (CBD). Historically, contracts are introduced by Meyer for software
programs|248]. In that context, a contract is a couple of preconditions and postcon-
ditions on the system. In Contract-Based Design, often contracts are defined over

components that can be composed and can be decomposed.

The meta-theory of contract is introduced in [33]. This theory describes abstractly
way contracts and the operators to deal with them such as composition and quotient.
Very recently, the operators of the algebra of contracts have been included in an ad-hoc

tool to reason with contracts operators called Pacti [201].

In [126], contracts are considered as safety properties. In that case, the semantics
is that the guarantee is ensured only if historically the assumption hold. This contract
construction uses a “weak” assumption since there is no guarantee when the assump-
tion becomes false. This work has been recently extended considering asynchronous
systems with fixed scheduling for avionic systems|231]. In contrast, in [I12], it is de-
fined a trace-based contract proof system in which assumptions and guarantees are set
of discrete or hybrid traces. To entail the correctness of the decomposition, the proof
system considers two distinct checks: Implementation check and Environment check.
The implementation check takes conjunction with the implications of assumptions over

guarantees of each local contract to entail the global contract.

(AN = Gi) = (A= G)

)

The environment check verifies that the correct global assumptions conjoined with the
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rest of the contract implementations entail the assumption.

i#]

The approach have been used extensively in various domains [230, 12], 174, 91, 90,
60l, 54] and have been implemented in the tool OCRA [92]. Contract-based techniques
have also been applied to safety assessment by allowing making contract invalid when
a fault occurs [67]. However, a limitation of this approach is that faults are represented
strictly. A component fails from the initial point of the trace through all the execution.
This means that it is not possible to represent a component functioning correctly up to

a time point ¢ and the failing (even for a limited amount of time).

One limitation of classic contract based design is that it requires to manually de-
fine the assumption and guarantees. A line of research to deal with this problem
consists in the synthesis of assumptions [123] 4, 283, 255], 180, 142]. For instance,
in [255] [123], the uses techniques based on the L* learning algorithm [10]. Other
ways to tackle the problem of assumption synthesis includes using abstraction refine-
ment techniques e.g. [I80]. More recent works [4], 142] extends the previous techniques
permitting assumption synthesis when the composition involves circular reasoning. A

generic overview of Contract-based approaches can be found in [280).

Other compositional approaches for CPS have been defined directly for Simulink
and Lustre [203, 249]. Finally, in [202], a meta-theory contract-based design has also
been defined in the context of Hyperproperties. This theory extends the classical meta-

theory of contracts to handle hyperproperties and their more complex structure.

In [131], a compositional approach is applied to verify consensus protocols for dis-
tributed systems. The technique used in that work can reduce the verification of the
asynchronous distributed system to the verification of a synchronous system. The core
idea, in that case, is to decompose message sessions into communication phases. The
nature of the consensus problem permits to guarantee that the synchronous system is
equivalent. Compositional techniques are also being used in other domains. For in-
stance, in [295], a compositional approach has been used for the verification of Markov
Decision Processes. For example in [144], compositional verification techniques are
applied to machine learning component verification. Lately, these approaches were
applied to stochastic systems[I92], and they are extensively used in hardware system
verification|[127].
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3.3 Linear Temporal Logic and its extensions

Linear Temporal Logic In formal verification, properties are typically specified in
temporal logics such as Linear Temporal Logic (LTL)[257]. LTL permits the expression
of constraints over events and message exchanges of components. Formally, the logic
is evaluated over a trace i.e. a series of assignments over the variables. LTL extends
propositional logic with the temporal operator X (next) and the temporal operator U
(until). LTL has been extended with past operators in [228]. That extension introduced
Y (yesterday) and S (since) operators. The semantics of such operators is the same
as their future counterparts except that Y is false in the initial state. Although LTL
with operators permit simpler and succinct properties when dealing with the past, it
does not increase the expressiveness of the logic[I7I]. A different result can be shown
for succintness. In fact, it was proven that LTL extended with past is exponentially
more succint than its counterpart without past [240]. Both the model checking and
the satisfiability problem of LTL are known to be decidable, with PSPACE-complete
complexity under both infinite and finite trace interpretations [274), 137].

A known limitation of LTL is that it cannot represent w-regular languages. For
example, in LTL it is not possible to state that a condition holds at even positions.
To overcome these limitations, Property Specification Language (PSL) [I] and System
Verilog Assertion (SVA) [2] were introduced. These logics permit to express omega
regular languages and are extended with syntactic sugar features to be easily employable
in the industry. An in-depth study of this kind of extensions of LTL has been done by
Eisner and Fisman in [I50]. More recent works for user-friendly specifications are the
one used by NASA with FRET [184].

As described in Section [2.5.3] a standard approach for the satisfiability and Model
Checking (recall that Model Checking is trivially reduced to satisfiability and vice-versa)
of LTL properties is the reduction to emptiness checking of automata. In the literature
there are various constructions both using explicit state and symbolic representation.
A complete overview of classical automata construction and model checking of LTL
was presented by Rozier and Vardi in [267]. Overall, the most mature explicit-state
tool is [I45]— which can also be used to ad-hoc transformations of automata e.g., de-
terminization, minimization. However — as noted in [267] — explicit-state approaches
tend to suffer significant scalability issues; moreover, they cannot be used to deal with
infinite-state systems. When dealing with symbolic approaches, the automata construc-
tion (see e.g., [I17, 212] 1T4]) generate an automaton with a property of the form FGp
and then use liveness checking techniques to verify it [76], 200, 116, [44].
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A particularly relevant fragment of LTL is its safety fragment. In [219], Kupferman
and Vardi studied the verification of safety properties and introduced the notion of
informative path to formally characterize computations that violate a safety property.
They also proposed a PSPACE procedure to determine whether a given property is
a safety property. Later, in [223], the same approach was implemented using a BDD-
based algorithm. Notable syntactic fragments of LTL that are safety are SafetyLTL and
full-past LTL, both of which are discussed in Section [2.5.2] Although these fragments
are equally expressive [89], full-past LTL is often less intuitive for expressing properties.
Nevertheless, it has a significant advantage: it allows for the direct construction of a
Deterministic Finite Automaton (DFA), which is not generally possible for SafetyLTL.
This ability to construct a DFA directly is particularly important in the context of the
realizability problem.

Motivated by full past LTL, the authors of [93] introduced a novel safety fragment
of LTL. This new fragment maintains the benefit of direct deterministic construction
while offering a more natural and intuitive syntax for expressing safety properties. When
considering satisfiability instead of realizability, the need for deterministic constructions
is less critical. In such cases, the logic can be translated into a Non-deterministic Finite
Automaton (NFA) and verified using invariant checking algorithms.

LTL can be combined with First-Order Logic to enable reasoning over complex
data and systems [239] 282] 08| [I0T], 176]. In such extensions, LTL is augmented with
functions and predicates, allowing it to express, for example, arithmetic properties [239).
In the general case, the satisfiability and model checking problems of First-Order LTL
are undecidable. It is easy in fact to encode two counters by considering for example the
theory of integers. The decidability of fragments has been studied for example in [I8T]
for LTL(T) and most of the results can be ported to the LTL;(7) case.

A notable example of a quantifier-free First-Order extension of LTL is LTL with
event-freezing functions [282]. This logic introduces the operators QF (“at next”) and
ap (“at last”) to capture values of variables at specific temporal positions. Specifically,
the expression var@F¢ yields the value of var at the next point in time when the
formula ¢ holds, while var@laga retrieves its value at the last time ¢ was true. Although
originally defined for timed systems, this logic has also been integrated into the nuXmv
symbolic model checker [87] with discrete-time semantics.

Building on the classic automata construction for LTL [117],in [I01] it is proposed
a general framework for verifying LTL(7) properties —where LTL is extended with a
background SMT theory 7. A key advantage of this approach is its modularity: it is

theory-agnostic and cleanly separates the construction of automata, the selection of the

47



3.3. Linear Temporal Logic and its extensions

liveness checking algorithm, and the use of the theory solver. A similar strategy has
also been explored in the context of LTL synthesis [263, 264].

LTL has also been extended to the quantified fragment of First-Order Logic (FOL)
called FOLTL, allowing for both theories and variable quantification [214]. This logic
is known to be highly undecidable and in the literature most of the verification tools
are restricted to the quantifier-free fragment e.g [87, [I76]. A newer line of research is

exploring the use of ad hoc automata to represent FOLTL specifications [177].

Finite semantics of LTL Although the standard semantics of LTL is defined for
infinite traces, variations of LTL have been defined to deal with finite traces [137, 152,
151, (168, 262, 24] [111].

In [I37], De Giacomo and Vardi introduce LTL;, a finite variation of LTL with the
same syntax of LTL but interpreted over finite words. While the main operators of
LTL; are the same as LTL over infinite traces, the finite nature of the trace introduces
a new derived operator N(weak next). Intuitively, N¢ holds if either there is not a
next state or ¢ holds in the next state. One of the advantage of LTL; with respect to
the infinite trace semantics of LTL is its simpler verification. As for safety fragments
of LTL, to verify a formula it is not required to reduce to liveness algorithms. Another
interesting aspect of LTLy, is that the logic has more convenient tractability when
dealing with synthesis [302, 301, 138]. The idea is that — as for safety fragments of
LTL- it is possible to reduce the problem to parity games leveraging the reduction
from LTL; to DFA [I38], which are far more tractable than LTL games. The area of
LTL; synthesis is very active with an annual track at the annual synthesis competition
SYNTCOMP [207) has a dedicated track for LTL; synthesis.

As a negative side, LTLy is not a natural formalism for model checking. Intuitively,
properties like response (e.g., G(i — Fo) are satisfied by an STS only when o is valid
if and only if ¢ holds.

Another relevant problem is satisfiability of LTL;. In [136], it is shown a simple
reduction from LTLf to LTL by means of rewriting; the idea is to rewrite the temporal
operators with an additional end variable that is true at the end of the finite trace. This
rewriting corrects previous approaches that left the formula unchanged, interpreting it
over infinite traces that eventually stutter forever. This paper shows that this approach
is in general incorrect, but it holds over a significant pattern of relevant formulae. It
also introduces an automata-based construction for LTL; which directly reduces to
Non-deterministic Finite Automata.

More recent developments produced direct reductions to SAT solving [225] [164].
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In [164], it is shown that various fragments of LTL; can be checked with NP-COMPLETE
complexity instead of the general case of PSPACE-complete. This work leverages these
theoretical results to provide a more efficient SAT reduction. In [225], a Conflict-Driven
LTL; satisfiability checking technique has been proposed. The idea is to tailor a CDCL
SAT like approach to LTLy. Finally, in [178], a reduction to SAT is done via tableaux
construction. Later, the tableaux construction has also been extended to deal with
a First Order extension of LTL; [I76]. Interestingly, that work also shows that First
Order LTL; is semi-decidable, even though, its infinite trace extension is not.

In [152], 3 semantics are studied for LTL: weak, neutral and strong semantics. The
weak semantics considers any formula true when the trace is over. On the contrary, the
strong semantics evaluates the formula as false when the trace is over. Finally, neutral
semantics considers a combination of both semantics. The logic semantics was designed
to represent bounded aspects of verifications such as BMC or Runtime Verification.
Indeed, a similar semantics has been used in the context of Bounded Model Checking
of hyperproperties with synchronous and asynchronous semantics [199, [198]. Recently,
in [I68], an extension of the truncated semantics was proposed for Signal Temporal
Logics [237] with applications in the context of system biology.

A slightly less expressive finite variation of LTL is Mission Time LTL (MLTL) [262]
which is used in the aerospace domain to represents bounded scenarios. This logic
employs a bounded semantics of LTL by disallowing U and all the abbreviated variants
of it. The logics allow to reason only with bounded operators e.g. F<F which can be
reduced to simply using X. A simple reduction to LTL satisfiability has been presented
in [226]. Another simpler reduction to regular-expressions (without Kleene star) has
been more recently proposed for MLTL [156] 294].

Other finite LTL semantic variation come from Runtime Verification [2I]. The
three-valued variation of LTL (LT Ls) [24] extends the evaluation of an LTL formula
considering a third truth value “unknown”. Another extension of finite semantics of
LTL related to this dissertation considers 4 truth values [I11]. The overall idea is that
— given a property with given assumptions — the four possible monitor results are the
following: (i) the current finite trace cannot be extended to an infinite trace satisfying
the assumption, meaning that the execution is “out of model”; (ii) the trace is not out
of model and all suffixes of the trace satisfying monitor can check whether all possible
extensions (assuming that the assumption formula holds) are true. (iii) the trace is
not out of model and all suffixes satisfying the assumption violate the property under
observation. (iv) the trace is not out of model, and it is not possible to determine

whether the property is satisfied or violated yet.
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Asynchronous variations of Linear Temporal Logics Due to the importance of
asynchronous systems, in the literature there were various extensions and applications
of LTL to deal with asynchronous semantics. The most famous one is the Temporal
Logics of Action [221I] (TLA) that enables component based reasoning and introduces
a variation of always G with implicit stuttering of a subset of variables. TLA divides
systems into components and defines each component’s behaviour as a property. TLA
provides an implicit notion of stuttering: when a component does not run, a subset of
its variables defined in the property does not change. Thus, this approach simplifies
the composition of the logic since data persistency is granted by the language itself.
Another relevant work LTL over asynchronous systems is the Temporal Clock op-
erator for LTL [I54]. It extends LTL with a clock operator that restrict the evaluation
of an LTL subformula to the points in which a Boolean variable — denoted as “clock”
— is true. This clocked view can be seen as a projection of the trace over some local
position. Similar views of projection in temporal logics have also been recently em-
ployed in the context of asynchronous hyperproperties [72] (which is discussed in depth
in Section . This logic can be verified via a simple rewriting to LTL; indeed, the
logic is known to have the same expressiveness of LTL. Contrary to TLA, this work does
not provide any compositionality, and it does not assume the stuttering of variables.
However, this generality permits the expression of local properties of components with
shared variables using the clock operator to represent the scheduling of a local compo-
nent. A similar formalism has been proposed in [299] for the verification of multi-clock
systems — distributed systems that are not synchronized and are locally managed using
logical clocks and relating clocks via a clock calculus [238]. A shallower relation can
be found between the clock operator and the more recent at next operator (QF) [282].
Both operators reason over satisfaction over relevant interesting points. In [282], the
evaluation of the operator (QF) is limited to the “next” value while in [I54] the evalu-
ation is local to a complete formula. On the other hand, the framework in [282] allow
reasoning over theories and first-order extensions of LTL while in [154] the framework

is limited to the propositional case.

Metric Temporal Logic Dealing with real-time systems, the most used logic is
Metric Temporal Logic (MTL)[215]. This logic enriches LTL temporal operators with
bounds to constraint time intervals in which the formula must hold. It extends until
and since (for the past case) operators with intervals of R. This logic is strictly more
expressive than propositional LTL. For example, it can express the property “Always

when input is true, the output will be true in at most 5 units of time” (G(input —
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Fo 5 (output)) while LTL cannot.

A prominent and simpler fragment of MTL is Event Clock Temporal Logic (ECTL) [261]
which restricts MTL considering only expressing that some event will occur within a
given time or after a given time. The logic is decidable and represents the logical
counterpart of Event Clock Timed Automata [§].

Another temporal logic extending LTL with time is Timed Propositional Temporal
Logic (TPTL)[9]. It extends LTL with explicit time reasoning and thus, allows time
to be compared similarly to the work in [98]. MTL have also been extended with
parametrized bounds in [T41].

Other logics consider time domains where also variables can be continuous; thus,
they have to deal with derivatives and complex dynamics e.g., [110} 237]. Such logics are
in general harder to verify and their domain of application is Cyber-Physical Systems.

MTL and the other logics dealing with explicit time consider time as a global mono-
tonic variable. However, in real-time distributed systems a model in which time is
local to the components is far more realistic. Distributed Event Clock Temporal Logic
(DECTL)[253] is a logic that extends ECTL considering local skewed clocks instead of
time. This representation of the logic is more realistic since it considers the possibil-
ity that clocks might grow at a different rate. In [252], the timed modal logic ML,
is introduced. In that work, the system was composed of a network of components
with skewed clocks. The same occurs in [291], where TPTL is extended considering
distributed systems with skewed clocks.

These works come with a limitation ([291], 253, 252]): they do not take into account
clock resets. The problem of resets has been studied in [265], where the impact of clock
synchronization have been analyzed in the context of patterns of timed automata. The
major problem of resets is that it breaks the assumption of time monotonicity. For
example, when a clock is synchronized with a value lower than its current. In [86],
the problem of non-monotonicity of time is studied for MTL and TPTL over non-
monotonic words. That work shows the undecidability of such logics but identifies a

decidable fragment of them.

3.4 Hyperproperties

Although LTL and its variations can express relevant properties and behaviours of
systems and components, their expressiveness is limited to properties over a single “ex-
ecution” i.e. an LTL formula represents a set of traces. This limitation does not permit

to reason over information flow properties such as non-interference[186], Observation
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determinism [298|, non inference [243] and diagnosability [270] 65, 49, 85]. To deal
with these kinds of challenges two different formalisms have been proposed: hyper-
properties [122] and Epistemic Temporal Logics [190} 157]. Both formalisms are able
to reason over multiple executions of the same systems. Epistemic Temporal Logics
considers a knowledge operator K that introduces an implicit quantification over the
traces. On the other hand, hyperproperties usually achieve that through an explicit
quantification over traces. For what regards Epistemic Temporal Logics, works have
studied both information-flow problem [14] and the diagnosability problem in various
forms [65] [173]. Other works in the context of diagnosability employ ad-hoc techniques
such as and looking for ribbon-shaped paths [70, 49]. Recently, the problem of diagnos-
ability has also been studied in [300], where the authors introduced various patterns in
HyperLTL [120] and considers also weak variations of diagnosability [85] that require
additional existential quantification.

In [71], the author compare HyperCTL* [120] with KCTL* (the epistemic extension
of CTL*) and show that the two logics have different expressiveness, and, to fix that,
they propose an extended formalism that generalise both under synchronous semantics.

In the realm of model checking for finite-state reactive systems, several temporal
logics for hyperproperties have been introduced [143] 120, [71], 260, 161, 124], [188], many
of which ensure decidable model checking. Notable examples include HyperLTL[121],
HyperCTL*[121], HyperQPTL[260, 124], and HyperPDL—AJI8§|. These logics extend
classical temporal frameworks—LTL, CTL*, QPTL[275], and PDL[I66], respectively—
by incorporating explicit first-order quantification over traces, enabling reasoning over
multiple execution traces simultaneously.

All of these logics adopt a synchronous semantics, where temporal modalities are
evaluated in lockstep across the traces bound to quantified trace variables. Additional
synchronous hyper logics have been developed through alternative formalisms, such as
hyper variants of monadic second-order logic over traces or trees [124], and via team
semantics applied to standard temporal logics like LTL [216], 234] 288|.

Within the linear-time setting, the logic S1S|E|[124] (and its first-order fragment
FO[<,E|[163]) extends the classical monadic second-order logic of one successor (S1S)
by introducing the equal-level predicate E, which allows comparison of positions across
different traces. More recently, an extension of HyperLTL incorporating second-order
quantification over traces has been proposed [40], enabling the expression of common
knowledge in distributed multi-agent systems. However, similar to SIS[E|, this exten-
sion results in highly undecidable model checking problems [40].

Hyperproperties have also been defined for other extensions of LTL. In [5], prob-
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abilistic hyperproperties (HyperPCTL, HyperPCTL*) that extend respectively PCTL
and PCTL* with trace quantification. In [64], hyperproperties have also been defined
for metric temporal logic. In that work, the authors restricted the verification of Hyper-
MTL to the verification of untimed HyperLTL. Similar works have also been proposed
for timed hyperproperties considering parametric timed extensions of CTL [290] and
hyper extensions of STL [250]. Finally, in [I82], a variation of HyperLTL for finite
traces was introduced; to deal with the issue of having traces of different lengths, this

work extends the shorter trace with padding transition.

Asynchronous Hyperproperties Hyper logics supporting asynchronous features
have been introduced recently [189] 20] [72]. These logics allow relating traces at distinct
time points which can be arbitrarily far from each other. Asynchronicity is ubiquitous in
many real-world systems, for example, in multithreaded environments in which threads
are not scheduled lockstepwise, and traces associated with distinct threads progress
with different speed. Asynchronous hyperproperties are also useful in information-flow
security and diagnosability settings where an observer cannot distinguish consecutive
time points along an execution having the same observations. This requires to match
asynchronously sequences of observations along distinct execution traces. The first
systematic study of asynchronous hyperproperties was done by Gutsfeld et al. [I89], who
introduced the temporal fixpoint calculus H,, and its automata-theoretic counterpart
for expressing such properties in the linear-time setting.

More recently, three temporal logics |26, [72], which syntactically extend HyperLTL,
have been introduced for expressing asynchronous hyperproperties: the logic Asyn-
chronous HyperLTL (A-HyperLTL) [26] and Stuttering HyperLTL (HyperLTLs) [72],
both useful for asynchronous security analysis, and Context HyperLTL (HyperLTLc) [72],
useful for expressing hyper-bounded-time response requirements. A-HyperLTL, which
is expressively incomparable with both HyperLTL and HyperLTLs [72], models asyn-
chronicity by means of an additional quantification layer over the so called trajectories
which control the relative speed at which traces progress by choosing at each instant
which traces move and which traces stutter. On the other hand, the logic HyperLTLg
exploits relativized versions of the temporal modalities with respect to finite sets I' of
LTL formulae: these modalities are evaluated by a lockstepwise traversal of the sub-
traces of the given traces which are obtained by removing “redundant” positions with
respect to the pointwise evaluation of the LTL formulae in HyperLTL. On the same
line, in [37], the ObsHyperLTL logic is defined. This logic can extend trace quan-

tification with local predicates that mark relevant points in the trace. This logic is
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decidable and resembles the decidable fragment of HyperLTLs. A comparative study
on the expressiveness of these logics has been introduced in [73].

Finally, in [22], the formalism of Hypernode Automata is introduced. This formal-
ism considers both finite traces and asynchronous systems. However, the formalism is
conceptually different from the logics presented above. In particular, it expressively
incomparable with H,, which is known to subsume HyperLTLs and HyperLTLc. The
formalism allows defining relevant asynchronous hyperproperties and has decidable ver-

ification problem.

Model Checking of HyperLTL The HyperLTL model checking problem has been
studied following various approaches. In [120} 162] the authors define an automata-
based construction for HyperLTL. For the quantifier-alternation free fragment of Hy-
perLTL, this approach reduces to self-composition of the system [20] and LTL model
checking. The self-composition approach has been successfully implemented in MCHy-
per [162], which reduces the verification problem to the efficient technique symbolic
model checking. An advantage of this approach is that it can indirectly benefit from
any improvement in the verification of trace properties. For instance, when considering
HyperLTL model checking without quantifier alternation. One can apply composition
and then use state-of-the-art model checking approaches for LTL such as rlive [297].
In contrast, AutoHyper [3§] implements the automata-based construction using an ex-
plicit state approach via language inclusion using inclusion checkers such as Spot [145].
AutoHyper can handle in general any type of HyperLTL formula, independently of the
amount of quantifier alternations or temporal nature of the formula. However, due to
its explicit state nature, AutoHyper does not scale very well with the size of the system.

Another line of work for verifying HyperLTL was introduced by Coenen et al. [125],
who proposed a game-based approach for proving V3 properties using strategies. In this
technique, verification is framed as a game between a universal trace and an existential
trace. The strategy for the existential trace can either be provided by the user or syn-
thesized automatically, which in [125] is searched using a bounded approach. Because
the existential trace is allowed to observe the entire execution of the universal trace,
the method requires the use of prophecy variables to anticipate future behaviours. This
approach was implemented in an extended version of MCHyper. Subsequently, [36]
shows that completeness of this technique can only be guaranteed when using w-regular
prophecy variables. The authors provide a constructive proof of this result and imple-
mented the improved technique in the tool HyPro [36]. The approach has also been

applied to asynchronous hyperproperties in [37], where predicate abstraction was used to
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handle infinite-state systems. The game-based verification method was adapted to syn-
chronize traces at designated observation points, enabling reasoning over asynchronous
executions. Moreover, in this setting, the approach applied predicate abstraction using
a given set of predicates, without providing an automated CEGAR procedure to refine
them.

In [199], the authors introduce a Bounded Model Checking (BMC) technique for
HyperLTL, extending the classic BMC approach [45] to support quantified formulae
using QBF solvers. Currently, this technique is implemented in a tool called HyperQB.
Unlike the original BMC framework, this method does not support looping conditions
and instead adopts a finite semantics akin to the truncated semantics used in LTL [152].
This occurs because looping conditions with quantifier-alternation become very quickly
intractable via QBF solving. Therefore, in [200], the authors tackle down this limitation
by means of induction. They focus on proving validity of V3.G¢ property and 3V.¢
properties through inductive simulation reasoning. The approach tries to check if a
form of inductive simulation holds. This approach resembles an adaptation of the proof
obligation of the inductive invariants in the context of hyperproperties. This line of
work has also been extended to deal with asynchronous hyperproperties [198]. The
target logic in that case was A-HLTL [27].

Recent advances have introduced specialized techniques to address the verification
of software systems. In [129], symbolic execution is leveraged to efficiently discover
counterexamples to asynchronous V3 hyperproperties in software. Other approaches
extend classical Hoare logics to reason about V3 hyperproperties as well [34] [134].

In [284], an extended form of Constraint Horn Clauses (CHCs) [50] was proposed for
the verification of relational properties—specifically, V3 hyperproperties—over software
programs. A more recent advancement is presented in[204], where CHCs are applied
to verify ObsHyperLTL [37]. This CHC-based technique has demonstrated improved
efficiency compared to traditional game-based approaches. As such, CHCs represent a
promising direction for future research in the verification of HyperLTL.

Another line of work investigates the use of abstraction for the verification of Hy-
perproperties with quantifier-alternation [I87]. The idea is that, while classical works
for trace properties can apply over-approximations of the system (e.g. [281]), in this
case it is required to apply both over-approximation and under-approximation at the

same time.
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Veritying Trace Properties

o7






Chapter 4

Verifying LTL modulo theory over

finite and i1nfinite traces

In Chapter [I, we outlined the key challenges of verifying complex systems, especially
in the presence of rich data domains and intricate temporal properties. This chapter
builds upon that foundation by extending classical model checking techniques for Linear
Temporal Logic (LTL) to the more expressive and demanding setting of LTL modulo
background theories (LTL(7)). Our aim is to adapt and generalize symbolic automata-
theoretic approaches to handle both infinite and finite traces in this context, while also
addressing scalability. To this end, we introduce a specialised invariant-based algorithm
that supports fragments beyond standard safety properties, leveraging the notions of
relative safety and relative liveness. This contribution forms a step toward a unified,
efficient, and theory-aware verification methodology. To situate our contribution within
the broader verification landscape, we recall the key ideas behind temporal logics and
symbolic model checking. This overview serves to highlight the challenges and opportu-
nities that arise when extending these classical techniques to the richer setting of LTL

modulo theories.

Temporal logics are a fundamental area of computer science, for their ability to
represent properties of the behaviours of complex dynamical systems. Application
fields include requirements analysis [52, [109], formal verification [I3|, reactive synthe-
sis [53, [160] 04], agent-based systems [167], planning [84], contract-based design [112],
robotics [I58], runtime verification [25, 111], and test case generation [197]. In the field
of design of complex systems (e.g. hardware, software and cyberphysical), key problems
are satisfiability, validity, and model checking of temporal logic formulae. Satisfiabil-

ity and validity allow checking the properties of requirements formalized as temporal
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formulae, and to prove contract refinement. Model checking is used to show that a
system, modeled as a transition system M, satisfies the requirements, formalized as a
temporal formula ¢. The paradigm of Linear Temporal Logic (LTL), originally pro-
posed in [257], has become over the years a de facto standard [285], if compared to
branching time temporal logics [83]. In the seminal works on finite-state model check-
ing, LTL is propositional, and interpreted over infinite traces. The basic idea in LTL
model checking is to tackle the problem M |= ¢, where M is a transition system and ¢
an LTL formula, by checking whether all (infinite) execution traces of M satisfy ¢. The
automata-theoretic approach provides an elegant solution to reduce reasoning about
LTL to the fair reachability problem [179]. This is done by constructing an automaton
M-, that accepts the traces violating ¢. If the language of the product M x M_, is not
empty, we have a counterexample to the original problem. We assume that M-, is a
degeneralized Biichi automaton, i.e. it has a single acceptance condition —¢, sometimes
referred to as the fairness condition.

One of the main advantages of the automata-theoretic approach is that one can
focus on conceiving specialised algorithms for the pattern FGgq, which is the dual of
fair reachability. Thus, for example, efficient algorithms such as the nested depth-first
search of [196] 130] have focused on finding or proving the absence of (infinite) traces
that visit —q infinitely often.

We focus on a symbolic verification paradigm: following [117], both the system
model and the automaton are represented as symbolic transition systems described by
means of logical formulae. Popular approaches include Bounded Model Checking [46],
liveness to safety [44], and k-liveness [116] (refer to Section [2.6| for a detailed overview
of these approaches).

Several extensions and variants of LTL have recently gained significant interest.
First, we consider LTL interpreted over finite traces, as in LTL; [I37, 302, [1I]. This
interpretation has the advantage that the analysis can be restricted to sets of finite
traces (albeit of unbounded length), in contrast to the search for counterexamples of
infinite length. Thus, the model checking problem M |=; ¢ is focused on proving that
all finite traces of M satisfy . The automata-theoretic approach in this case builds an
automaton M-, over finite traces, with a final condition —¢ so that M |=; ¢ if and only
if =g cannot be reached in M x M_,. This is equivalent to the LTL; pattern Gg¢ and
analogously to the case on infinite traces, specialised algorithms for invariant checking
can be used.

Another interesting semantics presented over finite traces is the one proposed by

Eisner and Fisman in [152] [168], which provides a three-view semantics in which finite
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traces can be interpreted weakly, neutrally or strongly. The weak semantics resembles
the idea that a violation has not been found yet. Intuitively, this semantics corresponds
to the semantics of bounded model checking when no loops are involved.

In general, the interpretation over finite traces is closely related to the semantic
notion of safety languages [219], defined under the infinite trace interpretation, where a
formula can be decided by simply looking at finite prefixes. The identification of syntac-
tic safety fragments of LTL is particularly relevant because it opens up the possibility
of using invariant checking instead of liveness checking algorithms, hence completely
disregarding the notion of fairness. In [194], Henzinger introduced the notion of rela-
tive safety and relative liveness, which extend the standard definitions considering an
assumption property. For example, a property ¢ is safety relative to an assumption «
if any counterexample to ¢ satisfying a has a bad prefix. This is the case for example
of a bounded response property that states that every request is followed by a response
within ¢ time units: this property is safety relative to the assumption that requires ¢
time units to always eventually elapse (i.e., avoiding Zeno executions).

Second, we consider the case of LTL modulo theories, LTL(T) [100], where atoms
are not limited to Boolean variables. Rather, temporal formulae are built over first-
order atoms interpreted with respect to a background theory, following the Satisfiability
Modulo Theories [18] paradigm. The problem is particularly relevant and challenging
when the first-order atoms can constrain the current and next value of individual vari-
ables like in the formula G(v" > v), where v’ represents the next value of v. This opens
up the possibility to model transition systems with state defined by arrays, integer-
and real-valued variables, and complex, nonlinear dynamics, and to represent timed
automata, hybrid automata, software, and their combinations. We remark that in the
infinite-state case, differently from the finite state case, when a property is violated
there is no guarantee that a lasso-shaped counterexample « - 5% exists. This makes the
reduction to invariant checking even more appealing, when possible, because it avoids
the analysis of infinite traces, and supports the use of practically effective invariant
checkers such as [102, 195], 213], 210].

This chapter details the model checking of trace properties over finite and infinite
traces by adapting well-known automata constructions for LTL [117] and safety LTL [219]
to LTL modulo theory. Moreover, we generalize safety reductions to deal with com-
monly used semantics of finite traces of LTL [137] proposed by De Giacomo and Vardi
Finally, we introduce the model checking of fragments larger that SafetyLTL via a re-
duction to invariant exploiting the notion of relative safety and relative liveness — both

defined by Henzinger in [194]. First, a direct reduction is given assuming specific struc-
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ture of the formula and the automaton; then, we also show a loop-based construction

to deal with relative-safety LTL(7") formula in a generic context.

Contributions In summary, the contributions of this chapter are the following:

e A unified view of the automata construction for LTL modulo theory with both

finite and infinite semantics.

e An open-source Python library that reduces LTL(7T) to liveness and LTL(T)
to safety, with benchmarks from the literature covering both logics in VMT-LIB

format.

e An algorithmic reduction of non-safety properties to invariant checking exploiting

the notion of relative safety [194].

The contributions presented in the first part of this chapter (Section[4.1]and Section
are an extended version of the work presented in [57] conjoined with the definition of
truncated weak semantics adapted from [62].

For what regards the second part (Section , most of the contribution presented

have been introduced in [58]. Some minor results have been introduced in this thesis.

The work presented in this chapter is the result of a collaboration with Alessandro
Cimatti, Alberto Griggio, Stefano Tonetta and Marco Zamboni. The first part of this
work was a joint collaboration with Alessandro Cimatti, Alberto Griggio and Stefano
Tonetta; the PyVMT tool [258] was already under development, and the author of
this thesis only marginally contributed to its implementation. The second part of
this chapter was mainly done by the author in collaboration with Alessandro Cimatti,
Stefano Tonetta and Marco Zamboni, which contributed in the implementation of the

automata-based construction in nuXmv [87].

Outline The rest of the chapter is organized as follows. In Section 4.1} we present LTL
modulo theory over finite and infinite traces; in Section [£.2] we present an adaptation
of the automata-theoretic approach of LTL and LTLy to LTL(7) and LTL(7); finally,
in Section [4.3} we study the notion of relative safety [194] for fragments of LTL(T) to

improve model checking scalability.
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4.1 LTL Modulo-Theory over infinite and finite traces

In this section, we consider LTL [257] extended with past operators [229] as well as first-
order atomic formulae. The language LTL(7) is parametrized by a first-order theory 7.
Given a set of variables V', the atomic formulae are built over the predicate, function,
and constant symbols of ¥ and the variables in V UV’ where V' represents the value
of V in the “next state”, after an execution step, as formalized below in the semantics
subsection.

Formally, we define LTL(7) extending the propositional definition of Section

with possibly finite semantics and to support predicates, and terms.

Definition 4.1 (LTL(T) Syntax) Given a first-order theory T and a set of variables
V', LTL(T) formulae ¢ are defined by the following syntaz:

@:=T|L]|Pred(u,...,u) | ~¢loAp| Xp|oUgp| Yo | eS¢

u :=const | v | func(u,...,u) |

where Pred is a first-order predicate, func is a first-order function, const is a constant
value of the theory, v is a variable and v’ is the function counterpart of X also denoted

as next.

The logic LTL(7) has the same syntax as LTL(7). When M is empty and V' is a set
of Boolean variables, the logic coincides with the usual propositional case introduced
in Section 2.5

To avoid repetitions, we give a uniform definition of the semantics of LTL and LTL
given a trace in L(V') U L, (V). To do so, we introduce the following notation. Given
i+1 < |o| (o; is not the last state), we define o (i) as the assignment o (i) -o’(i +1). If
i+1=|o| (0(i) is the last state), we define o7 (i) as the assignment that assigns every
variable v € V' to o(i)(v) and every variable v" € V' to a default value d in the domain
of M.

In the following, we define the semantics of LTL(7) considering as well its finite
semantics (LTL(7)).

Definition 4.2 (LTL(7) and LTL;(7) Semantics) Given a structure M and a trace
oec LMV)U E?A(V), the semantics of a formula ¢ is defined as follows:

e oo MiET
e o, M i |
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e 0, M,i = Pred(uy,...,u,) iff (67(i), M) = Pred(uy, ..., u,)
e o, M,i =1 ANy iff o, M,i f= @1 and o, M, i |= @
i 07M7i|:_'§0 ZﬁO’,M,ZI}&QO

e 0, M,i = o1 Uy, iff there exists k,i < k < |o|, such that o, M,k |= @2 and for
all,i <l <k,o, M,l =

e 0, M,i |= ¢ 1Sy, iff there exists k,0 < k < i, such that o, M,k |= @9 and for all
Lk<l<io  M,lE ¢

e o, M, i Xp iffi <|o| ando, M,i+ 1 ¢

e oo MiE Yy iffi>0and o, M,i—1F¢

The interpretations of terms o™ (i) is defined as follows:

o oM (i)(const) = constM

o cM(i)(v) = s;(v) ifvEV

o M) (func(us,...,uy)) = func™(a™M(i)(uy),. .., o™ () (uy,))
Finally, we have that o, M = ¢ iff o, M,0 = ¢.

LTL(T) and LTL(7) formulae are evaluated by a structure M € My and respectively
infinite and finite traces. We use the standard abbreviations defined in Section 2.5

We remark that the choice of evaluating the next value of a variable on the last
state of a trace to a default value is arbitrary, and any other choice has pros and cons.
To avoid ambiguity, it is better to guard the use of next variables with X T so as to
enforce the existence of the next state (e.g., G(XT — v' = const)).

In the following Section, we will use the following rewriting to ensure that the
next variables occur in this form. Let norm(y) be the formula obtained from ¢ by
substituting every atomic formula p with (XT A p) V (=XT A p[V'/d]), where p[V'/d]

means that every occurrence of v" € V' in Pred is replaced by the default value d.

Theorem 4.1 ¢ and norm(p) are equivalent.
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Proof: Let o be a trace € L(V) U L4, (V') where M is a first-order structure.

Forall 0 <i <|o|:0,i = ¢ < 0,i = norm(¢).

The statement easily entails the theorem. We prove it by induction on the structure
of the formula. We ignore the cases with infinite trace because they trivially hold (X T
is always true for infinite traces).

Base case: ¢ = p.

o, M,i |Enorm(p) < o, M,i = (XTAp)V(=XTAp[V’,d]). We consider two cases:
if i =|o| —1 and i < |o| — 1. In the first case 0, M, i = norm(p) < o, M, i = p[V’,d].
Since ¢ is the last point of the trace, the assignment of the dotted variable is provided
using the default d value for each variable; therefore, o, M, i |= norm(p) < o, M, i = p.

If ¢ is not the last state then o, M, 7 = XT which simplifies the formula to p itself
completing the proof.

Inductive case: all the inductive case follows from trivial application of induction. [J

Weak Truncated Semantics We now introduce an alternative semantics for LTL(7)
based on the truncated semantics of LTL defined in [152, [168]. This semantics is tai-
lored for both finite and infinite traces. For what regards infinite traces, the semantics
is identical to the standard one. When we reason over finite traces, the predicates are
interpreted “weakly” i.e. all the predicates are evaluated as true at the end of the trace
(position |o|). This kind of semantics is useful when reasoning of prefixes of executions
such as in Bounded Model Checking of Runtime Verification (see Chapter (3| for a more
in depth discussion of finite semantics of LTL).

Another important difference between the standard semantics of LTLy, LTL;(T),
and the truncated semantics lies in the negation. When a formula is negated the in-
terpretation passes from weak to strong and vice versa. Therefore, a negated formula
—¢ is satisfied with weak (strong) semantics if and only if ¢ is not satisfied with strong
(weak) semantics. This means for instance that a proposition P is evaluated as true
at the end of a trace (position |o|) independent of the polarity of its variables. These
different semantics are denoted as ;- for weak semantics and as |4+ for strong se-
mantics; moreover, we use [=;sqn to refer to both interpretations. For what regards the
difference with LTL;(7), LTL¢(7) requires finite traces to satisfies eventualities i.e.
o = Fp iff at some point in the trace p is satisfied while with truncated semantics Fp
is always satisfied.

Since the original Truncated LTL did not contain past operator, we introduce them

here; the semantics of Y with truncated semantics is a bit subtle because it must take
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into account the fact that the formula can be interpreted outside the range of the trace.
The original truncated semantics guarantees that, any formula evaluated after |o| is
true. However, if we evaluate Yp at position |o| considering the standard semantics,
we would lose that property. Therefore, in our setting, Yp is always evaluated as true
at the end of the trace with weak semantics. On the negative side, doing that we lose
the equivalence ¢ = XY¢ that you have in the infinite trace semantics (note that in

LTL; this equivalence does not hold).

Definition 4.3 (Weak semantics of LTL(7)) Given a structure M and a trace o €
LV)YULY(V), the weak semantics of a formula ¢ is defined as follows:

o 0, M,i =4 Pred(uy, ..., u,) iff |o] < i or (ot (i), M) | Pred(uy, ..., u,)
e 0, M,i =4+ Pred(uy,...,u,) iff |o| > i and (o7 (i), M) = Pred(uy, ..., u,)
o 0, M, i o1 Ao iff o, Mi Eysan 1 and o, M, i Esen o

o o, M, i = v iff o, Mt e

o 0, M, i =+~ iff o, M, -

o 0, M,i =psan 01 Ugy iff there exists k > i,0, M,k |Eson @2 and for alll;i <1 <
k) g, M7 l ):tsg” Y1

o 0, M,i =~ p1Sps iff i > |o| or there exists k < 1,0, M,k =1 v and for all I,k <
l S /L.,O-7M,l ):tsgn ('01

o 0, M,i =+ p1Sps iff i < |o| and there exists k < i,0, M,k |=4- @2 and for all I,k <
l S i,O’,M,l }:tsgn 801

1 d O-aMai Iztsgn XQO ZﬁO‘,M,Z—'—l ):tsgn @
o o, M,il=- Ypiffi>|o| ori>0and o, M,i—1}=- ¢
e oo Mil+ Yo iff 0 <i<|o| and o, M,i—1 4+ ¢

where sgn € {—,+} and pred™ is the interpretation in M of the predicate in Y.
The interpretation of terms o™ (i) is given as for standard LTL(T).
Finally, we have that o, M |=; ¢ iff 0, M,0 =4 .
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4.1.1 Satisfiability and Model checking modulo theories

The problem of LTL [resp., LTLy | satisfiability modulo theory is the problem of deciding
if, given a formula ¢, there exists a structure M and an infinite [resp., finite| trace o
such that (o, M) = ¢. As usual, the dual validity problem is the problem of deciding
if, given a formula ¢, for every structure M and infinite/finite trace o, (o, M) = .

In model checking, a temporal property ¢ of an STS M = (V, I, T) is specified over
aset V,, C V of variables. A finite or infinite trace o of M defines a corresponding trace
oy, over V,, given by the projection of the assignments of o on the subset of variables
V.

Given an LTL [resp., LTL; | formula ¢, the LTL model checking problem is the
problem to check if M |= ¢ [resp., M =5 ¢|, ie., if, for every structure M and every
infinite [resp., finite| path 7 of the STS M, M, |= ¢.

The validity and model checking problems are equivalent in the sense that one can

be reduced to the other and vice versa:

Theorem 4.2 [f ¢ is an LTL formula over the variables V', ¢ is valid in LTL(T) [resp.,
in LTL¢(T) | iff My = ¢ [resp., My [=¢ ¢/, where My is the universal model defined
as My = (V, T, T); vice versa, given an STS M = (V,1,T) and an LTL formula ¢
over V, M = ¢ [resp., M =¢ o] iff { N G(XT = T)) — ¢ is valid in LTL(T) [resp.,
in LTL(T) |.

Note that (I A G(XT — T) — ¢ can be simplified to (I A GT') — ¢ in the case of

infinite traces.

Proof: [From validity to model checking:| To prove the equivalence between the model
checking of universal model My and the validity, we show that the set of infinite (resp.
finite) traces of My is equal to LM(V) (vesp. Lpin”™'(V)).

Let Q = L(My) and Qf = Lpin(My). Q = L(V) and Q; = L, (V)

We split the proof in two parts using set inclusion: one direction is trivial () C
LMV) and Q; C Ly, (V) since the traces of My are all traces over V.

We prove the other direction by w.o.c. considering an infinite (resp. finite) trace
o (o) st. o € LMV) (0 € Lyp(V)) and 0 ¢ Q (0! ¢ Q). Since o (¢') is not
a trace of My then either o(0”),0 = Iy or for all 0 < i < |o|(]o’]) — 1 o(0’) & Ty.
Since Iy =Ty = T from the semantics we obtain that no trace violates T by definition
contradicting the claim. Therefore, as expected the universal model contains all the

traces over V proving the mapping from validity to model checking. Il
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4.1. LTL Modulo-Theory over infinite and finite traces

Proof:

(=)

[From model checking to validity:|

— We want to prove that: M = ¢ = I A GT — ¢ is valid over LTL(T). By

contradiction, we say that M = ¢ and I AGT — ¢ is not valid over LTL(T).
Which means that there is an infinite trace o that violates the formula i.e.
o | I NGT N —¢. However, by satisfaction we derive that ¢,0 |= I and for
alli > 0:0,i =T from which we derive that ¢ is a trace of M; however, by

assumption the infinite traces of M satisfy ¢ (contradiction).

We want to prove that: M =y ¢ = I A G(XT — T) — ¢ is valid over
LTL(T).

By contradiction, we say that M = ¢ and IANG(XT — T') — ¢ is not valid
over LTL;(7). Which means that there is a finite trace o that violates the
formula i.e. 0 I ANG(XT — T) A ~¢. However, by satisfaction we obtain
that 0,0 =1 and for all i < |o| —1:0,i = XT — T. We can simplify the
latter one as for all i < |o|—1: 0,i |= T since XT holds when i < [o] —1. As
for the case with infinite traces we obtain that o is a trace of M ending up
with a contradiction. It should be noted that without XT a finite trace o
disproving the property could have existed; indeed, the XT guard is crucial

for the correctness of the theorem.

We want to prove that: I A GT — ¢ is valid over LTL(T) = M | ¢. By
contradiction we say that I A GT — ¢ is valid over LTL(7") and there is an
infinite trace of M violating ¢. If immediately follows that being a trace of
M satisfies I in the initial state and 7" at each transition; thus contradicting

the claim.

We want to prove that: I A G(XT — T) — ¢ is valid over LTL;(7) =
M=y .

By contradiction we say that I AG(XT — T') — ¢ is valid over LTL(T) and
there is a finite trace of M violating . If immediately follows that being
a trace of M satisfies I in the initial state and 7" at each transition which
formally means: 0,0 |=¢ [ and for all 0 < ¢ < |o| — 1 0,7 = T. Since XT
is valid iff i < |[o] — 1 then for all 0 < i < |o| —=1:0,i | XT — 7. From

which we show the contradiction.
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Another important relation exists between the propositional and SMT case. Let P,
be the set of atomic predicates that occur in the formula norm(p). Let us consider a
set ‘Zp containing one fresh Boolean variable v, for each predicate g|in P,. Let ¢ be
the propositional formula obtained from ¢ by substituting every predicate p with v,,.

Given a trace o over the variables V', we define the trace ¢ over the Boolean variables
V,, as follows: for all 4, 0 < i < |o|, 6(i)(v,) = T iff 0,7 = p. Let 0° = 0 - & be the

composition of o and 4.

Theorem 4.3 (From Propositional to SMT) ¢ and ¢ A (/\,cp,
uisatisfiable LTL(T). ¢ and norm(p) A (N\,ep, vp <> p) are equisatisfiable LTL(T).
More specifically, for every infinite trace o, o = ¢ iff 0 = @A (APGPso v, <> p); and for
every finite trace o, o |= ¢ iff 0¢ = norm(p) A (/\pEPg; vy 4> D).

v, <> D) are eq-

Proof: [sketch| The proof follows straightforwardly the recursive definition of formu-
lae. The only interesting case is the case in which ¢ is finite and ¢ = p is atomic. For
all i, 0 <i <|o|, o,i =piff 0= (XT Ap) VvV (=XT Ap[V’'/d]), which follows directly
from the semantics of LTL (7). O

Moreover, if the atomic formulae do not contain the “next” variables, the satisfiability
problem can be trivially reduced to the propositional case, by creating an equisatisfiable
propositional LTL/LTL; formula with quantifier elimination applied to 3V. A . P, (vp >
p). In particular, this can be computed with the ALLSMT procedure [220].

As mention in Chapter [3, in the propositional case, the satisfiability and model
checking problems of both LTL and LTL; are PSPACE-complete [274] 37| while in the

general case they are both undecidable.

4.1.2 Relation Between Safety and Finite Semantics

In this section, we show how to reduce relevant fragments and semantics of LTL(7) to
the LTL,(7) semantics via a very simple rewriting.

We enstablish a relation between the notion of bad prefiz (see Definition and
the notion of finite trace satisfiability (}=). In particular, we say that a finite trace is a
bad prefix for a SafetyLTL(7) formula if the same formula rewritten replacing positive
occurrences of X with N is satisfied under the LTL¢(7) semantics. The intuition behind

this requirement is that, over finite traces, SafetyLTL formulae are prefix-closed if X

Tt should be noted that we create distinct variables for the same predicates if it occurs with different
terms.
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4.1. LTL Modulo-Theory over infinite and finite traces

occurs only negatively (by prefix-closed we mean that if a finite trace satisfy ¢, then all

its prefixes must satisfy it as well).

Theorem 4.4 (Bad prefix SafetyLTL(7)- LTL/(7) relation) Leto be a finite trace
and ¢ be a SafetyLTL(T) formula.

o is a bad prefix of ¢ iff o =y Saf2F ()

where Saf2F(p) = o[ X/N| ensures that every positive occurrence of X in ¢ get re-

placed with positive occurrence of IN.

Proof: We exploit the notion of informative prefix [219] relating the notion of bad
prefix with a mapping L : N + 25%) mapping positions in o to subformulae of ¢
satisfied at that point of trace (see Definition [2.13). We show that each subformula of
the informative prefix is satisfied by any continuation of the bad prefix ¢ if, and only if

o satisfy with LTL; semantics the rewriting.

(=) Since o is a bad prefix for ¢, there is a mapping L : N — Sub(y) defined as in
Definition We can observe that =Saf2F(¢) and —p are equivalent under

the infinite trace semantics. Thus, we will use =Sa f2F (p)

We prove by induction that for each 0 < i < n, for each ¢ € Sub(—y), 0,i =y
Saf2F(v).

Base case:

The base case considers all the propositions (recall that SafetyLTL is presented in
NNF, this proof would also work if they were expressed without this restriction).
Since all the traces extending o oo“,i = p then, by the finite semantics, also

0,1 = p. The same reasoning holds for the negation as well.
Inductive case:

For the inductive case, we recall that, besides the negation occurring initially in
~Saf2F(p) the subformula is in NNF. Since L provides a semantic representation,
without loss of generality, we consider —p in negation normal form. Therefore,

we can assume that there are no occurrence of R and N.

— (X): X¢ € L(7) iff » € L(i + 1). Therefore, by induction ¢ + 1 < |o| and
0,1+ 1 ¢ 1, from which we obtain that 0,7 |=§ X1).
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Chapter 4. Verifying LTL modulo theory over finite and infinite traces

— (U): 1 Uthy € L(i) iff either o9 € L(3) orif ¢y € L(i) and ¢y Uty € L(i+1).
If o € L(i), then 0,7 = ¢ by induction thus implying that o, = @1 U ¢s.
Otherwise, ¢; € L(i) and ¢1 U g € L(i 4+ 1). Since L(|o|) = @, there must
be a point i < k < |o| s.t. @9 € (k) and for each i < j < k: ¢; € L(j). By
induction, we obtain that there is i < k < |o| s.t. 0,k =; @2 and for each
i < j<k:o,j s 1, which is exactly the semantics of until over finite

traces.
— (V/A): This case follows trivially by induction.

— S/Y/Z/T: We omit past proofs for brevity, they can be seen as simpler

version of their future counterparts.

(<) The other direction is specular. One can create an equivalent mapping considering

the semantics of LTL; and from that apply the same reasoning.

g

This relation is very important to keep an equivalence between the model checking
problem of finite and the infinite semantics in the safety fragment. From Theorem [4.4]

we obtain the following model checking reduction result.

Corollary 4.1 (SafetyLTL to LTL; reduction) Let M = (V,I,T) be a deadlock-
free STS and let ¢ be a SafetyLTL(T) formula.

M = ¢ iff M |=p Saf2F(p)

Similarly, we can extend the result to the weak and strong semantics |=;-, =4+ by

also weakening until operator (strengthening release operators):

Theorem 4.5 (Relation between Weak and LTL,(7) Semantics) Let o be a fi-

nite trace violating an LTL(T) formula ¢ with the weak semantics i.e. o - @.

o Ei- p iff o = Weak2F (@) and o =+ ¢ iff o =5 Str2F (p)

where Weak2F (¢) = (¢[U/W|[X/N],
Str2F () = ¢[W/UJ[N/X]

Proof: We can prove the theorem by induction of the structure of the formula con-
sidering both cases |=4-, =+. We observe that = Weak2F (p) = Str2F(—p) and vice
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versa; thus, it is sufficient to consider the negation to deal with the derived operators
W and N.

Formally we prove that for each 0 <i < |o| : 0,1 = ¢ iff 0,7 |=f Weak2F () and
0,1 = @ iff 0,0 |=p Str2F ().

Base case trivially follows from the notion of satisfiability of both semantics in the

points before |o| — 1.

o (- X)oyil=- Xuiff o,i+1 = 9. If i <|o| — 1, by induction o,i+ 1 =~ 9
iff o,i+1 =~ 9. If i = |o| — 1 then we know that, by weak semantics o, = X1).
From which we derive that o,i =~ X¢ iff i = |o] =1 or 0,i +1 =5 o iff
o.i =5 Nob.

e (=+ X) This case is specular, any formula is false if evaluated after |o| — 1, and
X is false at the end of the trace with LTL; semantics.

o (- U)o,i- pr Upgiff thereisak > is.t. 0,k = poand foralli < j < k:
0,7 Ei- ¢1. Since each formula is satisfied at the end of the trace, we obtain that
it holds iff [there is an ¢ < k < |o| such that o,k 4~ 9 and for all i < j < k
0,7 - ] or for alli < j < |o|: 0,7 = ¢1. By induction, we obtain the exact

semantics of weak until.

e (=4 U) As the previous case, with the difference that here o, |o| K+ 9, and
thus, you can reduce to standard until with LTL;.

e (/=) Follows from induction and satifiability semantics.

e (Y/S) The semantics of the past is identical when the formulae are interpreted
before the end of the trace.

Corollary 4.2 (Weak Semantics of LTL(7) to LTL; and LTL;(7) reduction)
Let M be an STS and let p be an LTL(T) formula.

M =i ¢ iff M |= ¢ and M =¢ Weak2F (o)
M = @ iff M =@ and M =; Str2F (p)
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Infinite Traces Finite Traces
Mg Mg
LTL Safety Fragments LTL;
Propositional M x M., =FGgq Mx M., E;Gg
Modulo Theories M x M_s x Sy v,0v) = FGyq M x M_g X My, vy 5 Gg
Engine Liveness Checker Invariant Checker

Table 4.1: Symbolic automata-theoretic approaches.

4.2 Automata-Theoretic Verification of LTL and LTL
Modulo-Theory

In this section, we provide a general and comprehensive view of the applicability of
the symbolic automata-theoretic approach to LTL and its extensions. See Table [4.1]
We start from the classical symbolic automaton construction [I17], used to reduce LTL
model checking E] to fair reachability. In case of safety LTL and LTLy, this can be
reduced to checking if ¢ holds invariantly, i.e. the fairness condition —¢ simplifies to a
reachability condition. In the infinite-state case of Verification Modulo Theories, the
construction is applied to the Boolean abstraction of ¢, denoted ¢, which is ¢ where
each theory atom p is replaced by a fresh Boolean variable v,. The definition constraints
Méif ! are then added to the description of the transition system. As detailed in the
chapter, additional rewriting is necessary in case of finite words to handle the presence

of next variables in the theory atoms.

To illustrate the generality of the approach, we contribute with a library of bench-
marks, expressed in the VMT-LIB open format [106], collected from multiple sources
from the literature. We also provide a set of tools, integrated in the open source PyVMT
framework [258], to reduce the different variants of LTL to the appropriate liveness or
invariant checking problems for symbolic transition systems, using a general symbolic

automaton construction that supports uniformly LTL, LTL; and SafetyLTL.

In the remainder of the section, we use the symbolic compilation of LTL and LTL;
introduced in Section [2.5.4] adapting it to support reasoning modulo background the-

ories.

2The approach also supports LTL validity and satisfiability checking. = ¢ is reduced to a model
checking problem My = ¢, where My is the universal transition system. Satisfiability is obtained by
dualization, i.e. ¢ is satisfiable iff My P& —¢.
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4.2.1 From Propositional to Modulo Theory

In Section we presented the automata-theoretic approach for the verification of
LTL and its safety fragment. The automata-theoretic approaches can be lifted naturally
to the “modulo theory” case, by considering the Boolean abstraction of the property
and adding constraints to the system. In this Section, we show how to reduce the
verification of LTL modulo theory with Boolean abstraction. More specifically, let P,,
‘A/W and ¢ be defined as above. Let M};ft =(Vu ‘A/@, T, /\Predepw Upred <> Pred). Then,

we can prove the following theorems that lift the previous one to the SMT case.
Theorem 4.6 M |= ¢ iff M x M! , x M = FG-f-;.
Theorem 4.7 M =y ¢ iff M x M2, X ijf ¢ G f.g,, where @, = norm(yp).

Theorem 4.8 Ifp isin SafetyLTL and M is deadlock free, M |= ¢ iﬁMXMESaf?F(@) X
MJ" ey G fasafor(s)-

Proof: [Theorem Let o be a trace of M violating ¢. By Theorem b= .
Thus, there exists a trace o' of M, 5 With all% = 0 satisfying —f-; infinitely many
times. Let 0 be the trace of M x Mi¢ X Mifft obtained by composing o, &, and o'.
Then 0 = -FG—f_;.

Let 0* be a trace of M x Mi¢ X Mifft satisfying -FG—f-;. Let ¢ be a& and o

be aﬁ/. Then 0'|>‘</(p = —@. Foralli > 06,1 =v,iff 0,7 = p. By Theorem, o . O

The proof of the other two theorems is similar.
In the remainder of this dissertation, we will refer to the “lifted” constructions when

referring to the automata construction for LTL modulo theory.

4.2.2 Running Example

We showcase the various parts of our construction with a couple of small examples
using LZA (already introduced in Section as underlying theory. Let an STS M =
(V,I1,T) with V := {i,o,n}, [ :=T and T :=n'=n Ao =i+ 1. The STS M has an
“Input” variable ¢ (i.e. a variable in which its primed counterpart is not constrained),
an output variable o and a frozen variable n; each transition replicates the value of ¢

incremented by one in the next state.
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A liveness Example: We now consider the response property ¢ := G(i = n —
F(o=n+1)). It is easy to see that this liveness property holds; the transition relation
satisfies the sub-formula F(o = n + 1) in one step every time that ¢ is equal to n.
We now apply the construction defined in the previous subsections. First, we define
a propositional formula and a “lift” transition system mapping the original property
to the propositional one. Subsequently, we construct the symbolic compilation for the
negation of the property.

We can easily construct ¢ by replacing each predicates with fresh Boolean variables
as g5 = G(vp, — Fu,,). Moreover, we define the “lift” transition system as Mf;jf b=
(VUV,,, T,T,,) where V,,, := {vp,, v, } and T, := (vp, ¢+ i =n) A (v, > 0=n+1).
With this mapping between the propositional LTL formula and the LTL(7) formula
we just need to construct the STS corresponding to the propositional formula to prove
the property.

We now take the negation of ¢y without abbreviations. The resulting —¢; formula
is as follows. =g := T U (v,, A=(T Uwy,,)). Since our formula contains 2 until temporal
operator, Vos, 1= {UX(TU(wpyA-(TU,))s UX(TUw,) }- The initial condition of ST'S_, is
then encoded as IwAf 1= Upo N\ TUX(TUw,,) V UX(TU(upg A~(TUwy, ))- Either the right side of
the outer until holds in the initial state, or it will hold eventually in the future thanks
to the prophecy variable. The transition relates the next value of the subformulae
with their corresponding prophecy variables. T.;, := (Ux(TU(vpo A-(TUw,)) € Uy A
ﬁv;((TUUpl) V vk(TU(UPOAﬁ(TU%))) A (VX (TUw,,) € Uy V UX(TUw,,))- Finally, we add the
fairness condition forcing either the until prophecy to be false or to witness its right
side. Flgy := {0(TU@pyA~(TO,,)) Y (Upg A (Up VUX(TU,, ) = (5(0p) VUX(TUY,,)), Upy V

VX(TUvp,) = Upy }-

An LTL,(7) Example: We now consider a bounded response property (with bound
1) ¢p:= G(i =n — X(0o =n+1)). Although with infinite semantics we would expect
this property to hold, in finite semantics any finite trace terminating with ¢ = n is a
valid counterexample of the property.

As before, we apply the construction defined in the previous subsections tailored for
LTL;. Since no primed variable occurs in ¢, norm(yyp) is equivalent to ¢,. Thus, we
simply use directly p as our target formula. For brevity, we skip the generation of the
lift STS since it is identical to the one of ¢y.

We now take the negation of ¢, in negative normal form. The resulting @, :=
NNF;(—¢p) formula is as follows. @' := T U (v,, AN(—0,,)). Since our formula contains

an until and a weak next, Vi, := {UX(TU(vaAN(ﬁvm))%vN(ﬁvm)}' The initial condition
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of ST'S;,/ is then encoded as I;b, 1= Upy N UN(=wp,) V UX(TU(upy AN(=0p, ))) - The transition
relates the next value of the subformulae with their corresponding prophecy variables.
Since our formula is in negation normal form, we do not need double implication.
The resulting transition is encoded as T3, := (UX(TU(% AN(-vp,)) — Uy N 'U{\ijl Vv
Ué((TU(vpo Aﬁ(TUvm)))W\(UNﬁvpl) — =, ). Finally, we construct the reachability condition
f;;b, with the prophecy as f;b, I= TWX(TU(upyA~(TUwp,)))- 1t should be noted that, with
such reachability condition, any finite trace terminating with v,, has a corresponding

path with the prophecy variable assigned to false.

4.2.3 LTL(T) and LTL;(7) Benchmarks

The need for establishing a collection of benchmark problems, ideally written in a simple
yet expressive language widely supported by different tools, has long been recognized
in several communities in formal verification and automated reasoning. The success of
initiatives such as TPTP [278] and SMT-LIB [16] in automated reasoning, or Aiger [4§],
Btor [251I] and SV-COMP [41] in formal verification has been a key factor for the
significant practical advancements of the state of the art in their respective fields over
the last decades.

Recently, VMT-LIB [106] have been proposed, an extension of the standard SMT-
LIB language for SMT solvers, as a language for the representation of invariant checking
and liveness checking problems on infinite-state symbolic transition systems. VMT-LIB
has a flexible format and clear semantics based on SMT-LIB, and supports the specifica-
tion of LTL and LTL; properties with the (extended) syntax introduced in Section .
More specifically, VMT-LIB has metadata tags :1tl-property and :1tlf-property,
with which LTL and LTL; specifications can be annotated.

A benchmark set for LTL satisfiability and verification. As a first contribu-
tion to the creation of a standard benchmark library for LTL model checking and
satisfiability, we have collected various benchmark sets from different sources from the
literature [225, 165, 271, 69, 51|, and converted them to VMT-LIB. The resulting bench-
mark library consists of about 3000 instances. We make the benchmarks available at

http://www.vmt-1ib.org.

Tool support. As mentioned above, an important feature of the VMT-LIB format is
that it is possible to precisely represent LTL and LTL; properties using the full syntax
defined in Section This ensures that the LTL benchmarks we collected can be kept
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at their original /intended level of abstraction, rather than being reduced to simpler in-
variant or liveness properties via reductions similar to those described in Section [2.5.3]
This is crucial in order to make the benchmark set useful for evaluating techniques
that might exploit alternative reductions and/or specialised encodings for particular
patterns or kinds of properties. At the same time, however, we have developed a set of
algorithms implementing the reductions of Section in order to convert arbitrary
LTL or LTL; properties into simpler liveness or invariant ones. Therefore, the bench-
marks can be used also in the evaluation of core verification algorithms/tools that only
target such special kinds of properties. In particular, we have integrated our implemen-
tations in PyVMT [258], an open-source Python-based programmatic framework for
interacting with model checkers developed as an extension of the PySMT [I75] library
for SMT solvers. PyVMT provides a lightweight interface for constructing and ma-
nipulating transition systems in a symbolic form, with native support for representing
and processing LTL(7) and LTL(7) formulas. It supports the VMT format natively
and enables direct model checking via backends such as nuXmv|[87], IC3IA[102], and
EUForia [82], and also includes support for trace manipulation. The framework is de-
signed to be highly modular, making it straightforward to extend with additional tools

or encoding strategies. Further details about the tool can be found in |258§].

4.3 Extending Safety Fragment Verification with Rel-
ative Safety

In previous Sections, we have shown how the safety fragments of LTL can be checked
with a direct reduction to invariant checking (assuming that the transition system is
deadlock-free) while the full fragment needs more sophisticated construction to be han-
dled (e.g. liveness to safety, k-liveness). This intuitively occurs because liveness requires
reasoning over infinitely many occurrences of some events while for safety properties it
is sufficient to prove an invariant over some states. However, many properties that are
not strictly safety can be considered as “safety” assuming some known behaviours. One
notable example is bounded response of real-time systems. Bounded response states
that given an input an output will be provided in a bounded amount of time. When
interpreting this specification over real-time, we might incur into Zeno executions i.e.
infinite executions in which time converges to a value. Therefore, in this setting, it
is possible to exploit the domain knowledge to reduce a — potentially very complex

— liveness checking query into a more tractable invariant checking problem. In this
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Section, we leverage the notion of relative safety introduced by Henzinger in [194] to
provide a more convenient encoding of a significant fragment of LTL(7T) strictly larger
than SafetyLTL(7). Furthermore, we show a refinement loop approach to deal with
systems that might contain deadlocks and/or livelocks. Finally, we show the benefits
of this approach performing an experimental evaluation comparing the loop-approach

to the automata-theoretic technique presented in Section 4.2

Outline: In Section [.3.1], we introduce the concepts of relative safety and relative
liveness, illustrating their significance through concrete examples, including real-time
systems and compositional verification; in Section we present a novel algorithm
to verify non-safety fragments of LTL(7) exploiting relative safety; in Section [4.3.3 we
present a loop approach that blocks non-fair counterexamples until the property is either
proved or disproved; finally, in Section[4.3.4] we provide an experimental evaluation that

compares our approach with the standard one.

4.3.1 Relative Safety and Relative Liveness

Recall the notion of safety and liveness properties introduced in Section [2.3] The notion
of relative safety generalize unconditional safety (or safety for short) relativizing it to
another property. Intuitively, if we assume that a property A is satisfied, then every
violation of P in this context has a bad prefix. Therefore, if we consider an infinite
trace o violating P i.e. o & P satisfying A i.e. 0 € A; there must be a prefix such that
any possible extension of the prefix that satisfies A also violates P. Figure depicts
a graphical view of relative safety over LTL properties over a simple example. Note
that although Figure shows an example in which, if A is false, then P is true; this is

not in general the case. Formally, this concept is described by the following definition.

Definition 4.4 (Relative Safety [19])]) Let P and A be two properties over a set of
variables V. P is safety relative to A iff

forallo € A s.t. o & P, there exists oy € Pref(o) s.t.
for all 0¥ € L(V) if oy0” € A then op0* & P

Another relevant property presented in [194] is relative liveness, which relativize
liveness stating that prefixes of traces satisfying another property A are also prefixes of
traces of our property P. The intuition is that, if it is assumed that a finite/bounded

behaviour occurs (represented by the prefixes of A), then our property P becomes
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Figure 4.1: Graphical representation of the relative safety concept. Dashed rays rep-
resent possible suffixes of o (including o). Green ones satisfy Gp, red ones violate it.
This illustrates that o = Gp — Gq and there is a prefix o; such that any extension
still satisfying Gp violates Gp — Gg.
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Figure 4.2: Graphical representation of the violation of relative liveness. (GpV Gq) A
GFyq is not liveness relative to Gp V Ggq. Dashed rays represent possible suffixes of oy.
Each extension of o (which is a prefix of Gp V Ggq) violates (Gp vV Gq) A GFq.

“liveness”. It should be noted that, even if we consider traces whose prefixes are prefix
of A, we may encounter consider infinite traces that do not satisfy A. As an example
consider a STS M = (V, I, T, F), let ¢ay = INGT AN\ ;. GF f be the LTL(T) formula
representing the ST'S (see Theorem for the equivalence). ¢, is liveness relative to I A
GT if and only if STS has no livelock i.e. all reachable states are fair. Figure depicts
an example of a violation relative liveness condition. Finally, the formal definition of

relative liveness is as follows.

Definition 4.5 (Relative Liveness [19]]) Let P and A be two properties over a set of

variables V. P is liveness relative to A iff
forallo € A, for all oy € Pref(o), there exists 0 € L(V) : s.t. oj0“ € P

To better understand the notion of relative safety and its applicability, in the fol-

lowing we provide meaningful examples in LTL(7T) properties with this property.

Entailment of Safety Properties An interesting example of a relative safety prop-

erty is in the classic entailment of two safety properties (also depicted in Figure .
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This is a very natural property that can be used to express that assuming that the
environment satisfy a safety property, the system must fulfil the property again. We
can express that with the formula ¢, = Gos — Gog, and we can easily observe that

b aq is safety relative to Goy.

Asynchronous Composition of Software Systems In the context of asynchronous
software systems, if we want to check a property concerning a set of processes that are
executed in interleaving, we might reasonably assume that all the processes are sched-
uled infinitely often. Therefore, if we pick the property ¢gcpeq := /\pl_ crrocs GFrun, —
dcomp where ¢conp is a safety property over the interleaved system; ¢g.peq is safety

relative to the fairness constraint implying the safety property.

Timed Bounded Response Under Non-Zenoness Assumption We now port
the example provided by Henzinger to our discrete-time setting using an explicit real
time variable and expressing the properties with LTL(7). Therefore, let us consider
the property:

Y= G((pAtime =t) — F(qg Atime <t +0))

for some constant 9.
Let us assume that the values of time are diverging over infinite execution traces,

for example by posing the following constraints:
a = G(time' > time) A GF(time' — time > ()

for some constant (.

Every trace o satisfying o and violating ¢ will have a state o(i) in which p holds
and time has some value 7 and a following state o(j) with j > 4 in which time has
a value greater than or equal to 7 + 0 and for states between (i) and o(j) ¢ is false.
Note that the assumption « is necessary to rule out counterexamples to 1) where time
is always less than 7 + 0. The prefix of o up to o(j) violates ¢ for any possible suffix.
Thus, it is a finite trace witnessing the violation of .

In fact, it can be proved that:

a— (Y 9)

where
¢ :=G((pAtime =t) = (time < t+ ) W (g A time < t+))
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which is safety. Thus, instead of @ — 1), we can prove @ — ¢.

From these examples it is easy to see that any implication between a generic LTL(T)
formula « and a SafetyLTL(7) formula g is safety relative to . In the remainder
of the section, we will use this observation to define an algorithmic approach to solve

these kinds of properties.

4.3.2 Invariant Reduction of Relative Safety Properties

Consider the formula a := agAay, defined as the conjunction of a SafetyLTL(7) formula
ag and a liveness formula i.e. a Boolean combination of occurrence of GF of predicates
over V ayp, and a SafetyLTL(7) formula ¢. We note that the syntactic restriction
for o does not reduce expressiveness because every property can be specified by the
conjunction of a safety property and a liveness property. We define a set of conditions
such that we have a direct construction from o — ¢ to invariant checking.

The first condition we need is related to the extendibility of finite paths of an STS to
infinite traces of a formula «. Ideally, we would like that any path of M that is a prefiz
of an infinite trace of an LTL formula « has also an infinite continuation sastisfying
« that is an infinite path of M. The intuition behind this property is that —when we
find a finite witness that could satisfy o~ we are sure that one extension from the STS

exists.

Definition 4.6 (Live with Respect to a Property) A STS M = (V,1,T) is live
with respect to an LTL property « iff for every finite trace o and finite path © of M

over o, if there exists a trace o’ such that oo’ |= «, then there exists an infinite path ©
of M such that w € Pref(m*) and 7 |= «.

It is easy to see that M is live w.r.t. T if it does not have deadlocks. Moreover, if
we pick a Fair STS that extends M with the fair condition set F', M is live w.r.t.
A ser GFE [ iff all the states of the Fair STS are fair. Interestingly, if we look it from the
point of view of a G¢ property, we are requiring that every finite path satisfying ¢ as
an invariant has an infinite continuation satisfying ¢ at each point in time. Although
similar to the notion of relative liveness, the notion of live w.r.t. is tailored to reason
over traces and paths that are defined over a different set of variables. This is needed
because the property traces refer to a subset of symbols of the STS finite path.

The second condition we require is that « satisfies liveness relative to ag. Ideally,
we seek a condition where any finite prefix satisfying the safety property assumption
can be extended to a trace that continues to satisfy the safety assumption while also

fulfilling the liveness guarantees of ay,.
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4.3. Extending Safety Fragment Verification with Relative Safety

Combining the previous conditions and using Theorem we obtain the following
reduction to LTL(7) model checking.

Theorem 4.9 Let M = (V,1,T) be an STS, let o = ag A af with ag SafetyLTL(T)
and ay liveness and let ¢ be a SafetyLTL(T) formula expressed in negation-normal

form. If M is live w.r.t. o and « is liveness relative to ag then
MEa—ypiff M = Saf2F(as) = Saf2F(p)

Proof: We prove the two cases by way of contradiction.

(=) Let oy be the counterexample trace. From Theorem[d.4] since oy = Saf2F (ag)
is a safetyLTL formula then o is not a “bad prefix” of arg. This means that there is an
infinite trace ¢ = oy0* such that ¢ |= ag i.e. oy is a prefix of an infinite trace satisfying
as.

By assumption, we know that « is liveness relative to ag, and consequently, o is a
prefix of an infinite trace o satisfying a.

We now need to prove that o is also a trace induced by some path in M. This
condition follows from the fact that M is live w.r.t. a. Therefore, we obtain that o is
an infinite trace induced by some path in M satisfying a.

Since o violates Saf2F(p), then oy is a bad prefix for ¢, meaning that all traces
extending o violate ¢, which means that also o violates ¢. Finally, proving that o = «
and o = —p proving by w.o.c. the (=) case.

(<) Suppose that M = Saf2F(as) — Saf2F(p), but there is an infinite trace o
of M violating o — ¢.

Since ¢ is a safety property, o must have a bad prefix o such that any continuation
violates ¢. From Theorem [1.4] we know derive that oy =y —~Saf2F(¢). Since by
assumption oy ¢ Saf2F(as) = Saf2F(p), o must violate Saf2F (ag), which by
Theorem @ entails that o is a bad prefix for ag. This contradicts the fact that o is

a prefix of a trace satisfying ag A =, proving the <= case by contradiction. O

From Theorem [4.9] we obtain a direct reduction from a fragment of LTL(T) to
invariant model checking.

We can now show the potential use of this reduction in use cases.

Consider the example of Asynchronous Composition of Software Systems introduced
in Sec. [4.3.1] The formula ¢speq is a liveness assumption and since there is no safety
specification assumption we trivially satisfy the liveness relative condition. The formula

¢comp is in the SafetyLTL(7T) fragment for which we can use our algorithm. Finally, we
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need to ensure that the composition of the components is live w.r.t. ¢gpeq. This means
that all reachable states of the automaton allow a possible fair scheduling. Although
this condition might not always be ensured, it is possible to compute such states using
BDD based approaches.

Consider now the Timed Bounded Response Under Non-Zenoness Assumption in-
troduced in Section. [£.3.1] It is easy to see that « is liveness relative to its safety
part G(time' > time). Then we can apply our approach assuming Timed Transition
Systems without timelocks i.e. timed paths that cannot make time diverge. Indeed,
using this approach it is possible to construct an efficient algorithm to check safetyMTL

properties assuming the absense of timelocks in Timed Automata.

4.3.3 Counterexample Guided Refinement Loop Algorithm

The reduction to invariant model checking presented in the previous section is limited
to specific settings. In the following, we generalize the approach proposed before using
a refinement loop approach. Basically, if we get a counterexample to the invariant
model checking query, we can test whether it is a real counterexample by looking if the
property is extendable to an infinite trace. If so, we know that the premise is indeed a
real counterexample; otherwise, we can try to block bad states that are not live w.r.t.
the original property and apply the invariant check again. Eventually, either we will
find a real counterexample or we end up block all the states that are not live w.r.t. the

assumption. The approach is presented in Algorithm

1 Function verifyRelativeSafety (M, «, ¢):
2 M+ M x M!;
3 | (M, f.,) < SafetyLTL2STS(p);
4 if M’ x M’ t=; Gf, then
5 | | return VALID
6 end
/* o5 is a finite cex, try to extend it to « */
if M' = GFf, — G(-l(oy)) then
M (V' U Vyen, I', T AN =l(0y));
9 goto ;
10 end
11 return INVALID
Algorithm 1: Algorithm to verify o — . SafetyLTL2STS refers to the automata
construction for SafetyLTL(7T) while I(of) = o(|of| — 1)

o

Theorem 4.10 Algorithm[1] is sound.
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Proof: If M'x Mﬁw =7 G f,, then there is no finite trace of M’ violating ; therefore,
since ¢ is a safety property there is no infinite trace violating ¢ that satisfies a without
fairness and consequently o with fairness. If M' = A\ ;.. (GFf) — G=l(oy), then l(oy)
is a state in M’ that cannot be extended visiting infinitely often F,; thus, blocking it
preserves satisfiability

Finally, if M" & A;cp, (GFf) — G=l(oy), then the finite counterexample o is
a prefix of M’ and can be extended by a suffix ¢, which is part of the violation of
GF f, — G~l(oy); thus, making o = oy0* a trace of M’ and, consequently, a trace of
M and a trace of a. Therefore, since o is a bad prefix for ¢, o is a trace of o A =

which is a legitimate counterexample of a — . U

Theorem 4.11 If M is a finite state STS, Algorithm[1] is complete.

Proof: We only need to prove that at some point we stop blocking bad states. Since
M is a finite state STS and M, does not introduce infinite states, the states that can-
not be extended to infinite are finite and will eventually be all blocked. Therefore, the

algorithm will be forced to exit either with VALID or INVALID result. O

Extending algorithm with look-ahead

The main weakness of Algorithm [I]is the overhead given by the loop iterations for any
non-extendable trace. To face this issue, we introduce an optimization that computes
a look-ahead of length n on each invariant counterexample. The idea is that the in-
variant check must compute n successor states after the bad prefix of ¢ pruning all
counterexamples with deadlocks within n steps. The new construction is built on top
of SafetyLTL2STS as follows:

Definition 4.7 We define Xdepth(¢) recursively as follows:

(i) Xdepth(p) =0  (it) Xdepth(—¢) = Xdepth(¢p)

(i4i) Xdepth(X¢) = Xdepth(¢)+1 (iv) Xdepth((¢')) = Xdepth(¢)+1 (v) Xdepth(p,V
¢2) = max(Xdepth(¢y), Xdepth(ps))

(vi) Xdepth(¢y U ¢o) = max(Xdepth(¢,), Xdepth(ps)).

We integrate this construction into Algorithm [I} At the first iteration parameter n
is initialised heuristically to Xdepth(a) + 1, then it is incremented by one at each

step. Moreover, when we check that a finite counterexample is extensible, instead of
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considering the last state of oy, we pick the last state of the violation of ¢. We observe
that all the states after the bad state in o are livelocks because otherwise our violation

would be extensible. Therefore, we can safely block those states as well.

4.3.4 Empirical Evaluation

We evaluated the performances of our algorithm by comparing it to the other two
well known algorithms used in the reduction of LTL to invariant model checking: k-
liveness and liveness to safety (adapted for infinite state systems as proposed in [133]).
All the algorithms are implemented inside the nuXmv symbolic model checker. Since
the k-liveness algorithm is not able to disprove properties, it has been executed in
lockstep with BMC. In our implementation, the algorithms are constructed on top of
MathSAT5[105] SMT-solver, which supports combinations of theories such as LZA,
LRA and EUF. Moreover, k-liveness and the algorithms presented in this paper are
built on top of an infinite state version of the IC3 algorithm [102].

The experimentsﬂ were run in parallel on a cluster with nodes with Intel Xeon CPU
6226R running at 2.9GHz with 32CPU, 12GB. The timeout for each run was one hour
and the memory cap was set to 1GB.

We carried out the experimental evaluation comparing the execution time of each
algorithm on each instance. In the remainder of this section, we denote the relative
safety algorithm with the lookahead construction as rels-la, the relative safety algorithm
without lookahead construction as rels-no-la, the liveness to safety algorithm as 12s and

kliveness algorithm as klive.

Benchmarks

The benchmarks have been taken from different sources: (i) Assume-guarantee con-
tracts models of OCRA[92] representing a simplified Wheel Brake System, Redundant
Sensors and other models. (ii) A subset of finite state models from NuSMV examples.
(iii) Automatically discretized timed nuXmv benchmarks [98] such as the emergency
diesel and a modified version of the Fischer algorithm. (iv) Handcrafted parametrized
benchmarks to study the scalability of rels-la compared to kliveness and liveness to
safety.

Overall, we collected roughly 850 formulae to be verified by each algorithm. The

evaluation considered both valid and invalid properties. Regarding the structure of the

3The results of the experimental evaluation can be found at https://es-static.fbk.eu/people/
bombardelli/papers/ifm23/ifm23.tar.gz
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formulae, we considered both pure safety properties (i.e. properties in which o := T)
and relative safety properties (with the form o — ¢). The structure of a was not
limited as well, we considered cases in which o was pure safety, pure liveness and also
a generic LTL property. Regarding the type of models, they are both from discrete and
timed benchmarks, with variables ranging from enumeratives, Booleans, integers and
reals.

In the following, we describe the handcrafted parameterised benchmarks.

Asynchronous Discrete Bounded Response: This benchmark considers the asyn-
chronous composition of [ bounded response components. Each component receives the
same input trig and if it keeps receiving the input for n steps, then in m steps it set
the variable res to true. When a component is not running it stutters i.e. it ignores
inputs and its variable remain unchanged.

The property ¢ in form o — ¢ is as follows: « is a liveness property that guarantees
that each component will be scheduled infinitely often i.e. o := GFrun,. ¢ asks that
if a trigger remains true for g, steps, then in g,, steps a variable result becomes true i.e
¢ := G(G="trig — F<9"res). The parameters g, and g,, depends on the parameters
[, n and m. Each parameter n,m,[ is instantiated with different values; moreover,
the model gives different assignments to g, and g, to produce both valid and invalid

properties.

Monitor Sensor This benchmark is composed of a sensor and a monitor. The sensor
reads a real input signal and, if there are no faults, it returns a signal with a perturbation
bounded by a constant; otherwise, it replicates its last value forever. The monitor reads
the sensor output every ¢ time unit and if it reads the same value twice it raises an
alarm.

The property to be verified is as follows. Assuming non-Zenoness of time, if there
is a fault an alarm is raised in at most p time units. Parameters p, ¢ are instantiated
with different values and as both integers and reals. Depending on the assignments of
p and g the property can be either valid or invalid. Moreover, we considered a variation

of the model that introduces livelocks.

Experimental Results and Analysis

Figure 4.3 shows scatter plots comparing the rels-la algorithm with k-liveness, liveness

to safety and rels-no-la in terms of execution time. The y-coordinate of each point
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represents the execution time of rels-la in that particular instance; conversely, the x-
coordinate represents the execution time of the other algorithm. When a point is below
the diagonal, it means that rels-la is faster on the given instance. When the point is

above the diagonal the other algorithm is faster than rels-la.

Comparison with Liveness to Safety: Figure and Figure highlight sig-
nificant differences in the performance between 12s and rels-la. Although there are few
instances that can be solved by 12s in a few seconds and are not solved by rels-la, the
vast majority of the instances timed out with liveness to safety. This result is due to
the weaknesses that liveness to safety has with infinite-state systems because it needs

a finite-state abstraction.

Comparison with K-liveness: As Figure shows, klive appears to be more
performant than rels-la with invalid instances even though rels-la still outperforms klive
in several invalid instances and overall is able to solve more invalid instances. We think
that in many cases BMC, which runs in lockstep with klive, can be significantly faster in
finding counterexample because rels-la has an overhead of time to check the extendibility
of oy and can still need multiple interactions to converge. On the other hand, when the
liveness part of « is significant, rels-la outperforms klive.

Regarding the valid instances, Figure shows that rels-la outperforms in most
cases klive. Few instances times out with rels-la while they are solved in a short time
with the klive algorithm and rels-no-la. Apparently, in these instances, the lookahead
counter prevents ic3 to converge. Moreover, we observed that with small variation
over parameters of the monitor sensor models neither rels-la nor rels-no-la are able
to converge. This result occurs because the algorithm keeps finding counterexamples
in an unfair region, and it is not able to generalise them. Moreover, the lookahead
construction is not effective in this case because the trace extendibility depends on
the assignment of two parameters. When livelocks are removed from the model the
algorithm converges easily.

Relative safety algorithm performs significantly better than k-liveness with bench-
marks from Asynchronous discrete bounded response and with the valid instances of
mutual exclusion benchmarks. We think that the reasons why this happens are the
following. In these benchmarks, ¢ is slightly complicated; this characteristic penalizes
k-liveness because the construction of the model with the counter needs a degeneraliza-
tion of M-, to produce single fairness. This situation hinders ic3 in the process of induc-

tive invariant construction. On the opposite side, the construction of SafetyLTL2STS is
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quite effective and does not suffer the overhead of the liveness conditions of «; therefore,
invariant checking is significantly faster with our algorithm with these instances.

In many instances, the two algorithms appear to have comparable results. We
observed that is often the case when ¢ and « are both simple safety properties, the
model does not contain many livelocks and the fairness is either absent or simple.
Our theory is that for such instances k-liveness construction is similar to ours and the
counter does not provide an overhead with valid formulae. However, when the formulae
are invalid, we observe that such instances are easier to verify with BMC, which runs

in lockstep with klive.

Impact of Lookahead Construction: The lookahead construction forces each finite
counterexample to be extended with n steps. As Figure |4.3c/and Figure [4.3f|shows, this
optimization provide a significant performance boost. In particular with the instances
that contain several deadlocks or livelocks in M’. The intuition behind this result is
that with a lightweight overhead in the invariant verification, the algorithm is able
to discard a potentially infinite amount of livelocks that could potentially block the
algorithm forever. Moreover, the livelocks caused by prophecy variables for X are all

discarded by a sufficiently large lookahead.

4.4 Related Works

This section compares the contribution of this chapter with the related works. A broader
view of the state-of-the-art is instead presented in Chapter [3|

The idea of Verification Modulo Theory is not new and has been presented in various
works [87, 282 98, T00]. The merit of this work in that sense is a unified view and
consideration of both finite and infinite semantics; in particular, with a reduction to
LTL4(T) of SafetyLTL(7) and the truncated semantics of LTL(T). Moreover, as far as
we know this is the first work also considering relative safety properties in the context
of verification modulo theory.

In [219], Kupferman and Vardi studied the verification of safety properties; they
introduce the notion of informative path to formally denote a computation violating
a safety property. That work also defines a PSPACE procedure to check whether a
property is safety. Later, in [223], the same approach has been applied in a BDD-
based algorithm. Another related work for the verification of safety property is [114].
In [IT4], LTL formulae are translated into circuits. If the property is syntactically

safety, it is possible to reduce its verification to reachability checking; otherwise, the
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Figure 4.3: Scatter plots comparing rels-la with the other algorithms. Plots with green
crosses represent valid properties while red crosses represent invalid properties.

verification procedure involves also liveness checking. In all these works, the reduction

to reachability is limited to safety properties, while relative safety is not considered.

The approach of AGREE [120] proposes a semantics for contracts that can be seen
as extension of the reduction for specific pattern of safety assumptions. However, such
reductions assume implicitly the absence of deadlocks and livelocks. We are not aware

of other approaches that use the assumptions explicitly and exploit the notation of

relative safety for generic assumptions.

Other well-known reduction to safety are used to prove full LTL formulae. In [44],
the approach duplicates the state variables and add monitoring constraints to look for a
fair lasso. It works only for finite-state systems and the resulting reachability condition
is related to the structure of the lasso-shaped counterexample. K-liveness [116] is more
similar to our reduction as it counts and looks for a bound to the number of times

the fairness condition of counterexamples can be visited. If the property is safety,
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the fairness cannot be reached or can be reached only once, depending on the actual
construction. However, in the case of properties in the form o — ¢, the fairness
conditions related to a are mixed with those of —¢ in looking for a counterexample.
So, in a sense, our approach gives more priority to look for a counterexample to ¢,

considering the fairness of « in a second step.
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Chapter 5

Asynchronous Composition of LTL

modulo theory

Verifying asynchronous software systems presents substantial challenges due to the non-
deterministic interleaving of concurrently executing components and their interactions
through shared resources. As discussed in Chapter [I], one of the central obstacles in
verifying such systems lies in scalability—especially when using expressive temporal
logics like LTL(T), introduced in Part , which allow reasoning over complex data
domains and behaviours. While model checking offers a rigorous foundation, it often

struggles to scale in the face of concurrency and intricate system architectures.

To address these challenges, this chapter explores how compositional reasoning can
alleviate the scalability limitations of monolithic verification. Instead of verifying the
entire system as a whole, we decompose the verification task by reasoning about in-
dividual components and their local specifications. By doing so, we aim to retain the

expressiveness of temporal logic while achieving more scalable verification procedures.

We build on classical results on compositional verification [266], where local prop-
erties q,...,p, are verified for components My,..., M,, and are then composed to
establish that the global system ~vg(M;, ..., M,) satisfies a global property ¢. While
such reasoning is relatively straightforward in synchronous settings, asynchronous sys-
tems present a more intricate landscape: components execute independently, may be
scheduled irregularly, and interact via shared memory or I/O ports. These features

complicate both the semantics of local properties and their composition.

In this chapter, we propose a general framework for the asynchronous composition
of LTL properties, where each local property is interpreted over the local trace of

a component, taking into account possible interruptions, scheduling constraints, and
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communication via data ports. To capture the possibility of finite executions (e.g.,
due to unfair scheduling or permanent faults), we adopt the truncated weak semantics
from [I53], as previously introduced in Section . This allows local specifications to
be interpreted over both finite and infinite traces, providing a flexible foundation for
modeling realistic asynchronous behaviours.

Crucially, our composition procedure is compatible with the symbolic and automata-
theoretic foundations developed in earlier chapters, ensuring that it remains applicable
in the context of expressive LTL(7)-based model checking. The approach is based on a
syntactic rewriting R* of local temporal properties into properties over the composite
model, conjoined with fairness-like constraints (¢.nq) to handle inactive components.
We also present an optimized variant tailored to the case where all components are
assumed to run infinitely often.

The proposed method has been implemented in the OCRA tool [92], which supports
extended LTL syntax and integrates with the nuXmv [87] model checker. We evaluate
the framework on both synthetic patterns and industrial models from the automotive
domain [91], highlighting the impact of our optimizations and the tradeoffs introduced

by different semantic interpretations.

Contributions The main contribution of this chapter is the definition of a rewriting-
based technique to verify compositional asynchronous systems generally. Furthermore,
we provide an additional optimized rewriting technique to cover the case in which
local components are assumed to run infinitely often. The main advantages of our

compositional approach are the following:
e [t supports asynchronous communication between data ports.
e It supports generic scheduling constraints expressible through LTL formulae.

e It supports both finite and infinite executions of local components making it a

suitable approach for safety assessment as well.

The approach have been introduced for LTL with event-freezing function [282] in [59].
Then, a complete version considering the possibly-finite semantics have been included
in [62]. The work presented in this chapter is the result of a collaborative effort between

the author and Stefano Tonetta.

Motivating examples We propose two examples to motivate our work. The first

model is a toy example representing a system that tries to send a value to a network
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Figure 5.1: Figure representing the sender model. The colour red represents input
variables while the colour blue represents the output variables.

while the second is a real model coming from the automotive domain. Both models can

be naturally represented through possibly finite scheduling of local components.

Sender We now model a three-component system that represents a system that re-
ceives a message and tries to send it through a network. The component either suc-
cessfully delivers the message or fails to send it and logs the message. The example is
represented in Figure 5.1} This example is composed of three components: Component
cl receives a message rec; and an input ¢n; and tries to send the value to component
c2. If cl is eventually able to send send message through the network, then ¢2 will
run and will output the original input. The network guarantees that eventually, c1 will
be able to send the message to ¢2; however, if ¢l runs only finitely many times, ¢3 at
some point will report a failure. The global property states that if an input message
is received, it is either eventually delivered as output or an error occurs. If ¢l runs

infinitely often, the global property is satisfied without the need for ¢3.

Automotive compositional contract Another interesting example comes from the
automotive domain. In [91], the EVA framework was proposed for the compositional
verification of AUTOSAR components. That work used the rewriting technique we
proposed in [59] to verify the correct refinement of contracts defined as a pair of LTL
properties.

Due to the complexity of the model, we omit a full description of the system, the
specifications, and the properties. We focus on a specific requirement of the system that

states that the system shall brake when the Autonomous Emergency Braking module
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gets activated. A simplified version of the specification is defined by the following LTL

formula:
G(X(aeb_breaking.status # 0) — F<*Brake__In__ BrakeActuator # 0)

The specification is entailed by a brake actuator component that is composed of the
actual actuator and a watchdog. The actuator is scheduled every time a signal is
received in input while the watchdog is scheduled periodically. By reasoning over finite
executions of components, it is possible to verify whether the global specification is
valid even if at some point the Actuator stop working. We omit the detailed structure
and specification of the sub-components (actuator and watchdog), for a complete view

please refer to [91] or to the experimental evaluation.

Outline The rest of the chapter is organized as follows. In Section [5.1] we formalize
the problem; in Section we define the rewriting approach, its basic version, its
complete version and an optimized variation that is suited for infinite executions only;
in Section we report on the experimental evaluation; finally, in Section we

compare our contribution with related works.

5.1 Compositional Reasoning

5.1.1 Formal Problem

Compositional verification proves the properties of a system by proving the local prop-
erties on components and by checking that the composition of the local properties
satisfies the global one (refer to Chapter |3 for a detailed discussion). This reasoning
is expressed formally by inference [5.1, which is parametrized by a function g that
combines the component’s implementations and a related function vyp that combines

the local properties.

Inference 5.1 (Generic Compositional Inference [266]) Let M, M, ..., M, be a
set of n components, ©1, pa, ..., s be local properties on each component, vs is a func-
tion that defines the composition of My, Ms, ..., M,, vp combines the properties de-

pending on the composition of vs and @ a property such that following inference is true:
Ml Iz(plvMQ ’:9027"'7Mn )ZQDn
Vs(My, My, ..., My) 1= (01, 2, - on)  YP(01, 02, 0n) ¢
Vs(My, Ma, ..., M,) = ¢
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The problem we address in this chapter is to define proper ~vg,vp representing the
composition of possibly terminating components and temporal properties such that the

inference rule holds.

5.1.2 Interface Transition Systems

In this chapter, we represent 1/O components as Interface Transition Systems, a sym-
bolic version of interface automata [I35] that considers I/O variables instead of 1/0O

actions.

Definition 5.1 (Interface Transition System) We define the Interface Transition
System (ITS) M as the tuple
M = (VI VO I.T,SF) where:

o VI is the set of input variables while VO is the set of output variables where

vinve =g.
o V = VIUVOY denotes the set of the variables of M
e [ is the initial condition, a formula over VO,

o T is the transition condition, a formula over V U VO where VO' is the primed

versions of V©
o SF is the set of strong fairness constraints, a set of pairs of formulae over V.

A symbolic transition system with strong fairness M = (V,1,T,SF) is an interface
transition system without input variables (i.e., (0, V,I,T,SF)).

The language of ITS is defined as for STS except for strong fairness constraints,
formally requiring that every infinite trace satisfy the following constraint: For each
(fa, fa) € SF :if for alli, there is a j > i s.t. 0,j |= fa, then for all i there is a j > i

st. 0,7 E fa.

Definition 5.2 (ITS Compatibility) Let M,..., M, be n ITS, they are said com-
patible iff they share respectively only input with output (i.e. ¥Yi <n,j <n s.t. i # j:
Vinvy = (V2nvhuWinvpe)).
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5.1.3 Weak Semantic Choice

In this work, we adopt the weak semantics of temporal operators described by Defi-
nition This choice is motivated by the characteristic of our setting. Specifically,
during composition, local traces may be truncated by the scheduler or due to a com-
ponent failure, and these truncated traces remain relevant and may contribute to the
satisfaction of the system-level property. In a sense, we need to pertain the safety
part of the property ensured by the finite trace, while disregarding the liveness part of
it. The weak semantics proposed by [153] allows us to account for this, ensuring that

truncated traces are not disregarded in the logical reasoning process.

Another semantics decision we are going to take is to consider input variables as
“next”. The intuition is that we are interested in evaluating input over a local trace
only during transitions, and when a trace terminates, we don’t want to evaluate inputs
there. Therefore, when we consider predicates that contain input variables v;, we will

treat them as if they are “next” predicates.

As a motivating example, consider the local property ¢, in Figure 5.1} This prop-
erty states that whenever component cl receives an input in; via the rec; signal, it
will attempt to propagate the message to component ¢2 until it succeeds. Suppose
that cl receives the value 3 at time 0 and begins this propagation. If a failure occurs
or the scheduler stops activating cl, its execution may be prematurely truncated, and
only a finite prefix of its local trace is available. Still, this partial trace captures the
component’s behaviour up to the end of its execution— specifically, in this case, that
cl initiated the process of sending the input to ¢2. Weak semantics ensures that such
truncated traces are preserved in system-level reasoning, without requiring that liveness
properties be fully realized. If (on the composition) stronger guarantees are required—
e.g., to ensure infinite progress or rule out failures—this can be encoded explicitly in
the environment assumption, such as o’ := a A GFrun., ensuring fair scheduling and

infinite execution.

At the global level, traces may also be finite to support hierarchical composition.
In such cases, weak semantics provides a conservative and practical interpretation: a
property satisfied on a finite trace indicates that no counterexample has been found
yet, though one may still arise on an extension. Consider the system-level property
¢ = G((rec; Ning = v) — F(send A out = vV fail A out; = v)) from Figure [5.1]
In this case, since ¢ is a liveness property, every finite trace satisfies weakly ¢. In
general, the only problematic cases would involve finite traces that actually constitute

counterexamples, for instance due to reaching a deadlock state that violates liveness.

98



Chapter 5. Asynchronous Composition of LTL modulo theory

However, removing deadlocks is computationally costly, especially in a compositional
setting. Thus, adopting weak semantics is a conscious compromise: it avoids penalizing
valid partial behaviours, and in practice, systems are typically defined to avoid such

pathological deadlock cases.

Distinguishing Between Input and Output Recall the notion of truncated se-
mantics of Definition [4.3] We overload the notion of trace providing a distinction
between input and output variables. The idea is that if, a local component reads the
input to decide the next state and output. When reasoning over infinite traces, this
representation is equivalent to the “standard” one. However, when dealing with finite
semantics, given a predicate containing input variables, we need to define its semantics
at the end of the trace. From now on, we denote with Pred’ any predicate containing at
least an input variable or a primed variable (next). Formally, we define the semantics

of input predicates over traces as follows:

0,1 = Pred (ui,...,u,) iff i > o] —1or (ct(i), M) = Pred (uy,. .., u,)
0,1 o Pred (u, ..., u,) iff i <|o| —1and (ot (i), M) = Pred (ui, ..., uy,)

5.1.4 Asynchronous Composition of Interface Transition Sys-

tems

We now provide the notion of asynchronous composition (®) that will be used as the

composition function (vg) of Inference [5.1]

Definition 5.3 (Asynchronous Composition of ITS) Let M;,..., M, be n com-
patible interface transition systems, let runy, ..., run, be n Boolean variables not occur-
ring in M, ..., M, (i.e. runy,...run, & U,c;c,(ViF UVP)) and end,, ..., end, be n
Boolean variables not occurring in My, ..., M; ie. (i.e. endy,...end, & \J,c;c, (ViF U
VO). My®---® M, = (VI VO, A, ... I, T,SF) where: o

vi=(U v ulmmp\(J U vinw)

1<i<n 1<i<n i<j<n
VO=(J vPufendhu( ] | vinW)
1<i<n 1<i<ni<j<n
T = /\ ((run; — T;) AP A (end; <> (end] A =run;)))
1<i<n
SF={J (T, rum v end))} U {{runi A ga, rumi A @) |(a, ) € SFi})
1<i<n
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M .
where ¥, = —run; = \ cpov ="
T

The operator ® provides a notion of asynchronous composition of Interface Transition
Systems based on interleaving. Each component can either run (execute a transition) or
stutter (freeze output variables). Contrary to our previous work[59], this new definition
allows for finite executions of local components. For each 7, we introduce the variable
run; representing the execution of a transition of M;; furthermore, we introduce the
prophecy variables end; that monitor whether a component will execute new transitions

in the future i.e. end; is equivalent to G—run,.

Definition 5.4 (Projection) Let o be a trace of M = My @ ---®@ M, with i <n. We
define the projection function Pry, : II(V') — II(V;) mapping o to a trace o; as follows:

Smapy (Vi), - - - If o is infinite and o = GFrun;

PTMi (O') =
Smapy (Vi) - - > Smap, ,(Vi), smapn(ViO) Otherwise

where mapy, is the sequence mapping each position of o; into a position of o as follows:

k k<0
mapy, = § map, ; + 1 If k> o] —1

K| k' > map_y, 0,k = run; and Ve, | <j<iro,j’ = run;  Otherwise
Moreover, we define the inverse operator of Pr, denoted by Pr—!:
Pry; (o) = {d'|Pra (o) = o}

Definition provides a mapping between the composed I'TS and the local transition
system. The function map, maps indexes of the local trace to the indexes of the global
trace. For each k in the range of the trace excluding the last point (i.e. [0, |o|—1)) map,
represent the k-th occurrence of run counting from 0. It should be noted that map, is
not 0 but the first point of the trace in which run; is true (K'|map_, < k', 0,k |= run;
and Ymap_, < k" < k' o |~ run;). Finally, the projection of a global trace to a local
trace is defined using map. A graphical representation of projection is shown in Figure
We now show that the language of each local ITS M; contains the language of the
composition projected to the local ITS. From this result we can derive a condition for
~vp such that Inference holds. We do that by considering a mapping between local

trace and global traces that follows the same mapping map,.
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Vi, 7o, V4, o, Vi, Vo, Vi, 7o, Ui, Vo, i, Vo,
run; ﬂrunZ ﬂrunZ runl —|runZ runZ
/_*
g .
i _‘Uo ] _‘Uo _‘U'La Vo

Figure 5.2: Graphical view of trace projection. White states of o represent the states of
the sequence map,. Pink states represent states in which the local component stutters.
Red arrows represent the link between the states of ¢ and the states of o; formally
represented by map,.

Theorem 5.1 (Projection Preserves Local Traces) Let M = M; @ --- ® M,

For all1 <i<n:L(M;) D {Pry,(o)|loc € L(M)}

Proof: Given a trace ¢ € L(M),0; = Pry, (o). We prove the theorem by induction
on the length of o;. The inductive hypothesis states that if |o;] > k + 1 and o¥-* €
Lin(M;), then o+ € L (M;).

e Base case:
By definition I = A, [; and 0;(0) = o(map,)(Vi). We derive that 0;,0 =
I = %% € L;,(M;). Tt should be noted that this holds also if |o;| = 1 and

o,|o| — 1}~ run; because I; is a proposition on symbols of V.

e Inductive case:
By definition o;(k) = o(map,)(V;) where map, is the k-th position s.t. run; holds.
Therefore, o(mapy,)o(map, + 1) = run; — T; = o(map,)o(map, + 1) E T;. By
M we obtain that Omapy (V) = Omap1(V;O) = oi(k + 1)(V,?). Since T;

reasons over symbols of V U VO’ then o(map,)o(map, + 1) = T; < o;(k)oi(k +
1) E T;. Therefore, o, k = T; which guarantees that a?"'k“ € Lsin(M;).

We proved the theorem for finite traces, we now extend the proof to consider infinite
traces. To do so, it is sufficient to prove that each infinite trace o; satisfies the strong
fairness conditions of SF; since it already satisfies I; and T;.

Since 0; = Pry,(o) and 0 € L(M), 0 = N\, 11es7(GFfa = GFfy). In par-
ticular, due to the composition, o = A \csr,(GF(run A fo) = GF(run; A fy))

The projection defines the sequence map,, ... representing the points in which run;
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holds; therefore, for all (f,, f,) €if for all k there exists j > k s.t. o, map, = f, then
for all &’ there exists j' > k' s.t. o, map), = f,. From the projection definition then
o; = GF f, — GFf, for each (f,, f,) € SF.. O

Definition 5.5 (vs) Let My, ..., M, be n ITS, we define s as follows:
")/S(Mlv"'aMn) = M1®®Mn

From Theorem [5.1], we obtain a composition g for which each projected global trace
is an actual behaviour of a local trace. Therefore, when we consider the global traces,
we do not introduce new local traces which cannot be witnessed locally.

To complete our compositional reasoning, we need to define the function vp such
that Inference holds. To do so, Section provides a rewriting technique that maps

each local trace satisfying ¢; to a global trace satisfying vp.

5.2 Rewriting Based Approach for the Composition
of LTL modulo Theory

In this section, we introduce a rewriting-based approach for the composition of local
properties. In section[5.2.1] we present the rewriting of from LTL(7") to LTL-EF(T") [282]
that maps local properties to global properties with proofs and complexity results. In
section[5.2.2] we propose an optimized version of the rewriting. Finally, in section[5.2.3]
we introduce a variation of the optimized rewriting tailored for infinite executions of
local properties i.e. in which the semantics is the one of standard LTL because we
assume fairness of run;.

To simplify the notation, we assume to be given n interface transition systems
M, ..., M,, a composed ITS C = M; ® --- ® M, a trace o of M; with © < n, a local
property o and a local term u. For brevity, we refer to Ry, Ry, RO, Pr&é, Pry,,
end; and run; as respectively R, R*, R?, R?", Pr—', Pr, end and run. Moreover, we will
refer to map,, map,, ... as the sequence of definition[5.4 As in Section[5.1.3] we denote
input predicates with apex I: Pred’ and the output predicates and terms with apex O:
Pred®. Finally, we denote sgn € {—, +}.

At next operator [282] In the rest of the Section, we will use the additional operator
@F introduced in [282] for the LTL with Event Freezing Function logic. This operator
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p,u=3 —p,u=3 p,u=3 P, u=>0

O O O O
) ) ) )
u@Fp =6

Figure 5.3: Graphical representation of QF.

will be used to rewrite next variables. Intuitively, this operator returns the value of a
term u at the next occurrence of a formula ¢ (excluding the current one); if there is no
future occurrence of ¢, the variable can take any value. Figure gives an intuitive

view of the semantics of the operator.

The semantics of the operator is the following:

oM (i) (u@QF(p)) = o™ (k)(u) if there exists k > i such that, for all 1,7 <[ < k,
o, M,l =i+ —p and o, Mk =44

As shown in [282], we can remove the operator using the following rewriting intro-

ducing a monitor variable as follows:
ATN (§, w@F) = §[p,ap,/ vQFSIAG(XS = pyaiy = WING(P,a, 7 Puais = X0)

In the remainder of the Section, we will treat @F as is it was an operator of our

logics.

5.2.1 LTL Compositional Rewriting

In this section, we propose a rewriting to asynchronously compose propositional LTL

properties over Interface Transition System symbols.

The idea is based on the notions of projection (introduced in Definition [5.4]) and
asynchronous composition (introduced in Definition [5.3). We produce a rewriting R*
for ¢ such that each trace o of M; satisfies the rewritten formula iff the projected trace

satisfies the original property.
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Definition 5.6 We define R as the following rewriting function:

R~ (Pred (uy, ..., u,)) = —runV Pred (R™(w),..., R (u,))
RY(Pred (uy, ..., u,)) = run A Pred (R*(uy), ..., R (u,))
RI"(Pred® (uy, ..., u,)) = Pred®(R*™(w), ..., R*"(u,))
R (o1 V @2) = R¥™ (1) V R (i02)
R™(mp) = “R¥(9), R (~¢) = "R (¢)
R~ (Xp) = X(state R (—state V R™(¢)))
R (Xy) = X(—state U (state A R (9)))
( = (=state VR (1)) U ((state AR (¢2)) V Yend)
( = (=state V R (1)) U (state A R (p2))
)

(
R (1 S o) = (—state VR (¢1)) S (state A R*9"(¢2))
ng”(func(ul,...,un)) = func(R*" (1), ..., R*"(uy,))
(
(

where state = runV (Zrun A end) and R(p) =R~ (p).

R transforms the formula applying run and state to ¢. The general intuition is that
when run is true, the local component triggers a transition. Moreover, state represents
a local state of ¢ in the global trace. It should be noted that the rewriting has to deal
with the last state. Therefore, state is represented by a state that either satisfies run
or is the successor of the last state that satisfies run.

For output predicates, the rewriting is transparent because the projection defini-
tion guarantees that each state ¢ of o has the same evaluation of each map, state of
T, Although this holds for input predicates as well, there is a semantic technical-
ity that should be taken into account. Input predicates are evaluated differently on
the last state: with strong semantics (+) they do not hold while on weak semantics
(—) they hold. Since (i) the last state of a local trace might not be the last state of
the global trace, and (ii) a variable that locally is an input variable might be an out-
put variable of the composed system, we have to take input predicates into account
inside the rewriting. Therefore, with strong semantics, the rewriting forces the pred-

icate to hold in a transition i.e. when run holds (0,i e Pred’ < i < |o| — 1 and
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a, run -a, run  —a, run a, run —a, run
/_\A
O’ST .. e
—runV a run /\ a

state R (ﬂstate Voa)

Figure 5.4: Graphical representation of rewriting of Xa. o represents the local trace
while o7 represents the trace of the composition. White states are states of local
trace while pink states are states in which the local component is not running. In this
example, a is an input variable which happens to be true in state s; and s;,; of local
trace o and state 5;. To show the intuition of the rewriting, we show that Release
operator permits to skip the pink states (which are not relevant w.r.t. the local trace).
Finally, at state 5,43 a is evaluated since run is true.

Pred (o(i)(w), . ..,0(i)(u,))). The weak semantics is handled similarly, except that it
requires either run to hold or the predicate itself to hold.

Regarding X, R~ needs to pass from point map; to map; ; and to verify that the
sub-formula is verified in that state. The first X passes from map, to map; + 1. Then,
the rewriting skips all states that are not map,,, and “stops” in position map, . Figure
shows an intuitive representation of the rewriting of X when the trace is not in its
last state.

For Until formulae, the rewriting needs to “skip” all points that either do not belong
to the local trace or satisfy the left part of the formula. Then, it must “stop” to a point
that satisfies the right part and is a state in the local trace. To do so, it introduces
a disjunction with state on the left side of the formula and a conjunction with state
on the right side of the formula. When the rewriting and the formula are interpreted
weakly, reaching the end of the local trace makes the formula true; therefore, Yend is
also put in disjunction with the right side of the formula. Figure shows an intuitive

representation of the rewriting of U when the trace does not terminate before reaching
b.

Lemma 5.1 For all 0°" € Pr=(o), for all i < o|:
U;i ):tsgn 2 = O'ST7 mapz, ):thn ngn(sp)
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a,—b a,—b -a,b
e
aUb “ b

a, b, run —a, b, ~run-a, ~b—run a,—b, run —a,b, run

R /“. )

—state V
an stateV a state/\b

Figure 5.5: Graphical representation of rewriting of U. In this example both a and b
variables are input variables. Local trace o satisfies a U b at position ¢ since a is true
at state s;, s;11 while b is true at state s;1o. The corresponding global trace contains
2 additional states (5;41,5;42) which are not considered in the rewriting since —state
holds these 2 states. Finally, the state 5,44

of the global trace satisfies both state and b.

Proof: We prove Lemma [5.1] by induction on the formula. The high level intuition is
that, assuming that we are in a point map, of the trace, we can “reach” the correspond-
ing map,, using the syntactically rewriting for each temporal operator. Two graphical
examples of that are given in Figure [5.4] and Figure [5.5] for respectively X and U.

Before starting the proof we observe the following facts:

1. Foralli:i < |o| — 1< o7, map, =i+ run.

2. For alli:i < |o| < o7, map, =4+ state.

3. Vi < |o|,Ymap,_y < j < map; : 05T, map; =i~ < 057, j - stateR(—stateVa).
4. Vi < |o|,Ymap,_, < j < map; : 05T, map, = 1 < 057§ i nstateU(stateA).
5. 0%, map,_; + 1 Fpon Yend .

Base cases:

Pr

o Pred’: o,i - Pred! < i > lo| — 1V Pred’ & , map; =

Pred! g ST map; = —run Vv Pred’. The strong semantics case is identical.

i > |o] —1or o7

o Pred®,z,c: Trivial.
Inductive cases:

e —: Trivial in both cases. It follows the semantics definition
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e V., Pred, Pred®, func: Trivial.

e Xy : o map, Er- R(Xy) & 0T map; + 1 =~ state R (—state V R(p)) a
o7 map;,1 F+ R(p) if i < |o| — 1 (Holds by induction). Otherwise, i = || — 1
and thus 057, map; +1 =~ G—run which implies 057, map, = R(Xyp) as expected

by the weak semantics. We skip the strong case because it is similar.

e 01 Uy : 0T map, =~ R (01 U y) & 0T map, - (state VR (1)) U
(mstate AR~ (¢2) VY end) < I > map; s.t. (097, K =~ R™(p2) and 0T k' =4~
state or 0T k' =~ Yend) and Vmap, < j' < k' : %7, ' =~ R(py) or 097, 5 =4~
state BB 3k > ist. 0% map, = R(pe) and k < |o] or k = |o] and Vi < j <
JorST R Ind.(k,j<|o|),Yo:0,|o|l=,— ¢ 3> e dVi < i

057 map; =1 Rin) X > st ok i pr md Vi< j <
k:o,jE- 1< 0,i - p1 Ups. The proof of the strong case is the same.

e Y: The case is specular to the case of X. In this specific case, we can use run
instead of state because we are assuming that ¢ < |o|; therefore i — 1 < |o| — 1 a

5T, map,_, =i~ run (if i = 0, then property is false).

e (1S : The case is specular to U. It is sufficient to observe that [4] can be applied

for the past as well.

o (v)): 5 (map,) (R (') = o5 (map,) (R~ () QR (state)) : o7 (map,) (R (v/)) =
o1 (7) (R~ (u)) if 3j > map; s.t. 057, j =+ state; o (map;)(. .. )= def,qp,, other-
wise. 0% (map;)(...) = o (map;)(R™(u)) if 3j > i s.t. o7, map; =+ R (0);
o%T(map,)(...) = def otherwise. Finally, by induction hypothesis, we obtain

o(i)(v@FT) which has the same semantics of v'.

O
Lemma states that each point in the sequence map,, ... of 057 satisfies R(¢p) iff the
local property satisfies in that point ¢; therefore, providing a mapping between the two

properties.
Definition 5.7 We define R* as R*(¢) = state R (—state V R(yp)).

Lemma 5.2 For all 057 € Pr=Y(o) : 05T, map, = R(¢) & o°7,0 = R*(¢)
Proof: Proofs follows simply applying fact [3| of the proof of Lemma [5.1] O

Lemma [5.1] shows that R guarantees that satisfiability is preserved in the active

transitions of the global traces. However, map, is not always granted to be equal
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to 0 (see definition , and thus, the rewriting must guarantee that satisfiability is
preserved in the first transition as well. From lemma and lemma [5.2] we infer the
rewriting theorem (Theorem [5.2) which shows that R* maps the local trace to the

global trace as follows:

Theorem 5.2 For all 0°7 € Pr=1(o) : 0 = o & 0T = R ()

Proof: We prove Theorem [5.2] through Lemma [5.1] and Lemma [5.2}
By Lemma , Vi:o,i e @ & 05T, map; o R*(p). Therefore, o = ¢ <

oST, mapy = R™(p). By Lemma [5.2) 057, map, o R™(¢) & 057 [Epam R* ().
Therefore, o =i ¢ < 0T =~ R*(p). O

Theorem 5.3 Let ¢ be a formula. The size of the rewritten formula with R* is linear
w.r.t. @ e |[R*(¢)] = O0(¢|).

Proof: We prove Theorem [5.3] by first showing that there is ¢1, co € N such that, for
each ¢: |R(¢)| < c1]¢| + ca. We prove the statement fixing ¢; = 1 and ¢; = = 2|s|+ 3
for predicates and temporal formulae and ¢; = 1 and ¢y = 0 for terms. The base case
trivially holds since the R*9"(x) = x and R*"(const) = const. We now show the other
cases assuming that the theorem holds on the sub-formulae. For brevity, we prove only
the weak part of the rewriting; the proof of the strong part is identical since the sizes

of the generated formulae are the same.

o (Pred) |R™(Pred (uy, ..., u,))| = |=runV Pred" (R~ (w), ..., R (u,))| =
34D 1cicn lti] < |Pred” (i, . . ., u,)| +2|s| + 3. The proof for output predicate is

almost identical.

e (V,—) Trivial.

(X) [R™(Xp)| = |X(state R (—state V R~ (p)))] < 1+ 2|state] +3 + |R™ ()| =
3 + 2|state| + | X¢|.

(U) [R (1 U pa)| = |(mstateV R (1)) U (state AR ()] < 3+ 2|state] + 1+
1] + 2] = [p1 U pa| + 3 + 2|state].

(S,Y) The proof is respectively as U and X.

(func) Trivial.
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o (V) |R(v')| = |R*"™(v)QF (state)| = |u| + 1 + |state| < |u'| + 2|state] + 3.

Finally, |R*(¢)| = |state R (=state V R~ ()| = |R™(v)| + 2|state| + 3; since |R™(¢)| is
linear w.r.t |p|, we deduce that |R(¢)| is linear as well.

g

Example 5.1 Consider the formula .o = G(reca — outh = ing A Xsend) from Figure
[5.1. The rewriting R*(pe2) is defined as the following formula.

R’(Jciuté)
G(—state V (run A recy — (outy@Fstate = iny) A X(run R (=run V send))))
%’_/ (. ~~ J/
Rt (reca) R~ (Xsend)

Finally, R*(pe2) is defined as state R (—state VR (pe2).

Recall that G is an abbreviation of Until: GYy = =(TU—). Therefore, the rewriting
of G is equal to =RT(T U —p) = —((—stateV T) U (state AR (—)))); we can simplify
the left side of U obtaining —(T U (state A R (—)))); and, with further simplifications
we obtain ~F(state N =R~ (v)) = G(—state V R~ (v)). Intuitively, with the “always”
modality, we are interested in evaluating the states that are local by evaluating as true
any state in which the component stutters.

For what regards reco, since it is on the left side of an implication, we rewrite it
with strong semantics by asking for run to be true. Then, out) is rewritten via at-next
operator; the intuition is that at-next provides the “next” value of the variable outy if

state will be true, otherwise a default value is given. For what regards next, the intuition

is given by Figure [5.4)

5.2.2 Optimized LTL compositional rewriting

The main weakness of the rewriting proposed in previous sections is the size of the
resulting formula. However, there are several cases in which it is possible to apply a
simpler rewriting. For instance, Gu, is rewritten by R*" into G(—state V v,) while by
Yeona (see Definition it does not need to be rewritten since output variables do not
change when run is false. Similarly, Xv, can be rewritten in the weak semantics to
end V Xuv,.

To do so, we apply the concept of stutter-tolerance introduced in [59] tailored for
possibly finite traces. Informally, a formula is said stutter-tolerant if it keeps the same

value when rewritten with R*9" in all adjacent stuttering transitions.
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Definition 5.8 An LTL formula ¢ and a term u are respectively said stutter-tolerant
w.r.t. R%™ iff:
For all o, for all c°T € Pr=Y(a), for all 0 < i < |o| : for all map;,_; < j < map; :

05T j o R¥™(@) <07 map; =i R¥™(¢) and
¥ () (R (w)) =0 (map;)(R*" (u))

Definition 5.9 An LTL formula pg is syntactically stutter-tolerant iff it has the fol-

lowing grammar:

Cst = Qs V @t | s | Pred®(u,...,u) | o Up| Yo

where o is an LTL formula, u is a term from LTL syntax, s is an output variable and

c 1s a constant.

Lemma 5.3 Syntactically stutter-tolerant formulae are stutter-tolerant w.r.t. R*I"™

Proof: We prove the Lemma by induction on the size of the formula.
The base case is trivial since output variables remain unchanged during stuttering.

The inductive case is proved as follows:
e V., Pred’ and —: Trivial.

e U: We can prove the correctness by induction on j, with base case j = map, — 1.
5T, j = (—state V R™(¢1)) U (state A R™(p2) V end) & 057, j =i~ (R™(p2) A
stateV end)V (—stateV R~ (1)) AX((—stateVR ™ (1) U (state AR~ (p2))) 7oy state
9T j =~ X((R™ (1) V —state) U (state AR~ (o) V end) A T j+1 =
R~ (1 U y) which is map, for the base case. The inductive case follows trivially.

e Y: The case of Y can be proved in the same way of U by expanding S instead of
U.

g

From Lemma [5.3] we derive a syntactical way to determine identify a relevant frag-
ment of stutter tolerant formulae. Since this definition is purely syntactical, it is very
simple for an algorithm to determine whether a formula is syntactically stutter toler-
ant; it is sufficient to traverse the structure of the formula and look at the variables and

operators.
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From the notion of syntactically stutter tolerant formula, we provide an optimized
rewriting that is semantically equivalent to R*". If the sub-formulae of ¢ are syntac-

tically stutter tolerant, we can simplify the rewriting for ¢.

Definition 5.10 We define R? as follows. We omit the cases that are identical to R.

R (Xp) = endV XR ()  If p is synt. st.tol.
R9+(Xg0) —end A XRPT (p)  If p is synt. st.tol.
(1 Ua) = R (p1) U(YendV R (3))  If o1 and @y are synt. st.tol.
(p1 U ) = R6+(g01) U (=Yend A R6+(<,02)) If o1 and o are synt. st.tol.
) =

RO (W) = R (v)@F(—end) If v is syntactically stutter tolerant

where RY(¢) = RY (p) and “synt. st.tol.” is the abbreviation of syntactically stutter-

tolerant.

Lemma 5.4 For all o, for all o5 € Pr=Y(o), for all i < |o|:
0,1 Fpon 0 & 0T, map; Fpem R (¢) o(i)(u) = 0" (map;) (R’ (u))

Proof: From Lemma we deduce that to prove the Lemma it suffices to prove
that for each 0 < i < |o|, 0T, map, = R(p) & 0T, map, o RY(¢) and
T (map,) (R (u)) = oT(map,)(R?*"(u)). To prove that, we also prove induc-
tively that if ¢ is syntactically stutter-tolerant, then for each 0 < i < |o|, for all
map;_y < j < map;o®7T, j e R7 () & 057, map; R ().

We need to prove only the cases in which the sub-formulae are stutter tolerant w.r.t
R*.

e X: If end is true, then ¢ > |o| — 1. Therefore, with weak semantics, the formula
shall be true while with strong semantics the formula shall be false.

If end is false, then o°7, map, s RY" (X¢) & 057, map, o XRI" (p) &
ST map, + 1 o RY7"(¢). By induction hypothesis - - - < o7, map, + 1 [=son
R(p) < o7, map, 1 FEan R(p).

e U: 0T map;, Fr- RY (1) U (YendV RY (p)) & k' > map; st. o5 k' =
Yend or 05T k' =~ RY (p) and for each map, < j' < Ko7, j" - RY (¢1).
By induction hypothesis there exists map;, > map; s.t. o7, map, ;- R(p2) and
for all map; < map; < map,o®", map; =~ R(g1).
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We now prove the additional part of the Lemma. If p; or ¢ are not syntactically
stutter tolerant, then the rewriting is identical and thus, the lemma holds since

@ is stutter tolerant.

If o, and ¢, are syntactic stutter tolerant, o7 j =~ R’ (p1) U (Yend Vv
R (p2)) & FK > map; st. o°T k' =~ Yendor 05T k' =~ RY (p2) and for
each map;, < j' < k'o’T,j' =~ R (p1). We observe that o7 k' |=,- Yend <
k' > map,_y. Moreover, by induction hypothesis, each j" and each k&’ can be
replaced with respectively map; and map, s.t. @ < k < lo| and i < j < k.
Therefore, --- < 3k > ist. o7 map, = R(p2) or k = |o| and for all
i < j<k:o map; =~ R(p1) 0,0 - 91 U o

e v': It follows from induction hypothesis and by Lemma |5.1

Definition 5.11 We define R?" as follows:

Re*( ) - R (o) If v is syntactically stutter-tolerant
¥) = B
state R (—state V RY™ () Otherwise

Lemma 5.5 For all 057 € Pr='(o) : o7, map, = R%(p) < 57,0 =, RY"(p)

Proof: If ¢ is not syntactically stutter tolerant, then the proof is the same one of
lemma If ¢ is syntactically stutter tolerant, then for each map_, < j < map;, 07, j
= RV (@) & 5T, map, = RY (¢). Since map_, is —1, then either map, = 0 or j

gets the value 0 in the for all; thus, proving the lemma. Il

Theorem 5.4 For all 057 € Pr='(0) : 0 = ¢ < 07 =, R ()

Proof: The proof is identical to the proof of Theorem using Lemma [5.4] and
Lemma [5.5] O
Theorem and Theorem [5.4]show that respectively R* and R’" are able to translate
a local LTL property into a global property without changing its semantics in terms of

traces. Therefore, we can use the two rewritings to prove Inference [5.1].
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Definition 5.12 Let My,..., M, be n ITS and p1,...,p, be LTL formulae on the
language of each M; and let VYeona(My, ..., M,) be as in Definition . We define vp

as follows

P}/P(Sob SRR (;On) = RG*M1<¢1) ARERA ,R’e}k\/ln(gon) A wcond(Mb SRR Mn)

Corollary 5.1 Using vp from Definition[5.19, g from Section[5.1.1) for all compatible
ITS My, ..., M,, for all local properties p1,...,p, over the language of respectively

My, ..., M,, for all global properties p: Inference holds.

Example 5.2 Consider the formula g = G(reca — outy = ing A Xsend) from Figure
. The rewriting R?(p.2) is defined as the following formula.

RO (out,QFT)
—_—N—

G(—state V (run A recy — (endV out,@F-end = ing) A end V Xsend))
N 2N ~—————

~~ ~~

RO (recs) RO (outly=ins) RO~ (Xsend)

Finally, R (¢e2) is defined as R%(pes).

The simplification optimizes the formula in various parts. Xsendsy is rewritten into
a simpler formula, in which we only need to check whether we are at the end of the local
trace; the same occurs for primed output variable (next). On the contrary, G must be
rewritten as for R because its sub-formula is not stutter-tolerant. On the other hand,

the top-level rewriting is simplified because G is syntactically stutter tolerant.

5.2.3 Rewriting under fairness assumption

This section defines a variation of the previous rewriting that assumes infinite execu-
tion of local components. The rewriting is presented as a variation of the optimized
rewriting; it is meant to exploit the fairness assumption to be more concise and efficient.
The general idea is that since the local components run infinitely often, we can con-
sider the semantics of LTL with event-freezing functions instead of the finite semantics

considered up to now.
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Definition 5.13 We define R as follows:

RT(v) = v forveV

R7 (Pred(uy, ..., u,)) = Pred(R” (w),...,R" (u,))

R (e V) =R (¢) VR (¢)
(

R7(=¢) = =R (p)

X(R” iof V¥ is syntactically stutter-tolerant
iy - XTW) 4 is syntacticaly

X(runR (=runV R”(¥)))  otherwise

| R7 (1) URT (2) if 1 and o are synt. st. tol.
R (01 Ugpy) =

(=runV R (1)) U (run A R” (¢2))  otherwise
R7(Yy) = Y(=runS (run A R”(¢)))

I RT (1) SR (99) if o1 and o are synt. st. tol.
R (1S a) = 1
(=runV R (1)) S (run A R (p2))  otherwise
v’ if ¥ s syntactically stutter-tolerant
R (W) = [ is sy Y

R7 (v)@F(run) otherwise
Moreover, we define R”" as

Rf*( e R (o) If  is syntactically stutter-tolerant
SO =
run R (—runV R7(¢))  Otherwise

R7” simplifies R?" in various ways. It does not need to distinguish between input
and output variables, it does not distinguish between weak /strong semantics, and it
does not distinguish between state and run. Intuitively, these distinctions make sense
only with finite semantics; since the rewriting assumes infinite local executions, these

technicalities become superfluous.

Theorem 5.5 Let o be an infinite trace, for all %7 € Pr=Y(c) : 0 | ¢ & o7 |=
R7 ()

Proof: (Sketch) Since o is infinite, end is always false, state < run. We can substi-

tute end with | and state with run in R? obtaining this rewriting. U
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Example 5.3 Consider the formula o = G(recy — outh, = ingAXsends) from Figure
. The rewriting R” (¢e) is defined as the following formula.

R (outh)
~
G(=runV ( reca — ( outy, =ing) A Xsend ))
~— -~ ——
R (recz) R (outy=inz) R7 (Xsendz)

Finally, R"" (¢e2) is defined as R” (¢e2).

By assuming infinite executions of local traces it is possible to drastically simplify
the rewriting. Next outputs are left unchanged because they are stutter tolerant and with
infinite execution end is not needed. Input variables are also transparent to the rewriting
because the infinite semantics do not distinguish between input and output variables.
As before, G must be rewritten because its sub-formula is not stutter-tolerant; however,
in this case, the rewriting can use run instead of state because the two expressions are
equivalent with infinite semantics. Finally, as before, the top-level rewriting is simplified

because G s syntactically stutter tolerant.

5.3 Experimental Evaluation

We implemented the compositional techniques proposed in this chapter inside the
contract-based design tool OCRA[92]. Our extension covers the contract refinement
check, in which a contract (defined as a couple (A, G) of LTL formulae) is considered
correct if its sub-component contracts refine it. For simplicity, we consider contracts
without assumptions i.e. in which the assumption is T; in this scenario, the refinement
of contracts is given by the compositional reasoning described in this chapter. For a
detailed description of the assume-guarantee contract proof system employed in the tool
refer to [113].

The objective of this experimental evaluation is to do both a quantitative and a
qualitative evaluation of our compositional approach differentiating possibly finite and
infinite semantics. Qualitatively, we compare the verification results to assess how the
finiteness impacts on the result, observing also the required scheduling assumptions
for possibly finite systems. Quantitatively, we analyze the overhead of reasoning over
a mix of finite and infinite executions to analyse whether our rewriting scales on real
models. Due to the absence of equally expressible formalism to define asynchronous
composition, our comparison with related work is limited to another rewriting suited

only for local infinite systems with event-based asynchronous composition[29].
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Model Algorithm Result Time (s)
Response boolean sequence with size=3 TrR Invalid 0.74
Response boolean sequence with size=3 TrRuFA Valid 0.79
Response boolean sequence with size=3 TrR+F Valid 0.48
Simplified Example (no component c3) TrR Invalid 1.15
Simplified Example (no component cz) TrRuFA Valid 0.87
Simplified Example (no component cz) TrR+F Valid 2.82
Example (Figure TrR Valid 20.13
Example (Figure TrR+F Valid 5.3
Example (Figure TrRuFA Valid 1.37
Response event sequence with size=12 TrR Invalid 14.61
Response event sequence with size=12 TrRuFA Valid 0.8
Response event sequence with size=12 TrR+F Valid 3.74
Universality sequence with size=17 TrR Invalid 6.63
Universality sequence with size=17 TrRuFA Valid 2.81
Universality sequence with size=17 TrR+F Valid 11.17
"Brake when AEB status is active" bugged TrR Invalid 48.3
"Brake when AEB status is active" bugged TrRuFA Valid 24.63
"Brake when AEB status is active" bugged TrR+F Valid 74.72
"Brake when AEB status is active" fixed TrR Valid 136.34
"Brake when AEB status is active" fixed TrRuFA Valid 17.6
"Brake when AEB status is active" fixed TrR+F Valid 62.83

Table 5.1: Subset of quantitative and qualitative results of the experimental evaluation.

Although we defined compositional reasoning with truncated semantics, in our ex-
periments we reason about global infinite executions and possibly finite local executions.
The experimentsﬂ were run in parallel on a cluster with nodes with Intel Xeon CPU
6226R running at 2.9GHz with 32CPU, 12GB. The timeout for each run was two hours

and the memory cap was set to 2GB.

In this section, we denote the composition based on R?* as TrR(Truncated Rewrit-
ing); we denote the composition based on RY* with additional constraints to ensure
infinite local executions as TrR+F (Truncated Rewriting + Fairness); we denote the
composition based on R”" assuming local infinite execution as TrRuFA (Truncated

Rewriting under Fairness Assumption).

!The results of the experimental evaluation can be found at https://es-static.fbk.eu/people/
bombardelli/papers/nfm22/expeval _journal.tar.gz
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5.3.1 Benchmarks

We have considered benchmarks of various kinds:

1. Simple asynchronous models from OCRA comprehending the example depicted

in Figure [5.1]

2. Pattern formula compositions from [59] experimental evaluation

3. Contracts from the experimental evaluation of [91] on AUTOSAR models adapted

for truncated semantics.

Simple Asynchronous Models

We considered two variations of the example model depicted in Figure [5.1; one version
considers all three components with both the possible outcome of failure and success.
The second version is composed only of components ¢l and ¢2 and the global property
states that eventually the message is sent.

The second model we are considering is a simple representation of a Wheel Brake
System with two Braking System Control Units (BSCU) connected to two input braking
pedals, a Selection Switch and an actual hydraulic component that performs the actual
brake. The top-level property states that if one of the two pedals is pressed eventually

the hydraulic component will brake.

Pattern Models

We took from [59] some benchmarks based on Dwyer LTL patterns [147]. The con-
sidered LTL patterns are the following: response, precedence chain and universality
patterns. The models compose the pattern formulae in two ways: as a sequence of n
components linked in a bus and as a set of components that tries to write on the output
port. These patterns are parametrized on the number of components involved in the

composition.

EVA AUTOSAR contracts

We took the experimental evaluation from the tool EVA[91], and we adapted it for our
compositional reasoning. The models are composed of various components for which
the scheduling is of two types: event-based and cyclic. Event-based scheduling forces
the execution of a component when some of its input variables change while cyclic

scheduling forces the execution of the component every n time units.
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Alg ALL TRUE FALSE UNK <ls <60 s <600 s
ALL 624 476 88 60 82 448 935
TrR 208 91 86 31 26 133 167
TrR+F 208 182 1 25 21 126 168
TrRUFA 208 203 1 4 35 189 200

Table 5.2: Summary result for algorithms

In addition to these models, we also considered a variation of a subset of instances
(described in Section [5)) and we relaxed the scheduling constraints allowing some com-
ponents to become unresponsive at some point to the original constraints. We forced
an event-based scheduled component (Brake Actuator) to be scheduled when its input
changes but only until it ends; moreover, we forced a cyclic scheduled component (Brake
Watchdog) to run every n times units until it ends. Finally, assuming that one of the
two components runs infinitely often (i.e. does not become unresponsive), we check if

the composition still holds.

5.3.2 Experimental Evaluation Results

Figure [5.6] provide an overall comparison between TrR, TrR+F and TrRuFA in terms
of results and execution time. In these plots, the colour determines the validity re-
sults: blue aggregates all the results without distinction between valid and invalid;
green considers valid instances of both techniques (if the other algorithm returns valid,
timeout is optimistically believed to be true); yellow consider instances in which the
two techniques had different results.

Overall, we checked 624 instances (208 for each rewriting); 406 of these instances
were proven valid, 88 were proven invalid and 60 instances timed out. The general
statistics can be found in Table [£.2]

Table [5.1] shows some relevant instances of the experimental evaluation highlighting

their execution time and their validity results.

Qualitative Results As we expected, there are differences in validity results between
TrR and TrRuFA. The pattern models cannot guarantee the validity of the composition
with the weak semantics without additional constraints over the composition. Intu-
itively, it suffices that a single component is not scheduled to violate bounded response
properties.

Similarly, we compared the validity results of the 3 rewritings on a simplified version
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of the example of Section [B} this variation of the model contains only components ¢;
and co. The simplified version was proved valid using TrRuFA and TrR+F while a
counterexample was found using TrR. The simplified version is found invalid when ¢;
is scheduled only a finite amount of times failing to deliver the message to component
co. On the other hand, when we correct the model by adding the component c3, the
composition is proved valid in all the 3 cases.

For what regards the EVA benchmarks, TrR and TrRuFA gave the same validity
results. That occurred because the scheduling constraints were quite strong; in partic-
ular, the cyclic constraints implicitly forced components, such as the watchdog, to run
infinitely often. The event-based scheduled component could have a finite execution
but only if their input did not change from some point on. Differently, updating the
constraints by removing these implicit infinite executions makes the property invalid
using TrR. To fix these invalid results, we updated the system assuming that at least
one of the two components runs infinitely often and we relaxed the global property
increasing the timed bound for the brake to occur from 2 time units to 3. Finally, the

corrected model was proved in all the 3 cases.

Quantitative Results We provided a comparison between R? and R” in terms of
impact of the transformation on the verification time. Since R” assumes that each local
component is executed infinitely often, we used the rewriting R? equipped with fairness
assumption (TrR+F). Figure shows the comparison between TrR+F and TrRuFA.
In this case, TrRuFA is more efficient than TrR-+F. This is not surprising because the
generated formula assuming infinite local execution can be significantly smaller than
the general one. In general, we see that, regardless of the result, TrRuFA can prove
the property faster. We think that having to check all the possible combinations of
finite/infinite local execution provides a significant overhead in the verification.

In Figure [5.7, we compared TrRuFA with another rewriting for the composition
of temporal properties from [29]. The comparison has been done over a subset of the
pattern models. The rewriting of [29] is in principle similar to TrRuFA; it assumes
infinite executions of local component but, contrary to our approaches, in [29] the
asynchronous composition is supported only considering shared synchronization eventsE].
Due to the expressive limitations of the other approach, we applied the evaluation over a

smaller set of instances. It should be noted that the technique of [29] already introduces

2These events are basically Boolean variables shared between two components. When one of these
variable becomes true, both the components run. Although it is not detailed in the thesis, we do
support these events natively by adding additional scheduling constraints in «
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fairness assumptions of the infinite execution of local components; therefore, we don’t
need to manipulate/complicate that rewriting in this evaluation. It is clear from the

figure that TrRuFA outperforms this other rewriting.

5.4 Related Works

In this section, we compare the contributions proposed in this chapter with related work.
For a complete overview of both compositional reasoning and LTL model checking, refer
to Chapter [3|

One of the most important works on temporal logic for asynchronous systems is
Temporal Logic of Action (TLA) [221] by Leslie Lamport, later extended with additional
operators[222]. TLA has been also used in a component-based manner in [269]. Our
formalism has similarities with TLA. We use a (quantifier-free) first-order version of
LTL [239] with “next” function to specify the succession of actions of a program. TLA
natively supports the notion of stuttering for composing asynchronous programs so that
the composition is simply obtained by conjoining the specifications. We focus instead
on local properties that are specified independently of how the program is composed so
that “next” and input /output data refer only to the local execution. Another substantial
difference with TLA is that our formalism also supports a finite semantics of LTL,
permitting reasoning over finite traces.

As for propositional LTL, the composition of specifications is studied in various pa-
pers on assume-guarantee reasoning (see, e.g., [247, 2541, 208, [112]) for both synchronous
and asynchronous composition. In the case of asynchronous systems, most works focus
on fragments of LTL without the next operator, where formulae are always stutter in-
variant. Other studies investigated how to tackle down state-space explosion for that
scenario usually employing techniques such as partial order reduction [29]. However,
our work covers a more general setting, where the presence of input variables makes
formulae non-stutter-invariant.

Similar to our work, [29] considers a rewriting for LTL with events to map local
properties into global ones with stuttering. However, contrary to our work, it does
not consider input variables (nor first-order extension) and assume that every variable
does not change during stuttering, resulting in a simpler rewriting. In [154], a temporal
clock operator is introduced to express properties related to multiple clocks and, in
principle, can be used to interpret formulae over the time points in which a compo-
nent is not stuttering. That rewriting is indeed similar to the basic version defined

in this chapter, but is limited to propositional LTL and has not been conceived for
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asynchronous composition. The optimization that we introduce to exploit the stutter
invariance of subformulae results in simpler formulae easy to be analyzed as shown in
our experimental evaluation.

The rewriting of asynchronous L'TL is similar to the transformation of asynchronous
symbolic transition systems into synchronous ones described in [I07]. That work con-
siders connections based on events where data are exchanged only upon synchronization
(allowing optimizations as in shallow synchronization [81]). Thus, it does not consider
components that read from input variables that may be changed by other components.
Moreover, [107] is not able to transform temporal logic local properties in global ones
as in this chapter.

In [237], the authors defined a technique to verify asynchronous assume/guarantee
systems in which assumptions and guarantees are defined on a safety fragment of LTL
with predicates and functions. The main differences between that work and this one are
the following. The logic considered by [231] is limited to a safety fragment of LTL with
“globally” and past operators; on the other hand, our work covers full LTL with past
operators with event freezing functions and finite semantics. Another key difference is
that they consider scheduling in which a component is first dispatched and then, after
some steps it completes its action; instead, our framework defines scheduling constraints
with LTL formulae and actions are instantaneous.

Another related work is the one proposed in [68]. Here, the authors propose a
compositional reasoning based on assume-guarantee contracts for model based safety
assessment (MBSA). They extend the model with possible faults that are modelled as
input Boolean parameter to the system. However, contrary to our work, asynchronous
composition is not considered, and a fault represents the non-satisfaction of a local
property.

In [26], a related rewriting is proposed in the context of Asynchronous Hyperprop-
erties. That work considers a hyper-logic based on LTL that uses a rewriting to align
different traces of the same systems on “interesting” points. Although for certain aspects
the work is similar, it considers a very different problem.

A related compositional formalism is BIP [23]. As our formalism it is hierarchical
and asynchronous. However, there are conceptual differences between the two. Our
formalism is more “liberal” allowing any kind of scheduling of local components (it is
possible to explicit the scheduling using the LTL(7T) specification «). In principle one
could compile BIP compositional framework in our (as done for instance in [51] to STS),
even though it would require non-trivial effort to do that efficiently. A related tool is D-

FINDER [30] which verify safety properties compositionally by computing interaction
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invariants. Their framework is focused on safety properties and deadlock checking.
They leverage the interaction between components to generate additional invariants to
entail a global property. On the other hand, we use temporal logic formula and reduce
everything to LTL(7) satisfiability. Although not studied, our framework could benefit
from ad-hoc approaches on the component interactions.

Finally, our logic semantics is based on the works of Eisner, Fisman et al. on
truncated LTL of [I53]. The main differences are the following. Our logic includes past
operators, first-order predicates and functions; we consider only weak /strong semantics
for our logic while their work instead also deals with neutral semantics.

In summary, while existing works address various aspects related to our approach,
none provide a unified framework for the composition of asynchronous systems with
[/O data ports that explicitly accounts for the termination of local components. To the
best of our knowledge, this work is the first to bridge this gap, offering a comprehensive

solution that integrates these considerations into a general framework.
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Chapter 6

Asynchronous Composition of Timed

Systems

As discussed in Chapter [1, one of the central challenges in formal verification lies in
scaling verification techniques to realistic systems without compromising expressiveness.
In Chapter [5, we addressed this challenge for asynchronous systems by introducing a
compositional reasoning framework that enables scalable verification through modular
analysis. While effective, that approach was developed for a discrete-time setting,
where system evolution is represented as a sequence of actions. Such a model, however,
abstracts away the continuous passage of time and cannot directly capture quantitative

timing constraints.

At first glance, the introduction of real-time aspects may seem orthogonal to the
asynchronous nature of system behaviour because time progresses uniformly for all com-
ponents regardless of their interleaving. However, this assumption no longer holds in
Distributed Real-Time Systems (DRTS), where each component operates according to
a local clock that may drift or be skewed relative to others and to global real time. Con-
sequently, reasoning about timing in DRTS requires accounting for both the uncertainty

introduced by asynchrony and the discrepancies between local time measurements.

DRTS consist of multiple components that communicate over a network and rely
on numerous timing constraints governing data exchange and message delivery. Formal
verification of such systems is particularly challenging due to the tight coupling between
timing constraints, synchronization mechanisms, and communication protocols. More-
over, in decentralized architectures, clocks are typically skewed, necessitating periodic
synchronization—e.g., through algorithms such as the Berkeley clock synchronization

protocol-to maintain consistency among local times.
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Building on the compositional verification approach of Chapter [5] this chapter ex-
tends those ideas into the timed domain, where correctness must be ensured under
explicit real-time constraints across distributed, asynchronously communicating com-
ponents. Our goal is twofold: (i) to enhance scalability by maintaining modular verifica-
tion through compositional reasoning, and (ii) to preserve expressiveness by supporting
rich timing properties characteristic of real-world DRTS.

Following our previous work on compositional reasoning for Linear-time Temporal
Logic modulo theory, we extend the framework to enable verification of DRTS, recon-
ciling asynchronous behaviours with real-time guarantees. The core contribution of this
chapter lies in adapting compositional reasoning to progressively more realistic timing
models: first to systems with skewed but non-resettable clocks, and subsequently to
systems featuring resettable, non-monotonic clocks. Each of these models poses dis-
tinct challenges for temporal specification and reasoning, which we address through
corresponding logical extensions and refined semantic definitions.

We recall the Metric Temporal Logic (MTL) introduced in Section [2.7.3} where each
temporal operator is associated with a real-time interval specifying the period within
which the formula must hold (e.g., F<2v). In this chapter, we consider a variation of
this logic in which the notion of time is determined by a local clock ¢, informally viewed
as a variable that increases as time elapses (e.g., F<,v). A formal definition of the logic
and its semantics will be presented in Section for now, it suffices to keep in mind
that the temporal operators refer to the progression of time as captured by the value

of the local clock c.

Compositional Reasoning Under Drifted Clocks. We first consider systems
where local clocks are not perfectly synchronized and may drift relative to each other
with bounded skew e. This is common in DRTS where clocks advance at slightly dif-
ferent rates, but no explicit resets are performed. To reason compositionally in such
systems, local properties must be specified over local clocks, and conservative safety
margins must be introduced to ensure that timing constraints remain valid when mov-
ing from local to global reasoning. We show how to adapt the rewriting-based com-
positional approach of Chapter |5 to this timed setting, where timed transitions are
synchronous but observed with possibly skewed clocks.

For instance, a local property like G(flt — Gcglzl)—'alv) may fail globally when con-
sidering clock drift. We demonstrate how such formulae must be rewritten to introduce
a corrected bound p, ensuring their validity despite the bounded drift between compo-

nents. This reasoning is formalized through a distributed extension of Metric Tempo-
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ral Logic (MTL) with local-clock operators like G b that refer to component-specific

clocks.

Compositional Reasoning with Resets: MTLSK. We then extend our frame-
work to handle a more complex setting: clocks that may be reset as part of synchroniza-
tion protocols. Such resets introduce non-monotonic time references and pose significant

semantic challenges for classical metric temporal operators. For example:

o A property like G<,b can be incorrectly violated across disconnected intervals due
to resets. The Boolean variable b might hold continuously for p times unit and
afterwards go to false; then, after a long time, there is a reset that significantly

reduces the local time.

e A liveness property such as G(receive(msg) — F‘;kpsend(ACKmsg)) might ap-
pear valid if the response happens after a clock reset, even though the real-time

deadline was violated.

To address these issues, we introduce MTLSK (Metric Temporal Logic with Resettable
Skewed Clocks), an extension of MTL that accounts for both bounded drift (¢) and
bounded resets (A). MTLSK introduces refined metric operators — such as first-interval
semantics — that avoid undesired reset-based satisfaction. Finally, we also lift our
compositional reasoning to deal with local component with resettable skewed clock
using MTLSK specifications.

Although we theoretically present a complete compositional framework, we don’t
introduce a complete compositional case study. We leave this type of work for the

future.

Contributions To summarize, the contributions of this chapter are the following.

e We provide an extended version of the compositional reasoning introduced in

Chapter |5| to deal with local components with possibly skewed clocks;

e We define the novel logic MTLSK to deal with local time semantics with resettable

skewed clocks

e We provide an encoding to LTL(7T) for the satisfiability checking of MTLSK with

parametric bounds
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The contributions presented in this section are an extended version of the extended
abstract work on MTLSK [60] and the conference paper on reasoning of MTLSK [61].
All the technical content related to composition in timed and skewed setting is novel
and has not been published yet. All the work presented in this chapter was carried out

by the author in collaboration with Stefano Tonetta.

Running Example Consider for example a system of two components. The first
component sends an alive signal (variable alv) to the second component unless there
is a fault (variable f). The second component monitors the alive signal and, if absent,
raises an alarm (variable alm). Globally, we expect that if there is a fault, an alarm is
triggered in due time. The components use clocks ¢; and ¢y, while the global clock is c.
Figure shows the two components and the corresponding formulas that characterize
their behaviours.

Perfect Clocks (¢; = co = ¢):

w1 = G(f = G<palv)

w2 = G(G<palv — F<palm)
¢ = G(f = F<palm)

(" Global clock ¢ ) Skewed Clocks (max drift €):
w1 = G(f = G<palv)
w2 = G(G<palv = F<palm)

f alv alv alm G(f )
p = — F<palm
et s G T

Resettable Skewed Clocks (MTLSK):

~ - Y1 = G(f — agﬁ_\al’l})

Yo = G(é;pﬁalv — chpalm)

¢ = G(f = Fepragalm)

with § = ¢(1 + 2¢/(1 — €)) + clock sync. at least
every ¢ time units.

Figure 6.1: Running example: graphical system view with evolving specifications under
different clock assumptions.

In this case, the local specifications — that we assumed to be satisfied by local
components — would be the following MTL specifications: ¢; = G(f — G<,—alv),
vy = G(Ggpmalv — (F<palm)). Then, let the global specification be defined as:
¢ = G(f = F<,alm). The compositional reasoning holds if the local component clocks
are not, skewed.

If instead we consider local components where local time is skewed then the com-

positional step fails. In this case, our compositional approach yp, must consider local
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Chapter 6. Asynchronous Composition of Timed Systems

clocks (in this case ¢; and c¢g) to represent local time during composition.

Our vp will then take ¢ and ¢, replacing each Uz with respectively U7 and UZ
and then apply a similar rewriting as the one proposed in Section [5.2] The idea is that
the new distributed temporal operators will use clock evaluation as time, this is done
to represent local skewed time with local clocks. Then, assuming that clock rates are
skewed of at most € (meaning that the derivate over time is between 1 —e€ to 1 +¢€), we
can adjust the local specification ¢, and the global specification ¢ considering the larger
bound p = p(1+2¢/(1 —¢)) as: ¢1 = G(f = Geymalv) and ¢ = G(f — F<,alm).

Let us now consider resets. Assuming that resets might occur, we need to consider
MTL with non-monotonic time even locally. In the following, we use MTLSK (that
we will detail in Section to describe local specification. To give an intuitive view
of the logics, it extends distributed MTL with an additional distributed operator ﬁ;
that, instead of considering an unbounded amount of intervals in which the eventuality
part (¢, in 1 Ugs), it considers only the first interval. A clear view of such operator
is given by Figure ?77.

Then, assuming that the clocks are reset with period ¢ and that ¢ is much smaller
than p, we can reduce the safety margins. In particular, considering the following

compositional clock-synchronization constraint

(Reset(c1) — ¢ = ¢)
a™" = G | (Reset(c) — dh = c)

—reset(c)

A\
A | AGFS Reset(c1) A GFE Reset(cs)

We can now, redefine the correct bounds for the composition with the following
specification. The new specifications are as follows: ¢; = G(f — Egﬁ_\alv), Yy =
G(@;pﬂalv — Fcépalm) and ¢ = G(f — F<, 45alm)

First, note that we use the “first-interval” variants. In fact, we require that after a
fault the alive signal of the first component is down for an interval without discontinuity;
similarly, when the second component sends an alarm it cannot rely on a future reset

and must send it within the first interval in which the local clock is below the given
bound.

Outline The rest of the chapter is organized as follows. In Section [6.1) we present
the compositional reasoning for timed systems assuming non-resettable skewed clocks;
in Section [6.2] we present a novel logics tailored to reason with local time semantics
defined with resettable skewed clocks and its composition; finally, in Section we
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6.1. Composing MTL with Skewed Clocks

compare our contributions with respect to other relevant publications.

6.1 Composing MTL with Skewed Clocks

In this section, we show how to extend the compositional approach obtained from
discrete systems to timed systems with skewed clocks.

We start by showing how to lift the composition from discrete-time to timed system.

We recall the notion of super-dense timed domain from Section and the notion
of timed trace from Section 2.7.2]

To simplify the construction, we assume that each local component can be scheduled
infinitely often. Moreover, to avoid the occurrence of unrealistic traces, we ignore Zeno
executions. Therefore, as mandated by the super-dense timed domain definition, our
timed traces are all time divergent. We now introduce the notion of Skewed Clock i.e.

a clock whose rate is not aligned with the real time.

Definition 6.1 (Skewed Clock) A “skewed clock” is a clock variable ¢ € x such that,

for every trace o and time point t = (i, r)
1. o(t)(c) is differentiable in I; with % = rate(c) € [1 — ¢, 1+ €.
2. For every t, if t is a discrete step |o(succ(t))(c)) —v(t)| < A

where v(t) represents the value of time at point t, I; is the i-th interval representing
a discrete step is defined as a step in which time does not pass, € and \ are two given
positive real parameters.

The rate of a clock ¢ may vary along the trace, depending on the current conditions.
We say that c is perfect if its rate remains constant and equal to 1 throughout the trace,

and that c is non-resettable if its value does not change during discrete transitions.

From the notion of skewed clock, it is possible to slightly modify the syntax and

semantics of MTL to represent skewed time with non-resettable skewed clocks as follows.

p=p|l-pleVelpUsep|Xe|Xp

where ¢ € x is a non-resettable skewed clock.

We then define the semantics of the distributed until operator as follows

o,t =1 Us @y iff  there exists ¢’ >t s.t. o(t')(c) — o(t)(c) € Z,0,t = ¢y and
for each t < t" < t'.0,t" = ¢4
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Chapter 6. Asynchronous Composition of Timed Systems

6.1.1 Composition with non-resettable skewed clocks

We now define the notion of component in a timed system lifting the notion of ITS for

timed systems.

Definition 6.2 (Interface Timed Transition System) An Interface Timed Tran-
sition System is the timed extension of ITS (see Definition constructed as the
following tuple

M = (VI VO I,T Inv,SF)

where
o VI I, T and SF are defined as for ITS,
e VO also contains skewed clocks i.e. x C VO,
e [nv is a clock invariant over clock variables x

Moreover, given a timed trace o = (M, 1, 1). We say that o is a trace of M iff

e 0,0 1.

For each t € T such that succ(t) € T: a(t) - m(suce(t)) = T.

Clocks are evaluated in the traces as mandated by Definition [6.1] and the other

variables do not change value inside time intervals.

For eacht € T : o,t |= Inv.

for all {fa, fa) € SF, If for all t there existst' > t, o, |= fa then, for allt there
exists t' >t : o, t' = fq.

Definition represents a /O automaton with clocks interpreted over timed traces.
Given the nature of DRTS systems, we want to model components with skewed clocks,
where each clock follows the same rate of some reference clock. In our setting, we
want each local component to have skewed clocks with the same rate, meaning that if
component M; has x; clock variables, they need to grow with the same speed.

We now introduce a function that, given a I'TTS M produces a new I'TTS with the

same behaviours where each skewed clock is bounded by a new master clock cp;.

Definition 6.3 (Skewed Interface Timed Transition System) Let M be an ITTS,
T be a positive interval in real. We define Skew(M) as

M= (VI (VONX)UX, TTX/X] A e = 0, T x/X) Aen’ = ear, SFIx/X), Invlx/X])
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where X = {cm} U {¢|lc € x} such that each ¢, € X has the same rate i.e. rate(c) =

rate(c’).

Theorem 6.1 (Perfect/Skewed Clock Relation of ITTS) Let M be an ITTS with
only perfect clocks (i.e. clocks with rate(c) = 1 for each ¢ € x) and ¢ be a MTL formula.

M = @ iff MS* | %%

where MSX = Skew(M) and ¢°* = o[U/U¢|[x/X]

Proof: Given any timed trace o of M, we can construct a timed trace o°% over MS*
where the assignments over the variables, both discrete and clocks coincide between
the two traces except for the time evaluation, the clock variable c¢j; has always the
same evaluation of the time of trace M. Moreover, we map each point ¢ of o with the

S

corresponding point t°% in the trace o as follows:

e For all v € V: oK (t5%) (v) = o (t) (v)
o oK) (enr) = v(t)

It is easy to see that for any “skewed” trace there is a “perfect” trace and vice-versa.
We can construct the timed trace o** with ¢ = (i,7’) and o**(t')(c). We prove the

following claim inductively over the structure of the formula:
ot iff 05K, 15K | K

The base case, follows from the equivalence relation assuming for the two traces.

Inductive case:

e (Uz)o,t =91 Urgyiff thereist’ > ts.t. v(t')—v(t) € Z, 0, | vy and, for each

t <t <t: o= . Since cjr in 0% is evaluated as v in o, and by induction then

_iff there is t55 > 15K s.t. oK (15K (er) — oK (155 (ear) € T, 05F = 5K and,
for each t5K < ¢SK" < 45K . 5SK 4SK! E 1, which from semantics is equivalent

to 0%, 15 = " UG 3t

o (X) 0,t = Xy iff there is succ(t) € T and o, succ(t) = ¢. Recall that the only
difference between the two traces is that the time evaluation; therefore, we can
tSlC)

deduce that succ(t) exists iff suec( exists as well. Then, the case trivially

follows from induction.
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e (X) Same as X.

0

We now define the adaptation of Definition [5.1|for the timed domain. In this setting,
the composition must distinguish between discrete and timed transitions. Discrete tran-
sitions may interleave across components, reflecting independent actions. In contrast,
timed transitions must be synchronized: all components must simultaneously perform
a timed transition of the same duration. This synchronization ensures that time pro-
gresses consistently across the composed system. As a result, any point in the composed
trace immediately preceding a timed transition must correspond to local points in each
component trace. This guarantees that the timing structure of the global trace aligns

with that of each individual system.

Definition 6.4 (Asynchronous Timed Automata Composition) Let M, ..., M,
be n compatible interface timed transition systems, let runy, ..., run, be n Boolean vari-
ables not occurring in My, ..., M, (i.e. runy,...run, ¢ J,cjc,(VUVO)). M1 @ ®
M, = (V1 VO, Ai<icn 1is T, SF, Inv) where: o

vE=( U VEU {run;}) \ ( U U Vinv;)

1<i<n 1<i<ni<j<n
ve=(J voucld U vinv
1<i<n 1<i<ni<j<n
T= N ((runi = T) A9,
1<i<n
SF = | (T, runi)} U {{run; A @a, run; A pg)|(0a, 0g) € SFi})
1<i<n
Inv = /\ Invy;
1<i<n
M; - /
where ¥, = —run; = \ cpov ="

In the following, we define the notion of projection lifting Definition to timed
traces. In this setting, instead of providing a direct mapping — which was defined over
countable positions of the traces — we consider a mapping between intervals. Therefore,
first we introduce a mapping between intervals indexes, and then we give a complete
definition of the projected timed trace. We recall that, in our setting, each interval is
either dense i.e. C R] or a singleton i.e. ¢ with ¢ € T (see Section for details).

As mentioned before, we want to synchronize over timed transitions. To do so, in our
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RN RN

Figure 6.2: Figure showing the mapping between local timed traces to their composition.
The timed interval are considered synchronously while discrete steps might interleave.
Red lines map the local discrete point the mapped one in the composite trace. As
for Figure 2.3] black lines between parenthesis represent timed transitions while violet
circle represent discrete points. Since traces are synchronized over timed transitions,
the point preceding the second timed transition is mapped to both local traces.

mapping, we consider the timed intervals, the discrete points where run is true and the
points immediately preceding a timed transition (i.e. discrete points such that XT is
satisfied). Figure provides a high-level idea of the composed trace and its relation

with the local trace.

Definition 6.5 (Interval Mapping) Given an infinite set of intervals Iy, . .. defined
as mandated by Section from a trace o of the composition of My ® --- & M, we
define a mapping function from N to N for each M, with 1 < h < n as follows. For
each k € N: mapp(My) = k" where k' > mapj,_,(M},) such that either I is a dense set
or {t} =T, and o,t = runV XT, and for each map_,(My) < k' < k': Ty = {t"} is
a singleton interval and o, t" = run, V XT .

Moreover, given a pointt = (i,r) of a trace of My, we denote map; (My) = (map],r) €

T. [0

Definition 6.6 (Timed Projection) Let o = (M, 1,11) be a timed trace of M1®---®
M, with 7 = (T, <, 0,v) as its time model structure.
We define the projected timed trace o, = (M, T, Tiy,) of M; denoted as Pry, (o) with

the following characteristic:
1. 7= (T, <, 0,v) with Ty = {{k,r)|for k € N,7 € Tapr(aa,) }
2. For allt € Ty: op(t) = o(t')(Vi) with t' = map] (My,) o;(t)
Moreover, we define the inverse operator of Pr™, denoted by Pr™':

Pr7y, (o) = {o'|Pri, (o) = o}

IThe inclusion is guaranteed by the fact that it is a point of the composition of all local traces.
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6.1.2 Defining vp

We provided a notion of composition for the components with skewed clocks. Now we
want to also provide a compositional rewriting for the temporal formulae. To do so,
we apply the same process that we followed in Section [5.2] We start by considering
a notion of timed projections and mapping — which will be used to map local traces
to global traces. Then, we show a rewriting tailored for distributed MTL. Finally, we
show that the local/global trace relation is preserved by the rewriting, entailing that
we can apply the compositional Inference (Inference in this setting as well.

To simplify the notation, we assume to be given n I'T'TS M, ..., M,, a composed
ITTS M =M, ® --- ® M,, a timed trace o; of M;, with 1 < i < n and a local
distributed MTL formula . For brevity, we refer to R}, , Ry, Pri,., PTT]Tji and run;
as respectively R™, R™*, Pr™, Pr™—" and run.

For each (map],r) =t € T, 0;(t') = o(t)(V;) where t = (i,r) € T

We can now define a rewriting considering local time with non-resettable skewed

clocks as follows
Definition 6.7 (Rewriting of Distributed MTL) We define the rewriting R™ as

follows:

R7(p1 UZ 2) = ((=(runV XT) VR (1)) Uz ((runV XT) AR (2))
R™(Xp) = X((—run A XT) U ((runV XT) AR (¢))
R7(Xp) = XR(¢)

finally, we define R () = R7(p) R =(runV XT)

Lemma 6.1 (R™ Mapping) For all 057 € Pr=(o):
0.t o & o map] | R7()

Proof: The proof is a straightforward adaptation of the proof of Lemma [5.1] for timed
systems with infinite traces. The base case trivially holds because the assignments over
the variables in position ¢ are identical to the one of the variables (V) in position mapj.

The inductive case is a straightforward adaptation of the discrete case considering

as synchronization points also timed positions.
o U$: Trivial adaptation of U case of Lemma [5.1}

e X: Trivial adaptation of X case of Lemma [5.1]
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e X: It follows because timed points and points such that XT are true are in the

same mapping intervals. Then, we can deduce it by induction.

Lemma 6.2 (R™* Mapping) For allo%T € Prm—' (o) : 05T, map] = R (p) iff 057, 0 |=
R™ ()

Proof: Same as for Lemma 5.2l O

Theorem 6.2 (Soundness of Rewriting) Let o be a timed trace of M;, for all 5T €
Pri=Y(oy): o E ¢ iff o E R (p)

Proof: Follows from Lemma [6.1 and Lemma [6.2] O

Finally, the formula composition vp for timed systems is defined as

7P<9017 S 73071) = /\ wcond<Mla ceey Mn) A RT*(@f’C) ARBENAN RT*(QD;SL]C)

1<i<n

6.2 Reasoning over Distributed Real-Time Systems
with MTL

In the previous section, we discussed how to apply compositional reasoning over timed
component systems with local skewed clocks assuming that the clock were not resettable.

In this section, we consider components of DRTS that use local clocks that are
occasionally reset for synchronization and, so, that may be not monotonic. This may
happen in practice, for example, when a component uses a local clock to send a mes-
sage periodically and the clock is sometimes updated for synchronization with other
components by means of a distributed algorithm for approximating real-value variables
(cfr., e.g., [235]). Standard metric operators (i.e. MTL operators), which are typically
defined over global timestamps rather than local clocks, are not directly applicable
in this setting. Since components use local clocks that may be occasionally reset for
synchronization, expressing properties relative to these clocks requires operators that
can account for non-monotonic time. For example, suppose to specify that a certain

condition b holds for p time units with respect to a local clock c. If ¢ is monotonic, this
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Figure 6.3: Examples of real functions, including a perfect and a skewed resettable
clock

property can be formalized in a distributed version of MTL with the formula GZ,b. If
¢ is not monotonic, the same formula requires b to hold in all (possibly disconnected)
points that are less than p, which is not what intended.

As a concrete example, consider the plot in Figure [6.3] Let us first refer to the
perfect clock ¢ (black line). The formula FS(y; > 2) is true in 0 because there is a
point between time 4 and 5 where y; > 2. For the same reason, the formula GZ5(y; < 2)
(which is equivalent to the negation of the first one) is false. If we consider instead ys,
the formula GZ5(y, < 2) is true.

Let us now consider the skewed clock sc (orange line), which runs too fast and is
reset at points 2 and 5 to approximately the correct value (black line). If we consider
again F¥;(yy > 2), the formula is now false because of the drift as y; > 2 should
hold before. Note however that thanks to the reset the points where sc(t) < 5 lie in
disconnected intervals, namely [0,4] and [5,16/3]. Thus, while G%5(y1 < 2) is true,
G5(y2 < 2) is false.

Thus, in this section, we define alternative metric operators U and its derivates
(G, F) with a semantics that is more suitable to specify properties of components that
use skewed resettable clocks. For example, @;pb requires a component to keep b true
for the first p time units according to its local clock ¢, without relying on a clock reset,

since this is not under its control.

Outline In Section[6.2.1] we define the novel logics MTLSK which extends distributed
MTL with an alternative “first” version of until to better deal with components of DRT'S
that uses local resettable-skewed clocks; in Section we show a decision procedure
for the satisfiability of a parametrized variant of MTLSK by reducing the verification
using an intermediate logic and a subsequent discretization; in Section [6.2.3], we present
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a proof-of-concept tool to check validity of MTLSK formulae with a small experimental
evaluation; finally, in Section [6.2.4] we adapt the compositional reasoning approach to
deal with MTLSK.

6.2.1 MTLSK

Definition 6.8 Given a signature X2, a set of variables V', and a set of clock variables
x CV, MTLSK formulae are bwilt with the following grammar:

¢ =Pred| ¢ N ¢ | ~¢ | $U6 | pUzo
where Pred is a predicate over V, c € x, and T C R.

Abbreviations are defined similarly to the standard case.

The semantics of the new operator is defined as follows:

0.t = @U) < exists t' > ¢, s. t.
a(t')(c) —a(t)(c) € Z,0,t' E 1), and
forall t <t" <t:
o, t" E ¢ and o(t")(c) — o(t)(c) € I~

where Z= = Z U (—o0,inf(Z)] and inf(Z) is the infimum of Z i.e. the greatest lower
bound of the interval Z.

U extends U to guarantee that in each point t” between t and ¢/, the difference
between c¢ at step t” and ¢ at step t is below the upper threshold of Z. Thus, surpassing
the upper threshold of Z without an occurrence of v falsifies @U;w while it does not
falsify ¢ U%9 since 1 might hold in a future point after a reset.

It should be noted that with resettable clocks, the interval domain is R instead of
the positive counterpart used in MTL. It happens because clock resets may decrease
clocks. Indeed, Z is defined as a subset of R instead of RT. We say that a clock is
weakly-monotonic if it is never decreased by a reset, so that its value over time either

remains constant or increases.

Theorem 6.3 For all 0, p: 0 = pUgtp = o = ¢ US ¢ and
If sup(T) = 400 i.e. the interval is open on the right, o = pUS) < o = @Up.

If there is no reset (weakly monotonic case)

138



Chapter 6. Asynchronous Composition of Timed Systems

ol oUr & o= p Uy
Moreover, if there is no drift and no reset, i.e., ¢ = 0 AN X = 0 (perfect clocks), then

o oUpp ok eUry o oUsy

Proof: The parts of the theorem are proved in the following list:

e Case sup(l) = co: 0,t = U < o,t = Uy ot | oUpp & 3t >t ot =
Y and o(t')(c) —o(t)(c) € T and Vt < t" <t:o0,t" = p and o(t")(c) — o(t)(c) €
I~ Since sup(/) = +o0, then I~ = R and thus o(t")(c) — o(t)(c) € I~ is always
true. Thus, 0,t = US) < o,t |= U if T is either (p, +00) or [p, +00).

e 0,1 = ¢Upp = o,t = ¢US%). This theorem follows trivially by the semantics of
the two operators. U; extends U forcing all # points to have a clock valuation

inl-.

e Case no reset: o,t = gpﬁ}:w & o,t = oU%p. Since no reset occurs, then c is
weakly monotonic. Thus, it follows that o, ¢ = o(t')(c) —o(t)(c) e [ = Vi <" <
t':o(t")(c) — o(t)(c) € I~. Thus, if no reset occurs o,t = U < o,t = @US).

e Case no drift and no reset: o,t = oUS) < 0.t = Unb < o,t = o Uy 1) Since
there are no resets o,t = U < o,t = ©US). Since clocks are perfect:Vt :
o(t)(c) = v(t). Thus, o,t = U < 3t >t:o0,t' =1 and o(t')(c) — o(t)(c) €
TandVi<t" <t :o0t' eI >t: 0t/ E¢and v(t') —v(t) € I and Vt <
"<t :ot'EpsoatEepUri.

6.2.2 Encoding and Verification of Parametric MTLSK

This section introduces an encoding from a parametric variant of MTLSK to LTL(T).
The encoding is divided into 3 parts: the first part considers a novel intermediate logic
LTL-min-max that can express MTLSK properties through a straightforward rewriting
T; the second part defines a discretization process of LTL-min-max based on the dis-
cretization proposed in [282]; the last part defines an encoding from LTL-min-max to
First-order LTL.

In the following, we define our parametric variation of MTLSK. To simplify the

encoding, we consider intervals of the form [0, p),[0, p|, (p, +00) and [p, +00); moreover,
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we allow clock predicates to occur guarded with discrete transitions. We add these
limitations to simplify the definition of the operators of our intermediate logic LTL-
min-max and to simplify the discretization. We do not introduce U* for intervals going
from p to infinity because, for such fragment, the semantics of the two operators is

equivalent.

Definition 6.9 (Parametric MTLSK) Given a signature %, a set of variables V', and
a set of clock variables x CV, MTLSK formulae are built with the following grammar:

¢ :=Pred(u,...,u) | $ N ¢ | =0 | Xo | X¢ | 9U%, 0 | UL, 0 | 9U_, 0

where ¢ € x, < € {<, <} ;> € {>,>}, and u is defined as in LTL but clock variables
can occur only quarded by discrete transition i.e. if a predicate Pred contains ¢ € x, it

must occur in the form (XT — Pred).

We just define the semantics of metric operators, while the other cases are defined
as for LTL. We assume here that the background first-order theory contains the theory
of reals and that the clock variables and each parametric bound has real type.

e 0,t = ¢ U ¢ iff there exists ' > ¢ such that o(t')(c) — o(t)(c) < o(p) and

o,t' =1 and for all ¢t < t" <t/ o, t" E ¢

e 0,t = ¢ U ¢ iff there exists ' > ¢ such that o(t')(c) — o(t)(c) > o(p) and
o,t' =1 and for all t"t <t" <t/ o, t" E ¢

e 0.t = gpﬁzpw iff there exists ¢’ > t such that o(¥')(c) — o(t)(c) < o(p), o, E ¥,
and for all t”, ¢t <t" <t 0,t" = ¢ and o(t")(c) — o(t)(c) < o(p)
It is easy to see that Theorem holds for this parametric fragment as well.

LTL-min-max Definition and Rewriting We construct a new intermediate logic
LTL-min-max extending First-order LTL with minimum and maximum operators. The
intuition behind this logic follows from the following remark: while the satisfaction of
bounded operators in MTL ;. can be achieved by looking at the value of time in the
next occurrence of the formula, in MTLSK due to non-monotonicity of time we have

to analyze the minimum and maximum time in which the property holds.

Definition 6.10 (LTL-min-max Syntax) Given a signature ¥, a set of variables V,

and a set of clock variables x C V', LTL-min-max formulae are built with the following
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grammar:

¢ :=Pred(u,...,u) [tudcu| dA¢ | ¢ | pUs | X | Xo
w:=cu | v | func(u,...,u) | ite(p,u,u) | v'
tu :=time | ¢ | minAgy, | f(tu, ... tu) | | mazAfy, | mavbef A

cu:=p| f(eu,..., cu)

where <€ {<, >, <, >}, p is a real-value parameter, ¢ € x, v € V\ x and clock variables
can occur only in event predicates and in min-max operator superscripts i.e. mz'nA;UW

mazAlyy,, and mazbef A

Definition 6.11 The semantics of LTL-min-max operators is defined as follows:
If o,t = U then o(t)(minAfy,) = min(o(t)(Usyy)) — o(t)(c)
Ifo,t = (e U) A @piny then o(t)(marAly,) = max(o(t)(Usy,)) — o(t)(c)
If o,t = Fo then o(t)(mazbef Af) = max(Bef,(t, ¢)) — o(t)(c)

If o,t |= ¢ then o(t)(ite(p, uy, up)) = o(t)(w),
otherwise o(t)(ite(p, ur, uz)) = o(t)(us)
where: @iy = F(—p V G—),
o(t)(Usyy) = o))t > t:0,t' |E and for allt <t" <t':0,t" | ¢},
o(t)(Befy) = {a(t) ()|t > t: forallt <t" <t':o,t" ¥ p}.

The set o(t)(Ugy,) represents the value of each o(t')(c) such that ¢ holds at point ¢’
and each point between ¢ and ¢’ (excluded) satisfies ¢. This set takes all the witnesses
of o satisfying ¢ U from point ¢; then, it extracts the value of ¢ at point ¢’ i.e. when v
holds. minAfy, and mazAfys, represent respectively the minimum and the maximum
of that set. The existence of the minimum of o(t)(Ugy,,) is guaranteed if ¢ U ¢ holds.
o,t = ¢ U is a sufficient condition because clocks diverge (see Definition and
1 contains clocks only inside predicates that are evaluated during discrete transitions.
Similarly, the assumptions on mazA guarantee that the maximum exists if the property
holds and holds only finitely many times. If ®;,;; does not hold, then the maximum
does not exist because the clock diverges.

o(t)(Befy) is the set containing all clock values from point ¢ to the first point such
that ¢ holds after ¢. mazbef Aj, represents the maximum in that set. Fy guarantees

the existence of the maximum of that set.

141



6.2. Reasoning over Distributed Real-Time Systems with MTL

Definition 6.12 We define the rewriting Y from MTLSK to LTL-min-maz as fol-
lows:

T(pUL ) = T(e U) A minAyuy) <p

T(pUL, ) = T(G(p A Fip)) VY (0 Uyp) A mazAyuy) > p

T(gpﬁngb) = T(p U ) A mazbef Ay < p

Theorem 6.4 ¢ and Y(p) are equisatisfiable

We first provide a sketch proof.

Proof: [Sketch] pUg 1 is true at point ¢ only if there exist a point #' such that ¢
hold, o(t')(c) — o (t)(c) >t o(p) and all points from ¢ to ¢’ satisfy . Since minAgy,, and
mazAly;,, are respectively the minimum /maximum of the set containing the evalua-
tion of ¢ in each ¢’ point minus o(t)(c), then the translation holds. The same applies to
gpﬁzp@b. In that case, the property holds iff ¢ U holds and each value of o(t")(c) with
t <t" <t is not greater than the upper bound o(t)(¢) + o(p). Thus, it is sufficient to
verify that the max(o(t)(Bef)) — o(t)(c) < o(p). O

The complete proof is as follows:

Proof: We prove the theorem inductively on the length of the formula.
Base case: Base case is trivial since the formulae are equal, and thus, they are also
equisatisfiable.

Inductive case: We ignore homomorphic transformations since they trivially hold.

° 90U0<1p¢3

o,t E U & 3t > tot' = and o(t')(c) — o(t)(c) <pand Vt < " < t':
0,t" = . By U set definition o(t)(USy,) # 0 < o,t = U,

If o,t ¥ ¢ U 1 then both the formulae are not satisfied. If o,¢ = ¢ U 4 then
o,t = U4 ¢ & 3o, € Us(t, ¢,¢) s.t. ¢, —o(t)(c) < p. Since c diverges (i.e.
Vt, 3t > ts.t. o(t')(c) > o(t)(c)) and by assumption A bounds the reset lower
value that could be reached, min(US(t, ¢, 1) is defined. Since min is the smallest
value of the set, then 3¢, € US(t, ¢, 1) s.t. ¢, —c<Ip < min(US(t, p,¢)) —c<Ap <
0.t = minAfy, < p. By induction hypothesis ¢ and T(y) are equisatisfiable, v
and T (i) are equisatisfiable; thus, -+ < 0,1 |5 minA% g,y <p-
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o oUf o If 0,t = G(p A Fv) then there are infinitely many ¢ > ¢ s.t. 0, =
¢ and o(t')(c) —o(t)(c) > pand Vt <t" <t:o0,t" = ¢ (because clock diverges).
Thus, if 0,t = G(¢ A Fi) both properties holds. As for < case, if ¢ U ¢ does
not hold, then both properties are falsified. The remaining of this case is equal

to the < case (just replace min with max).

° @Uzpw: If o,t ¥ ¢ U 4 then neither @UZ]M nor o Uy A maxbeng(@) < p holds.
If o,t | ¢ U, then o(t)(mazbef Ay,) = max(o(t)(Befy)) — o(t)(c). By Ui]p
definition, o,t = QOUZPI/J & o,t = U and Ve, € o(t)(Beff)e, —c<p &
max(Bef]) —c < p & o,t = marbef Ay < p. (Similarly to the previous cases, all
the points are below the threshold iff their maximum is below that threshold).

LTL-min-max Discretization We apply our discretization process based on the one
defined in [282]. The discretization process defines time evolution as a sequence of open
or singular intervals. The discretization process assumes that the satisfiability of each
subformula of ¢ does not vary inside intervals. That assumption is ensured because

MTLSK allows clocks only as part of event predicates.

Singular intervals are encoded by the fresh variable ¢ while the time elapsed in each
interval is encoded by . The real variable { encodes an arbitrary accumulation of sums
of 0. ( is used to guarantee the divergence of the global time. For each skewed clock c,
we introduce two fresh variables: 6. and diff.. J. encodes the clock time elapse in each
transition while diff, represents the difference between the global time and the current
clock value c. We encode ¢ using diff. to guarantee the divergence of c relying on the

divergence of global time.

The rewritten formula ¢p is composed of four parts: the constraints defining time
and forcing discrete variables to stutter when time elapses (¢4 ); the constraints defin-
ing each clock ¢ according to Definition (Sper); the constraint to define when an
interval is open or when it is singular (¢),) and; the discretized formula (D(¢)). The
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whole transformation is as follows:

¢D = wtime A /\ ¢§lock A l/Jb A D(¢)

cex

Uiime = time = 0 A G(time’ — time = §) A G(6 > 0 — /\ (v =)
veV\x

ek = diff. = 0 A G(diff. — diff. = 6. — )
G((0>0—=0.€[6(1—€),0(L+e)])A(d=0—|diff.| < N))
Y, =LANG(AI=0AX)V(AI>0AX=)V(meAS>0AXe))A
G(((=¢(=0)V({(=1AC(=0)AGF({(=1A(=0)
Definition 6.13 (Discretization Rewriting) The discretization rewriting D is de-

fined as follows:
D(Xp) =1t AN X(AD(p))

D(eUy) = D)V (D(p) U
D(minAly,,) = ite(D(¥) A
A

D(mazAly,) = ite(D(Y)
where ¢ = D() A (1 V D()

D(Xp) = (- AD(¢)) V X(=t A D(p))
)) D(mazbef AL) = mazbef Ap,
<

C C
mA aui 0 minAj Uw)

0
0> maxA Uw,O maxAD(@)Ud})
)-

X is discretized forcing a discrete transition i.e. ¢ A Xt. X requires that either ¢
holds now in an open interval or it holds in the next state in an open interval. Until
forces either ¢ to hold now or ¢ has to hold until ¢ holds; moreover, if ¢ holds in
an open interval also ¢ must hold in that point too. The discretization of minAfan
and marAfy, is similar to the one of until. It considers the current point in the
minimum /maximum computation as a candidate min/max and then applies the discrete
operator on the discretized until. It should be noted that, even if D(¢)) holds at point
t;, if mmAC (2)UD

because the Value of the clock might decrease in the future.

is lower than 0, we still need to pick mmAC this is necessary

(P)U’

Theorem 6.5 ¢ and ¢p are equisatisfiable

Proof: We use the proofs described in [98] and [282] with the difference that since in
our case clocks can occur only guarded with discrete transitions, we do not need conti-
nuity constraints. This guarantees that o is fine w.r.t. the formula i.e. the evaluation
of a predicate over an interval is constant.

Therefore, we need to extend the inductive proof for D to minA, maz A and mazbef A.
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Subsequently, we consider the notation of [98] where o represents the timed trace,
op the discrete trace, t; represents the point in the timed trace represented by the

interval ¢; and ¢ as its discrete point counterpart.

e minA. Suppose that o,t; = ¢ Uy, ot)(minALy,) = min(o(t)(Usy,))-

o(ti)(Ugyy) = {o@)(c)|t' > t and o, | and V¢ <t < t': 0,t" = ¢}).

Which is equal to {o(t;)(c)if o,t; =¥} U{a(t)(c)|t' > tio,t' E ¢ and Vt; <t <
t'o,t" = p}. By induction, ¢ € I; for some j. Since o is fine, 0,¢; = ¢ and if

tj is open then 0,; |= ¢. Thus, -+ = {op(1)(c)} U op(i)(Upmyumwrevpey)) i
op,i = D(¥). Otherwise, -+ = UL yup)n@un(e)): Lhus, the discretization is
correct.

o mazA As minA.

e mazbef A. The discretization trivially holds because ¢ is fine w.r.t. ¢, and thus,

© does not change value during the interval.

|

LTL-min-max Discrete Encoding The discrete setting enables recursive defini-
tions of minimum and maximum. Consider for instance the set S% which stores the
values of variable v at each time point. o(¢)(SY) can be defined by the following recursive
definition: o(t)(SY) = {o(t)(v)}Ua(t+1)(S%). Our discrete encoding of LTL-min-max
exploits this inductive structure of Ugy, and Befg to provide a sound translation to
first-order LTL. Our encoding introduces new monitor variables representing minAgy,,,
mazAlyy,, and mazbef Af,. For each operator, a monitor replaces it in the formula, and
the constraints of these monitors imply the original formula.

In the remainder of this section, we denote d, = ¢ — ¢ and U as the “strict” version

of U operator (also expressible as Ut = ¢ A X(¢ U 1) in the discrete setting).

Repl(V, T’}mAfoUw) =G(eUy — PminAly, =
ite(¥ A (=(pUy) VO < Printreg, + o), 0, Prminacy, T de) A
(F(¥ A primacy,, = 0))) = UIminAL g,/ pminacy,, |

The value of PminAS is evaluated as the minimum only when ¢ U v holds; otherwise,
min(Usy,) would be undefined. The ite expression evaluates the minimum between 0
and p;m-n%w + 0c (min(o(succ(t))(Ugyy))- Finally, F(¢ A pminag,, = 0) guarantees

that a minimum exists.
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Theorem 6.6 ¥ and Repl(V, minA¢y,) are equisatisfiable

Proof:  We need to prove that for all o, for all ¢: o(t)(minAgy,) = o(t)(pminac,,,)-
We need to prove that o(t)(pminc,,,) = min(o(t)(Ugy,)) — o(t)(c) (min is granted to
exist because the set is not empty and definition prevents the clocks from resetting
below time -\).

Let my = min(o(t)(Ugy,)) and mdy = my — o(t)(c). Either m; = o(t)(c) or m; =
Mit1.

If m; = o(t)(c) then 1 holds and either o,t ¥ @U or my < my4;.

If m; = myy1 then either o,t ¥ ¢ or o(t)(c) > myyq. Thus, o(t)(m,) = o(t)(ite(yp A
(=(pU) V o (t) () < musa), ¢, mypa).

We derive the formula in terms of md; : mé; = ite(¢) A (—Ut Ve — ¢ < md;yq +
d—c,c—e,még + —c)=ite( A ((pﬁw VO < mbip1 + 6e,0,mbi1 + 6c)).

By replacing md; with PminAc,, We obtain: PminAcy, = ite( A (ﬁ(gpszb) V0O <
P;mnA;w"‘éc’ 0,,0mmA;U¢+5c)). Finally, if o, t = F({Npminacy, = 0) then o (t)(minAfy,) =
o(t) (PmmA;w) O

Repl(\la mafopUd}) = G((%O U w> A (I)fan — pmafoan ==
Zt@(@b N (_'(SDUw) v 2> p;naxA‘;Uz/) + 50)? 07 p;na:rAprw + 60) A
(F (WA prasacy,, =0))) = V[mazAfyy/pmaacy,, |

The encoding of mazA is the same as the one of minA only flipping the sign and
introducing the constraint ®;,; from definition to evaluate the monitor only if

the maximum exists i.e. the formula holds finitely often.

Theorem 6.7 W and Repl(V, marAfy,) are equisatisfiable

Proof: Identical to the proof of Theorem O

Repl(V, mazbef AY) = G(F@ = prasberae =
zte(gp V0> p;naxbefAija Oa p/maxbefAfD + 50)) — VU (maxbefAfo/pmambefAfoJ

The encoding of mazbef A evaluates the maximum of ¢ before and including the first

point in which ¢ holds.

Theorem 6.8 W and Repl(V, mazbef Aj) are equisatisfiable
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Formula Time in sec. A € alg valid
G (fipa = F¢pa) 2.81 any any klivenes True
F(c=p) — F(((@Zpa) A (é;p—'a)) — 1) 3.62 any 0.4 kzeno True
(¢g>p) =G ((@;qa) — (éipa)) 0.38 any any klivenes True
Ga— GaVe>p) 9.03 any any kzeno True
Gia— GaVe>p) 1.09 any any klivenes True
(g 2 p) = G((GS,0) = (GS,0)) 2.22 any any klivenes True
Doup = q =p(2+€) + 2XA A (G(fault = G-alive) A 94.26 14.0 0.1 klivenes True
G(é;lpﬁalive — (F;lpalarm))) = G(fault —

Flo,galarm)

(G((Reset(cll) — 1" = cl) N (—Reset(cl))) A 7.05 any any kzeno True
GFE (cl = cll)) = G(cd —cll < gx (1+2¢/(1—¢)))

G(f — é;l;—'alv) /\G(ééi%r—'alv — (F;lialm))) — 19.86 any any klivenes True
G(f = F2,,palm)

G(FSa— Fipa) 0.27 any any bme False
G((aVXa) = (Fiya ANF<ya)) 0.18 any any bmce False
Bounded Response invalid with 11 clocks 1.36 any any bme False

Table 6.1: Some MTLSK properties and their verification results.

Proof: We need to prove that for all o, if o,¢t = Fy, then o(t)(mazbefA) =
0 () (Pmasberac, ). Since Fo is satisfied then Befg(t, ¢) is a finite (o is a discrete trace)
and not empty. We prove it by induction. o(t)(pmasberac = max(Befs(t +1,¢) — ¢
Base: o0,t = ¢. Befi(t,p) = {o(t)(c)}; thus, max(Befi(t,o) = o(t)(c). Thus,
o(t)(mazbef Ag) = 0. Since o, |= ¢, then o(¢)(pmax_vere) = 0. (if then else).

Inductive case: Since o,t ¥ ¢ and o,t = Fo, then Befi(t,¢) = {o(t)(c)} Uao(t +
1)(Befg)}. Thus, max(Befs(t,¢)) = mazx(o(t)(c), maz(o(t + 1)(Befg))). By induc-
tion hypothesis: o(t +1)(pmasberac) = maz(o(t+1)(Befg)). Thus, if 0 > leaxbeng; +9.
then o(t)(c) is the max. Otherwise, o(t+1)(c) is the maximum (as shown by ite expr.).
0

6.2.3 Implementation and Experimental Evaluation

Proof of Concept Implementation In this section, we present the implementation
and experimental analysis of the procedure we described in the previous section to
prove the validity and satisfiability of MTLSK formulae. We implemented MTLSK
verification as an extension of timed nuXmv|[87]. We used the following model-checking
algorithms to verify the validity and satisfiability of the formulae: kzeno [103] in lockstep
with bme, k-liveness with ic3-ia [102] and BMC with diverging variables [98]. The
algorithms used inside nuXmv are constructed on top of MathSAT5 [105] SMT-solver,
which supports combinations of theories such as LZA, LRA and EUF. Unlike the logic
definition of Section[6.2.1] our implementation permits the usage of formulae containing
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clocks in state predicates (e.g., G(c — cl < p) is allowed). Indeed, we introduced
continuity constraints of [282] inside the discretization process to relax this syntactic
restriction. Our implementation considers A and e constants from Definition to
instantiate bounds for resettable clocks. These parameters are defined inside the SMV
model either as scalar values (DEFINE) or as a parameter (FROZENVAR).

Experimental Evaluation We are not aware of other tools supporting MTLSK
or other variations of MTL over resettable skewed clock; therefore, our experimental
evaluation is performed only on our implementation. The experimentsﬂ were run in
parallel on a cluster with nodes with Intel Xeon CPU running at 2.40GHz with 12CPU,
64GB. The timeout for each run was one hour and the memory cap was set to 1GB. The
experimental evaluation considers the scalability of the tool concerning A, €, formulae

size and until bound.

Benchmarks. Our experiment is divided into the following groups:

The first group of formulae is composed of a chain of bounded response (BR). Each
local component ¢ sends to its successor message a; in at most p time unit where p is a
parameter and time is interpreted as the local clock ¢;. Finally, given a parametrized
maximum bound r between local clocks and the global clock, the bounded response
chain guarantees that ¢ = 2n(p+r) is the right bound for the global bounded response.
G(No<icn ((a; — szai+1) ANe—c<rANc—c<r)))— Glag — ngan)

The second group of formulae is a Fischer algorithm benchmark taken from [98] MTL
experimental evaluation and adapted for MTLSK. The pool of formulae is parametrized
over the number of components. Each component has its skewed clock and a local
formula representing its behaviour, the conjunction of all the formulae is used to imply
a property of the first component.

The third group of formulae is a variation of the running example proposed at the
beginning of this Chapter that instantiates the parameters p, A\ and e to study their
impact on the validity checking performance. We also considered a timed and simplified
version of a Wheel Brake System model of [I32]. Given a redundant signal of the brake
pedal, a redundant braking component, the property states that the hydraulic system
should brake before a specified time threshold if the redundant components do not fail
at the same time. This property has been translated to MTLSK and each component

has been augmented with a local clock.

2The results of the experimental evaluation can be found at https://es-static.fbk.eu/people/
bombardelli/papers/nfm23/nfm23.tar.gz
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Figure 6.4: Parametric experimental evaluations

The last group is a collection of roughly 100 MTLSK specifications, 60 valid and 40

invalid, defined to validate the semantics and the implementation.

Experimental Results. Table shows the results on a subset of formulae. The
solver proves most of the tautologies of group 4 in less than 10 seconds and 38 prop-
erties were proved in less than 2 seconds. All the invalid properties of this group were
disproved in less than 2 seconds with the BMC algorithm. Moreover, we performed an
experimental evaluation using the running example of this chapter. We were able to
prove the example by splitting the property into two parts. First, we proved that ¢ is
an upper bound for the maximum distances between ¢ and cl if ¢1 is synchronized to
¢ every r time unit. Second, we proved that assuming a maximum distance between ¢
and the other clocks the property holds.

The experiments on A and € pointed out the instability brought by instantiating
these parameters to an arbitrary value. In particular, Figure and Figure
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show the impact of the two constants increasing their values. The plots show a strong
instability with jumps in execution time with both A and e.

Figure[6.4c|shows the experimental evaluation of the Fischer algorithm formula. The
k-liveness algorithm proves the correctness of the formula with 11 components in less
than one hour. Figure shows the Bounded Response experimental evaluation. No
algorithm can prove the formula with 6 components. Indeed, this model is challenging
because to prove that the global component sees a, before ¢ time units we need to
ensure that each component skewed does not delay too much the response. Moreover,
this model is parametrized over A, €, p and r; thus, the solver needs to explore a larger
state space.

Overall, the results show that MTLSK formulas can be verified within a reasonable
amount of time. However, scalability becomes an issue as the number of components
increases or when the parameters A, €, and the timing intervals are left symbolic. This
behaviour is expected, since each component introduces its own clock variable and
corresponding timing constraints, which together increase the complexity of the verifi-
cation process. Nevertheless, the experiments demonstrate that the proposed approach
remains practical for moderately sized systems and provides a solid foundation for fur-

ther optimization and integration into larger verification workflows.

6.2.4 Applying Compositional Reasoning to DRT'S using MTLSK

In Section[6.1] we defined a compositional reasoning approach for skewed clocks system.
The idea in that case is that, one can locally check a MTL property with standard
semantics and, afterwards, use satisfiability to check the compositional proof obligation.
However, with resettable clocks, this is no longer possible. Although we might use clocks
with € = 0, we still require the clock to be resettable. Therefore, locally our system
need to be verified with a non-monotonic time semantics which requires using MTLSK

as a target logic.

Model Checking MTLSK to Validity To apply model checking locally, we can
simply reduce the model checking problem of MTLSK to the validity problem following
a similar approach to the one presented in Chapter {4| for LTL(7) EI

Intuitively, transitions can be encoded by the following formula:

or = G(XT = 1T)

3Note that the fragment presented in Section does not support the encoding of Inv and SF
in case it contains unguarded clocks.
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Clock invariants constraints, which must be enforced in timed transitions as well, are

included in a generic globally constraint:
(blnv = GInv
Finally, fairness constraints are parsed to the following liveness constraint:

¢sr= /\ (GFq; —» GFg;)
(ai,9:)ESF

Computing vp for MTLSK We can straightforwardly construct the formula com-

position function by extending the one presented for distributed MTL as follows:
R7(01Uz) = ((=run A XT) VR (1)) Uz((run vV XT) AR (2))

Finally, putting all together, we can construct vp with a complete compositional

approach as expressed in Inference [5.1]

6.3 Related Works

This section compares our contributions with related works. A complete overview of
the state-of-the-art can be found in Chapter

This work is built on top of [59} 62], also presented in Chapter . Other composi-
tional frameworks can deal with timed systems e.g. BIP [23] and OCRA [92] (in timed
mode). Other work related to our compositional proof systems are discussed in Chap-
ter [ in particular in Section [5.4l As far as we know, there are no other techniques for
the compositional verification of temporal specification with resettable skewed clocks.

Various works customized the modal operators of temporal logics to better suit the
specification of DRTS. TPTL was extended in [291] by using explicitly multiple local
clocks and supporting inequalities to express constraints on the precedence between
local clock readings. In [253], a distributed variant of ECTL is proposed. Similarly,
[252] defines a distributed modal logic where the time varies independently in each
component of the system, represented by a network of timed automata. In all these
works, local times are assumed strictly increasing, and thus do not address the semantic
issues that arise when modeling time using non-monotonic local clocks, as we do in this

chapter.
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The problem of modelling DRTS with drifting and synchronized clocks was consid-
ered in [265], where specific patterns of timed automata were proposed and verified.
Similarly, [79] considers the problem of parametrized verification of 8N1 and Biphase
Mark protocols with skewed clocks using the SAL model checker[140)]. These works
focus on the modelling of clock drifts and synchronizations, but do not consider the
specification of timed properties that refer to skewed synchronized clocks.

The problem of validating the correctness of drifted clocks synchronization algo-
rithms have been studied in other works using theorem provers, e.g., [268] [19].

The work closer to the problem addressed in this chapter is focused on the satis-
fiability of MTL and TPTL over non-monotonic time, which has been studied in [86]
in the more general context of data words. Timed words are considered a special case,
although [86] considers only discrete time. A decision procedure is given for the frag-
ment without negation and only temporal operators X and F. Instead, we address an
undecidable fragment of MTLSK with SMT-based model checking.

Last, we mention [I72], which focuses on runtime verification of MTL formulae
in a distributed system. Here, the authors address the problem of monitoring global
properties on all traces that are compatible with a given sequence of local observations
with timestamps taking into account the possible drift of local clocks. Thus, the metric

operators are not, as in our case, used in local properties and related to local clocks.
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Hyperproperties for Comparing Traces
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Chapter 7

HyperLTL Model Checking with
HyperK-Induction

In the previous chapters, we focused on verifying properties over single system execu-
tions, such as invariants and LTL specifications over rich state spaces. These properties
are fundamental for ensuring the correctness of individual behaviors and capture es-
sential notions such as safety and liveness. However, many correctness and security
requirements of modern systems cannot be verified by examining single executions in
isolation. They depend on how different executions relate to one another—for instance,
whether a program produces indistinguishable outputs when given inputs that differ
only in secret data, or whether concurrent processes remain consistent under varying
schedules. They depend on how different executions relate to one another—for instance,
whether a program produces indistinguishable outputs when given inputs that differ
only in secret data, or whether concurrent processes remain consistent under varying
schedules. Capturing and verifying such relational behaviours requires specification lan-
guages that can reason about multiple executions at once. Hyperproperties are a class of
system specifications that describe system properties that require relating multiple exe-
cution traces [122]. Hyperproperties are common in information-flow security [186] 298],
robustness and sensitivity of cyber-physical systems [293], concurrency [63] and sym-
metry [162]. HyperLTL [120] is a temporal logic for hyperproperties that equips LTL
with quantification over traces. HyperLTL includes relational capabilities to compare
different traces and temporal modalities where the temporal operators move all traces
synchronously. Several algorithms and verification methods for HyperLTL have been
proposed [162} 125, 199], particularly for ¥*.o and 3*.¢ hyperproperties (that is, hyper-

properties without quantifier alternations).
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A particularly expressive and practically useful subclass of hyperproperties are those
of the form V4., where for every trace, there exists another trace such that a prop-
erty ¢ holds relating corresponding states in both traces. When ¢ is restricted to
invariants or SafetyLTL formulae, this class can express many interesting properties
of interest, including noninterference, symmetry, and robust path planning. These
Vd-hyperproperties are widely applicable, yet remain challenging to verify in practice.
Current verification techniques include automata-based approaches [162] and bounded
model checking for HyperLTL [199].

As discussed in Chapter [I] scalability gets significantly exacerbated when we con-
sider expressive formalisms. More expressive logics allow richer specifications, but of-
ten at the cost of tractability and automation. For HyperLTL, this trade-off is espe-
cially evident—existing verification procedures, such as automata-based and symbolic
approaches, face severe scalability challenges when applied to properties with alter-
nating quantifiers. These limitations motivate the search for complementary reasoning
techniques that can handle complex relational properties without exhaustively exploring
all trace combinations.

In this chapter, we propose a new approach to verify V3-hyperproperties where ¢ is
either an invariant or a SafetyLTL formula. When ¢ is a SafetyLTL formula, we first
adapt the automata-based construction presented in Chapter [ to reduce it to an invari-
ant, providing a practical foundation for the verification process. Building on this, the
central contribution of our method is the adaptation of induction and k-induction tech-
niques [272], widely used in trace-based verification, to the hyperproperty setting. This
requires reasoning over sets of traces and lifting classical inductive principles to operate
on these sets, allowing us to tackle relational properties while maintaining a symbolic
approach that can scale to larger systems. We have implemented this framework and
evaluated it on representative benchmarks, demonstrating its practical potential and

complementarity with existing HyperLTL model checkers.

Contributions Our contributions are as follows:

e We define inductive and k-inductive proof rules for V3-hyperproperties, extending
base and step reasoning to trace sets. As a byproduct, we introduce hyper-(k)-
inductive invariants, as certificates to witness satisfaction of V3-hyperproperties

over transition systems.

e We define a refinement that strengthens the given V3 specification to make it

inductive, so that the property can be proved using our generalized rules.
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e We introduce incremental strategies to increase the bound of k-induction learning

from previous checks.

e We implement our approach and evaluate it on a range of benchmarks from se-
curity, distributed systems, and motion planning. Our results show that our
technique is complementary to existing model checkers for HyperLLTL, and often
scales significantly better than explicit-state techniques when refinement is able

to find “hyper-k-inductive invariant” in a reasonable amount of iterations.

The contribution presented in this Chapter has not been published yet. This chapter

is the result of a collaborative work with César Sanchez and Stefano Tonetta.

Running Example In the remainder of the chapter, we will introduce the proof
obligations of our k-inductive approach using variations of this simple program repre-
senting non-interference settings. More general variations of such example will be also
considered in the experimental evaluation (see Figure and Figure . The kind
of property we will consider is a non-interference property introduced in the following

example.

Example 7.1 Let M, := ({ch,o0,h,p}, ~ch, (ch' <> =ch) A (ch — (o' <> (h <> p))) be
the STS representing a Boolean program. My, represents a system with 2 “modalities”,
one in which it chooses a value for o (ch = T ) depending on h and p, and the other where
o can take any possible value. The forall-exists Hyperproperty that we are interested in
proving is ¢p, = VYxIy. G((o[x] <> o[y]) A (h[z] <+ —hly])). The property — representing
non-interference — states that for each execution of the system providing and a value
for the output o, there is another execution that outputs the same value of o but with a

different value for the secret variable h.

Outline This chapter is organized as follows. In Section [7.I, we present the tech-
niques of induction and k-induction for hyperproperties; in Section [7.2] we present an
experimental evaluation between our implementation and state-of-the-art tools; finally,
in Section [7.3] we provide a comparison of the approach presented in this chapter with

respect to other relevant publications.

7.1 Induction and K-Induction for Hyperproperties

Induction and k-induction are two well-known techniques that are used to prove sym-

bolically invariant (trace) properties. In this section we present two novel techniques
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constructed adapting induction, K-induction and the notion of generalization of coun-
terexamples to induction for hyperproperties. We showcase our techniques with exam-
ples, and we demonstrate their soundness and completeness.

In the rest of the chapter, we assume M is a deadlock-free STS, and the property
under analysis to be ¢ := Vz.3y.G1y where 1 is a state predicate over V|[x] and V]yl.
Although the theorems presented in this section are proved over Vz.3dy.G properties,
the results can be easily extended to V*3*.G hyperpropeties. Similarly, all results can
be easily extended for ¢) being a SafetyLTL formula.

Outline This Section is organized as follows. Section[7.1.1] presents Induction adapted
for Hyperproperties showing soundness of the algorithm; Section presents k-
induction adapted for Hyperproperties showing soundness and completeness; Section[7.1.3]
presents refinement techniques to generalize counterexample to induction for our al-
gorithms; finally, Section presents an incremental encoding of the k-induction

algorithm to be used with incremental solvers.

7.1.1 Induction

The induction principle for proving an invariant trace property v consists of finding a
property P such that the following three checks hold: (i) the property P holds at all
initial states; (ii) anytime that P holds, each successor state also satisfies P; (iii) P im-
plies the original invariant property 1. The adaptation of induction for hyperproperties
must take into account quantifier alternation and the self-product of the system.

The base case BASE™ is defined as follows:

BASE™ :=VV[z].3V[y|.I1(V[z]) = I(V[y]) A P(V]z],V[y])

BASE"™ checks whether for each initial state of M (instantiated with - trace variable),
there is an initial state of M (instantiated with y trace variable) such that P(V'[z], V]y])
holds.

Lemma 7.1 Let P := 1), if = BASE™ then M W Va3y. Gy

Proof: By assumption & BASE", which means that there is an initial state s of M
such that for any initial state s’ of M s.t. together they violate P. Since M has no dead-
lock there exists an infinite trace o that extends s (¢(0) = s). Suppose by contradiction
that M | Vx3y.Gey. Then there exists infinite trace ¢’ such that the trace assignment
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Input: A STS M = (V,I,T) and a formula ¢ := Vz.3y.Gey
p =1
if BASE™ does not hold then return INVALID

else if IND" holds then return VALID
else return UNKNOWN
Algorithm 2: Induction algorithm

[y

W N

IT that assigns o to x and ¢’ to y, is such that II = G, and consequently the initial
states 0(0) and o’(0) satisfy P, which is a contradiction. Thus, M (= Va3y.G. O

We define the inductive case IND" as follows:

IND™ =YV [2]V[z|V[y].3V[y]'. T(V[z],V[z]') A P(V[z],V[y]) —
T(Vyl,VIyl') A P(V[z], V[y])

IND"? universally quantifies over states of the self-product of M that satisfy P, and
checks that for each successor of x there is a successor for y such that the property still
holds. Interestingly, this property is much stronger that the target Vx.dy.Gvy property

because we are requiring each state of the self-product to satisfy this property.

Lemma 7.2 Let P := 1), if = BASE™ and |= IND" then M = Va3y. Gy

Proof: We prove the lemma constructively by providing a trace o’ for each trace o,

defined as follows:

e (i =0): Choose ¢'(0) to be any initial state such that the pair ¢(0), 0’(0) satisfies
1. The existence of such a state is guaranteed by the assumption = BASE™ and
the fact that the system is deadlock-free.

e Inductive case (i > 0): Suppose we have already constructed ¢’(i — 1) such that
o(i —1),0'(i — 1) satisfies P. Since (i) is a successor of o(i — 1) (which exists
because M is deadlock-free), and IND? holds, there exists a successor ¢’ (i) of

o'(i — 1) such that the pair (i), 0'(i) satisfies P, and hence also satisfies 9.

i

These proof obligations are combined to obtain Algorithm 2 to verify Vz3y.G hy-
perproperties. The following theorem follows directly from Lemma[7.1Jand Lemmal7.2]

Theorem 7.1 Algorithm [ is sound.
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Example 7.2 Consider a variation of Ex. where we highlight the new parts:
Peat = YaIy. G((o[z] <> oly]) A (h[z] <> —h[y]) A (p[x] <> =p[y]) A (ch[x] <> chly]))

This example property is satisfied by My,. The variable ch is true only at odd positions
(counting from 0) of the trace and, choosing ply| as the negation of p|x| ensures that
oly] is set to the same value of o[x] when ch is true. The proof obligations instantiated

for the properties are as follows:

BASE™ : WV bp[x]3Vbp[y]~chlz] — —chy] A < (ola] ¢ oly]) A (hla] ¢ =hlyhA )

(plz] < —ply]) A (chlz] < chly])

(o[z] <> oly]) A (hz] > =h[y])A
IND™ - WV bp[z]Vopla] Voply]3Vplyl'. | (pla] < —ply]) A (chlz] <> chly)A | =
T(Vbplz], Ve [2])
((o[z]" <> o[y]') A (h[z]" <> =h[y]))A
((pla) < =ply]) A (chlz] > chly])A
T(Vbplyl, Veu[y]))

BASE"™ is valid because it is sufficient for y to choose —ch and then simply assign the
remaining variables satisfying @es1. IND™ is valid as well. If chlz] is false, then it is
possible to select Vbply|' satisfying @es1. Otherwise, since ply] = —plz| and hly] = hlzx]
then hly] = ply| iff h[x] = p[x] which means that o[z] = o[y]'.

It should be noted that if we remove plz| <> —p(y| from peq1, the property (denoted as
©..1) is no longer inductive and IND" is not satisfied. A counterezample to induction
for that weakened property would any assignment over Vbp[z|,Vbp[x]" and Vbply] such
that ch[x] = chly]T and plx] = ply].

7.1.2 K-Induction for Hyperproperties

K-induction is a well-known technique for the verification of invariant trace properties.
This technique extends induction by reasoning over paths of length k. The base case
of the k-induction algorithm corresponds to bounded model checking (BMC), while the
inductive case checks whether unrolling the transition system for k steps, together with
the property over these steps, entails the property at step k + 1.

We adapt the proof obligations for k-induction to hyperproperties. The proof obliga-

tion concerning BMC is a special case of the more generic encoding introduced in [199].
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BMCP =VV[zlo.. VIz:IVylo. .. VY. ](V[m] ) A Um‘ollk(V[x]) —
I(Vzlo) A Unrolly(VIy)) A\ P(V[zli, VIyl:)

0<i<k

Lemma 7.3 Let P := ). There is a k > 0 such that BMC}" does not hold iff M -
Vedy. Gy

Proof: (=) The proof is the same as for Lemma but with a longer path. (<)
Suppose that M [~ Vo3yG. Then there is a trace o and j € N such for any trace o’ of
M TI B~ 4 where II is the trace assignment assigning  to the pointed trace (o, j) and y
to (¢’,j). By assumption BM C?H holds, which means that for each path of M of length
7 there is a path of length j such that the product of the two paths always satisfies 1.
Then, if we consider the finite path build from o stopping at point j there must exist
a finite path such that the composition of the two paths satisfies ). However, since by
assumption M is deadlock-free, then the “existential” path is extendible to an infinite

trace, which contradicts M (= Va3y. G, O

The proof obligation K]NDZ3 for the k-inductive case extends IND"? with the uni-
versally quantified unrolling of the self-product of M in conjunction of the property at

each position 7 < k:

KIND}? :=VV[z]o ... YV [z VV[ylo . .. YV [ylr_13V [y
Unroly(V[z]) A Unrolly(VIy) A [\ P(V[zi, VIyl:) =

0<i<k

T(VIyle—1, VIyle) A P(Vz]e, VIylr)

Example 7.3 Consider the following variation of Example which models a finite
program with a bounded counter ¢ ranging from 0 to some j € N. After exactly j steps,

the output o is set to h <> p, and the system stutters.

My, = ({o,h,p,ch,c=0,(c<j—=c=c+1)A(c=j—= =jN0 < (h<p))

and the formula ¢, = YoIy.G((o[z] <> oly]) A (h[z] < —hly]) A (P[x] <+ =ply])) 0b-
tained removing the ch[x] <> chly] from ¢y, (see Example[7.9).
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This example is not inductive because the property is not strong enough to prove the
system. The counters of the universally quantified self-product can have different values,
and if ¢[z] < j and c[y] = j, the inductive proof obligation fails, as demonstrated by
the following counterexample to induction (CTT), where j is instantiated to 6: (c[z] =
3, 0lz], hlx], =plz]), (c[z]" = 4, olz]', hla]', =plx]'), (cly] = 6, 0lx], =hly], ply]). Intuitively,
there is no successor for y that sets o to true, because h # p. On the other hand, it
is easy to see that this example is j-inductive, since any path over the self-product of

length j will reach a configuration in which both ¢[z] and c[y| equal j.

m\f =VVzlo.. . VV[z]eVVylo ... YV [yYlk—13V [yli.(Unrolly(V[z]) A Unrolly_1(V[y])A
/\ P(Vixli, V[yl:) A /\ (DfVIx] U VIy],i,j))) —

T(VIyle—1, VIyle) NPV, VIylk)

where Diff(S,4,7) = = N\,eq(si = 55)-

m\f extends KIND)? by adding a constraint that prevents state repetition across
the self-composition (over V[z] and V[y]). This constraint, commonly referred to as the
simple path condition in classical k-induction, ensures that the paths considered are
loop-free. Enforcing this condition is essential for guaranteeing the completeness of the
k-inductive proof. Consider for instance Example [7.1] For any possible k& € N the proof
obligation KIND}~ would fail because any path starting with ch[z] # ch[y] would lead
to a CTI; this occurs because y is forced to pick a specific value for o[z]; if ch is T
while ch[z]; can be both true or false. In this specific case, the simple path constraint

will eventually block all the undesirable configurations.

Lemma 7.4 Let M be an STS, ¢ be P(x,y) and let o := V. 3y.G. If there is a
V3
k > 0 such that BMC} | and KIND, hold, then M }= «

Proof: Since BMC}?, holds, then for each path V[z]o,...,V[z]z_1 there is a path
Viylo,- -, V]ylg—1 such that P(V[x];, V[y];) holds for each i. Consider all paths over
Viz], V]y| such that P(Vz];, V[y];) holds for each i. We can partition the set of paths
into Gy, which contains cycles, and G which does not contain cycles. Since these paths
are induced by BMC}~ the V[z] part of G1 UGy is exactly the set of all paths of length
k. Since m\f holds, each path of G5 extended with any V[z], has a V[y], such that
P(V[z]g, Vylx) still holds.
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Let Viz]o, V]z]k—1, V[¥lo, ..., V]ylk—1 € Gy. Since there is at least a cycle, we can
compress the path obtaining: \7[;]0, ce ﬂ;]l, \7[;]0, ce \7[5][ with [ < k — 1. Then if
we pick any V[z], = ‘7[;]1—5-1 s.t. T(@]l, @]ZH) by = BMC}? there is an assignment
V{ylo,- .-, V]ylis1 for the compressed path satisfying always P from which we deduce

that the response exists for the original path as well. U

Lemma 7.5 Let P := 1. If M is a finite state STS and M = Vx3y.Gyp, then there
exists a k > 0 such that both BMC}>, and KIND, hold.

Proof: We proceed by contradiction. Suppose that for all £ > 0 either = BM C;El or
= m\f. Since M satisfies the property, then for all &’ : BMC};. Therefore, mf
must be violated at each k. Let d be the diameter of M x M (i.e. the amount of states
of M x M). It follows that there are not loop-free paths longer than d in M x M. Then
there are no loop free paths over V[z], V]y] of length d+ 1 contradicting that Iﬁ]\/\Dfrl
does not hold. O

The following theorem follows directly from Lemma [7.3] Lemma[7.4and Lemmal7.5
Theorem 7.2 Algorithm |3 is sound and complete.

We can generalize the result for Vzdy.Gv to any V3 temporal-safety formula exploiting
the automata construction presented in Chapter for LTL(T) E] As for the construction
in Chapter , we consider an abstract SafetyLTL formula ¥ constructed replacing all
predicates in ¢ with new Boolean fresh variables. Subsequently, we can construct the
composed STS M x Mf/} over the variables V' U {uv,|p € Pred(¢)}. Then, to relate the

!'Note that we are using the liveness construction of the SafetyLTL formula and not its negation —
as instead done in classical automata-based approach

Input: A STS M = (V,I,T) and a formula ¢ := Va.3y.Gey
1 =11 :=0;
2 while true do
s | if BMC'? does not hold then return INVALID

4 1:=1+1;

V3
5 if KIND, holds then return VALID
6 end

Algorithm 3: K-induction algorithm
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fresh variables to the predicates of the quantifier-alternation relational formula we intro-
duce a globally temporal operator to relate the fresh variables (quantified existentially)

with the predicates.

Theorem 7.3 LetVx3y.a) be a temporal-safety HyperL'TL formula, let M be a deadlock-
free STS. Then, M = Vx.3y.¢ if and only if

Mx M; V2G| N (o] < pla.y))

pEPred(v)

where QZ is the LTL formula over the symbols Pred(v) obtained replacing each top-
level predicate p over x y with a fresh variable v,; Mg is the STS obtained through the

symbolic automata construction for LTL of Section|2.5.4).

Proof: (Sketch) Intuitively the conjunction over predicates of ¢ to the existential
variables of M ot Since zZ is in safetyLTL, the automata construction does not involve
fairness constraints because U occurs negatively in the [t]2sts construction. Therefore,
bounding the predicates of ¢ with the variables of f[b\ is sufficient to have an equivalent

model checking problem. O

7.1.3 Refinement Counterexamples To Induction

In classical invariant verification a counterexample to induction (CTI) is a pair of assign-
ments (X X"y gver V, V’ such that P(X ") and T'(X°*, X*) holds but P (X<’
is false.

In our case, we define a CTI as a triple of assignments (X¢? Xc' Y) over
V(z], V[z] and V[y] such that P(X°* Y*) and T(X*, X°*') hold, and no successor
yeer! of YU exists such that P(X¢*' Y*") holds. Ex. shows an example of a
counterexample to induction for property .,1/. In this section, our aim is to find a
strengthening of the formula derived by counterexamples to induction to either prove

or disprove the property.

Definition 7.1 Let ©,v’ be two state predicates over Vx|, V]y]. We say that i)' is a
strengthening of ¢ (over M) whenever 1) /' — 1, 2) ¥ A ', and 3) M = Vx3Iy. Gy
if and only if M = Va3y.Gy'.

Algorithm [] generalizes Alg[2| using function genCTI that generates CTIs.
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Input: A STS M = (V,I,T) and a formula ¢ := Vz.3y.Gey
P =1
while true do
if £ BASE" then return INVALID
else if = IND" then return VALID
else P := genCTI(ip, (X, Yeer Xcer'))
end
Algorithm 4: Induction algorithm with generalization function genCTI.

[=2 B, SNV

Theorem 7.4 If genCTI returns a strengthening of P over M, then Algorithm [4) is

sound and complete.

Proof: The soundness follows from Theorem and by the fact that genCTI returns
the strengthening of P (and indirectly of 1)).

Completeness follows from the fact that M is finite state. Suppose that the algorithm
does not terminate, then at some point P will block all the states of the self-product
of M. Therefore, BASE™ and IND" will become vacuously true contradicting the

assumption that the algorithm does not terminate. O

A simple way to generalize a counterexample to induction to get a strengthening of
P is to block the assignments X*” and Y** of V[z] and V[y], as shown in Algorithm 5
This naive generalization blocks a state over the self-composition of M. More efficient
techniques aim to block larger portions of the state space of the self-product. Algo-
rithm [6] shows a generalization technique based on Craig interpolation and quantifier

elimination.

Theorem 7.5 Both Algorithm[J and Algorithm [ return a strengthening of P over M.

Proof: [Sketch|

e (naive) The idea is that the tuple (X%, Y °**) represents a pair of states such that
there exists a successor of = for which no corresponding successor of y satisfies 1.

If M satisfies the original property, then either X is unreachable, or for every

Input: A CTI X* X' Yo a STS M and p(V[z],V[y])
Output: A strengthening of ¢ w.r.t. M
1 return o A =( X A Y )
Algorithm 5: A naive algorithm to strengthen ¢ using CTIL.
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successor of X there exists an alternative assignment Y < such that the suc-
cessor of y satisfies 1. This condition ensures that blocking the pair (X Yc?)
does not erroneously eliminate a behaviour that is required for the property to
hold.

e (itp) The interpolation-based approach follows a similar intuition. It starts from
the triple (X%, X' Y°*) and computes, via interpolation, a formula Q(V'[z], V[z]', V]y])
that captures the conflict between the two paths: there is no V]y|" such that
(V]z]',V]y]') holds. To eliminate V[z]’, we compute the preimage of @) using
quantifier elimination. As in the naive case, the result is used to strengthen P in a

way that excludes problematic behaviours without violating the original property.

O
The complete proof is as follows:

Proof:

naive: The idea is that the tuple (X Y ") represents a pair of states such that there
exists a successor of x for which no corresponding successor of y satisfies v. If M
satisfies the original property, then either X is unreachable, or for every succes-
sor of X there exists an alternative assignment Y¢¢* such that the successor of
y satisfies 1. It is easy to see by contradiction: There is a trace o, ¢ € N such that
for each trace o’ o(7) assigns the same values as X°* and o¢'(i) assigns the same
value as Y®. The trace assignment II; (obtained by mapping x to (o,7) and y
to (0',1)) satisfies ¢ and, since the original property is satisfied at index ¢ + 1; it
contradicts the fact that there is no successor for Y “* satisfying with all successor

of X ¥ ). Since either X is unreachable or there is an alternative Y * for each

Input: A CTI X¢* X' Yo a STS M and o(V[z],V]y])
Output: A strengthening of ¢ w.r.t. M
1 Q(V[z], V[z]', V]y]) := Itp(X°* A X ANY e T(V[z], V[z]') NT(V[y], VIyl') A
(V] VIyl') A e(Vz], VIy]))

2 if getVars(Q) NV [z]" then
5 | dere(V[I]aV[y]) = QELm(3V[2]".[T(V[z], VIz]) A QV]a], V2], VYD)
5 else Qpre:= @

return p A ~Qpre
Algorithm 6: Generalization using quant. elim. and Craig interpx.
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X then any counterexample for 1) A =( X A Y?) is also a counterexample
for 1.

itp: For this case we need to show that pre has the same characteristic of X* AY e*

i.e. there is a x successor of (pre such that no successor of y can satisfy .

First of all, let A = X A X*" AY® and B =T(V[y|,V[y]) A P(V[z],V]y]'):
A A B is UNSAT (note that in the original algorithm we add more predicates to
heuristically shrink the interpolant). This occurs because (X X' Y) is a
CTI and thus there is no V[y|" such that T'(V[y], V[y|") and P(V]z], V[y]').

Then, following the algorithm, we obtain Q(V[z], V]z], V]y]) which generalizes

the CTT and for which we are guaranteed that there is no V[y]" satisfying T'(V[y], V[y]")A
P(VIa], VIy)).

If @ does not contain Vx| variables, then @Qpre is @ and satisfies the desired
constraint (there is a successor of x such that any successor of y violates z). If

not, then the pre-image obtained via quantifier elimination has that characteristic.

U

7.1.4 Incrementality

One of the advantages of classical k-induction lies in the incrementality of the verifi-
cation (see e.g. [149]). In this section, we present our incremental algorithm to verify
induction and k-induction tailored for SMT solvers that support incremental verification
of quantified formulae. To enable incremental reasoning, the proof obligations are first
rewritten by removing the outermost universal quantifiers. The remaining existential
quantifiers are then pushed inward, introduced only over the sub-formulae that contain
their corresponding variables, thus preserving the formula’s closure. Finally, negation
is applied to transform the validity of the implication into a satisfiability problem over
a conjunction. The conjunctive proof obligation for K-Induction (without simple path)

is then:

Unroll,(V]x]) A Unroll_1(V[y]) A /\0§z’<k P(Vzli, VIyli)A
=IVYe [TV [ylk-1, VIyls) A P(V[z]r, V[ylk)]

Similarly, the conjunctive proof obligation for BMC is:

I(V]z]) A Unrolly(V]z]) A =3V [ylo, - .. VIylk-[No<ice PV 2], VIyli) A
I(VIy)) A Unroll(V[y])]
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Input: A STS M, a formula Vx3y.Gvy
Output: M | Vz3y.Gy?
1 solverKind = IncrSolver(), solverBMC = IncrSolver()
2 =1
3 res:== UNKNOWN for i=0; res = UNKNOWN; i++ do

4 if (i == 0) then solverBMC.addAssertion (I1(V|x]o))

5 else solverBMC.addAssertion (T'(V]x]i—1, V[z];))

6 exy, = 3AV[ylo, ..., Vyli. Unroll;(V'y][M]) A /\ogjgi o(Vizli, Vyli)
7 | if solverBMC.solve (—ex,) == SAT then res = INVALID

8 else

9 if (i==0) then ex, :=3V[y|;, T(V]ylit1, Vyl:) A p(V]z];, Y;)

solverKind.addAssertion (—ex.,)

10 else

11 | solverKind.addAssertion (T(V [ylit1, V[y]:))

12 end

13 solverKind.addAssertion (T(V[x];41, Vz]:))

14 solverKind.addAssertion (o(V[z)iv1, V{ylit1))

15 for (j=1;j<i;7++) do

16 | solverKind.addAssertion (Diff(V[z] UV y],i,5)))

17 end

18 if —solverKind.solve() then res = VALID

19 end
20 end

21 return res
Algorithm 7: Incremental k-induction for hyperproperties

Regarding BMC, the potential for improvement through incrementality is limited to
the unrolling up to Unroll(V[z][M]). The structure of the problem with the increasing

internal quantification makes it harder to reason incrementally.

On the other hand, the k-induction proof obligation has only one inner quantifi-
cation. By fixing the index in the quantified conjunction and progressively adding
constraints to the universally quantified part of the formula, the proof can be incre-
mentally constructed. The approach is detailed in Algorithm [7, which enables solving

k-induction (without refinement).
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7.2 Implementation and Experimental Evaluation

7.2.1 Implementation

We implemented the algorithms presented in this chapter in a prototype tool, imple-
mented in Python3 and leveraging the PySMT [I75] library as the main interface to
various SMT solvers. Our tool uses Z3 [139] for the verification of quantified SMT for-
mulae and for performing quantifier elimination. For interpolation, we use the default
solver backend for interpolation of PySMT (MathSAT5[104]). For QBF solving we use

QuAbs [193]. Our tool implements several techniques:

e Induction with Refinement: It implements the method described in Sec-
tion with the refinement of Section [7.1.3

e k-Induction: It implements the method of Section with and without re-
finement. When refinement is enabled, the tool refines the CTI after each check

of k-induction.

e Incremental Techniques: It implements k-induction without refinement in the
incremental fashion described in Section [7.1.4] (only for Z3).

The input to our tool are system models specified in the SMV input language,
extended with HyperLTL formulae. This syntax is closely aligned with the one used by
the tools HyperQB [199] and AutoHyper [38]. Our tool supports both finite and infinite
state systems, as long as they can be expressed using theories supported by Z3 (e.g.,
linear integer and linear real arithmetic). However, since the tools we compare against
only support finite-state systems, all benchmarks used in our evaluation are restricted
to finite-state SMV models.

7.2.2 Experimental evaluation
Experimental setup.

We evaluate our prototype on a diverse benchmark suite, collected from AutoHyper [3§],
HyperQB [199], HyPro [36] and HyperATL* [35, [39]. The benchmarks?| cover a variety
of property types and systems including:

2The results of the experimental evaluation can be found at https://drive.proton.me/urls/
B55NGVZEOC#nXsOW3pC5MAX.
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e Path planning and robotic robustness: Given a grid with a set of ob-
stacles, a starting position and a goal position, the shortest path property is
JxVy.(—goally]) U goallx]. The second property considers a set of starting po-
sitions and a set of goal positions, and states whether there is a single plan to
reaching a goal from all the starting positions. Both specifications are V3 safety
properties checked over grids of various sizes. Both benchmarks are taken from

the experimental evaluation of HyperQB [199].

e Symmetry in mutual exclusion protocols: variants of Lamport’s bakery al-
gorithm enriched with symmetric treatment of processes. The original Bakery im-
plementation violates symmetry because if the process with lower pid is favoured.
A modified model uses a flip variable and, if the flip variable is true, we compare
the PID in increasing order. We consider models with 2, 3 and 4 processes with
a property that also encodes strategy in the formula (i.e. flip[z] > = flip[y]) and
a version without it. These symmetry models are variations of the bakery models
used in the experimental evaluation of HyperQB [199]. While the original models
were false, meaning the protocol was not symmetric, this version introduces a flip

mechanism that ensures symmetry is satisfiable.

e Non-interference in Boolean programs: Generalized non-interference (GNI)
over non-terminating Boolean programs with varying bit-widths (e.g., 2, 4, and 6
bits). The models are expressed as Boolean programs (only supported by Auto-
Hyper) and using the SMV format. The pseudo-code of the Boolean programs are
depicted in Figure [7.1] and Figure These models are taken from the experi-
mental evaluations of AutoHyper [38], HyPro [30], as well as from [35] and [39].
We extended them by introducing variations and increasing the size of the models

increase the amount of bits of each program.

Since our tool supports only V*3*.(og, the benchmarks are restricted to this fragment.
The evaluation includes both a comparison with AutoHyper and HyPro and an analysis
of the prototype’s configurations. We extended the benchmarks increasing the size of
the programs and increasing (and reducing) the state space to various configurations
to better analyze the performance of each approach.

Experiments for our tool, AutoHyper and HyPro were conducted on a SLURM-
managed high-performance computing cluster. Each job was allocated a single node
with homogeneous hardware: Intel Xeon Gold 6226R CPUs running at 2.9GHz, equipped

with 32 logical cores and 16 GB of memory, with a strict runtime limit of 2 hours per
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job, a limit to single core usage and a memory cap of 8GB. Due to cluster policy
and dependency isolation requirements, both tools were executed within Singularity
containers.

In contrast, experiments involving HyperQB [199] were conducted on a dedicated
machine outside the cluster environment. This decision was made due to technical
issues in setting up HyperQB on the cluster. As HyperQB supports only falsification of
HyperLTL formulae, we restricted this comparison to a subset of benchmarks containing
known counterexamples.

Beyond tool-to-tool comparison, we conducted an in-depth evaluation of the var-
ious verification strategies supported by our prototype, including plain induction, k-
induction, and their respective combinations with refinement and incremental solving,
as outlined in Section This analysis aims to assess the impact of refinement
techniques and incremental solving on performance and scalability across a pool of

benchmarks.

Results.

The overall performance results considering AutoHyper and HyPro are summarized in
the cactus plot in Figure [7.4] with Table and Table showing the results of each
virtual-best for each category. The maximum number of solved instances are obtained
by k-induction with refinement and induction with refinement. However, the various
configurations and tools exhibit complementary strengths, as evidenced by the virtual

best solver significantly outperforming any individual approach.

Detailed comparison with AutoHyper and HyPro Both k-induction and in-
duction consistently outperformed AutoHyper on a substantial subset of benchmarks.
We attribute this to the scalability limitations of explicit-state techniques, which tends
to struggle with larger systems. In contrast, our symbolic approach, especially when
combined with refinement, is able to generalize properties more effectively and pro-
vide invariants on larger benchmarks. For example, while AutoHyper performs well on
non-interference benchmarks involving Boolean programs with few bits, its performance
degrades significantly as the bit-width increases (e.g., 4-6 bits), often resulting in time-
outs or out-of-memory failures. On the other hand, AutoHyper outperforms our tool
on some benchmarks, particularly those involving robust path planning and shortest
path properties. These examples require deep unrolling to uncover counterexamples—

an area where our BMC-based method is less efficient. Conversely, when properties
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1 0 « true”

2 while true do

3 h + nondet®()

4 if n[0] then

5 ‘ o+ lo 1 while true do

6 end 2 h < nondet*()

7 else 3 b+ 1

8 | o« (to) & (b | 'h) 4 1 + nondet”()

9 end 5 o<+ 1&bD

10 end 6 end

(a) concur pl (b) concur p2

1 while true do
2 h < nondet®()
3 if nondet () then
4 if n[0] then
5 ‘ o ¢« truef
6 end
7 else
8 ‘ o < false®
9 end

1 0 + true” 10 end

2 while true do 11 else

3 h + nondet®() 12 if h[0] then

4 if nondet () then 13 ‘ o < false”

5 ‘ o « truef 14 end

6 end 15 else

7 else 16 ‘ 0 + true”

8 ‘ o < false” 17 end

9 end 18 end

10 end 19 end

(c) concur p3 (d) concur p4

Figure 7.1: Four algorithms over Boolean vectors of size k introduced in [35]. Common
variables: h[1..k], 1[1..k], o[1..k], b[1..k]. Here, nondet?() denotes a nondeter-
ministic assignment to all k& elements.
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0 < true”

while true do
‘ o+« lo
end
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(a) lmes pl

0 < truek

while true do

1 < nondet”()
if nondet () then
‘ o+ 1

end

else

| o+ 1

end
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end
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(=}

(c) lmes p3

Figure 7.2: Four examples operating on Boolean vectors of size k. Variables: h[1.
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0 + true”

while true do

1 < nondet”()
o+ 1

end

(b) lmcs p2
while true do
if nondet () then
h < nondet*()
o<+ h
end
else
h < nondetf()
o0 < 'h
end

end

(d) Imes p4

X1,

1[1..k], o[1..k] coming from [39]. Here, nondet* () assigns arbitrary values to all k
bits; nondet () is a nondeterministic Boolean choice.
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are false and the counterexamples are short, our approach is significantly faster than
AutoHyper.

Our experimental evaluation also highlights notable differences in performance be-
tween our approach and HyPro. While HyPro shares some scalability limitations ob-
served in AutoHyper—solving fewer benchmarks overall—HyPro stands out in some
specific cases. Notably, HyPro was the only tool that handles the Bakery benchmarks
with three processes without requiring a user-provided strategy, which suggests that
prophecy-based strategy synthesis (implemented in HyPro) can serve as a powerful
refinement technique in certain scenarios. On the other hand, HyPro struggled sig-
nificantly on larger or more complex instances and was unable to handle many false

benchmarks.

Detailed comparison with HyperQB. Table reports the verification times ob-
tained on a Linux workstation equipped with an Intel(R) Core(TM) i5-5300U CPU
running at 2.30 GHz and 12 GB of RAM. Unlike comparisons that report only total
runtimes, we analyze the time spent at each bound ¢ and accumulate it up to the
step where the property is disproved. This provides a finer-grained view of how each
solver configuration progresses across successive bounds until falsification. Overall, the
results indicate that model parsing and formula encoding in HyperQB introduce a no-
ticeable overhead during the translation phase. This overhead likely arises because the
tool cannot incrementally construct the QBF encoding and must therefore repeat the
entire translation process for each bound. Nevertheless, once the formulas are gener-
ated, the per-step solving times of HyperQB and HyperKind-QBF remain comparable,
since both rely on the same underlying QBF solver (QuAbS), the resulting formulas
are structurally similar, and for these benchmarks the k-inductive proof obligations
are falsified quickly. When comparing the HyperKind variants, the SMT-based con-
figuration (k-ind-z3) fails to solve the more demanding robust path-planning instances
when run non-incrementally. Despite this limitation, the incremental configurations of
HyperKind, particularly k-ind-incr, consistently outperform both the QBF-based Hy-
perKind variant and the HyperQB baseline, underscoring the importance of incremental

verification for achieving scalability in this setting.

Detailed comparison of various configurations. From Figure (c), we observe
that k-induction with refinement and induction with refinement produce complementary
results. Specifically, k-induction performs significantly better on invalid benchmarks

and when unrolling helps eliminate large portions of counterexamples to induction.
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Figure 7.3: Results of the empirical evaluation comparing configurations of HyperKind.

However, unrolling also increases the complexity of the proof obligations, especially

in the absence of incremental solving. For instance, in complex models like Bakery,

unrolling becomes not only computationally expensive but also less effective, as it may

fail to eliminate enough bad configurations, while interpolation within induction can be

more effective in filtering out undesired behaviours. Similarly, in GNI benchmarks—
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Cactus Plot
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Figure 7.4: Cactus plot with overall comparison between HyperKind, AutoHyper and
HyPro. Comparing the various configurations over all the instances. The x-axis repre-
sents solved instances, and the y-axis shows solving time. Virtual best considers the
minimum time taken by each configuration/tool.
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where some variables crucial to the property are not explicitly referenced in the property
itself—k-induction struggles. For example, when program locations are not tightly
connected to the specification, k-induction suffers, whereas standard induction with
refinement can still succeed.

We also analyzed the role of refinement in k-induction. Figure (d) presents a
scatter plot comparing k-induction with and without interpolation-based refinement.
Although refinement can introduce some overhead by making the property more com-
plex, the plot shows that it improves performance, often significantly outperforming
k-induction without refinement.

Additionally, we evaluated the impact of using different backend solvers. Due to
technical limitations, we were unable to use QuAbs for incremental property checking,
and we focused on induction and k-induction proof obligations. Figure (a) shows how
the solvers exhibit complementary strengths: QBF is more effective on path-planning—
even without incrementality—while Z3 performs better on software-related benchmarks.

Incremental solving is shown to be particularly useful. As Figure (b) shows,
the k-ind-incr variant consistently outperforms plain k-ind. Even in BMC scenarios—
where incrementality is less naturally applicable—we observed noticeable speedups,
which suggests that extending incremental solving to both induction with refinement

and k-induction with refinement could be a valuable direction for future work.

7.3 Related Works

While the broader landscape of HyperLLTL verification has been discussed in Chapter
(Section , we briefly revisit key lines of work most relevant to our approach.

The automata-theoretic approach, initially proposed in [120, 162], forms the basis
of tools like MCHyper and AutoHyper. MCHyper targets the quantifier-alternation-
free fragment using self-composition. AutoHyper [38], in contrast, supports arbitrary
HyperLTL formulae via explicit automata constructions and inclusion checking [3§],
though its reliance on explicit-state techniques limits scalability, especially in the pres-
ence of alternations.

Game-based approaches [125] 36] tackle V3 verification by synthesizing a strategy
for the existential trace in response to a universal trace. To achieve completeness, they
need to introduce w-regular prophecy variables. Our work shares the goal of handling
Vd properties but avoids prophecy variables entirely. Instead, we cast the problem as
invariant inference through inductive generalization, refining counterexamples to build

k-inductive invariants.
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Another line of work [I99] adapts Bounded Model Checking (BMC) to quantified
HyperLTL by encoding the finite semantics into QBF. Later, [200] introduced an ap-
proach for verifying quantified safety properties using inductive reasoning explicitly
instantiating the states. Their approach resembles our basic inductive algorithm, with
the key distinction that the approach in [200] instantiates quantifiers and relies on SAT
solvers to verify the property. In contrast, our method provides completeness guaran-
tees and incorporates invariant strengthening as part of the proof process. Recently,
in [128], the authors proposed a coinductive approach for the verification of V*3* safety
HyperLTL formulae. Part of the proof obligations and the technical ideas are related
to the work presented in this Chapter; However, their framework is built for interac-
tive proof systems and is based on the Coq theorem prover. Finally, our work draws
inspiration from classic k-induction [272], a widely used technique in trace property
verification. To our knowledge, our approach is the first to lift k-inductive reasoning to

V4 hyperproperties.
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Instance vb-ind vb_ kind-no-ref vb-kind-ref k-ind-incr AutoHyper HyPro
10_NI_big_ tini TO 2710.73 TO 223.92 MO MO
10_NI_big_ tsni TO 2549.72 5771.73 213.98 MO MO
10_NI_huge_ tini TO 5265.11 TO 666.0 TO MO
10_NI_small tini TO 5.54 9.47 3.38 10.55 522.08
10_NI_small tsni TO 5.24 9.95 3.16 11.08 507.78
10 NI _tini TO 34.79 73.84 7.56 MO MO
10_NI_tsni TO 37.92 84.2 7.68 MO MO
bakery 3procs_lincl TO TO TO TO MO 1173.53
bakery sym 3procs 8.55 1.86 2.1 2.35 1313.83 UNK
bakery 2procs 1292.24 TO TO 409.38 MO 53.71
bakery 2procs_ strat 3.79 3.58 3.85 2.15 MO 54.97
bakery 3procs TO TO TO TO MO 2351.46
bakery 3procs strat 128.28 47.05 49.74 3.63 TO 2895.95
buffer sched TO 3.45 5.19 2.15 MO 2153.78
buffer sched big TO 3.61 7.46 2.66 MO MO
buffer sched_huge TO 4.19 16.97 2.79 TO MO
buffer sched small TO 2.85 4.64 2.41 66.05 45.89
buffer sched tiny TO 2.55 3.74 1.98 1.7 7.42
buffer unsched TO 3.27 5.58 2.47 MO TO
buffer unsched big TO 4.24 7.58 3.15 MO MO
buffer unsched huge TO 5.67 16.54 3.43 TO MO
buffer unsched small TO 2.5 4.51 2.33 MO 740.58
buffer unsched tiny TO 2.4 3.27 1.69 3.76 77.41
den_large TO TO TO MO TO TO

den medium TO 1364.3 831.79 272.32 MO MO
den_small 4989.81 50.64 44.16 15.24 1256.58 TO
Imes_pl_2 1.65 1.46 1.86 2.18 2.32 16.59
Imes_pl_ 2 smpl 2.01 1.94 2.84 1.7 1.8 15.76
concur_pl_2 3.7 TO 3.23 TO 1.73 2.62
concur_pl_ 2 smpl 5.29 TO TO TO 1.97 1.67
concur_pl 2 sync 1.64 1.64 2.06 1.65 4.06 MO
concur_pl 4 447 TO 3.57 TO 5.35 26.84
concur_pl 4 smpl 16.04 TO TO TO 2.54 18.97
concur_pl 4 sync 2.44 2.78 2.94 1.86 MO TO
concur_pl 6 7.9 TO 2.92 TO TO MO
concur_pl_6_smpl 27.16 TO TO TO TO 1398.39
concur_pl_ 6_sync 2.53 2.7 2.17 1.87 TO MO
concur p2 2 30.67 TO 5.22 TO TO 1.36
concur p2 2 smpl 175.14 TO TO TO TO 1.49
concur p2 2 sync 2.61 2.19 2.81 247 TO MO
concur_p2_4 82.89 TO 10.78 TO MO MO
concur_p2_4_ smpl TO TO TO TO MO MO
concur_p2_ 4 _sync 9.47 4.78 5.27 2.46 MO MO
concur_p2 6 61.88 2.34 3.73 2.45 TO MO
concur_p2 6_smpl TO TO TO MO TO MO
concur_p2 6_sync 11.14 3.14 3.51 2.92 TO MO
concur_p3 2 4.18 TO 6.73 TO 1.65 3.91

Table 7.1: Table comparing virtual best of each configuration (part 1).
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Instance vb-ind vb-kind-no-ref vb-kind-ref k-ind-incr AutoHyper HyPro
concur p3 2 smpl 6.49 TO TO TO 2.09 3.77
concur_p3_4 65.94 TO 5.64 TO TO 166.39
concur_p3_ 4 smpl 18.67 TO TO TO TO 91.95
concur_p3_6 609.3 TO 12.29 TO TO MO
concur_p3_ 6 smpl 18.7 TO TO TO TO 104.41
concur_p4d 2 5.0 TO 1532.42 TO 1.36 4.49
concur_p4 2 smpl 5.57 TO TO TO 2.0 4.16
concur_p4 2 sync 2.36 TO 34 TO TO TO
concur_p4 4 12.31 TO 3070.41 TO MO 164.19
concur_p4 4 smpl 9.65 TO TO TO MO 131.36
concur_p4 4 sync 3.42 TO 3.8 TO MO TO
concur_p4 6 34.03 TO TO TO TO MO
concur_p4d 6 smpl 29.86 TO TO TO TO MO
concur_p4 6_sync 5.79 TO 2.85 TO TO MO
lmes pl 2 1.74 1.35 1.84 2.23 1.46 1.98
lmes _pl 2 smpl 2.56 2.34 2.97 2.06 1.67 1.9
Imes_pl 4 2.46 1.76 3.02 1.67 1.94 1.56
Imes pl 4 smpl 2.35 2.59 3.34 2.79 1.62 1.51
Imes pl 6 2.7 2.03 2.42 1.8 11.8 11.24
Imcs_pl 6_smpl 3.97 2.91 3.95 2.22 1.5 1.53
Imes_p2 2 3.31 2.5 2.24 2.01 1.64 9.89
Imes p2 2 smpl 5.36 TO 34.21 TO 2.24 11.13
Imes p2 4 6.98 TO 3.32 TO MO MO
Imes p2 4 smpl 11.78 TO 57.6 TO 3.0 MO
Imes_p2_6 8.47 2.34 2.98 2.66 TO MO
Imcs_p2_6_smpl 28.28 TO 97.62 TO TO MO
lmes_p3_2 3.82 TO TO TO 1.78 80.05
lmes p3 2 smpl 5.46 TO TO TO 2.29 92.32
Imes p3 4 19.23 2.14 3.06 2.63 15.08 TO
Imes_p3_4_smpl 11.03 TO TO TO MO TO
Imes p3 6 2.72 2.26 2.85 2.45 TO MO
Imcs_p3_6_smpl 12.87 TO TO TO MO TO
Imes p4 2 31.03 2.16 2.79 1.84 1.72 MO
Imcs_p4 2 smpl 42.98 TO TO TO 1.88 MO
Imes_pd 4 16.74 2.19 3.22 1.55 14.35 TO
Imes _p4 4 smpl 72.18 TO TO TO MO TO
Imes p4d 6 53.97 2.63 3.66 2.41 TO TO
Imes p4 6 smpl 105.69 TO TO TO TO TO
mutation 1.2 1.61 1.86 2.03 2.48 UNK
robot_robust_ 100 TO 12.13 26.3 5.21 3.4 UNK
robot_robust 1600 TO 47.26 418.69 20.5 4.78 UNK
robot_robust_ 3600 TO 76.43 941.64 29.46 2585.88 UNK
robot_sp_ 100 TO 31.42 51.23 12.99 1.61 UNK
robot sp 1600 TO 1180.04 2156.88 580.02 6.83 UNK
robot _sp 3600 TO 5492.98 TO MO 17.51 UNK
simple progl 2.1 4.88 2.2 1.71 1.53 1.82
simple prog?2 2.37 7.32 2.94 2.16 1.9 2.65
simple prog3 5.49 95.31 7.38 4.05 1.26 3.66
snark TO 13.71 73.03 10.58 115.78 MO

Table 7.2: Table comparing virtual best of each configuration (part 2).
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Chapter 8

Asynchronous Hyperlogics over

Infinite and Finite traces

In Chapter [I, we highlighted one of the central challenges in formal verification: bal-
ancing expressiveness and tractability when reasoning about complex system behaviors.
Building on this theme, Chapter [4] developed model-checking techniques for LTL mod-
ulo background theories, enabling reasoning about single execution traces that include
data-rich or infinite-state information. Chapter [7] then moved beyond individual ex-
ecutions, introducing inductive verification methods for Vd-hyperproperties expressed
in HyperLTL— thus extending single-trace reasoning to the multi-trace, synchronous
setting.

While synchronous HyperLLTL provides a powerful framework for reasoning about
relations between traces, it enforces that all executions progress in perfect lockstep. This
restriction often proves too rigid in practice. In many systems,e ven for synchronous
programs, one may wish to abstract away irrelevant internal steps, which effectively
yields an asynchronous perspective. To capture such behaviors faithfully, we need a
more flexible semantic model. This chapter extends the study of hyperproperties in two
directions: first, by introducing an asynchronous temporal logic capable of expressing
highly expressive hyperproperties combining existing asynchronous hyperlogics; and
second, by developing practical algorithms for verifying properties defined in a fragment

of that logics over finite traces.

At the core of our theoretical development is the logic Generalized HyperLTL with
Stuttering and Contexts (GHyperLTLs,c). GHyperLTLs,c unifies and extends two
key asynchronous variants of HyperLTL: Stuttering HyperLTL(HyperLTLg) [72] and
Context HyperLTL (HyperLTL¢) [72]. Tt also introduces two relevant features:
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e Past temporal modalities, enabling backward reasoning over trace histories.

e Non-prenex quantification, allowing trace quantifiers to appear within the scope

of temporal operators.

GHyperLTLs ¢ is expressive enough to subsume KLTL [190] (LTL with knowledge
modalities) under both synchronous and asynchronous perfect recall semantics (with
one agent). It supports the specification of rich properties such as global promptness,
finite-delay diagnosability [65, [49], and asynchronous noninterference.

A key theoretical contribution of this work is the identification of a decidable frag-
ment, called Simple GHyperLTLg ¢, which strikes a balance between expressiveness
and tractability. This fragment is strictly more expressive than Simple HyperLTLg
(and consequently HyperLTL), and can express non-reqular trace properties and still
subsumes KLTL [I90]. We show that model checking remains decidable for this frag-
ment and present a general translation into QPTL. Detailed results about complexity
are out of the scope of this thesis but can be found in [55].

Building on this foundation, we introduce a second contribution: the temporal hy-
perlogic over finite traces SC-HyperLTL. SC-HyperLTL can be seen as a practical
and syntactically restricted fragment of Simple GHyperLLTLs. ¢, adapted specifically to
the finite-trace setting.

While the first part of this chapter focuses on the theoretical development of the
logic GHyperLLTLs, ¢ and its decidable fragment, the second part presents two model-
checking algorithms for SC-HyperLTL:

1. A stuttering-based translation for quantifier alternation-free formulae, reducing

verification to standard HyperLTL model checking via self-composition techniques.

2. An algorithm using auxiliary history variables, capable of handling formulae with

arbitrary quantifier alternation by reducing to HyperLTL verification.

We demonstrate the feasibility of our approach through a prototype implementation

and experimental validation.

Contributions In summary, this chapter delivers both a comprehensive logical foun-
dation (via GHyperLTLs,¢) and a verification framework (via SC-HyperLTL) for rea-
soning about asynchronous hyperproperties, especially in finite-trace settings. Together,
they provide a unified theoretical and practical toolkit for advancing the verification of

complex relational system properties.
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Chapter 8. Asynchronous Hyperlogics over Infinite and Finite traces

The content presented in this chapter is the result of these works [55, 56]. All the
work presented in this Chapter was done in collaboration with Laura Bozzelli, César
Sanchez and Stefano Tonetta. In particular, Laura Bozzelli contributed significantly in
the first part of this chapter, with rigorous proofs of the reductions from SHyperLTLg C
to QPTL and with an in-depth analysis of the expressibility of the various formalisms.
In this chapter, we left out the complete analysis of the complexity of QPTL detailed
in [55].

Motivating Example Consider the following terminating function P, with input in

and output out which iteratively set out to 10(in + 1).

int tmp = 1;

out = in;

for (int i=0;i<10;i++){
int j = 0;
while (j++ < in) tmp++;

out = tmp,;

For each couple of executions, we would like to show that—in spite of the internal
program dynamics—if in is smaller in one of the two executions at the beginning, the
n-th output will be also smaller during the whole execution. We call this property
reactive monotonicity, which requires relating multiple executions of the same program
and, since the program has to terminate, to reason with finite semantics. One attempt
using a variation of HyperLTL with finite semantics is the following.

e i= V. Yy.in[z] < infy] — G(out[x] < outy])

()OT‘mOTL

This formula expresses expresses that, for each pair of executions of P (here represented
by trace variables x and y) if = starts with an input lower than that of y (in[z] < in[y]),
then it is always the case that the output of x is smaller than the output of y: G(out[z] <
out[y]). During its execution, the program might perform internal computations that
are not relevant to the desired property but that can change the outcome due to the
synchronous alignment. Therefore, even if P guarantees that the same assignment

sequences of the variable out are ‘reactive monotonic” in two executions, the property
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can be violated:

opi=-—=(j=2,1=5out=2,in=2) — (j =3,1l=6,out =1) — (out = 3)
oy == (j=2,l=5bout=3,in=3) = (j =3, =5,0ut =1) — (out = 3)

To fix this excessive synchrony, we adopt a semantics that evaluates the traces asyn-
chronously in general but synchronously over a set of interesting points. In our exam-
ple, we want to check the values of out at those points in which out changes, which is
achieved with the stuttering variants of the temporal modalities. We also introduce con-
text temporal modalities to reason over a subset of the traces in a formula, restricting
the temporal progress to those traces. The use of contexts in this example is also mo-
tivated by the additional challenge that finite traces introduce. The resulting formula

05 =V Yy {out}.infz] < inJy] — G((end[x] < end[y]) A out[x] < out[y])

where end[z] captures whether trace x has a successor, defined as ({x})XT using the
context modality. The set {out} denotes that the “interesting” positions are the points
in which out changes. The “always” modality is then evaluated only over interesting
positions. Finally, ¢3¢ uses singleton contexts with next operator in end[z] and end[y]
to ensure that the traces have the same amount of “interesting points”, by requiring that

x has a successor iff y has a successor.

Outline This chapter is organized as follows. In Section [8.1] we introduce the logic
GHyperLTLs, ¢, its decidable fragment SHyperLTLS +c and we compare the expressive-
ness of the fragments of the logics with other formalisms. In Section 8.2 we show that
SHyperLTLg, ¢ is decidable providing a reduction to QPTL. In Section , we intro-
duce a fragment of SHyperLTLE +c called SC-HyperLTL over finite traces showing its
decidability, some specifications and a theoretical property. In Section introduces
two practical model checking techniques for SC-HyperLTL implemented in a proof-of-
concept tool. Finally, in Section [8.5, we compare the contribution presented in this

chapter with related publications.
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Chapter 8. Asynchronous Hyperlogics over Infinite and Finite traces

8.1 Unifying Framework for Asynchronous Extensions
of HyperLTL

In this section, we introduce a novel logical framework for specifying both asynchronous
and synchronous linear-time hyperproperties which unifies two known more expressive
extensions of HyperLTL [121], namely Stuttering HyperLTL (HyperLTLs for short) [72]
and Context HyperLTL (HyperLTLc for short) [72]. The proposed hyper logic, that
we call generalized HyperLTL with stuttering and contexts (GHyperLTLs, ¢ for short),
merges HyperLTLg and HyperLTL¢ and adds two new features: past temporal modal-
ities for asynchronous/synchronous hyperproperties and general trace quantification
where trace quantifiers can occur in the scope of temporal modalities. Since model
checking of the logics HyperLTLs and HyperLTLc is already undecidable [72], we also
consider a meaningful fragment of GHyperLTLs ¢ which is strictly more expressive
than the known simple fragment of HyperLTLs [72]. Our fragment is able to express
relevant classes of hyperproperties and, as we show in Section [8.2] its model checking

problem is decidable.

8.1.1 PLTL-Relativized Stuttering and Context Modalities

Classically, a trace is stutter-free if there are no consecutive positions having the same
propositional valuation unless the valuation is repeated ad-infinitum. We can associate
to each trace a unique stutter-free trace by removing “redundant” positions. The logic
HyperLTLs [72] generalizes these notions with respect to the pointwise evaluation of a
finite set of LTL formulae. Here, we consider LTL with past (PLTL).

Definition 8.1 (PLTL stutter factorization [72]) Let I' be a finite set of PLTL
formulae and o a trace. The I'-stutter factorization of o is the unique increasing se-
quence of positions {i}rejo,m.] for some mo € NU {oo} such that the following holds

for all j < mgo:
e io =0 and ij < ij+1,’

o for each 0 € T, the truth value of 6 along the segment [i;,i;41) does not change,
that is, for all h,k € [i;,i;+1), (o,h) = 0 iff (0,k) = 6, and the same holds for

the infinite segment [My, 00| in case My, # 00;

o the truth value of some formula in I' changes along adjacent segments, that is, for
some § € I' (depending on j), (0,i;) = 0 iff (0,ij41) 0.
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Thus, the I'-stutter factorization {ix}reo,m.) of o partitions the trace in adjacent
non-empty segments such that the valuation of formulae in I' does not change within a
segment, and changes in moving from a segment to the adjacent ones. This factorization
induces naturally a trace obtained by selecting the first positions of the finite segments
and all the positions of the unique tail infinite segment, if any. These positions form

an infinite increasing sequence {¢;}ren called (T, w)-stutter factorization of o, where:

. io,il,... 1fmoo:oo
o, by, =

10521y « -+ s bmag s o, + 1, ... oOtherwise

The I'-stutter trace stfrp(o) of o (see [12)]) is defined as follows: stfrp(o) = o(ly)o(l1) .. ..
Note that for T' = ), stfrp(0) = 0. A trace o is T-stutter free if it coincides with its
[-stutter trace, i.e. stfrp(o) = o.

As an example, assume that V = {p,¢,r} and let I' = {p U ¢}. Given h,k > 1, let

ok be the trace o, = p"g*r®. These traces have the same I'-stutter trace given by

w

pre.

The semantics of the I'-relativized temporal modalities in HyperL'TLg is based on the
notion of I'-successor succr(o, i) of a pointed trace (o,7) [12]: succr(o,i) is the pointed
trace (o, ) where £ is the smallest position ¢; in the (I', w)-stutter factorization {¢y }ren
of o which is greater than i. Note that for T' = ), succy(o,i) = succ(o,i) = (0,0 + 1).
Hence, (-relativized temporal modalities in HyperLTLs correspond to the temporal
modalities of HyperLTL.

In this chapter, we extend HyperLLTLs with past temporal modalities, so that we
introduce the past counterpart of the successor function. The I'-predecessor pred(o,1i)
of a pointed trace (o,1) is undefined if i = 0 (written predn(o,i) = und); otherwise,
predp(o,1) is the pointed trace (o,¢) where ¢ is the greatest position ¢; in the (I',w)-
stutter factorization {/y }ren of o which is smaller than ¢ (since £y = 0 such an ¢; exists).
Note that for I' = 0, predy(c,i) captures the standard local predecessor of a position

along a trace.

Successors and predecessors of trace assignments. We now define a generaliza-
tion of the successor succ(Il) of a trace assignment IT in HyperLLTL. This generalization
is based on the notion of I'-successor succr(o,4) of a pointed trace (o,i) and also takes
into account the context modalities (C) of HyperLTLc¢ [72], where a context C is a
non-empty subset of VAR. Intuitively, modality (C) allows reasoning over a subset of
the traces assigned to the variables in the formula, by restricting the temporal progress

to those traces.
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Formally, let IT be a trace assignment over some set of traces T', I' be a finite set of
PLTL formulae, and C' be a context. The (I, C)-successor of I1, denoted by succr ¢ (11),
is the trace assignment over 7" having domain Dom(I1), and defined as follows for each
x € Dom(Il):

sucer(Il(x)) ifx e C
succr,oy(I1)(z) =
II(x) otherwise
Note that succpvar)(Il) = succ(Il). Moreover, we define the (I', C')-predecessor of II,
denoted by predp ¢)(I1) as follows: pred oy(I1) is undefined, written pred oy (I1) = und,
if there is z € Dom(Il) such that predp(Il(z)) = und. Otherwise, predir (I1) is the trace

assignment over 7" having domain Dom(II), and defined as follows for each x € Dom(II):

predp(Il(z)) ifz € C
predicy(M(x) = |
II(x) otherwise

Finally, for each ¢ > 0, we define the i-th application Succ’tnc) of succr,cy and the i-th

application pred(ir,c) of pred ¢ as follows, where pred . c)(und) = und:

o succl oy (1) = L and succ(f ) (TT) = suceqr o) (succiy o) (D).

o pred(or,c) (IT) = 1T and pred(i;ilc)(ﬂ) = predr o (pred(inc)(ﬂ)).

8.1.2 Generalized HyperLTL with Stuttering and Contexts

We introduce now the novel logic GHyperLTLs,c. GHyperLTLs, ¢ formulae ¢ over V'

and a finite set VAR of trace variables are defined by the following syntax:

=T |pl] | ¢ eVe|Tz.e|[(C)p|Xre | Yre [ ¢ Urp | @Sre

where p € V., x € VAR, (C') is the context modality with ) # C' C VAR, T"is a finite set of
PLTL formulae, and Xr, Yr, Ur and Sr are the stutter-relativized versions of the PLTL
temporal modalities. Intuitively, the context modality (C) restricts the evaluation of
the temporal modalities to the traces associated with the variables in C, while the
temporal modalities Xr, Y, Ur and Sr are evaluated by a lockstepwise traversal of the
[-stutter traces associated to the traces assigned to the variables in the current context
C. Note that the hyper universal quantifier Vx can be introduced as an abbreviation:
Va.p = —3x. —p. For a variable x, we write (x) instead of ({z}). Moreover, we write
X, Y, U and S instead of Xy, Yy, Uy and Sy, respectively. Furthermore, for a PLTL
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formula 1 and a variable x, ¢[x] is the formula obtained from v by replacing each
proposition p with its xz-version plx]. A sentence is a formula where each relativized
proposition p[z] occurs in the scope of trace quantifier 3z or Vz, and each temporal

modality occurs in the scope of a trace quantifier.

The known logics HyperLTLs, HyperLTLc, and simple HyperLTLs. A formula
¢ of GHyperLTLs, ¢ is in prenex form if it is of the form Qqx;. ... Q,x,. 1 where ¥ is
quantifier-free and Q; € {3,V} for all i € [1,n]. The logics HyperLTLs and HyperLTLc
introduced in [72] correspond to syntactical fragments of GHyperLTLs ¢ where the
formulae are in prenex form and past temporal modalities are not used. Moreover, in
HyperLTLs, the context modalities are not allowed, while in HyperLTLc, the subscript
[ of every temporal modality must be the empty set. Note that in HyperLTL [121],
both the context modalities and the temporal modalities where the subscript I' is not
empty are disallowed. Finally, we recall the simple fragment of HyperLTLs [72], which is
more expressive than HyperLTL and is parameterized by a finite set I' of LTL formulae.
The quantifier-free formulae of simple HyperLLTLg for the parameter I" are defined as
Boolean combinations of formulae of the form v[z]|, where ¢ is an LTL formula, and

formulae ¢r defined by the following grammar:
Yr =T | plz] | =¢r [ ¢r V Yr | Xr¢r | r Ur ¢r

Semantics of GHyperLTLg.c. Given a formula ¢, a set of traces T, a trace as-
signment IT over 7" such that Dom(II) contains all the trace variables occurring free in
¢, and a context C' C VAR, the satisfaction relation (II,C') =1 ¢, meaning that the
assignment II over T satisfies ¢ under the context €', is inductively defined as follows

(we again omit the semantics of the Boolean connectives):

(IL, ) =1 plz] & 1(z) = (0,7) and p € o (i)

(ILC) Er Jz. ¢ & for some o € T, (Il[x — (0,0)],C) =1 ¢

(ILO)Er {Cy e« (ILC) Ere

(IL, C) Frr Xrg & (suce,o)(D), C) = ¢

(I, C) =7 Yryp & pred(nc)(l_[) 2 und and (pred(rjc)(l_[), ) Er o

(I, C) =1 1 Ur o & for some i > 0: (succéno)(ﬂ), C) Er ¢2 and
(succip ¢y(I1), C) =1 1 for all 0 < j <4,

(IL,C) 1 1 Sr w2 & for some ¢ > 0 such that prediy o (II) # und:

(predi (). C) Er o

and (predi. o) (I1), C) =r 1 for all 0 < j <
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For a sentence ¢ and a set of traces T', T is a model of ¢, written T' |= ¢, if (II, VAR) =1

 where Ilj is the trace assignment with empty domain.

Fair model checking and standard model checking. For a fragment F of the logic
GHyperLTLs, ¢, the fair model checking problem for F consists on deciding, given a fair
STS M = (V,I,T, F) and a sentence ¢ of F, whether L(M) = ¢. The previous problem
is simply called model checking problem whenever F' coincides with the empty set. We
consider fair model checking just for technical convenience. For the decidable fragment
of GHyperLTLs ¢ introduced in Section [8.1.3] we will obtain the same complexity
bounds for both fair model checking and standard model checking (see Section [8.2)).

8.1.3 The Simple Fragment of GHyperLTLs ¢

We introduce now a fragment of GHyperLLTLs, ¢, that we call simple GHyperLTLs. c,
which syntactically subsumes the simple fragment of HyperLTLs [72].

In order to define the syntax of simple GHyperLTLs,c, we first consider some
shorthands, obtained by a restricted use of the context modalities. The pointed ez-
istential quantifier 3P and the pointed universal quantifier V" are defined as follows:
Pz, p = Fz. (2)F(VAR)p and VPz. p ::= =3%z. =¢. Thus the pointed quantifiers quan-
tify on arbitrary pointed traces over the given set of traces and set the global context
for the given operand. Formally, (II, C) 1 3. ¢ if for some pointed trace (o,i) with
oeT, (llx — (0,i)],VAR) =1 ¢.

For example, the sentence Jz;. Iy, (/\pev G(plz1] > plza]) A (z2)YT) asserts that
there are two traces o, and o5 in the given model s.t. some proper suffix of o9 coincides
with oy.

Simple GHyperLTLs, ¢ is parameterized by a finite set I' of PLTL formulae. The

set of formulae ¢r in the I-fragment is defined as follows:

er =T | (@)lz] | ~¢r | or Ver | Fa.or | Xrer | Yrer | or Ur er | ¢or Srer

where 9 is a PLTL formula. Note that 3. can be expressed as Ix. (p A (z)=YT).
SHyperLTLg +c is the class of formulae obtained with the syntax above for a given T'.
Simple GHyperLTLs.c is the union SHyperLTLg, . for all I'. We say that a formula
¢ of simple GHyperLTLs, ¢ is singleton-free if for each subformula (x)v[z] of ¢, ¥ is
an atomic proposition. Evidently, for an atomic proposition p, (x)p[z] is equivalent to
plz].

In Section , we will show that (fair) model checking of simple GHyperLTLs, ¢ is
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decidable. Simple GHyperLLTLs. ¢ can be seen as a very large fragment of GHyperLTLg ¢
with a decidable model checking problem which subsumes the simple fragment of
HyperLTLs, is closed under Boolean connectives, and allows an unrestricted nesting
of temporal modalities. We conjecture (without proof) that this is the largest such

sub-class of GHyperLTLs, ¢ because:

1. Model checking of HyperLTLs is already undecidable [72] for sentences whose
relativized temporal modalities exploit two distinct sets of LTL formulae and,
in particular, for two-variable quantifier alternation-free sentences of the form
dz1. 9. (@ A Gr1p), where 1) is a propositional formula, ' is a nonempty set
of propositions, and ¢ is a quantifier-free formula which use only the temporal
modalities Fy and Gy.

2. Model checking of HyperLTL¢ is undecidable [74] even for the fragment consist-
ing of two-variable quantifier alternation-free sentences of the form Jz;.3zs. 1y A
(x9)F{{x1,22})1, where 1y and ¢ are quantifier-free HyperLTL formulae (note
that vy is evaluated in the global context ({x1,x2})).

The second undecidability result suggests a potential extension of the logic simple
GHyperLTLs, c; singleton-context subformulae of the form (x)v[z] can be replaced with
quantifier-free GHyperLTLs ¢ formulae with multiple variables of the form (z)¢, where
¢ only uses singleton contexts (y) and temporal modalities with subscript (). However,
we can show that the resulting logic is not more expressive than simple GHyperLTLg ¢:
a sentence in the considered extension can be translated into an equivalent simple

GHyperLTLs, ¢ sentence though with a non-elementary blowup.

Equally-expressive extension of simple GHyperLTLgs, ¢ We now show that the
extension of simple GHyperL'TLg ¢ is not more expressive than simple GHyperLTLg c.
In the following, a singleton-context formula is a quantifier-free GHyperLTLs ¢ formula
of the form (x)¢, where £ only uses singleton contexts (y) and temporal modalities
with subscript (). A singleton-context formula is simple if it is of the form (x)1)[x] for
some PLTL formula . Thus, the considered extension of simple GHyperLTLs ¢ is
obtained by replacing simple singleton-context sub-formulae with arbitrary singleton-
context sub-formulae. Given two quantifier-free GHyperLTLs, ¢ formulae ¢ and ¢, we
say that ¢ and ¢’ are equivalent if (i) ¢ and ¢ use the same trace variables, and (ii) for
each trace assignment II whose domain contains the variables of ¢, (II, VAR) = ¢ iff
(I, VAR) [= ¢'. In order to show that the considered extension of simple GHyperLTLs ¢
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has the same expressiveness as simple GHyperLLTLs ¢, it suffices to show the following

result.

Proposition 8.1 Given a singleton-context formula (x)€, one can construct a Boolean
combination ¢ of simple singleton-context formulae and relativized propositions such

that ¢ and (z)& are equivalent.

Proof: For the proof, we need additional definitions. Let A be a finite set whose
elements are simple singleton-context formulae or relativized atomic propositions. A
guess for A is a mapping H : A — {T,—~T} assigning to each formula in A a Boolean
value (T for true, and =T for false). We denote by G, the finite set of guesses for A.

Fix a singleton-context formula (x)¢ which is not simple. We prove Proposition
by induction on the nesting depth of the context modalities in &.

For the base case, £ does not contain context modalities. Let A be the set of
relativized atomic propositions ply] occurring in £ such that y # x. Then, the formula

o satisfying Proposition [8.1] is given by

p= \ Emar A o A ~0)

HeGA 6{OEA|H(0)=T} 0e{0eA[H(0)=-T}

where £(H) is obtained from & by replacing all occurrences of the sub-formulae 6 € A in
¢ with H(6). Note that ¢ is a Boolean combination of simple singleton-context formulae
and relativized propositions. Correctness of the construction follows from the fact that
by the semantics of GHyperLLTLs, ¢, the position of the pointed trace assigned to a
variable y distinct from z remains unchanged during the valuation of the formula &
within the singleton context (x).

For the induction step, assume that ¢ contains singleton context modalities. By the
induction hypothesis, one can construct a formula & which is a Boolean combination
of simple singleton-context formulae and relativized propositions such that (x)¢ and
()¢ are equivalent. Let A be the set consisting of the relativized atomic propositions
ply] occurring in & with y # x which are not in scope of a context modality, and the
sub-formulae of ¢ of the form (y)f such that y # x (note that by hypothesis (y)0 is
a simple singleton-context formula). Then, the formula ¢ satisfying Proposition is

p=\/ EHAr N\ oA A ~0)

HeGA 0c{0eA|H(0)=T} 0c{0cA|H(0)=—T}

given by

where ¢'(H) is obtained from &’ by replacing all occurrences of the sub-formulae 6 € A
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in ¢ with H(#), and by removing the singleton context modality (x). Correctness of
the construction directly follows from the induction hypothesis and the semantics of

GHyperLTLs, c. O

8.1.4 Examples of Specifications in Simple GHyperLTLs. c

We consider some relevant properties which can be expressed in simple GHyperLTLg ¢.
Simple GHyperLTLs, ¢ subsumes the simple fragment of HyperLTLs, and this fragment
(as shown in [72]) can express relevant information-flow security properties for asyn-
chronous frameworks such as distributed systems or cryptographic protocols. An exam-
ple is the asynchronous variant of the noninterference property, as defined by Goguen
and Meseguer [186], which asserts that the observations of low users (users accessing
only to public information) do not change when all inputs of high users (users accessing

secret information) are removed.

Observational Determinism. An important information-flow property is observa-
tional determinism, which states that traces which have the same initial low inputs are
indistinguishable to a low user. In an asynchronous setting, a user cannot infer that a
transition occurred if consecutive observations remain unchanged. Thus, for instance,
observational determinism with equivalence of traces up to stuttering (as formulated
in [298]) can be captured by the following simple HyperLTLg sentence (where LI is
the set of propositions describing inputs of low users and LO is set of propositions

describing outputs of low users):

V. Vy. /\ (plz] > ply]) = Gro /\ (plz] < ply])

peLl peLO

After-initialization Properties. Simple GHyperLTLs, ¢ also allows to specify com-
plex combinations of asynchronous and synchronous constraints. As an example, we
consider the property [1I89] that for an HyperLTL sentence Q1. ... Quxn. (21, ..., z,),
the quantifier-free formula ¢ (xy,...,z,) holds along the traces bound by variables
x1,...,%, after an initialization phase. Note that this phase can take a different (and
unbounded) number of steps on each trace. Let in be a proposition characterizing the
initialization phase. The formula PI(z) = (x)(—in[z] A (=Y T V Yin[z])) is a simple
GHyperLTLs ¢ formula that asserts that for the pointed trace (o,i) assigned to vari-

able z, the position ¢ is the first position of o following the initialization phase. In other
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words, 7 is the first position at which —in[] holds. Then, the previous requirement can

be expressed in simple GHyperLTLg, ¢ as follows:

Qizy.... ann.(P](xl) o1 (... PI(xz,) op (x4, .. xn)))
where o; is Aif Q; = Jand o; is — if Q; = V.

Global Promptness. As another meaningful example, we consider global prompt-
ness (in the style of Prompt LTL [217]), where one need to check that there is a uniform
bound on the response time in all the traces of the system, that is, “there is k such
that for every trace, each request q is followed by a response p within k steps”. Global

promptness is expressible in simple GHyperLTLs, ¢ as follows:

Py (q[m] A Yy (qly] = (—plz] U p[y])))

The previous sentence asserts that there is request (x in the formula) that has the
longest response. Note that y is quantified universally (so it can be instantiated to the
same trace as x), and that the use of until in (—p[z] U p[y]))) implies that the response
ply] eventually happens. Hence, all requests, including receive a response. Now, the
pointed trace (o,,1%) assigned to z is such that 0,(i) is a request (¢[z]) and for every
pointed trace (o, j) in the model such that o,(j) is a request (¢[y]), it holds that (i) the
request o, (j) is followed by a response o,(j + k) for some k > 0, and (ii) no response
occurs in o, in the interval [i,i+ k). Therefore, the response time h for z is the smallest

h such that o,(i + h) is a response is a global bound on the response time.

Diagnosability. We now show that simple GHyperLTLs ¢ is also able to express
diagnosability of systems [270, [65],49] in a general asynchronous setting. In the diagnosis
process, faults of a critical system (referred as the plant) are handled by a dedicated
module (the diagnoser) which runs in parallel with the plant. The diagnoser analyzes
the observable information from the plant—made available by predefined sensors—and
triggers suitable alarms in correspondence to (typically unobservable) conditions of
interest, called faults. An alarm condition specifies the relation (delay) between a given
diagnosis condition and the raising of an alarm. A plant P is diagnosable with respect
to a given alarm condition «, if there is a diagnoser D which satisfies &« when D runs
in parallel with P.

The given set of propositions V' is partitioned into a set of observable propositions

Obs and a set of unobservable propositions Int. Two finite traces o and o’ are observa-
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tionally equivalent iff the projections of stfrgu (o - P¥) and stfrop(o’ - (P')¥) over Obs
coincide, where P is the last symbol of ¢ and similarly P’ is the last symbol of o’
Given a pointed trace (0,1), i is an observation point of o if either i = 0, or i > 0 and
o(i — 1) N Obs # (i) N Obs. Then a plant P can be modeled as an STS (V, I, T, F),
where 7' is partitioned into internal transitions (s, s’) where s(Obs) = s'(Obs) and ob-
servable transitions where s(Obs) # s'(Obs). A diagnoser D is modelled as an STS over
V' D Obs (with V' NInt = (). In the behavioural composition of the plant P with D,
the diagnoser only reacts to the observable transitions of the plant, that is, every tran-
sition of the diagnoser is associated with an observable transition of the plant. Simple
GHyperLTLs, ¢ can express diagnosability with finite delay, bounded delay, or exact
delay as defined in [65, [49]. Here, we focus for simplicity on finite delay diagnosability.
Consider a diagnosis condition specified by a PLTL formula 5. A plant P is finite
delay diagnosable with respect to 5 whenever for every pointed trace (o,i) of P such
that (o,7) = f3, there exists an observation point & > ¢ of ¢ such that for all pointed
traces (o', k") of P so that &’ is an observation point of ¢’ and [0, k] and ¢'[0, k'] are
observationally equivalent, it holds that (¢’,i") = § for some i’ < k’. Finite delay
diagnosability w.r.t. § can be expressed in simple GHyperLTLs, ¢ as follows:

7. ((2)Blz] > Fops (ObsPt(x) A V7. {(ObsPL(y) A fous(,y)) = (1)OB[y]}))

where

Bobs(z,y) = [\ Hons(p[z] < ply]) A Oops({x)=YT A (y)=YT)
peObs

ObsPt(z) = (z)(~YT A \/ (pla] & ~Yplz]))

p€Obs

Essentially ObsPt(x) determines the observation points and fgps captures that both
traces have the same history of observations. The main formula establishes that if x
detects a failure 5 then there is future observation point in = and for all other traces

that are observationally equivalent to x have also detected [.

8.1.5 Expressiveness Issues

In this section, we present some results and conjectures about the expressiveness com-

parison among GHyperLTLs, ¢ (which subsumes HyperLTLs and HyperLTLc), its sim-
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ple fragment and the logic HyperLTLs. We also consider the logics for linear-time
hyperproperties based on the equal-level predicate whose most powerful representative
is SIS[E|. Recall that the first-order fragment FO[<,E| of SIS[E] is already strictly
more expressive than HyperLTL [163] and, unlike S1S[E], its model-checking problem
is decidable [124]. Moreover, we show that GHyperLTLs ¢ and its simple fragment
represent a unifying framework in the linear-time setting for specifying both hyper-
properties and the knowledge modalities of epistemic temporal logics under both the
synchronous and asynchronous perfect recall semantics.

Our expressiveness results about linear-time hyper logics can be summarized as

follows.

Theorem 8.1 The following hold:

e GHyperLTLs, ¢ is more expressive than HyperLTLs, simple GHyperLTLs, ¢, and
FO[<,E].

o Simple GHyperLTLs, ¢ is more expressive than simple HyperLTLs.
o Simple GHyperLTLs, ¢ and HyperLTLs are expressively incomparable.

o Simple GHyperLTLs, ¢ and S1S[E] are expressively incomparable.

Proof: We first show that there are hyperproperties that can be expressed in simple
GHyperLTLs ¢ but not in HyperLTLs and in S1S[E|. Given a sentence ¢, the trace
property denoted by o is the set of traces o such that the singleton set of traces {o}
satisfies ¢. It is known that HyperLTLs and S1S[E| capture only regular trace prop-
erties [74]. In contrast, simple GHyperLTLs ¢ can express powerful non-regular trace
properties. For example, consider the so called suffiz property over V = {p}: a trace o
satisfies the suffix property if there exists a proper suffix o* of o for some k£ > 0 such
that o = o. This non-regular trace property can be expressed in SHyperLTLg Lc as

follows:

Yy V. /\ G (p[z1] < plxa]) A Vay. Iy, (/\ G(p[z1] <> plaa]) A (22)YT)

peV peEV

The first conjunct asserts that each model is a singleton, and the second conjunct
requires that for the unique trace o in a model, there is k£ > 0 such that (i) = (i + k)
for all + > 0.
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Next, we observe that FO|<,E| can be easily translated into GHyperLTLs ¢, since
the pointer quantifiers of GHyperLTLs,c correspond to the quantifiers of FO[<,E].
Moreover, the predicate z < 2’ of FO[<,E|, expressing that for the pointed traces
(0,1) and (¢’,7") bound to = and 2’, ¢ = ¢’ and i < i/, can be easily captured in
GHyperLTLs,c. This is also the case for the equal-level predicate E(x,z’), which can
be expressed as ({z,2'})O((z)=YT A (z/)=YT).

In Section we show that model checking of simple GHyperLTLs ¢ is decidable.
Thus, since model checking of both HyperLTLs and S1S|E| are undecidable |72} [124]
and GHyperLTLs, ¢ subsumes HyperLTLs, by the previous argumentation, the theo-

rem follows. O

[t remains an open question whether FO[<,E] is subsumed by simple GHyperLTLs  c.
We conjecture that neither HyperLTL¢ nor the fix-point calculus H,, [I89] (which cap-
tures both HyperLTL¢ and HyperLTLs [74]) subsume simple GHyperLTLs,c. The
motivation for our conjecture is that H, sentences consist of a prefix of quantifiers fol-
lowed by a quantifier-free formula where quantifiers range over initial pointed traces
(0,0). Thus, unlike simple GHyperLTLs,c, H, cannot express requirements which
relate at some point in time an unbounded number of traces. Diagnosability (see
Subsection falls in this class of requirements. It is known that the following
property, which can be easily expressed in simple GHyperLTLs, ¢, is not definable in
HyperLTL [71]: for some i > 0, every trace in the given set of traces does not satisfy
proposition p at position 7. We conjecture that similarly to HyperLTL, such a property

(and diagnosability as well) cannot be expressed in H,,.

Epistemic Temporal Logic KLTL and its relation with GHyperLTLg,c. The
logic KLTL [190] is a well-known extension of LTL obtained by adding the unary knowl-
edge modalities K,, where a ranges over a finite set Agts of agents, interpreted under
the synchronous or asynchronous (perfect recall) semantics. The semantics is given with
respect to an observation map Obs : Agts — 2V that assigns to each agent a the set of
propositions which agent a can observe. Given two finite traces o and ¢’ and a € Agts, o
and o' are synchronously equivalent for agent a, written o ~3¥ o', if the projections of o
and o’ over Obs(a) coincide. The finite traces o and ¢’ are asynchronously equivalent for
agent a, written o ~3* o', if the projections of stfropsq) (0 - P¥) and stfropsq) (o’ - (P)*)
over Obs(a) coincide, where P is the last symbol of o and P’ is the last symbol of
o'. For a set of traces £ and a pointed trace (o,i) over L, the semantics of the knowl-

edge modalities is as follows, where ~, is ~*¥ under the synchronous semantics, and ~*
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otherwise: (0,7) =, 0bs Ko ¢ < for all pointed traces (0’,4') on £ such that o[0,1i] ~,
2[0,], (0',1) Fc.oms

We say that L satisfies ¢ w.r.t. the observation map Obs, written L Fops ¢, if
for all traces 0 € L, (0,0) Fr.obs ¢. The logic KLTL can be easily embedded into
GHyperLTLs, ¢. In particular, the following holds

Theorem 8.2 Given an observation map Obs and a KLTL formula 1 over V', one can
construct in linear time a SHyperLTL%JrC sentence @y and a GHyperLTLs,c sentence
© such that @y is equivalent to ¥ w.r.t. Obs under the synchronous semantics and ¢ is
equivalent to v w.r.t. Obs under the asynchronous semantics. Moreover, ¢ is a simple

GHyperLTLs, ¢ sentence if 1 is in the single-agent fragment of KLTL.

Proof: We focus on the construction of the GHyperLTLs, ¢ sentence ¢ capturing
the KLTL formula ¢ under the asynchronous semantics w.r.t. the given observation
map Obs. The construction of the SHyperLTLQS‘ ¢ sentence ¢y capturing ¢ under the
synchronous semantics w.r.t. Obs is similar. We inductively define a mapping Tops as-
signing to each pair (¢, z) consisting of a KLTL formula ¢ and a trace variable z € VAR,
a GHyperLTLs, ¢ formula Tops(¢, ). Intuitively, x is associated to the current evalu-
ated pointed trace. The mapping Tops is homomorphic w.r.t. the Boolean connectives
and the LTL temporal modalities (i.e., T(O¢,z) = OT (¢, z) for each O € {—, X} and
T(d1 O pa,x) = T(¢p1,2) O T(¢g, ) for each O € {Vv,U}) and is defined as follows when
the given KLTL formula is an atomic proposition or its root operator is a knowledge

modality:
o T(p,z) = pla];

o T(K,p,2) = VPy. (Oows(a,2,y) — Tows(é,y)) where y # x and
Oobs(a, 7, y) = Npcobs(a) Hobs(a) (P[7] <> P[Y]) A Oobs(a)({2) 7Y T A (y)=YT)
Intuitively, Oops(a, z,y) asserts that for the pointed traces (o,7) and (¢’,7') bound to
the trace variables x and y, respectively, [0,4] and ¢0,4'] are asynchronously equiva-
lent for agent a w.r.t. the given observation map Obs. Note that Tops(¢, x) is a simple
GHyperLTLs, ¢ formula if ¢ is in the one-agent fragment of KLTL. Let £ be a set
of traces, x € VAR, (0,i) be a pointed trace over L, and II be a trace assignment
over L such that x € Dom(II) and II(x) = (0,7). By a straightforward induction on
the structure of a KLTL formula ¢, one can show that (0,7) =, obs ¢ if and only if
(IT, VAR) £ Tobs(¢,x). Hence, the desired GHyperLTLs, ¢ sentence ¢ is given by

V. Tops(?, ) and we are done. O
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8.2 Decidability of Model Checking against Simple
GHyperLTLsg, ¢

In this section, we show that (fair) model checking against simple GHyperLTLs, ¢
is decidable. We first prove the result for the fragment SHyperLTLg +c of simple
GHyperLTLs, ¢ by a linear-time reduction to satisfiability of full Quantified Propo-
sitional Temporal Logic (QPTL, for short) [275], where the latter extends PLTL by
quantification over propositions. Then, we show that (fair) model checking of simple
GHyperLTLs, ¢ can be reduced in time singly exponential in the size of the formula
to fair model checking of SHyperLTLQS) +c- To simplify the proofs of Propositions of
Theorems presented in this section (contrary to the rest of thesis), we adopt an explicit
state representations of our systems considering Kripke structures and Buchi Automata.
Moreover, propositions v € V are denoted as true by saying v € o(i) and, the set of
true variables of a pointed trace (o,i) would be represented by o(i). This notation
can be seen as a simplified version for Boolean systems of the general notion of trace
introduced in Chapter 2]

Definition 8.2 (Kripke structure) We define the dynamic behaviour of reactive sys-
tems by Kripke structures K = (S, Sy, F, Lab) over a finite set V' of atomic propositions,
where S is a set of states, So C S s the set of initial states, £ C S x S s a transition
relation which is total in the first arqgument (i.e., for each s € S there is s € S with
(s,8') € E), and Lab : S — 2V is a labeling map assigning to each state s the set of
propositions holding at s. The Kripke structure KC is finite if S is finite. A path 7
of K is an infinite word m = sq, S1,... over S such that so € Sy and for all i > 0,
(8i,8i+1) € E. The path ™ = sg, $1, ... induces the trace Lab(so)Lab(s1).... A trace of
KC is a trace induced by some path of IC. We denote by T(K) the set of traces of K. A
finite path of KC is a non-empty infiz of some path of K. We also consider fair finite
Kripke structures (K, F'), that is, finite Kripke structures K equipped with a subset F'
of K-states. A path w of KC is F-fair if m visits infinitely many times some state in F.
We denote by T(IC, F) the set of traces of K associated with the F'-fair paths of K.

The syntax of QPTL formulae ¢ over a finite set V' of atomic propositions is as follows:
pu=T[pl-eleVe|Xe|Yo|leUpleSe|Ip.p

where p € V and dp is the propositional existential quantifier. A QPTL formula ¢ is

a sentence if each proposition p occurs in the scope of a quantifier binding p and each
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temporal modality occurs in the scope of a quantifier. By introducing A and the oper-
ators R (release, dual of U), T (past release, dual of S) and Vp (propositional universal
quantifier), every QPTL formula can be converted into an equivalent formula in nega-
tion normal form, where negation only appears in front of atomic propositions. QPTL
formulae are interpreted over pointed traces (o,i) over V. All QPTL temporal opera-
tors have the same semantics as in PLTL. The semantics of propositional quantification

is as follows:
(0,i) = dp.p < there is a trace o’ such that o =y\yp) 0’ and (0,7) = ¢

where 0 =y\(p} ¢’ means that the projections of o and ¢’ over V' \ {p} coincide.A
formula ¢ is satisfiable if (o,0) = ¢ for some trace 0. We now give a generalization of
the standard notion of alternation depth between existential and universal quantifiers
which corresponds to the one given in [260] for HyperCTL*. Our notion takes into
account also the occurrences of temporal modalities between quantifier occurrences, but
the nesting depth of temporal modalities is not considered (intuitively, it is collapsed to
one). Formally, the strong alternation depth sad(y) of a QPTL formula ¢ in negation
normal form is inductively defined as follows, where an existential formula is a formula
of the form dp.v, a universal formula is of the form Vp.v, and for a formula 1, Qf/)v

denotes the negation normal form of —):
e For ¢ = p and ¢ = —p for a given p € V: sad(p) = 0.

e For ¢ = @1 V¢ and for ¢ = @1 A @s: sad(p) = max({sad(¢1), sad(p2)}).

e For ¢ = dp. o1 if there is no universal sub-formula Vi) of ; such that sad(Vy) =
sad(p1), then sad(y) = sad(py1). Otherwise, sad(y) = sad(p1) + 1.

e For v = Vp.p1: sad(e) = sad(Ip. ¢7).
e For p = Xy or ¢ = Yr: sad(y) = sad(py).

e For o = o1 Uy or p = 1 Sy let A be the maximum over the strong alternation
depths of the universal and existential sub-formulae of ¢; and ¢y (the maximum
of the empty set is 0). If the following conditions are met, then sad(y) = h;
otherwise, sad(y) = h + 1:

— there is no existential or universal sub-formula v of ¢, with sad(v)) = h;

— there is no universal sub-formula v of s with sad(y)) = h;
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— no existential formula ¢ with sad(¢y)) = h occurs in the left operand (resp.,
right operand) of a sub-formula of ¢ of the form ¢ Os, where O € {U, S}
(resp., O € {R, T}).

e Finally, for ¢ = o1 R @y or ¢ = 1 T @9 sad(y) = sad(p).

For example, sad(dp.(pUdq.q)) = 0 and sad(Ip.(Ip.pU¢q)) = 1. The strong alternation
depth of an arbitrary QPTL formula corresponds to the one of its negation normal form.
The strong alternation depth of a simple GHyperLTLs, ¢ formula is defined similarly

but we replace quantification over propositions with quantification over trace variables.

8.2.1 (Fair) Model checking against SHyperLTLg Lc

We provide now linear-time reductions of (fair) model checking against SHyperLTLg 4
to (and from) satisfiability of QPTL which preserve the strong alternation depth. We
start with the reduction of (fair) model checking SHyperL.TLS ¢ to QPTL satisfiability.

Theorem 8.3 Given a fair finite Kripke structure (K, F) and a SHyperLTL%+C sen-
tence @, one can construct in linear time a QPTL sentence v with the same strong
alternation depth as ¢ such that 1 is satisfiable if and only if T(K, F) = .

We first give a sketch of the proof.

Proof: [Sketched proof| Let K = (S, Sy, E, Lab). In the reduction of model checking
(K, F) against ¢ to QPTL satisfiability, we need to merge multiple traces into a unique
trace where just one position is considered at any time. An issue is that the hyper
quantifiers range over arbitrary pointed traces so that the positions of the different
pointed traces in the current trace assignment do not necessarily coincide (intuitively,
the different pointed traces are not aligned with respect to the relative current posi-
tions). However, we can solve this issue because the offsets between the positions of the
pointed traces in the current trace assignment remain constant during the evaluation
of the temporal modalities. In particular, assume that (o,7) is the first pointed trace
selected by a hyper quantifier during the evaluation along a path in the syntax tree
of . We encode o by keeping track also of the variable x to which (o,7) is bound
and the F-fair path of K whose associated trace is 0. Let (¢’,7) be another pointed
trace introduced by another hyper quantifier y during the evaluation of . If i’ < i,
we consider an encoding of ¢’ which is similar to the previous encoding but we precede

it with a padding prefiz of length i — ¢’ of the form {#7}i*i/. The arrow — indicates
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that the encoding is along the forward direction. Now, assume that " > 4. In this case,
the encoding of ¢’ is the merging of two encodings over disjoint sets of propositions:
one along the forward direction which encodes the suffix (¢/)" % and another one along
the backward direction which is of the form {#¢} - p - {#4}*, where p is a backward
encoding of the reverse of the prefix of ¢’ of length ¢/ —i. In such a way, the encodings of
the pointed traces later introduced in the evaluation of ¢ are aligned with the reference
pointed trace (o,4). Since the positions in the backward direction overlap some posi-
tions in the forward direction, in the translation, we keep track of whether the current

position refers to the forward or to the backward direction. Il

We now proceed to the full proof.

Proof: Let K = (S, Sy, E, Lab). The high-level description of the reduction of model
checking (K, F') against ¢ to QPTL satisfiability has been given in Section [8.2] Here,
we provide the details of the reduction. We consider a new finite set V' of atomic

propositions defined as follows:

V' = Uyevar Vo U Se U {#4, #2 )
Vo :={pg,pz [p €V} and ;= {s5, 57 | s € 5}

Let Vg :={pg |peV}, Ve ={pz |peV} S¢ :={sg | s € S}, and Sz := {s7 |
s € S}. Thus, we associate to each variable € VAR and atomic proposition p € V|
two fresh atomic propositions p4 and pz, and to each variable x € VAR and state s of
IC, two fresh atomic proposition s¢ and s=. Moreover, for each © € VAR, #« and #=

are exploited as padding propositions.

Encoding of paths and pointed paths of IC. For each x € VAR and an infinite word
T = S, S1,... over S, we denote by 7(37, 7) the trace over V& U Sz defined as follows
for all 4 > 0:

7 (2, m)(i) == {(s:)2} U{pz | p € Lab(s;)}

For each finite word 7 over S, let & (x, 7) be the trace over Vi- U S« given by {#¢}-w-
{#5}¥, where |w| = |7| and for each 0 < i < |7|, w(i) = {(s;)5} U{ps | p € Lab(s;)}.
Now, we define the forward and backward encodings of a path 7 of K. For each k € N,
the forward x-encoding of m with offset k is the trace over V, U S, U{#«, #= }, denoted
by 7(9&, 7, k), defined as follows:

e the projection of & (x,m, k) over Var U Sz U {#=} is {#=2}F- & (z,7);
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e the projection of ?(m, m, k) over Ve U S¢ U{#g} is {#5}“.

For each k > 0, the backward x-encoding of m with offset k > 0, is the trace over
Ve U S, U{#4,#3}, denoted by <E(JL’, 7, k), defined as follows, where ng denotes the
reverse of the prefix 7(0)...w(k — 1) of m until position k£ — 1:

e the projection of ?(m, 7, k) over Vo U Sz U{#=z} is 7($, 7);
e the projection of & (z,m, k) over Vi U S U {#} is T (z, ).

Claim 1. For all x € VAR, one can construct in linear time two PLTL formulae 6(z, —)

and 0(x, <) such that for all pointed traces (o,4) over V', we have:

e (0,i1) = O(x,—) iff there is a F-fair path 7 of K such that the projection of o
over S, UV, U{#¢,#=z} is the forward z-encoding of 7 for some offset k£ > 0.

e (0,i1) = O(x,«) iff there is a F-fair path 7 of K such that the projection of o
over S, UV, U{#«,#=z} is the backward z-encoding of 7 for some offset k£ > 0.

We give the details on the construction of the PLTL formula 6(z, <) in Claim 1
(the construction of #(x, —) is similar). For each state s € S, E(s) denotes the set of
successors of s in K, while E~!(s) denotes the set of predecessors of s in K. The PLTL

formula 6(z, <) is defined as follows:

0(z,) = O((-YT) A#g A Gtz A\ [E(zs, o)A\ Xz, 5, )))

ses s'eE~1L(s)
E(x,s,—) = sz A \/ GF 5 A /\G(s’7—>
s'eF s'es
/\ pz A /\ —p= A /\ =55 A \/ Xs%])
pELab(s") peV\Lab(s") s"eS\{s'} s"€E(s")
{(x,5,¢) = s¢ NFG#e A\ Fso AX#g) A HGl#s — \ —ag] A
s'€So qgevus
AG(ss—[ A pen A -ws A ~#s A
s'eS pELab(s") peV\Lab(s")
/\ ﬁS%/\X(#g\/ \/ s%)D
s"eS\{s'} s"eE—1(s)

We now extend the notions of backward and forward encodings of paths of I to
pointed paths (m,) of K. For each k € N, the forward x-encoding of (7,i) with offset
k is the pointed trace given by (7(17,%, k),i 4+ k). We say that the position i + k is
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in forward mode in the encoding. For each k > 0, the backward x-encoding of (,1)
with offset k is the pointed trace given by (?(x,ﬁ, k),7), where j =i —k if i > k,
and j = k — 7 otherwise. In the first case, we say that position j is in forward mode in
the encoding, and the second case, we say that position j is in backward mode in the
encoding. Intuitively, when (o, ¢) is a backward or forward encoding of a pointed path

(m,4) of IC, then ¢ represents the position in the encoding associated to position i of 7.

Encoding of (IC, F)-path assignments. Let II be a (I, F')-path assignment. A pointed
trace (o,1) over V' is a forward encoding of 11 if for each z € VAR, the following holds,
where o, denotes the projection of o over S, UV, U {#%,#=}:

e if # ¢ Dom(II), then o, is (*;

e if x € Dom(Il), then (o,,1) is a forward or backward encoding of II(x) where i is

in forward mode in the encoding.

When Dom(II) # (), we also consider the notion of a backward encoding (o, i) of IT which
is defined as a forward encoding but we require that for each x € Dom(Il), (0,,17) is a
backward encoding of II(x) where i is in backward mode in the encoding. Note that in
this case, we have that ¢+ > 1 holds.

Let IT be a (K, F)-path assignment and II' be the trace assignment over T'(C, F')
obtained from II in the obvious way. For each ¢ > 0, we write succ’(Il) to mean
succfQ)’VAR)(H’ ) and pred*(II) to mean pred{@7VAR)(H’ ). By construction, we easily obtain

the following result, where Halt_, = \/__y\g #=7 and Halt_ = \/ yar #%5-
Claim 2. Let II be a (K, F)-path assignment and ¢ > 0.

e If (0,17) is a forward encoding of I, then:

— (0,0 +{) is a forward encoding of succ’(Il);

— if ¢ <'i, then pred*(IT) # und iff (0,7 —¢) |= —Halt_,. Moreover, if pred*(II) #
und, then (0,7 — ¢) is a forward encoding of pred*(Il);

— if ¢ > 4, then pred‘(IT) # und iff (0, £ —i) |= —Halt._. Moreover, if pred*(II) #
und, then (o, ¢ — i) is a backward encoding of pred*(Il).

e If (0,i) is a backward encoding of II, then:

— If £ <4, (0,i — () is a backward encoding of succ’(II);

— if £ > i, (0, — i) is a forward encoding of succ’(Il);
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— pred“(I1) # und iff (0,7 + ¢) = —Halt,_. Moreover, if pred‘(I) # und, then
(0,i+0) is a backward encoding of pred*(II).

Reduction to QPTL satisfiability. We define by structural induction a mapping T :

{+,—=} x SHyperLTLg +c — QPTL associating to each pair (dir,¢) consisting of a
direction dir € {<-,—} and a SHyperLTL(/SJ+C formula ¢ over V' and VAR a QPTL
formula T(dir, ¢) over V'. Define V] :=V, U S, U {#x,#=z}.

T(dir, T) =T,
T(«, plz]) = pg for all p € V;
T(—,plz]) = pz for all p e V;

T(dir, (x)lz]) = Ta(dir, la]), where T,(dir,[a]) is obtained from T(dir, v[r])
by replacing each occurrence of Halt, (resp., Halt_,) with #¢ (resp., #=2);

T(dir, ~¢) = —~T(dir, $);
T(dir, ¢y V 6o) = T(dir, $1) V T(dir, 62);

T X)) =Y(T( @) AYT) V Y(T(=,0) A0YT);

T(=,X¢) =XT(=,9);

T+ Y¢) = X(T(+, ¢) A —Halt_);

T(—,Y¢) = Y(T(=, ¢) A —Halt.,) v [-YT AX(T(+, ¢) A —Halt_)];

T, 01 Uo) =T(+—,01)S(YT AT (4, ¢02)) V
H(YT = T(+,01) NAO(=YT AT(—=,01) UT(—=,02))];

T(%, ¢1 U ¢2) = T(-), d)l) U T(-), ¢2>,
T((-, le S (bg) = T((-, ¢1) U (T(%, ¢2) A _lHalt\;);

T(=,01S ¢2) = T(—,¢1) S (T(—, ¢2) A —Halt,)) v
HT(—=,01) AO(=Y T AX(T (4, ¢1) U (T(+, ¢2) A —Halt)))];

T(+,3z.¢) = IV (0(x, <) AT (+,0) N H#5 AN X#5);
T(=,32.0) =3V, (0(z, =) AT(=,0) A#z A(YT = Y#2));
T, Fr.¢) =3IV (0(x, <) ANT(4, @) A ~#5);
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o T(—=,3F2.¢) =3V (T(=,9) A0z, <) V (0(z, =) A =#2)]);

where 0(x, <) and 0(z, —) are the PLTL formulae of Claim 1. By construction T(dir, ¢)
has size linear in ¢ and has the same strong alternation depth as ¢. Moreover, T(dir, ¢) is
a QPTL sentence if ¢ is a SHyperLTLQS) +c sentence. Now, we prove that the construction
is correct. Given a SHyperLTLQS) ¢ formula ¢ and a (K, F')-assignment II such that
Dom(I1) consists of all and only the trace variables occurring free in ¢, we write Il = ¢
to mean that (II', VAR) =px r) ¢, where II' is the trace assignment over T'(KC, F')
obtained from II in the obvious way. For a trace o over V', a variable x € VAR, and
a trace o, over V, we denote by o[z + 0] the trace ¢’ over V' such that o' =yny, o
and the projection of ¢’ over V/ is o,. For a SHyperLTLQS) ¢ sentence ¢, we show that
Iy E o< (04,0) E T(—, ) where Dom(Ily) = (). The result directly follows from the

following claim.

Claim 3: let dir € {+,—}, ¢ be a SHyperLTLgJrC formula, and II be a (K, F)-
assignment such that Dom(II) contains all the trace variables occurring free in ¢ and
dir =— if Dom(II) = (. Then, for all encodings (o,4) of II such that (o,7) is a for-
ward encoding if dir =—, and a backward encoding otherwise, the following holds:
IIE¢<(0,0) FE T(dir,¢).

The proof of Claim 3 is by structural induction on ¢. When ¢ is a trace-relativized
atomic proposition, the result directly follows from the definition of the map T and the
notion of an encoding (o,%) of II. The cases for the boolean connectives directly follow
from the induction hypothesis, while the cases relative to the temporal modalities easily
follow from the induction hypothesis, Claim 2, and the definition of the map T. For

the other cases, the ones relative to the hyper quantifiers, we proceed as follows:

e ¢ = dz.¢": we focus on the case, where dir =< (the other case being similar).
By hypothesis, (o,7) is a backward encoding of II and Dom(II) # (). Hence, it
holds that ¢ > 1. For the implication Il = ¢ = (0,i) = T(4+, ¢), assume that
IT = ¢. Hence, there exists a F-fair path m of K such that II[z — (7,0)] | ¢
Since i > 1, by construction, the trace o, over V! given by (& (z,7,i),4) is
the backward z-encoding of (,0) where 7 is in backward mode in the encoding.
Hence, the trace ¢’ given by o[z — 0,] is a backward encoding of II[z — (7, 0)].
By the induction hypothesis, (¢/,7) = T(+, ¢'). Moreover, by construction and
Claim 1, (0,,1) E 0(x, <), #4 ¢ 0.(i) and #4 € 0,(i+ 1). Hence, by definition
of T(«+—,3x. ¢'), we obtain that (o,7) = T(«, ¢).

For the converse implication, assume that (0,7) = T(«+,¢). By definition of
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T(+,3z. ¢') and Claim 1, there exists a trace o, over V such that o, is a backward
zr-encoding ?(x, 7, k) of some F-fair path 7 of K for some offset £ > 0. Moreover,
(0',i) = T(4,¢'), where ¢’ is given by o[z — 0,], #4 ¢ 0,(i) and #4 ¢ o,(i+1).
This means that the offset % is exactly 7. Hence, (?(:r;, 7, 1),1) is a backward -
encoding of (m,0) where i is in backward mode in the encoding, and (¢’,7) is
a backward encoding of II[z — (7, 0)]. Thus, by the induction hypothesis, the

result directly follows.

e ¢ = IPx.¢": we focus on the case, where dir =— (the other case being similar).
By hypothesis, (0,1) is a forward encoding of II. For the implication I | ¢ =
(0,1) E T(—,¢), assume that II = ¢. Hence, there exists a F-fair path 7 of K
and a position ¢ > 0 such that Il[z — (7,¢)] = ¢'. Let (04,17) be the trace over
V! defined as follows:

— if ¢ < i: we set (04,1) to (O (x,m,i—0), i) which by construction is a forward
x-encoding of (, ¢). By construction and Claim 1, (0,,1) | 0(xz, =) A =#2;

— if £ > i: we set (0,,7) to (T (x, 7,0 —i),i) which by construction is a back-

ward z-encoding of (m,¢) where i is in forward mode in the encoding. By

construction and Claim 1, (0,,7) = 0(z, <).

Hence, the trace ¢’ given by o[z +— o,] is a forward encoding of II[z — (m,¢)].
By the induction hypothesis, (¢’,i) E T(+,¢’). Hence, by definition of T(—
,3Pz. ¢'), we obtain that (o,i) = T(—, ¢).

For the converse implication, assume that (0,i) | T(—,¢). By definition of
T(—,3z.¢') and Claim 1, there exists a F-fair path 7w of I and a trace o, over
V! such that (0’,i) E T(—,¢'), where ¢’ is given by o[z — o,| and one of the
following holds:

— 0, is the forward z-encoding 7(x,7r, k) of m for some offset & > 0 and
#= & 0.(i). It follows that k¥ < ¢ and (0,,1) is the forward z-encoding of
the pointed path (7,7 — k).

— 0, is the backward z-encoding ?(m, 7, k) of 7 for some offset k& > 0. Hence,
(04,1) is the backward z-encoding of the pointed path (w4 + k) where i is

in forward mode in the encoding.

Hence, for some ¢ > 0, (¢',1) is a forward encoding of II[x + (7, ¢)]. Thus, being
(0',i) = T(—,¢'), by the induction hypothesis, the result directly follows.
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This concludes the proof of Claim 3 and Theorem [8.3] too. O

By an adaptation of the known reduction of satisfiability of QPTL without past to
model checking of HyperCTL* [121], we obtain the following result.

Theorem 8.4 Given a QPTL sentence v over V', one can build in linear time an STS
My (depending only on V') and a singleton-free SHyperLTLngC sentence ¢ having the
same strong alternation depth as v such that ¢ is satisfiable ift L(My) = .

Proof: Without loss of generality, we only consider well-named QPTL formulae, i.e.
QPTL formulae where each quantifier introduces a different proposition. Moreover, we
can assume that V is the set of all and only the propositions occurring in the given
QPTL sentence. Let V' = V U {tag, in}, where tag and in are fresh propositions, and
fix an ordering {p1,...,pn} of the propositions in V. First, we encode a trace o over
V by a trace en(o) over V' defined as follows: en(o) := o¢ -0y - ..., where for each
i > 0, 0; (the encoding of the i symbol of ¢) is the finite word over 2" of length
n + 1 given by PyPy,...P,, where (i) for all k € [1,n], P, = {px} if pxr € o(i), and
P, = 0 otherwise, and (ii) Py = {tag} if i > 0 and Py = {tag, in} otherwise. Note
that proposition in marks the first position of en(o). Then, the finite Kripke structure
Ky = (5, S0, E, Lab) over V' has size linear in |V/| and it is constructed in such a way
that its set of traces T'(Ky) is the set of the encodings of the traces over V. Formally,

Iy, is defined as follows:
o S={pnpy | he{l,...,n}} U {tag in} and Sy = {in};

e [ consists of the edges (pr, Pr+1), (Pk, Prs1)s (PrsPr+1) and (D, Pryq) for all k €
[1n— 1], and the edges (s,pr). (5,5, (. fag), and (B, tag) where s € {tag, in}.

e Lab(tag) = {tag}, Lab(in) = {in, tag}, and Lab(py) = {px} and Lab(p,) = ( for
all k € [1,n].

Let A be the set of pairs (h, ) consisting of a natural number h € [0, n] and a well-
named QPTL formula ¢ over V' such that there is no quantifier in ¢ binding proposition
pr if h # 0, and 9 is a sentence iff h = 0. We inductively define a mapping assigning
to each pair (h,7) € A a singleton-free SHypelrLTLQS)+C formula T(h,v) over V' and
VAR = {x1,...,x,} (intuitively, if h # 0, then pj, represents the currently quantified

proposition):
e T(h, T)=T;
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o T(h,p;) = Xipi[wh] for all p; € V;
o T(h,~) = =T(h,v);
T(h,¢1 Vb)) = T(h,¢1) V T(h,1s);

T(h,Xe) = X"MT(h, ¥);

T(h,Y) =YY" T(h, ¢);

T(h, 1 U tp) = (taglea] = T(h, 1)) U (T(h, o) A tagla]);

T(h,1 S 1) = (taglzn] — T(h, 1)) S (T(h,v2) A tag[zh));

;

3P z;. (T(k, ¥) A O (infzy] A infzi] A
o T(h,Ippt)) = G 'e[l/}\{k}(pj AR [:vk])) if h#0
\Elxk. T(k,v) otherwise

By construction, T(h,1) has size linear in ¢ and has the same strong alternation
depth as ¢. Moreover, T(h,) is a SHyperLTL&C sentence iff ¥ is a QPTL sentence.
Now we show that the construction is correct. A T'(Ky)-assignment is a mapping
IT: VAR — T(Ky). For all ¢ > 0, T(Ky)-assignments I, and SHyperLTLQS)Jrc formulae
@ over V', we write (IL,4) = ¢ to mean that (II;, VAR) f=rc,) ¢, where II; is the
(pointed) trace assignment over T'(Ky ) assigning to each trace variable x € VAR, the
pointed trace (II(x),7). Note that for each QPTL sentence 1 over V', 1 is satisfiable if
for all traces o, (0,0) = ¢. Thus, correctness of the construction directly follows from
the following claim, where for each ¢ > 0, (i) := ¢ - (n + 1). Intuitively, p(7) is the

tag-position associated with the V'-encoding of the position i of a trace over V.

Claim. Let (h,v) € A. Then, for all pointed traces (o,4) over V and T'(Ky )-assignments
IT such that II(z;,) = en(o) if h # 0, and i = 0 if h = 0, the following holds:

(01) F ¢ < (IL p(i) = T(h,¢)

The claim is proved by structural induction on 1. The cases for the boolean connectives

easily follow from the induction hypothesis. For the other cases, we proceed as follows:

e ¢y = p; for some p; € V: in this case h # 0 (recall that (h,7) € A). Then, we
have that (0,7) = p; < p; € 0(i) < pj € en(o)(p(i) +J) < p; € H(zy)(p(i) + 7)
& (I, p(i)) | X pjlzn] < (I, p(i)) = T(h, p;). Hence, the result follows.
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e ¢ = X¢)': hence, h # 0. We have that (0,7) F X' < (0,i+ 1) E ¢/ < (by the
induction hypothesis) (I, p(i + 1)) = T(h,?¢') < (since p(i + 1) = p(i) + n+ 1)
(I, p(i)) = X" T(h, ") & (I, (1)) = T(h,X%'). Hence, the result follows.

e ) = Y': similar to the previous case.

e ) = 9y Uby: hence, h # 0. We have that (0,i) | ¢ Uhy & there is j > i
such that (0,7) E 19 and (0,¢) = ¢, for all i < ¢ < j < (by the induction
hypothesis) there is j > ¢ such that (II, p(j)) = T(h, 1) and (I1, p(¢)) = T(h, 1)
for all i < ¢ < j < there is j' > (i) such that (IL,5") | T(h,1s) and tag €
II(xp)(j"), and for all p(i) < ¢ < j" such that tag € (xp)(¢'), (IL, ) = T(h, 1)
< (I, p(i)) = T(h,¢1 U 4s). Hence, the result follows.

e ) = 1)1 S1y: similar to the previous case.

e ¢ = dp,.¢' and h # 0: by hypothesis, k& # h. For the implication, (I, p(i)) |
T(h,v) = (0,i) |= ¢, assume that (II, p(7)) = T(h, ). By definition of T(h, Ipi. ')
and since in marks the first position of the encoding of a trace over V', it easily
follows that there exists a pointed trace over V' of the form (o’,47) such that
o' =y\py 0 and (Il[zy < en(o’)], p(i)) = T(k,¢’). Since (k,7') € A, by the
induction hypothesis, it follows that (¢’,4) = ¢'. Thus, being o' =y\y,,} 0, we
obtain that (o,7) = 1.

The converse implication (o,7) = ¢ = (I1, p(7)) = T(h, ) is similar, and we omit
the details here.

e ¢p = dpp.¢)’ and h = 0: hence, ¢ and T(0,7) are sentences. We have that
(0,0) = Ip. ' & (¢ is a QPTL sentence) for some trace o’ over V, (¢’,0) = ¢ <
(by the induction hypothesis) (Il[zy — en(a’)], p(0)) E T(k,¢’) < (by definition
of T(0,3pe. ¢)) (IL p(0)) = T(0, Ipx. ¥).

This concludes the proof of Theorem O

. . . . 0
8.2.2 Reduction to fair model checking against SHyperLTLg_ .

We solve the (fair) model checking problem for simple GHyperLTLs ¢ by a reduction to
fair model checking against the fragment SHyperLTLQS) +c- Our reduction is exponential
in the size of the given sentence and is an adaptation of the reduction from model check-

ing simple HyperLTLs to model checking HyperLTL shown in [72]. As a preliminary
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step, we first show, by an easy adaptation of the standard automata-theoretic approach
for PLTL [287], that the problem for a simple GHyperLTLs, ¢ sentence ¢ can be reduced
in exponential time to the fair model checking problem against a singleton-free sentence

in the fragment SHyperLTLE ¢ for some set I' of atomic propositions depending on .

Proposition 8.2 Given a simple GHyperLTLs, ¢ sentence ¢ and a fair STS M overV,
one can build in single exponential time in the size of @, an STS M’ over an extension
V' of V and a singleton-free SHyperLTLE;C sentence ¢ for some I C V' such that
M' = ¢ if and only if L(M) = ¢. Moreover, ¢’ has the same strong alternation depth
as ¢, |¢'] = Olgl), and || = O(K]| + 200¢D).

In order to prove Proposition [8.2] we need some preliminary results. Recall that
a Nondeterministic Biichi Automaton over words (NBA for short) is a tuple A =
(32,Q,Qo, A, Acc), where ¥ is a finite alphabet, @ is a finite set of states, Qy C @
is the set of initial states, A C ) x X x (@ is the transition relation, and Acc C (@ is the
set of accepting states. Given a infinite word w over ¥, a run of A over w is an infinite
sequence of states qo, q1,... such that gy € Qo and for all i > 0, (g;, w(i),qi+1) € A.
The run is accepting if for infinitely many i, ¢; € Acc. The language T'(.A) accepted by
A consists of the infinite words w over ¥ such that there is an accepting run over w.

Fix a non-empty set I" of PLTL formulae over V. The closure c/(I') of T" is the set
of PLTL formulae consisting of the formulae T, YT, the sub-formulae of the formulae
6 € I', and the negations of such formulae (we identify —=—6 with ). Note that I' C ¢/(T").
Without loss of generality, we can assume that V' C I'. Precisely, V' can be taken as
the set of propositions occurring in the given simple GHyperLTLs, ¢ sentence and cl(T")
contains all the propositions in V' and their negations. For each formula 6 € cl(T") \ V,
we introduce a fresh atomic proposition not in V', denoted by at(d). Moreover, for
allowing a uniform notation, for each p € V', we write at(p) to mean p itself. Let Vi be
the set V' extended with these new propositions. By a straightforward adaptation of
the well-known translation of PLTL formulae into equivalent NBA [287], we obtain the
following result, where for a trace or over Vr, (or)y denotes the projection of o over
V.

Proposition 8.3 Given a finite set I' of PLTL formulae over V', one can construct in

single exponential time an NBA Ar over 27 with 20UVt states satisfying the following:
1. let op € L(Ar): then for alli >0 and 6 € cl(T'), at(0) € or (i) iff ((or)v,1) 6.
2. for each trace o over V, there ezists or € L(Ar) such that o = (or)y .
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Proof: Here, we construct a generalized NBA Ar satisfying Properties (1) and (2) of
Proposition [8.3, which can be converted in linear time into an equivalent NBA. Recall
that a generalized NBA is defined as an NBA but the acceptance condition is given by a
family F = {Accy, ..., Acei} of sets of accepting states. In this case, a run is accepting
if for each accepting component Acc; € F, the run visits infinitely often states in Acc;.

The generalized NBA Ar = (2'7,Q, Qo, A, F) is defined as follows. @ is the set
of atoms of I' consisting of the maximal propositionally consistent subsets A of ¢/(T').

Formally, an atom A of I" is a subset of cl(I") satisfying the following:
e TcA
e for each 6 € cl(I"), 0 € Aiff =0 ¢ A;
e for each 0, V 0y € cl(T'), 0,V 0y € Aiff {0;,0,} N A £ 0.

The set Qg of initial states consists of the atoms A of I' such that =Y T € A. For
an atom A, at(A) denotes the subset of propositions in V- associated with the formulae
in A, i.e. at(A) ={at(d) | 6 € A}. The transition relation A captures the semantics
of the next and previous modalities and the local fixpoint characterization of the until
and since modalities. Formally, A consists of the transitions of the form (A, at(A), A’)
such that:

e for each X6 € cl(T"), X0 € Aiff 6 € A’;
o for each YO € ("), YO € A iff 0 € A,
e for each 0, U, € cl(T"), 6, Uby € A iff either 65 € A, or 6, € Aand 0, U6, € A,
e for each 6; S0y € cl(T'), 6; SO, € A’ iff either 6, € A’ or 0§, € A" and 6, S0, € A.

Finally, the generalized Biichi acceptance condition is used for ensuring the fulfillment
of the liveness requirements 6, in the until sub-formulae 6; U 65 in I". Formally, for
each 0, U 6, € cl(I'), F has a component consisting of the atoms A such that either
—(0; Uby) € Aor 0y € A.

Let or € L(Ar). By construction, there is an accepting infinite sequence of atoms
p = ApA; ... such that for all i > 0, or(i) = at(A;). Let o be the projection of or
over V' (note that A; NV = (i) for all i > 0). By standard arguments (see [287]), the
following holds: for all ¢ > 0 and 6 € cl(I"), 6 € A; (hence, at(f) € or(i)) if and only if
(0,1) = 0. Hence, Property (1) of Proposition [8.3| follows.
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For Property (2), let o be a trace over V' and let p = AgA; ... be the infinite se-
quence of atoms defined as follows for all i > 0: A; = {0 € cl(I") | (0,i) = 0}. By
construction and the semantics of PLTL, p is an accepting run of Ar over the word
or = at(Ap)at(A;) . ... Moreover, o coincides with the projection of or over V. Hence,
the result follows. O

Let K = (S,Sy, E, Lab) be a finite Kripke structure over V' and F' C S. Next,
we consider the synchronous product of the fair Kripke structure (IC, F') with the
NBA Ar = 27, Q, Qo, A, Acc) over 2'T of Proposition associated with I'. More
specifically, we construct a Kripke structure Kr over Vi and a subset F1 of Kpr-states
such that T'(Kr, Fr) is the set of traces or € T(Ar) whose projections over V' are in
T(K, F). Formally, the I'-eztension of (IC, F') is the fair Kripke structure (Kr, Fr) where
Kr = (Sr, Sor, Er, Labr) and Fr are defined as follows:

e St is the set of tuples (s, B, q,¢) € S x2'T x Q x {1,2} such that Lab(s) = BNV;

So,r = SrN (S x 2'T x Qg x {1});

Er consists of the following transitions:
- ((s,B,q,1),(¢',B',¢,¢)) such that (s,s") € E, (¢,B,q) € A, and ¢ = 2 if
s € F and ¢ = 1 otherwise;
- ((s,B,q,2),(s',B',¢,¢)) such that (s,s") € E, (¢,B,q) € A, and ¢ = 1 if
q € Acc and ¢ = 2 otherwise.

e for each (s, B,q,¢) € Sr, Labr((s, B,q,0)) = B;

o Fr ={(s,B,q,2) € Sr | ¢ € Acc}.
By construction and Proposition (2), we easily obtain the following result.
Proposition 8.4 For each trace or over Vi, or € T(Kr, Fr) if and only if or € T(Ar)
and (or)y € T(K, F). Moreover, for each o € T(K,F), there exists or € T(Kr, IT)

such that (or)y = 0.
We can now provide a proof of Proposition [8.2]

Proposition 8.2 Given a simple GHyperLTLs, ¢ sentence ¢ and a fair STS M over V,
one can build in single exponential time in the size of @, an STS M’ over an extension
V' of V and a singleton-free SHyperLTLE;C sentence @' for some I C V' such that
M' = ¢ if and only if L(M) = @. Moreover, ¢’ has the same strong alternation depth
as ¢, I¢'] = O(li), and K| = O(]| + 2009D).
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Proof: Let ¢ be a GHyperLTLs, ¢ sentence over V and (K, F') be a fair finite Kripke
structure (IC, F') over V. Then, there is a finite set I'y of PLTL formulae such that ¢ is
in the fragment SHyperLTLgiC. Let T" be the set of PLTL formulae consisting of the
formulae in 'y and the PLTL formulae 1 such that (x)v[z] is a sub-formula of ¢ for
some variable x. Define V', IV C V' (K', F’), and ¢ as follows:

o V' = Vp (recall that Vi =V U{at(f) | 6 € T'}) and I is the Vp-counterpart of Ty,
e IV = {at(0) | § € Ty}

e (K',F') = (Kr, Fr), where (Kr, FT) is the I'-extension of (K, F);

e ¢ = T(p) where the mapping T replaces (i) each sub-formula (z)y[x] of ¢ with
its propositional z-version at(1))[x], and (ii) each 'y-relativized temporal modality
with its ["-relativized version. Note that T(¢p) is a singleton-free SHyperLTLg;C
formula where I is propositional (in particular, I C V') and has the same strong

alternation depth as ¢.

It remains to show that the construction is correct, i.e. T(Kr, Fr) | T(p) iff
T(K,F) = ¢. Let A be the set of formulae ¢ in the fragment SHyperLTLg% such
that for each sub-formula (x)vy[z] of ¢, it holds that ¢» € T'. Moreover, for a trace
assignment Il over T'(Kr, FT), the V-projection of Ilp, written (Ilr)y, is the trace
assignment with domain Dom(II) obtained from II by replacing each pointed trace
II(x), where x € Dom(Il) and II(z) is of the form (or,i), with ((or)y,7). Note that
by Proposition 8.4 (IIr)y is a trace assignment over T'(K, F'). Correctness of the

construction directly follows from the following claim.

Claim. Let ¢ € A and Il be a trace assignment over T'(Kr, Fr). Then:

(Ir, VAR) =ricr, ) T(¢) iff ((IIr)v, VAR) Eric,ry ¢

The claim is proved by structural induction on ¢ € A. The cases where the root
modality of ¢ is a Boolean connective directly follow from the induction hypothesis.

For the other cases, we proceed as follows.

e ¢ = (x)[z], where ¢ € I'. Hence, T(¢) = at(¢p)[x]. Let Ip(z) = (op,i). We

have that (IIr)y(z) = ((or)v,i). By Propositions [8.3| and [8.4] at(¢) € or(i) iff
((or)v,i) = 1. Hence, the result follows.

e The root modality of ¢ is a I'g-relativized temporal modality. Assume that ¢ =
¢1 Ur, ¢2 (the other cases being similar). Then, T(¢) = T(¢1) Up T(¢2) (recall
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that IV = {at(#) | 0 € T'v} and 'y C I'). By Propositions and [8.4] for each
pointed trace (or,i) over T'(Kr, FT) and 6 € Ty, it holds that at(f) € or(i) iff
((or)v,i) = 6. By construction, it follows that succr,var)((Ir)y) is the V-
projection of succq vary(Ilr). Hence, by the semantics of GHyperLTLs ¢ and
the induction hypothesis, the result follows.

e ¢ = Jz.¢'. Hence, T(¢) = J2.T(¢'). By Proposition 8.4 for each trace o €
T (K, F), there exists or € T(Kr, FT) such that (or)y = o. Hence, the result

easily follows from the induction hypothesis.
o ¢ = Ix. ¢': this case is similar to the previous one.

g

Let us fix a non-empty finite set [' C V' of atomic propositions. We now show that
fair model checking of the singleton-free fragment of SHyperLTLg, - can be reduced
in polynomial time to fair model checking of SHyperLTLQS) +c- We observe that in the
singleton-free fragment of SHyperLTL{ +c» when a pointed trace (o,1) is selected by a,
pointed quantifier Iz, the positions of ¢ which are visited during the evaluation of
the temporal modalities are all in the (I', w)-stutter factorization of ¢ with the possible
exception of the position ¢ chosen by 3°z. Thus, given a set T of traces and a special
proposition # ¢ V, we define an extension stfrif (T) of the set stfr(T) = {stfrp(c) | o €
T} as follows. Intuitively, we consider for each trace o € T, its I'-stutter trace stfrp(o)
and the extensions of stfrp(o) which are obtained by adding an extra position marked
by proposition # (this extra position does not belong to the (I', w)-stutter factorization
of o). Formally, stfif’(T) is the smallest set containing stfr(T') and satisfying the

following condition:

e for cach trace o € T with (I',w)-stutter factorization {fj}r>0 and position i €
(Cg, lr11) for some k > 0, the trace a(€p) ... o) (0 (D) U{#}) 0(lky1) 0(lry2) ... €
stfrft ().

Given a singleton-free formula ¢ in SHyperLTL{ +c, we denote by T4 () the formula
in SHyperLTLQS) ¢ obtained from ¢ by applying inductively the following transforma-

tions:

e the I-relativized temporal modalities are replaced with their (-relativized coun-

terparts;
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e each formula 3Pz.¢ is replaced with FPz. (Ty(¢) A (2)(XG-#[z] A (YT —
YH-#[x]))).

Intuitively, the formula T4 (3 x. ¢) states that for the pointed trace (o,i) selected
by the pointed quantifier, at most position ¢ may be marked by the special proposition

#. By the semantics of the logics considered, the following holds.

Remark 8.1 Given a singleton-free sentence ¢ of SHyperLTLE+C and a set T of traces,
it holds that T |= ¢ if and only if stfit (T) = Tu(p).

Let us fix now a fair finite Kripke structure (IC, F'). We first show that one can build
in polynomial time a finite Kripke structure (Kr, Fr) and a LTL formula 0 such that
stfrf (T(K, F)) coincides with the traces of T(Kr, Fy) satisfying fp.

Proposition 8.5 Given ) # T C V and a fair finite Kripke structure (IC, F) over V,
one can construct in polynomial time a fair finite Kripke structure (Kr, Fr) and a LTL
formula Or such that stfrf (T(K, F)) is the set of traces o € T(Kr, Fr) so that o = .

Proof: Let K = (S,Sy, £, Lab). Intuitively, the Kripke structure Kr is obtained
from IC by adding edges which are summaries of finite paths 7 of IC where either the
propositional valuation in I' changes only at the final state of 7, or the propositional
valuation in I does not change along 7. Formally, let Rp(K) and Rr(KC, F') be the sets

of state pairs in K defined as follows:

e Rr(K) consists of the pairs (s,s’) € S xS such that Lab(s) NI # Lab(s') NI and
there is a finite path of IC of the form s-p- s’ such that Lab(s) NI" = Lab(p(i))NT
for all 0 <1 < |p|.

o Rp(K,F) is defined similarly but, additionally, we require that the finite path

s+ p- s visits some state in F.

Intuitively, Rr(K) keeps track of the initial and final states of the finite paths of K with
length at least 2 where the propositional valuation in I' changes only at the final state
of the finite path. Additionally, Rp(/C, F') considers only those finite paths which visit
some state in F. Moreover, let Rf(K) and Rf (K, F) be the sets of state pairs in K

defined as follows:

e R7(K) consists of the pairs (s,s') € S x S such that Lab(s) T’ = Lab(s') NI’ and
there is a finite path of I of the form s-p- s’ such that Lab(s) NI" = Lab(p(i))NT
for all 0 <1 < |p|.
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° E# (K, F) is defined similarly but, additionally, we require that the finite path

s p- s visits some accepting state in F.

Thus, R (K) keeps track of the initial and final states of the finite paths of K with
length at least 2 where the propositional valuation in I' does not change. Additionally,
R¥(K, F) considers only those finite paths which visit some state in F. The finite sets
Rr(K), Rr(K, F), RI#(IC), RI#(IC, F) can be easily computed in polynomial time by
standard closure algorithms. By exploiting these finite sets, we define the finite Kripke
structure Kr = (Sr, Sr,, Er, Labr) and the set Fr C St as follows.

e Spis given by S x 2{a¢#} and Sy is the set of states of the form (s, ()) for some
S € Sb.

e Er consists of the edges ((s,7),(s',T")) such that one of the following holds:

/

€ FEURR(K), # ¢ T, and (acce T" iff &' € F);

€ Rr(K,F), # ¢ T, and acc e T,

ERFK), #¢T,#cT, and (accc T iff s € F);
eRIK,F), #¢T,#eT, and acce T

S, 8

s, s’

S, 8

!/

~— N~ ~—

= (

= (

— (s,
— (s, 8
o Labr(s,T) = Lab(s) U{#} if # € T, and Labr(s,T) = Lab(s) otherwise;
e [FT is the set of Kr-states (s,T") such that acc € T.

Intuitively, proposition # marks only the K-states which are targets of pairs in
R¥(K) U R (K, F), while the flag acc marks either the states in F which are targets
of K-edges, or the K-states which are targets of pairs in Rp(K, F) U R¥ (K, F). We say
that a trace o over V U {#} is well-formed if one of the following conditions holds:

e or o is a I'-stutter free trace over V' (i.e. stfrp(0) = 0);

e or there is a position ¢ > 0 such that 7 4+ 1 is the unique position where # holds
and stfrp(o) = o(0)...0(i) - o2

By construction, it easily follows that stfrf (T'(KC, F)) is the set of well-formed traces
in T'(Kr, Fr). Then, the LTL formula ér captures the well-formed requirement and is

defined as follows.

—# A G(# — XG—#) A G(\/((p e ~Xp) A—# AX—#) vV NG((p ¢ Xp) A —#) v

pel’ pel

(X#A A o Xp) A\ (0 & ~X2p)))

pel’ pel’
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This concludes the proof of Proposition [8.5 O

Fix now a singleton-free sentence ¢ of SHyperLTL{ 4+c- For the given fair finite
Kripke structure (I, F') over V, let (Kr, F1) and 6r as in the statement of Proposi-
tion . We consider the SHyperLTLg ¢ sentence T(¢) obtained from T4 () by induc-
tively replacing each subformula 3°z. ¢ of T4 () with 3Pz, (T(¢) A (z)O(=Y T Abr[x])).
In other terms, we ensure that in Tx(p) the hyper quantification ranges over traces
which satisfy the LTL formula 6. By Remark [8.1) and Proposition [8.5 we obtain that
T(K,F) = ¢ if and only if T(Kr, Fr) = T(¢). Thus, together with Proposition we

obtain the following result.

Theorem 8.5 The (fair) model checking problem against simple GHyperLTLs, ¢ can

be reduced in singly exponential time to fair model checking against SHyperLTL%JrC.

8.3 SC-HyperLTL: Asynchronous HyperLTL over fi-

nite traces

In the previous section, we introduced a general logic for asynchronous hyperproperties
over infinite traces. In this section, we focus on a significant prenex fragment of Simple
GHyperLTLs ¢, designed for reasoning over finite traces. This fragment simplifies the
logic by disallowing trace quantification within formulae, as well as quantifiers of the
form 3Pz and VPz. Due to these restrictions, the logic becomes simpler than the original
Simple SHyperLTLg, .. We therefore introduce a lighter syntax and semantics tailored
specifically to this fragment.

We formalize its finite-trace semantics, illustrate its expressiveness through repre-
sentative examples, and present two model checking procedures for verifying properties
specified in this logic.

In the remainder of this section, we refer to a slightly different definition of finite
languages of STS by treating [’ as the final states represented symbolically i.e. each
finite o of Ly, (M) satisfies each f € F at point |o| — 1.

The syntax of SC-HyperLTL is:

a:=Vre.o|Jr.a| e
o= {z})plz] | alz] | 7o |eVe | Xe|eUep|Ye|pSe

219



8.3. SC-HyperLTL : Asynchronous HyperLTL over finite traces

where a € V| I is a set of PLTL formulae over V', 5 is a PLTL formula over V' and f[z]

is defined by replacing each variable a € V' occurring in 8 with a[z].

To define the semantics, we adapt the PLTL stutter factorization of Definition
to finite traces. To be symmetric, we include both the initial position and the final

position in the factorization.

Definition 8.3 (LTL-stutter factorization) LetI" be a finite set of PLTL formulae
and o a finite trace. The I'-stutter factorization of o is the unique increasing sequence

of positions {ig...ix} such that ic =0, iy, = |o| — 1 and:

e For each 6 € I' and j, 0 < j < k, the truth value of 6 along [ij,i;+1) does not
change, i.e., for all h,l € [i;,1j41), (0,h) = 6 if and only if (0,1) = 6.

o The truth value of some formula in T' changes along adjacent segments (except
at iy), i.e., for each 0 < j < k —1, for some 8 € I, (0,i;) = 0 if and only if

(0,541) = 0.

In order to define the relevant positions, we define a finite version of the successor
relation. We use the special symbol und (meaning undefined) to denote the successor of
the last point in the trace and the predecessor of the first point in the trace. Intuitively,
the new modification renders the definition of successor (succ) and predecessor (pred)

specular.

Definition 8.4 (Relativized successor with finite semantics) Let I be a finite set
of PLTL formulae and o a finite trace. The relativized successor and relativized prede-

cessor are defined as follows:

‘ und Ifi > o] —1
sucer(o,1) 1=

(0,941) Ifi € [ij,1j41) for some j € [0, k)

We extend the previous definitions to the trace assignment IT as follows; sucer(und) =
und if there is a trace variable x € VAR such that the successor succr(Il)(z) = und.
Otherwise, succp(I1)(z) = sucep(Il(z)) for each z € VAR.
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We define the semantics of SC-HyperLTL as follows:

II Er3dzr.a < forsomeo e T,z (0,0)] Fra
I ErVea SforalloeT, Iz~ (0,0)] Fra
I Erle (LD Ey

(IL,T) E alx] < a € o(p), where (o,p) = I(x)

ILT) E¢ Ugp, < forsomej>0 succh(Il) # und, (succ.(II),T) = s,
and for all ¢ < j, (succ-(IT),T) | ¢1

(ILT) E Xy < sucep(I) # und and (sucer(I1),T) = ¢

(ILT) @1 Sy, < forsome j >0 pred. (1) # und, (pred-(I1),T') k= ¢,

and for all i < j, (pred-(I1),T") = 1
(ILT) EYy & predp(I1) # und and (predp(I1),T') = ¢
(ILT) & ({z})Bla]  (0,0) = 8 with (0,1) = T1(z)

For an SC-HyperLLTL sentence o and a set of finite traces T', T is a model of o, written
T k= a, if (Ilp, VAR) }=r a. Finally, given an STS M= (V, I, T), we say that M |=; «
iff Lsin(M) = a.

Properties expressible in SC-HyperLTL

In Section [8.1.4] we presented various properties expressible in the more expressive
SHyperLTLg +c fragment, showcasing how our temporal logics can capture rich system
behaviours. Although SC-HyperLTL is strictly less expressive, it remains well-suited
for specifying meaningful and practical properties that are essential for verifying many
classes of systems. In particular, we explore how these properties—and the examples
that illustrate them—can be interpreted not only over infinite traces, as in the original
logic, but also in settings where executions are finite. This finite-trace perspective
is especially relevant in practice, where systems often have bounded or terminating

behaviours such as transactional systems or terminating programs in general.

We now revisit key properties—some of which have already been introduced over
SHyperLTL{ +c—and show how they can also be captured within SC-HyperLTL, with
attention to their finite-trace semantics. We further extend this discussion by presenting
additional structured examples from the literature, as well as a new example model,
to illustrate the expressiveness and practical relevance of SC-HyperLTL in finite-trace

verification tasks.
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Noninference [243]: Non-inference states that the observations of public information
do not change when the secret information is removed. We can define this property for

the asynchronous setting with the following formula:
Va.Jy{lo}.({z})GA[z] A G(lo[z] < loy]),
where [o represents the public information and A represents the absence of secret inputs.

Observational Determinism|[298]: We previously introduced a specification of ob-
servational determinism in Section using the more expressive SHyperLTLE +c frag-

ment. Here we provide an equivalent formulation in SC-HyperLTL

Vo vy {LO}. N\ (vlz] < vly]) = /\ G(ofa] > vfy]),

veLl veLO

where LI and LO denote the sets of low inputs and low outputs, respectively. This
formulation enforces that executions with identical low inputs produce indistinguishable
low outputs throughout their finite executions. Being interpreted over finite traces, the
specification considers any couple of traces (even with different lengths) to be evaluated

up to the end of the shortest trace.

Bounded Recovery. Consider the high level model shown in Fig. which describes
a battery sensor. To deal with hardware faults in the sensor, a second sensor is used
as a backup, and a Selector component chooses which sensor output (sensedl/sensed?2)
shall be considered. The selector component is connected with the Recovery compo-
nent which detects faults like abnormal oscillations and triggers a recovery action by
sending a “recovery” signal (dashed blue line). The Selector component will then select
Sensor2 as the main sensor. We assume that faults are permanent and that sensors run
asynchronously.

For any execution with a fault (fault = fault, V fault,), all observationally equivalent
executions (from the Recovery component perspective) trigger a recovery command

within a bounded amount of steps, where an observation occurs when sensed changes:
Orec := V. Vy.{sensed}.G(obseq A ({x}) faulted[x] — ({y})F=4reafy])

where F=%¢ is the bounded future operator defined as ¢ vV X(F<4"'¢) with F=0 := ¢,
obseq := H(sensed|x] <> sensedy]) , faulted := (—chd(sensed) S fault) and chd(sensed)

determines whether the sensed value changed.
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faultl
) out ensed
[ Battery —>[ Sensor 1 [ Selector ]
_ > *
sensed | ! recovery
fault2 LA

D
—{ Sensor 2 i%d [ Recovery ]

Figure 8.1: Redundant Sensor System with Fault Detection, Isolation, and Recovery
component schema. The coloured rectangles represent the internal components, the
black arrow represents the data-port connection between components, the red dashed
arrows represent fault events and, the blue dashed arrow represent the recovery signal.

The set {sensed} is used to consider only the relevant points in which the sensed
value changes. The formula obseq ensures that the two traces have the same sequences of
sensed values. Then, faulted[z] states that a fault occurred between the last observation
point and the current one. Finally, the consequence is that the recovery command is

activated within d steps in the related trace y.

Finite programs pre-post conditions Due to our finite-trace semantics, we can
also express V3 pre-post conditions over different executions of the same program, even
when these executions have different and unbounded lengths. In addition, we can
enforce local properties over individual executions by using singleton contexts, allowing
us to specify standard temporal properties alongside hyperproperties within a unified

framework.

P, = VeVyIz.0.({z})Gi[x] A Ppre(z,y) — /\ (vly] = v[z]) A ({2})Ba]z] A XD ppsi(, 2)

veV

The first singleton-context formula assess a local property [3; over the universally quan-
tified execution (trace variable z). The precondition is expressed over an additional
universally quantified trace variable y. The intuition is that we are restricting the uni-
versal traces — represented by x — to those that has another trace such that conjoined
they satisfy the precondition. The right-side of the implication first ensures that (in-
directly) the existential trace also satisfy the precondition (with x); then, it expresses
its local property (s and — at the end of both traces i.e. z,z — the post-condition is
satisfied.
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8.3.1 Decidability of SC-HyperLTL

In the following, we show a reduction from SC-HyperLTL to SHyperLTLE . via a
rewriting function for the formula and a modified version of the STS to self-loop in
accepting states. From this reduction we can then conclude that model checking of
SC-HyperLTL over finite traces is decidable.

Definition 8.5 (Padding of STS) Let M be an STS such that end ¢ V.. We denote
the STS extending M with self-loops over accepting states as

End(M) = (VU {end}, I N —end,End(T), F U {end})

where the transition relation is represented by the following formula:

End(T) = (end — end) A (mend — T) A (—|end’ — /\ v = v)

veV

Definition 8.6 (Finite Traces SC-HyperLTL to Infinite Traces SHyperLTL{, ()
Let ¢ be a SC-HyperLTL formula, we inductively define (7 as follows:

¢ (Cofa]) = wla] TV = @l Vel
Cf(F —p) =l ¢, ({zh)Bla]) = ({=})¢/ (@, Bz])
(T, Xp) = Xrs (O] NP o1 Ugps) = ¢f Urs (05 A )
¢IT, Yy) = Yo (T o189s) = ¢l Srrf
where 6, = Noco(mXpend[z]) and o = (I(C, p).
Finally, we denote the rewriting for quantified formulae ¢ as
¢ (Vo) = Vr.(l(p) ¢/Bz.p) = Tl (p)

(Tp) = (T,9)
where TV := T U {Xend} if T # 0, O otherwise.
Proposition 8.6 Let M be an STS and o be a SC-HyperLTL formula, M™ := End(M).

M s ¢ iff M™ = (U (p)

Proof: To prove the proposition, we consider the following intermediate claim over
the satisfiability of quantifier free formulae with complete trace assignments (i.e. trace

assignments with domain equal to VAR).
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Let II be a complete trace assignment with finite traces of M with all traces pointing
to the initial position. Let End(Il) be defined as the complete trace assignment with
infinite traces over End(M), in which each trace is obtained padding the end of each
trace of II.

For each i, if sucdi(I1) # und: (succh(I1),T) Ef ¢ < succﬁnVAR)(H) = (T, )

Before starting the proof, we observe that (*)if succr(II) # und, succrr var)(End(II))
is the trace assignment augmented with end of succr. Moreover, (**)if II # und:
predp(IT) = predy; (1T°"%) Finally, (***)succr(IT) = und < suceps # 6.

Base case: Trivially follows from the fact that the traces have the same assignments
to the variables.

Inductive case: We skip all the trivial cases, we also skip past because is symmetric

to future:

o ({z})alz]: Thisis proved by the reduction from finite to infinite of LTL; described
in the literature (e.g. [183]). ¢/(0, a[z]) produces a SHyperLTLQS)+C without con-
texts, which, since the evaluation context is VAR is satisfied iff « is satisfied with

finite trace semantics by the pointed trace of TI(z).

o X¢: (ILT) =y X9 & sucep(Il) # und and sucer(I1) =5 . sucep(Il) = und iff
exists x € Dom(Il) .s.t. (o,|o|—1) = I(x) < exists x € Dom(Il) s.t. 0, = Xend
with (o,7) = I%(x) < ¢ £ Qéom(n). Finally, by (*): < II° = 6/, and
suceps (T) |= ¢ (1) & (I, T) | ¢!(X, Dom(IT)

e )y Uy : (ILT) =5 91 Uthy & there exists k > 0 s.t. (succf(Il) # und,
(succh,T) =5 ¢ and for all 0 < j < k : (succh(IT),T) =f ¢y, By (*) and (*¥*%):
& there exists k > 0 s.t. (sued, (II7), V) = eéom(ﬂ) and (succk, (IV),TV) |

¢ (12, Dom(I1)) and for all 0 < j < k : succ),;.

Finally, from the inductive claim it is straightforward to generalize the induction

with quantifiers I" operator. [l

Theorem 8.6 Model Checking of SC-HyperLTL is decidable.

Proof: The decidability results trivially from Proposition since ¢/(p) is still in
the decidable fragment of GHyperLTLs ¢. O
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8.3.2 Reversibility property of SC-HyperLTL

We now introduce an interesting property of our logic on finite traces. One very
nice property of LTL; has is that past and future are symmetric. In practice if
we flip a trace and replace future operators with their corresponding past opera-
tors and vice-versa, we obtain the same satisfiability result. Moreover, given an STS
M = (V,I,T,F), we can construct the STS outputting the “reversed” finite language
as M"™ = (V, \ rer [T {I}) where T is obtained by replacing each variable of V'
with its primed version (of V') and vice-versa and initial condition (/) and final (F')
are flipped. This is not true in the general definition of STS language given in [2.4}
however, to avoid conflict with the alternative finite semantics introduced elsewhere,
we assume an adjusted interpretation in which each f € F' must hold at the end of the

traceE] Formally, reversibility of LTLy is expressed by the following Proposition.

Proposition 8.7 (Reverse of LTL;) Let M = (V,I1,T,F) be an STS

M =5 @ iff M™ =y rev(yp)

where rev(p) replaces each future operator with its part counterpart and vice-versa.

Intuitively, the past counterpart of X is Y and for U is S.

Proof: It is easy to see that M "™ produce the reversed trace of M. We can then find
a one to one matching between a trace o and its reversed counterpart denoted as o~ 1.

The trace o~ ! has the following characteristics:

e The reverse trace has the same length as the original trace: |o lo|

o (i) =0 (i) withi = |o| —i —1

Finally, we can prove that for each i o,i =y ¢ iff 0714 =4 rev(¢). This result
follows from induction on the structure of the formula and trivially each case follows

from the semantics of each operator and its past/future counterpart. U

We can lift this results from LTL; to SC-HyperLTL. The intuition is that the rewriting
of singleton-context operators is the same of LTLy, while for each temporal operator

interpreted under I', we also need to “reverse” I'. The idea in this case is that we

I This special interpretation is used solely for this section, to avoid introducing a second, distinct
notion of finite language that would otherwise be unnecessary and potentially confusing in the broader
context of the thesis.
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consider interesting point comparing the previous point of the trace with the current
one. Therefore, when we reverse the trace, we need to evaluate that I" change in the

future (see I'g in the following definition).

Definition 8.7 (Reverse SC-HyperLTL formula) Let ¢ be a SC-HyperLTL for-
mula. We define rev(p) as follows (here, T'g := { Xrev(0)|0 € T'}):

rev(Ve.p) = Va.rev(p) rev( X)) = Yrev()
rev(3x.) = Fz.rev(p) rev( Yi) = Xrev()
reo(ly) = Tr.rev(y) reo(({x})p) = ({a})rev(y)
rev(viz]) = w[z] rev(thy Uhy) = rev(r) S rev(ihy)
rev(Pr V ¢s) rev(y) V rev(i) rev(n S ihy) = rew(vr) U rev(iy)

rev(—)) = —rev(y)

The reverse of a formula considers the trace in the opposite time direction, which is
enabled by having future and past operators and traces having a beginning and an
end. Since I' points are evaluated considering the points with different past evaluation,
we need to reverse I' as well. Given a trace o we use o~ ! for the trace such that
o7 (i) = o(N —i) where N = |o| — 1. We use II"! for the trace assignment that assigns
o~ to x when II assigns o to .

To prove reversability, we first introduce an intermediate lemma highlighting the
correspondence between the reverse of the relativized I'-successor of a trace assignment

IT with the relativized I'gp—predecessor of the reverse of II. Formally

Lemma 8.1 (Successor-Predecessor Equivalence) Let 11 be a trace assignment
over finite traces and I' be a set of PLTL formulae:
[sucer(I1)] ™! = predp (IT7") and [predp(11)] ™" = succp,(IT7)

Proof: To prove the Lemma, we consider an intermediate claim. Let ig,...,%; be

the I-stutter factorization of a finite trace o. The sequence iy, ..., %5_1,...1 is the
[ p-stutter factorization of the finite trace o='.
We prove the claim each by showing that each characteristic of Definition is

satisfied by i, ..., k1, ...
e It is easy to see that iy, = 0 and iy = |07 | — 1.

e Consider the following statement of the stutter factorization definition: For all
h,l € [ij,ij41), (o,h) | 0 if and only if (0,1) = 6. Since o~ is the reverse
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of o and by LTL; reversability, then for all h,l € (i;11,7,], (67 h) =5 rev(d)
iff (6071,1) = rev(d). Since neither h nor [ are 0 or |o| — 1, we can derive the
following result over Xrev(6).

For all h,l € (ij41,45] (071, h — 1) &5 Xrev(d) iff (6711 — 1) =5 Xrev(d) from
which we can simplify —1 fixing the interval as: For all h,[ € [i;11,4;) (671, h) =,
Xrev(9) iff (071,1) =y Xrev(d). Since 'y renders each 6 € T' into Xrev(I'), we

proved this condition for the new sequence.

e For each 0 < j <k —1, for some 0 € I, (0,i;) = 0 if and only if (0,7;41) =y 6.

From which we derive that (071, i; =y rev(6) if and only if (o7, i;11) &y rev(d)
and consequently that (o71,i; — 1 |y Xrev(d) iff (071,441 — 1) Wy Xrev(6).
We can now apply the property proved in the previous bullet (i.e. stuttering of
positions) and the following result.
For 0 <j<k—1 (o141 |y Xrev() iff (07,442) ¥y Xrev(d). From which
we easily obtain that for 0 < j < k (671, 4; |=p Xrev(0) iff (671, 4,41) ¥y Xrev(6).
Let’s consider the reversed sequence iy, . .. % as i, ...i,: Then we obtain that for
0<j<k—1(c""%) s Xrev(®) iff (67", 4,,) s rev(d).

Given the intermediate claim, the Lemma trivially follows. O

Finally, with the intermediate results we can derive the following theorem on the re-
versability of SC-HyperL'TL

Theorem 8.7 (Reversibility of SC-HyperLTL) Let ¢ be a SC-HyperLTL formula,

let I be a trace assignment,

(ILT) =y ¢ & (I, Tr) =y rev(e)

Moreover, rev(rev(p)) and ¢ are equisatisfiable. Finally, if the traces of M have the
same amount of observation points, we show that model checking has the reversability
property. Formally, if M |=¢ VeaVep I . G({({z})NL[x] <> ({y})NL), then

M =g @ iff M™ =y G(NL — rev(p))

Proof: We prove the first part of the theorem inductively on the structure of the
formula.

The base case trivially holds because the current positions are the same assignments.
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We consider each inductive case separately. We omit trivially inductive cases and

past cases (which are symmetric w.r.t. future cases).

e ({z}): The singleton case follows from Proposition [3.6]

o X: (ILT) ¢ Xo iff sucer(II) # und and (sucep(II),T") = . By induction
we get that it holds iff [sucer(IT)]! # und and ([sucer(IT)] ', T'r) =5 rev(y) By
Lemma 8.1 it is true iff predy ,(II"") # und and (predy (II7'),T'g) =5 rev(yp) iff
(11, T) =5 Yreo(y) iff (171, T) s ren(Xep)

e U: (II,T) ;1 Uy iff there is a k > 0 s.t. succh(I1) # und, (succi(I1),T) 5 ¢o
and for each 0 < j < k: (succh(I),T') }=; ¢1. By induction we get that it holds
iff there is a k > 0 s.t. [succf(I1)] 7! # und, ([succi(I1)]71,Tr) E; rev(ps) and
for each 0 < j < k: ([succL(IT)]",Tr) k=5 rev(p1). By Lemma it is true iff
there is a k > 0 s.t. predk ( 1) # und, (pred? (II71),Tr) ¢ rev(ys2) and for
each 0 < j < k: (prect]r (IT71),Tr) =y rev(pr) iff (IT71,TR) =y rev(er) S rev(ps)
iff (IT71,TR) =y rev(ep; U <p2).

By applying two consecutive times the first part of the theorem we trivially derive

the equivalence between ¢ and rev(rev(yp)).
Let ITI; ! be the reversed trace assignment where each reversed trace points to 0.

(I,",Tr) Ey G(INL — rev(yp)) iff for each j > 0 : such that suce;I'r # und:
(succ%R(Hal),FR) = NL — reu(yp) iff for each j > 0 : such that succ%R # und
and succgl = und: (succ{;R(Hal),FR) =r NL — rev(p). There is only one possible
position j being the last defined successor. Moreover, since each trace has the same
amount of observations, from the finite semantics we obtain that for each z; € VAR :
succ{;R(Ha Y(x;) = (07", |0 —1). From which we obtain that such successor is indeed
II7!. Finally, we can apply the previous part of the theorem and related II;' with IT
satisfaction. Then applying trivially inductive reasoning on quantifiers and I'-operator,
we obtain the equivalence of the two model checking queries (assuming same amount

of observations). O
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(b) Example automata extended with stutter-
(a) Example automata ing transitions (in orange)

Figure 8.2: Graphical intuitive view of stuttering extension of the automata. Note that
variables and symbols labelling the transitions are slightly different of the one actually
used.

8.4 Model Checking algorithms for SC-HyperLTL

8.4.1 Stuttering Encoding

The first algorithm we present adapts the approach presented in Chapter 5| of rewrit-
ing of LTL formulae and asynchronous composition of STS. The technique is efficient
because it allows for a direct reduction to LTL; model checking (previously presented
in Chapter [4). However, it is limited to the quantifier-alternation free fragment of
SC-HyperLTL. The high-level intuition of the approach is the following:

1. We apply the asynchronous composition g introduced in Section (redefined
as self-composition) to the STS M for each trace variable. An intuitive view of
the extension of the single automaton with stuttering (then composed with the
other automaton copies) is depicted in Figure .

2. We introduce a synchronization constraint that aligns observation points of each
trace variable exploiting the asynchronous composition. Intuitively, two traces are
aligned adding stuttering transition to one of the two traces. Figure provides

an intuitive view of the approach.

3. We combine the synchronization constraint with a variation of the rewriting R*
introduced for the compositional verification of LTL(T) in Section[5.2] The reader
can refer to Figure and Figure for an intuitive view of the approachﬂ

Although omitted in this section, these results can be straightforwardly extended to
the infinite-trace semantics; moreover, for the finite case semantics one can also reduce

to standard HyperLTL model checking instead of LTL; considering simple rewritings

2Please note that while the rewriting is almost identical, here the setting is completely different.
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G(—end[z] A —endly] — (Pr[x] <> Prly]))

Figure 8.3: This figure shows two traces of the original STS on the left, and the ex-
tended version with the corresponding extended traces on the right, after asynchronous
composition. The traces on the right are aligned and satisfy the alignment constraint.

from the finite semantics to the infinite semantics and extending the STS with stut-
tering instead of directly applying asynchronous composition — as instead shown in the
following definition.

The model transformation is as follows.

Definition 8.8 (Finite Asynchronous Self Composition) Let M = (V, I, T, F) be
an STS, let x1,...,x, € VAR be k trace variables. The Finite Asynchronous K-Self
Composition of M with trace variables x1, ..., xy is defined as the STS MY% defined as

where Mx;] is defined replacing each occurrence of variables of V' with V]x;] in I

and T, and substituting V' with V[x;] and Q) is taken from Definition .

Essentially, M* represents the k-self-composition in which each copy of the STS can
either stutter or run. Each copy of M can also construct traces with arbitrary length,
the composed language would consist of a trace that at some point reaches a halting

state and then stutters forever.

Definition 8.9 (Alignment under stuttering) Let I' be a finite set of PLTL for-

mulae, 1, ..., be a collection of trace variables. We define 65 as follows:
0if = G(=end”" — J\ (Or[z;] ¢ Or[z1])), where
1<i<n

o Op := first V last™ v Voer (Y0 <+ =0) represents the observation points,

3We recall the fact that STS is a special case of ITS. Moreover, since all the “fairness” (recall that
final states are treated like fairness) constraints are unconditional, also the resulting composed STS
can have unconditional “fairness”.
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o end” :=\/,,, end[z;] models the termination of some trace,
o first := Z1 captures the first state of a trace (the same for all traces), and
o last := —end A Xend represents the last state.

Def. introduces the alignment constraints of the traces at the observation points.
The alignment is preserved up to the “end” of the “shortest” stuttered trace. The formula
fr captures observation points, which include the initial state first* and the final state
of the trace last™. The antecedent of the implication holds whenever one of the traces
has not surpassed the final state yet, while the consequent is the same truth value of
observations of each trace. This constraint synchronously evaluates the observation

points by padding the non-aligned observations using stuttering expansion.

Definition 8.10 (Stuttering Compositional Trace) Let 11 be a trace assignment
over M with Dom(I1) = {z1,...,z,}, we denote the trace % over the n-asynchronous

self-composition of M as a stuttering compositional trace of 11 if the following conditions

hold:

1. The asynchronous compositional trace is constructed composing local traces of 11:

for each i € {x1,...,2,}: Prap,(0%) = U(x)[V/V]z]].
2. All traces are padded with end: for eachi: 0%, |09 — 1 =y end|z;].

3. The stuttered traces are aligned over observations (changes in I') up to the last

observation of the trace with fewer observations: o =y 05F.

Lemma 8.2 (Existence of Stuttering Compositional Trace) Let Il be a trace as-
signment over STS M with Dom(Il) = {x1,...,x,}. There exists a trace o of M}

that is a Stuttering Compositional Trace.

Proof: The first and the second point trivially follows from the definition of the
composition and from the fact that self-composition preserves local-traces (i.e. if M
has a trace o in its language, the trace is also part of the composition).

It is easy to see that, each trace o; = II(x;) can be expanded in any arbitrary po-
sition using stuttering transitions (with run = L). Since each copy also copies all the
symbols, there is no “interference” between the local traces. Therefore, we can simply
add an arbitrary amount of stuttering transition to each trace to provide such align-

ment. O

232



Chapter 8. Asynchronous Hyperlogics over Infinite and Finite traces

We now introduce a variation of rewriting of formulae of Section adapted for
SC-HyperLTL. This rewriting R* takes two quantifier-free and I'-free SC-HyperLTL

formulae ¢ and n and produces a quantifier-free HyperLTL formula:

Definition 8.11 (Stuttering Rewriting of SC-HyperLTL) Let ¢

be a quantifier

free SC-HyperLTL formula without U operator and n a q.f. HyperLTL formula. We
define the rewriting R} (1) as follows:

Ry (v]z]) vlz]

RIH(—v) —“RIY)
RH(M V 1) R (1) V RI(12)
RH(<{$}>1/’) Rt (V)

R X)) X(—n'U (n AR} (¥)))

RH( Yy) Y(nS (—n ARHW)))

R} (41 U ) (nV R¥ (1)) U (- AR (2))
RI(¢1 S ) (nV R (11)) S (-1 A RIH(2))

where statelx| (with state introduced in Definition represents the point of the local
trace that neither stutter nor loop after termination.
Finally, let ¢ = T4 and let ©1 be a trace variable occurring in 1. We denote

R () =Ry

Or [a:l]/\ﬁend” :

Temporal operator formulae are evaluated at positions where 7 is false (that is, aligned
at non-stuttering positions). For example, R#(Xp[x]) would be true under the Hyper-
LTL semantics only if at the next occurrence of —n the variable p[z] is true. A detailed
description of the LTL part of the rewriting can be found in Section [5.2]

For singleton-context formulae, 7 is replaced for the subformula with state[x] that
represents points of the local traces that neither stutter neither loop after termination.
The intuition is that, with singleton context, we want to only evaluate the points that
are relevant for the local trace. For non-singleton formulae 71 is set to Or[z;] with
x1 € VAR being one of the trace variables of the overall formula. Therefore, each
temporal operator is evaluated only at the observation points of z; in which no trace
has terminated yet. Provided the alignment of Definition [8.9] the observation points
that need to be evaluated with finite semantics are the ones in which 0p[z1] A —end® is
satisfied.

Proposition 8.8 Let ({z})a[z] be a formula, let 11 be a trace assignment and let 04

be a stuttering compositional trace of I1.
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(ILT) =y ({z})alz] iff 0 Fr Riaea (el2])

Proof: We can inductively prove the property over the structure of the formula. We
omit the proof which adapts the one of Lemma of Chapter 5| to our setting (with
LTLy). O

Proposition 8.9 Let 1) be a SC-HyperLTL q.f. formula without T (corresponding to the
syntactic category ¢ in the grammar defining the syntax of SC-HyperLTL in Section ,
let T be a trace assignment mapping each trace to the j-th position of the I'-stutter

factorization and let 0% be a stuttering compositional trace of I1.

(ILT) f=r v & 0%, dr = R(W)

where jr 1s the j-th position in which one of the PLTL I formula changes.

Proof: To prove the Lemma, we apply induction over the size of the formula.
Base case holds because the assignment and the self-composition trace point to the
same assignments for the variables.

Inductive case:
e (V,—) Trivially follows from induction and operator semantics

e (X): We can split the proof in two cases: sucer(Il) = und or sucer(II) # und.

If the successor is undefined, then there is one trace variable z s.t. (o, |o] — 1) =
II(x). Thus, the extended asynchronous composed trace 0% =; Xend[z]. Since
in M* each local symbol of each copy of the automaton after ends become, end
is true forever and each variable stutters forever. Therefore, R* (X)) is violated

by 0§ because the right side of until is never satisfied.

If sucer(II) # und, then by definition succr(II) points each trace variable to the
j+1-th point in which one of each 6 € I' changes. By induction: (sucep(II),T") =y

¢ iff 0%, [+ 1] Ey RM™(¢). We can apply the same approach used to prove
Lemma [5.1]

e (U): As for next, you can prove it inductively as done in Lemma [5.1]

o ({({z})alz]): Follows from Proposition
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e (Past operators): identical to future.

Theorem 8.8 Let M be an STS and ¢ be a quantifier-free SC-HyperLTL formula.
Then,

M EpVr, . Yo Dy iff Q) (M) =\ (Fendz))) A6 — R™ (1)

z;,€EVAR z,EVAR
M3, 3o T iff Q) (M) r /\ (Fenda)) A6 — R (—p)
;€ VAR z;,EVAR

Proof: From Proposition we have a correspondence between a trace assignment
IT and the composition. Since the initial state is an observation point, we easily derive
that IT =, T iff 05 = R*(¢)). Observing that each traces of the self-composition
has a corresponding trace assignment, we can inductively prove over the trace variables
that the theorem holds. O

8.4.2 Model Checking with Bounded Observations

We now introduce an alternative algorithm to deal with asynchrony for formulae with ar-
bitrary quantifier alternations. This algorithm introduces & history variables {vy, ... vy}
for each variable v occurring inside the formula. The intended meaning of v; is to mimic
the value that v has at the j-th position of the stuttering factorization of the trace.
Then, the variables are used in a BMC-like approach [47] to check whether the property
holds on a horizon with at most & observations. If £ observations are sufficient to prove
or disprove the property then the outcome is informative. Note that the bound k is on
the number of observations and not on the length of the trace, which is unbounded.
Moreover, in principle with this approach is possible to check for formulae in which more
than one set of LTL property I' is present. The idea is that with bounded-observations
asynchrony can always be removed. The overall process is depicted in Figure

In this section, we introduce the following notations that we are going to use to
prove the correctness of our approach.

Let M be an STS, a := Q,x,, ... Q121.I'.¢p be a SC-HyperLLTL formula where T is a
set of LTL formulae over V C V.

Let 61,...6, € Lpin(M) be n traces of M. Let IT be the trace assignment s.t. for
all z; € VAR: II(z;) = (6;,0). Finally, we denote TI; := succi(II).
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(Prop. [8.10) Automata-construction for singleton contexts

(Def. [8.5)Pad the system with end

(Def. [8.12)) Compose with History-variable automaton = Track values at 6 occurrences

(Def. Thm. Generate BMC formula for ¢ and verify it

Figure 8.4: High-level step-by-step view of the k-bound transformation approach.

The first step of our approach consists in removing singleton expressions from the
formula. Every single context sub-formula can be translated into automata with stan-
dard techniques (refer to Chapter [4f for details), and the sub-formula can be replaced by
a fresh variable as shown in Prop. below. Given an LTL; formula 3 over variables
V', we recall the notation from Chapter {4 M as the STS with alphabet V U {v3} such
that for each (finite) pointed trace (o,1), (0,i) = 8 < (0,1) =f vg. We use Sub(p) for
the set of all the sub-formulae of .

Proposition 8.10 (Removing singleton context) Let M be an STS and ¢ be a

SC-HyperLTL formula. M |=¢ ¢ if and only if (M X XGM}W[%]GSW(@) Mg) =5 &,
where ¢’ is obtained by replacing each occurrence of ({x;})B[x;] with vs[z;].

Proof: The proposition trivially follows from the standard results on the automata-
based construction of LTLy. The semantics in SC-HyperLTL of singleton operators

reflects the exact finite semantics of the logics. U

Definition 8.12 (History-variable STS) Let M be an STS, V. C V be a set of
variables, V= {v; |v € V,0<i<k} be the set containing k copies of the variables

of V and pos be an enumerative variable ranging from 0 to k + 1.
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a ; A, oa, mag, as, end
a,pos =0 a, pos = 1 —a, posfl ,p()s—j1 >

SOROR RORVROR
FOROROROR B B

a, pos = 0@, ao, —-a,pos =@, a1 Q4,03 a, az a, az
pos=1 pos =2 pos=3 pos=3 pos=3

Figure 8.5: Traces o, ¢’ with the construction in Algorithm 2 for £ = 3 and I' = {a}.
History variables are shown in blue; the end of the local traces are encoded by end
variables, shown in purple; pos variables are shown in teal. Red dotted lines map the
[-points of o with the corresponding I'-points of ¢’. Pink circles represent the non-
interesting trace points and purple boxes the end of the traces. The trace ¢’ is shorter
than o, so ¢’ is extended to be aligned with ¢ in the very last position according to

Def. .
We define the STS Pekp,V =(V UV U {pos, vg,., end}, pos = 0, T*) with

Th (obsp — pos’ = pos + 1) A (mobsp — pos’ = pos)A
o N, i+ ((pos =i A obsp — v = v) A (pos # i V —obsp — v; = v;))

where vg. represents the points in which elements of I' changed, obsp := —end N (vg. V
end V pos = 0) represents the observation points in the trace i.e. either the points in

which elements of I' change, the initial state or the last point of the trace.

Def. introduces the behaviour of history variables. Variable pos counts the observa-
tions seen so far, initialized to 0, and increased each time an observation is encountered.
If more than k observation are encountered, pos takes the value k + 1 (encoding that
more than k observations have happened). Each variable v; mimics the value of v at
the i-th observation. When pos = i, it takes the current value of v (v, = v), otherwise
it stutters (v, = v;). It should be noted that, before the i-th observation, v; can take
any value. Variable vy, represents the points of observations, where one of the § € T’
changes. Figure shows two traces of a system, with I' = {a} and k = 3. Proposi-
tion shows the relationship, already depicted in Figure [8.5] between the traces of
M and ME.

Proposition 8.11 (History variables monitoring) For each & € Ly, (M), for each
0 € Lpm(Mg) such that o(V) = & (recall that traces of M are preserved in M), for
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each v € V and for each 0 < i <k :

If o,|o| — 1 =5 pos > i, then 7 |U,’ B =
succp(6,0) =p v

Moreover, o, |o| — 1 |5 pos < i : succq(d,0) = und.

Proof: We prove the proposition by considering the following claims that combined
entail it. Let

1.

2.

For all 0 < j < |o|: 0,5 =y pos=j A obsp < (7,7) = sucd(5,0)
Let (5,7) = succk(5,0) :

(a) (0,)) Frv e (0,j+1) Fy v
(b) For all j' > j: (0,j) rf vi < (0.5') ¢ vi

Claim [1] can be easily proved by induction on i:

(1=0):

(i—1=4):

succ(5,0) = (5,0), Since pos = 0 at the initial state (due to Pekp ) and obsp is
true if pos = 0 then one direction is proved. The other direction follows because
pos is increased when obsr holds and never decreases; that means that pos is 0

initially, then it becomes 1 and then it remains weakly monotonic.

We know that succh(5,0) = succr(succ *(5,0)). By induction, we know that
either succi*(5,0) = und or there is a unique point j s.t. (o,j) = succh '(5,0)

and o,j =¢ obsp A pos =i — 1.

If succ'(5,0) = und, then succh(5,0) = und as well; since pos changes only by
increasing by one exactly in the points in which obsr is true, then if there is no

point s.t. obspr A pos =1 — 1 is true, there is no point s.t. obsp A pos =i as well.

If succh *(5,0) = (o,7), then succr(,5) = succh(5,0). Since obsr captures the
semantics of observation points (initial state, tail states or points in which pre-
viously 6 € T' changed) then either succh(d,0) = und or succh(5,0) = (o, ;') s.t.
j' > jand for all j < j” < j': 0,5 55 obsp. Since pos changes only if obsp is
true, then either pos = i A obsr is never true in the trace or it will be true exactly

at point j" with (o, j') = succh(o,0).

Claim 2| instead follows by the definition of PekF - 1t constraints v; to take the value

of v at the i-th observation and then makes v; stutters forever (because pos =i A obsp

is true at most once).
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Given the two claims, the first part of the proposition follows from Claim [2|and part

b of claim [2] The second part of the proposition follows from Claim [I} U

Definition 8.13 (K-bound unrolling) We define the bounded unrolling of quanti-
fier free SC-HyperLTL formulae up to k. The complete encoding assumes formulae in
negation normal form i.e. in which negations only occur over predicates.

Plolf :== p. For alli < k:

Plol]lf = wvila] Pl~lz]]f = —wilz]
Plon Vol = Plunli Vv Ty Plvn Aaba]y = PTn]; A P[]l
p[[XFQ/’]]? = ﬁend{“ﬂ p[W’]]zﬂ p[[NFw]]k = endLH p[W’]]zﬂ

Pln Ur o] = Plli v Clalf APIXT]E AW Ur ¢2ﬂz+1)
"l Re o]l = P[]t A (Cln]l v P INL]E Vv [vr Re o]ty y)
TYeyls = L P1Zey]s =T 1Yol ="l "1Zee]} =" [W]E,
libr Srball; = PLbali v CLbalE APTYTIF A P[0 Se ] y)
Plin To bl =PIl A Clenld v CIZLDF V [y Tr )i )

where endy :=\/ o yup(posiz] < i), p € {L, T}

The formula ?[4]% introduces an unrolling of formulae following the finite semantics
of the operators, using the history variables as if they were synchronous projections of
each trace and then traverse the traces synchronously. Since each trace might have a
different number of observations, the encoding considers the end of the projected trace
as the position i such that at least one trace has pos =i (ends.). Lemma shows the

satisfaction relationship between the unrolling and our original property.

Lemma 8.3 Let 0y,...,0, be n traces of M and &4, ...,0, the corresponding trace
of M (i.e. traces s.t. For all0 < i < |5]|: a(i)(V) = a(i)(V) and o,|6| = end), let
IT be trace assignment over VAR s.t. for all z; € VAR : II(x;) := (0;,0), let II be the
trace assignment over VAR s.t. for all x; € VAR : ll(x;) := (5,0) and let ¥ be a q.f.
SC-HyperLTL formula without singleton contexts.

If there is a 6; s.t. Or occurs at most k times:
(ILT) {5 ¢ & T = GINL = “[¢])

Proof: We prove the Lemma using the following statement: For all ¢: II; # und =
I, = ¢ < TI° =, ?[¢]* where TI° points each o to position |o| — 1. The statement

can be proved by induction on the structure of the formula.

239



8.4. Model Checking algorithms for SC-HyperLTL

Base case: II; =; v[z] < succ(5,0) =5 v. By Proposition, ifo,|o|—1 ¢ pos >
i, then o,|o| — 1 Ef v; & sucdi(6,0) =5 v. Therefore, we deduce that o, |0 — 1] =
v; < succk(d,0) ¢ v.

We can ignore the base case with i = k since by assumption II;,; = und, thus “[¢]¥

is never reached (to be reached pos must be = k + 1 in each trace).

Inductive case:
e (V,A): Trivial induction.

o Xt (II;,T) = Xtp & M4y # und and ([;4q, 1) 5 9.

By Proposition and due to the semantics of the successor, we know that
I;,; #und < TI° = —end-™. Moreover, by induction if Tl;y; # und: (I, T) =
¢ < TI° =5 “[¥]F,,. Therefore, we can conclude that (TI;,T) |y X¢) < I1¢ =
—endi™ A P[YlE, & T P[XY]E.

e Nry: The proof is identical to the one of X with the minor difference that

IT;;; # und and —end."' appear with an implication instead of a conjunction.

o ¢y Uty (I, T) |=5 b1 Uty & exists | > i s.t. 1I; # und, (II;,T) =5 1y and for
allt < j < (ﬁj, I') =f ¢1. Combining Proposition , due to the successor se-
mantics (same as X) and using induction, we obtain - - - < II¢ |=¢ \/Z.Slgk(—'encfr/\

Plbalr A i< jal? [11]¥)). We observe that the previous expression is equivalent to

the unrolling: ”[to]¥ V *[t1]¥ A —end™ A P[1hy U ahe]k (& P[b1 U h]¥). Thus,
we can conclude that (IT;, T') =y 41 U thy < 1I° =5 *[1hy Ur 1],

e 1 R vy The proof for release follows a similar procedure of until.
e Y. We split the two cases:

1. i = 0: By definition II; j&; Y+b. By *[Ypo]% definition, TT¢ b, *[Y o]k

2.0<i < k1L Fr Yy < I, # und and I, = 9. Since i > 0,
I1;,_; # und. Therefore, we obtain II; =5 Y¢ < II,_; =/ . By induction,
we obtain - -- < I1° |=; “[¢]F_; proving the equivalence.

e Z1: Proof almost identical to yesterday (case 1 is true instead of false).

o Yy Sthy: (II;,T) =5 ¥y Sehy & exists [ < i s.t. (I, T) # und, II; =; 1, and for all
L<j<i (0,T) i & Iy Ve C[¥ell V Aicj<; [¥1]5). We observe
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that the previous expression is equivalent to the unrolling: “[1x]¥ Vv 718 A
PIYT]E L APTbn S ea]lf s

e 11 T 1)y: Proof almost identical to since

Finally, we need to prove that I1° |=; *[¢]F & I = G(NL — “[¢]F).
We recall that N L is satisfied by a trace assignment at the end of the shortest trace.
Since all traces of ME terminates in a state s.t. end is true and when end is true the

variables remain unchanged ((end — V' = V') and the fact that obsr requires —end). OJ

The following theorem establishes the correctness of the reduction SC-HyperLTL
to HyperLTL with finite semantics (as defined in Section [2.8.1)) using Definition [8.5]
Definition [8.12] and, Definition [8.13]

Theorem 8.9 Let M be a STS, let ¢ := Qpy, ... Qix1.T.49) be a prenex SHyperLTLg,
formula, where each Q; € {V,3} is a quantifier, let Op := \/jr (=0 <+ YB). Consider
ME == MP* x M. x Pakp,V to be the STS constructed by the synchronous composition
of Pekp,V with M and My, extended with end transitions. If M |=; G(pos < k) holds,
then M =5 Quiy ... Quyab iff ME = Quy ... Q1. G(NL — “[]E). Moreover,

o If MEE; Qury ... Q1. G(NL — L[[w]]’fj) then M f=¢ Quxy, ... Q11.9.

o If MWy Quryy ... Qi G(NL — "[0]%) then M ey Quy ... Qia1.0)

Proof: (First part): Since Mg E; G(pos < k) each trace of Mg has at most k
observations.

We can prove the first part of the theorem by induction with quantifiers and I". The
statement is the following: Let II be the partial trace assignment of z,, ... , Tir1 OVer
M and TI be the partial trace assignment of x,,, ..., z; + 1 over M} s.t. each trace of II
correspond with the extended trace with end of Mf. Then, Il ; Qiz; ... Q1.9 &
' = Qi ... Q119

Base case(I'): f[):fTF.go & (IILT) £ ¢. By Lemma we obtain ﬁ):fTF.go &
Iy GINL — ‘[l

Inductive case: Ilj=;,Va;.a if and only if for all &; € Ly (M)[z; — &)=y
By induction, we obtain II[z; — o;F;,Q-1....G(INL — “[p]f). Since each trace

G € Lin(M) as a corresponding trace o € Lyy,(Mf) and vice-versa, we obtain:
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for all o, € Efm(]\/[)f[[acZ = GilEfpmion ... Tap & for all o € Ly (ME) Iz, —
oilEfrricn ... . GINL = ?[p]t) & I =p V2;.Q;1 ... .G(NL = ?[¢]f). The proof for
the existential case is identical.

We now prove the second part of Theorem [8.9;

(Second part): Let o := Q... Q1x1.I.0 and let pa% = QnTp ... Q171.G(NL —
*Ll5)-

Suppose by w.o.c. that Mg |y ~ak and M £, a.

We consider for simplicity trace assignments II (for M}) and IT (for M).

Since (II,T") violates ¢, then there must be more than &’ observations in II and II
s.t. k' > k (note that £ is finite but unbounded).

Let us now considered the trace assignment II’ obtained from II to be part of M l’;’ (pos
is determined deterministically while v; are non-deterministically chosen until pos =
i A obsr is true).

We derive that IT' j&; G(NL — “[¢]¥). By the unrolling structure of *[]5%, we
see that T =5 G(NL — “[¢]F) = I =y G(NL — “[]&). This is true because the
unrolling at k is false with “[]% and negation occur only in the leafs (i is in negation
normal form).

Finally, IT' j£; G(NL — “[¢]) implies that IT f£; G(NL — “[¢]k). This is true
because (i) both traces have the same assignments to V', the prophecies variables up to
k, and pos (until it reaches k + 1); (ii) the property does not depend on v;.1, ... v (for
each v € V) or pos when it is assigned to values greater than k + 1 (we just check it to
be > k). Therefore, we encounter a contradiction.

The proof of the other direction is very similar. O

The theorem establishes a correspondence between the model-checking problem of
SC-HyperLTL formula in the original STS M and in the synchronous composition
of MP¥ My and Py . The extended system M incorporates the evaluation of I
points using My.. The extended system considers traces with possibly different lengths
via MP and incorporates Pekp,V to keep track of the assignments of variables in the
observational point. The first part of the theorem states that, if M has at most &
observations, then the unrolling ”[4]% is satisfied at the end of the traces (i.e. when
N_L is true) if and only if the original model-checking problem holds. The second part
of the theorem considers a partial relation between the model checking results of both
problems. If the unrolling provides a positive result then the original formula satisfies
the property as well. If proving the property requires more than k steps, the rule “[¢]¥

returns | as result (with p = 1). Conversely, with an “optimistic” view by setting
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p = T, a negative result (i.e. the property is not satisfied) entails that M violates
the original formula. This mimics the pessimistic (resp. optimistic) semantics [199)
for synchronous BMC with the difference that in our algorithm the actual traces have

unbounded length.

Beyond k-observations.

It is possible to extend Algorithm 2 relaxing the global limit of k-observations into
k-difference-in-observations, where observations are stored and evaluated modulo k. In
Algorithm 2 the i-th observation is stored at point ¢ (assuming i < k) and remains
fixed for the rest of the trace. In the extended approach, the storage of observations
would cycle (indexed by i mod k), allowing properties to be checked dynamically over
the trace. To support this, an additional constraint needs to keep track of which trace
is the fastest, enabling evaluation relative to trace alignment. This modified algorithm

can handle systems where the differences in observations is bounded by k.

8.4.3 Proof of Concept Implementation

We implemented the techniques described in this section in a proof-of-concept imple-
mentation using the nuXmv model checker [87]. The implementation applies the trans-
lations described above and outputs either a self-composed SMV model (if the property
has no quantifier alternation) or an AutoHyper model (see [38]) with its corresponding
HyperLLTL property.

To validate our approach, we use three examples: (1) the reactive monotonic ex-
ample presented at the beginning of Chapter , (2) a variation of the battery sensor
from Section and (3) the parallel composition, under interleaving semantics, of two
programs: PO, that can take an arbitrary number of steps to terminate, and P1, which
terminates after k steps. A scheduler that decides non-deterministically which process
runs: PO (if sched = 0) or P1 (if sched = 1). We intend to prove that the execution of

P1is deterministic no matter what P0 does, encoded as follows:
Yaer := Vo Ny {Plvar}.({x}) FSchdlx] A ({y}) FSchd[y] — G(P1.varlx] <+ Pl.varly])

where FSchd :== G(NN_L — sched = 1) states that the last scheduled process is P1.
The property states that, if in the last transition of both traces P1I is scheduled, then the
two programs have always the same value of variable P1.var. We analyzed variations

with quantifier alternations, incorrect versions (with manual bugs), and versions with
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Table 8.1: Empirical evaluation, where * means non-informative with k-bound due to
too many observations (TO is 1h). Dashed line on tools mean that they cannot be
solved with it. For instance the quantifier alternation model cannot be checked with
nuXmv and models with past (Battery Sensor) cannot be checked with AutoHyper.

nuXmv AutOHyper

Name Alg. K Res. Time (s) Time (s)
Proc. n =2 k-bound 3 T 2.82 5.54
Proc. n =4 k-bound 5 T 4.03 TO
Proc. n =4 Stuttering - T 1.86 MO
Proc. n =16 k-bound 7 T 4.17 MO
Proc. n =16 Stuttering - T 2.65 MO
Proc. n =6 (bug) k-bound 7 1 3.33 MO
Proc. n =6 (bug) Stuttering - 1 3.02 MO
Proc. q. alt. n =2 k-bound 3 T - 34.93
Proc. q. alt. n =3 k-bound 4 T - TO
Motivating example k-bound 7 T 1245.95 TO
Motivating example k-bound 3 1* 34.64 TO
Motivating example Stuttering - T 20.88 6.19
Battery Sensor k-bound 7 1* 11.86 -
Battery Sensor Stuttering T 6.03 -
Battery Sensor (bug) Stuttering - T 3.04 -

unbounded amount of observations and controlled scheduling for bounded observations.
The experiments’| were run on a cluster with Intel Xeon CPU 6226R nodes running at
2.9GHz with 32CPU, 12GB. The timeout for each run was one hour and the memory cap
was set to 1GB with 1 CPU assigned for each instance. Table reports the execution
times of the approaches. We observe that nuXmv is able to solve quite rapidly all
instances, but AutoHyper suffers a significant performance slowdown. One possible
reason is that encoding the behaviour as part of the formula has a significant impact
on explicit state model-checkers like AutoHyper. Another possibility is the additional
variables introduced to deal with traces of different lengths. We leave the research
of how to alleviate this problem as future work. More in general, we observe that
Algorithm 1, that applies stuttering rewriting (for quantifier-alternation free instances)

is more successful (when applicable).

4All the data can be found at https://es-static.fbk.eu/people/bombardelli/papers/spin25/
spin2b.tar.gz
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8.5 Related Works

In Chapter we studied the landscape of asynchronous hyperproperties (see Section .
In [37], the asynchronous hyperlogic Observation HyperLTL is introduced—a decid-
able logic that shares several similarities with the logics defined in this work. How-
ever, there are key differences between our formalisms and Observation HyperLTL: (i)
SC-HyperLTL and SHyperLTLg_ . enable local reasoning on traces through the use of
singleton contexts, (i7) Observation HyperLTL allows each trace to have distinct ob-
servation conditions, whereas our framework defines a uniform observation model by
selecting a common set of LTL formulae applied identically across all traces, and (i)
SHyperLTLE +c supports non-prenex quantification, in contrast to the standard prenex
form required by Observation HyperLTL.

Similarly, [27] presents Asynchronous HyperLTL (A-HLTL), which extends HyperLTL
with the notion of trajectories, introduced in [64], to control the progress of the traces.
Our first algorithm is similar to the stutter algorithm from [27], but our fragment is
strictly richer, allowing synchronous bounded operators as well and directly supporting
past operators.

Two other extensions of HyperLTL [72] are stuttering HyperLTL (HyperLTLyg),
which describes with LTL formulae the interesting points of each trace, and context
HyperLTL (HyperLTL¢), which restricts the progress of specific subsets of traces. This
work is a direct extension of [72].

All of these logics are defined for infinite traces and most of them do not support past
operators. Two exception for finite traces are [182] and [22]. For what regards [182],
the logic introduced there is synchronous, lacks past operators, and provides no tool.
On the other hand, in [22] the formalism considers both finite traces and asynchronous
systems. However, the formalism is conceptually different and based on automata rather
than temporal logics.

Several tools have been proposed for verifying synchronous hyperproperties: MCHy-
per [162] (which reduces alternating-free verification to LTL model checking), AutoHy-
per [38] (which implements explicit-state automata constructions), and HyperQB [199]
(which follows a bounded-model approach by generating queries for a QBF solver). Re-
cently, new works have focused on verifying asynchronous hyperlogics [198, [37, 27, 134,
129]. In [198|, the BMC-based verification of HyperLTL has been adapted to handle
A-HLTL. While similar in spirit to our second algorithm, the key difference lies in our
algorithm’s ability to reason over unbounded executions. Another notable difference

between the two approaches is in their reduction techniques. Our method reduces the
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problem to a synchronous HyperLTL model-checking problem, whereas [198] reduces it
to a QBF verification problem. The remaining works employ very different techniques.
In [37], the authors reduce Observation HyperLTL model checking to a game-based ver-
ification using predicate abstraction. In [129], symbolic execution is used to efficiently
find counterexamples to asynchronous V3 hyperproperties. Finally, in [34], Hoare logic
is used to reason over V3 temporal safety properties in asynchronous programs.

In [71], the authors compare the expressiveness of HyperCTL* with KCTL* and
provide a logic subsuming both. Our work, extends that study in the asynchronous

context.
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Chapter 9
Conclusions and Future Work

In this thesis, we discussed various challenges and technical aspects of model check-
ing across a heterogeneous set of applications. We presented modest contributions in
different areas of the model checking domain, taking into account key challenges such
as scalability, expressiveness, and the structural complexity of systems—particularly
in the presence of asynchrony. While each contribution addressed distinct challenges—
ranging from verification modulo theory and compositional reasoning to the verification
of hyperproperties—they collectively advance the broader goal of making formal verifi-

cation more tractable, expressive, and applicable to real-world systems.

Part [[TI: Chapter [ presented a framework for the verification of LTL modulo theory
that reduces to respectively safety and liveness checking modulo theory. We provided
direct relation between various finite semantics and the safety fragment of LTL, show-
ing a common reduction to LTL;(7) model checking. As a second contribution, we
exploited the notion of relative safety [194] to verify larger fragments of LTL modulo
theory directly using safety properties techniques. First, we defined a set of conditions
for which it is possible to verify a fragment of LTL(7) exploiting relative safety and
relative liveness with specific assumptions on the system. Second, when that is not
directly possible, we extended our approach with a counterexample guided approach
in which, when a spurious counterexample is encountered, we refine the system block-
ing it. Although the spurious check query is still a liveness query, it is performed to
a very simple specification, and thus, it is usually very quick. To reduce the amount
of the steps needed by the algorithm to converge, we considered an optimization that
blocks counterexamples that cannot be extended for more that k steps. This approach

was compared with state-of-the-art liveness checkers; it was proved that in a variety of
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structures of benchmarks our approach was significantly more scalable than standard

algorithms.

Part Chapter [5| present a framework for compositional verification of asyn-
chronous systems. The framework is based on hierarchical decomposition of 1/O com-
ponent based system. This compositional approach was achieved with a local rewriting
based approach. The rewriting mapped properties meant to be interpreted over lo-
cal traces over the trace of the composition. The main challenge faced to apply this
approach was the presence of input data ports that could change when the local com-
ponent was not scheduled, de facto breaking known properties of stutter invariance. To
fix the overhead of this rewriting in that context, the approach was optimized exploit-
ing the structure of the formula. This technique was integrated in the contract based
design tool OCRA [92] and the approach was evaluated with an extensive experimental
evaluation.

Chapter [6] extended the asynchronous compositional framework to timed properties
considering an additional challenge: clock skew. The chapter presented an extension of
the compositional framework to timed transitions systems with possibly skewed clocks.
When clocks are non resettable clocks, assuming that each local clock has the same
rate, it is possible to locally check local properties using the standard semantics while
checking only the composition in a distributed setting. On the other hand, with clock
resets, we had to generalize the framework to deal with the non monotonicity of time
introduced by skewed clock resets. We introduced the temporal logics MTLSK, which
extends MTL dealing with distributed time using local clocks and define variations of
the semantics to treat non monotonicity in the traces. We then constructed an encoding

from this logic to LTL(T) to enable the use of it in a compositional framework.

Part [V} Chapter [7] introduces a novel model checking algorithms for V3 temporal
safety HyperLTL formulae. The approach was build adapting the known concept of
inductive invariant used in the context of trace properties. Here the setting is slightly
different and thus, the proof obligations are adapted with quantification and discarded
either by QBF solvers or by SMT solvers with theory capabilities e.g., Z3 [139]. The
challenge in this quantified setting is that — in order to be inductive — the inductive
proof obligation still need to universally quantify over the existential part of the path,
resulting in practice with the impossibility to check directly with induction hyperprop-
erties. To address this issue, we employed two approaches: one included generalized

this flavour of induction considering k-inductive proof obligations, the other is to define

250



Chapter 9. Conclusions and Future Work

a generalization approach removing counterexamples to inductions. As for the original
k-induction line of research, we introduced an incremental encoding of the proof obli-
gations. However, the encoding remains only partially incremental, as the quantified
structure of the obligations prevents full incrementality. Finally, the chapter presents a
comparison with known tools employing different techniques for symbolic model check-
ing where it is shown that our algorithm is competitive with the other approaches.
Chapter [§] presents contributes in the context of hyperproperties from a slightly
different perspective. In presents our study in the context of asynchronous hyper-
properties to provide expressible and yet tractable formalisms. The Chapter present
a unified asynchronous hyperlogics GHyperLTLs, ¢ constructed combining Stuttering
HyperLTL with Context HyperLTL allowing non prenex quantification. The resulting
logic is not surprisingly undecidable; nevertheless, we found a very expressive and yet
decidable fragment keeping significant aspects of both HyperLLTLs,HyperLTL¢ and still
allowing some forms of inner quantification. One key aspect to guarantee decidabil-
ity To prove decidability, we present a polynomial reduction from SHyperLTL{ 4c to
QPTL- a known extension of LTL that permits propositional quantification. On this
unified framework, we also studied the expressiveness of the logics comparing it with
HyperLTLs and KLTL with a single agent under observation semantics. We have shown
that SHyperLTL{ +c subsume both formalisms while still being decidable. In the second
part of the Chapter, we studied a prenex fragment of SHyperLTL{ +c over finite traces
that supported reasoning over trace with different lengths. Exploiting the asynchronous
composition framework presented in Chapter @ to deal with quantifier-alternation free
properties. Moreover, we presented an alternative approach for properties with quanti-
fiers alternation but with a bounded amount of observation. This second approach was
designed combining the use of monitoring variables and BMC like encoding of formu-
lae. This approach still lacks of scalability when quantifier-alternation properties are

considered.

9.1 Future Work

While this thesis addresses several core challenges in model checking, it also opens
up a number of promising directions for future research. The techniques and results
presented here lay the groundwork for further exploration, both in extending theoretical

frameworks and in improving the scalability and applicability of verification tools in

'We did not use the same tool system, we exploited variations of the very same technique.
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practical settings.

Part [T, The first part of this section focuses on building a modular and transpar-
ent framework for symbolic model checking of Linear Temporal Logic modulo theories
(LTL(T)) and its variants over both finite and infinite traces. While this material
primarily reorganizes known techniques [99] in a uniform and accessible way, it pro-
vides a solid base for further extensions. A natural continuation would be to extend
the framework to support timed systems integrating known constructions such as [159]
or [99],

In the second part of the chapter, we explored the concept of relative safety, where
certain non-safety properties can be reduced to invariant checking under specific as-
sumptions. One possible direction is to expand the class of supported formulae by
leveraging the notion of relative safety more effectively. Currently, we focus on formu-
lae of the form o — ¢, where ¢ is a SafetyLTL(7) formula. A natural extension would
be to consider cases where ¢ is not a safety property. This would require identifying a
SafetyLTL(7) formula ¢g such that the implication o — ¢ is equivalent to o« — g,
thereby reducing the original verification problem to a purely safety-based one.

On the algorithmic side, future work could focus on refining the generalization strat-
egy within the refinement loop. This could be done by analyzing inductive invariants
derived from the k-liveness check proving the spuriousness of the counterexample, or
by integrating abstract counterexamples, particularly in the context of infinite-state
systems. Other generalization approaches might include interpolation techniques; for
instance one might try to look for extendibility using BMC, and, if the counterexample
is not extendible employ interpolation to learn a new set of unfeasible states.

Another challenge lies in the automata-theoretic encoding of assumptions: the cur-
rent construction can introduce deadlocks that complicate the verification process. Ex-
ploring alternative automata constructions, such as those in [I159, [115], may help miti-
gate this issue.

Finally, the implication structure of formulae in the relative safety setting makes this
framework a natural candidate for compositional verification. Specifically, adapting
it for verifying SafetyLTL(7T) properties in a compositional setting could bridge the
techniques developed here with those discussed in Part [[T]]

Part [TI. A promising direction for future research is to extend the current asyn-
chronous compositional framework toward contract-based reasoning, similar to the

OCRA methodology. While some steps have been made in the context of infinite-state
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systems with LTL(7), this has not yet been fully explored under truncated seman-
tics. In this setting, it could be interesting to evaluate parts of the assumptions under
a stronger semantic interpretation, especially for early violation detection. Another
natural extension would involve enhancing the contract-based framework with safety
assessment techniques inspired by [68], allowing one to reason about contracts that may
fail dynamically during execution.

A potential future direction would involve considering ad-hoc optimizations tailored
for specific forms communications between components and ad-hoc scheduling con-
straints. For instance, if two components are composed asynchronously and scheduled
with a very different rate [91](e.g., one component is executed every time unit while
the other every 1000 time units), verifying their composition would be very challenging
without ad-hoc techniques.

A further avenue involves introducing explicit-state reasoning into the compositional
approach. While our work addresses scalability through compositionality, integrating
techniques such as ESST [108] may offer more flexibility in handling certain classes of
systems.

In the timed setting presented later in this part, additional directions emerge. One
is the integration of our compositional approach for Distributed Real-Time Systems,
based on skewed clocks, into the OCRA [92] tool. Moreover, evaluating the applica-
bility of these methods in real-world case studies is a crucial next step to demonstrate
practical impact. From a theoretical perspective, a natural direction for future work is
to investigate the decidability and complexity bounds of MTLSK. Although the current
reduction relies on fragments of LTL(LR.A) that are known to be undecidable, we have
not yet established whether MTLSK itself is decidable or undecidable. Identifying a
suitable decidable fragment remains an open and interesting challenge. One possible
approach is to explore a reduction to Rectangular Linear Hybrid Automata, which may
preserve decidability under certain restrictions. Such a reduction would likely require
limiting the expressiveness of the logic—for instance, by constraining how clock rates
vary or by restricting the conditions under which resets may occur. Finally, an intrigu-
ing research direction is the adaptation of relative safety techniques to Metric Temporal
Logics, and in particular, to the MTLSK logic introduced in this thesis, potentially en-
abling more scalable analysis of expressive real-time specifications e.g. leveraging MTL

to timed automata construction [I59].

Part We now turn to possible future directions in the context of hyperproper-

ties, starting with our work on Hyperk-induction. A first natural extension is to explore
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abstraction-based techniques to enhance scalability and precision. In particular, inte-
grating predicate abstraction as explored in [37], or abstraction refinements like those
in [I87], may improve the efficiency and applicability of the approach.

Furthermore, recent advances in solving constrained Horn clauses (CHC) with al-
ternating quantifiers, particularly for V3 fragments [284], 204], could offer new insights.
Studying these techniques may both inspire new optimizations in our current method
and highlight potential limitations or strengths.

A more ambitious direction would be to explore whether variants of algorithms such
as 1C3 [75] or IMC [246], originally developed for trace properties, can be adapted
to hyperproperties. While this direction poses significant technical challenges, such an
extension might enhance practical model checking capabilities. On a similar perspective,
it would be nice to develop algorithms to deal with temporal liveness i.e. properties of
the form V*3*. FG¢ and to define a general framework for V*3*.¢ properties as done for
trace properties in Chapter [4]

On the solver side, there are two concrete paths: integrating support for bounded
Skolem functions (as some modern QBF solvers provide), and incorporating incremental
QBF solving [232] to improve the efficiency of the iterative checks performed by our
algorithms. A crucial but still underdeveloped direction is to study how to generalize
hyperkinduction and its supporting framework to verification in asynchronous settings,
where interleaving and temporal alignment pose additional complexity.

In the second chapter of Part we introduced SHyperLTL§ +c» a general and
expressive asynchronous hyperlogic. Going forward, a key goal is to develop practi-
cal verification algorithms for fragments of this logic. We conjecture that for specific
fragments—especially those without quantifier alternation between traces —algorithmic
techniques similar to the ribbon-shaped encodings used in [70] may be adapted to work
efficiently.

Additionally, we plan to explore whether the stuttering-based semantics defined
for finite traces can be reduced to known problems such as LTL; model checking.
Such a reduction could enable leveraging mature symbolic techniques for more scalable
verification. Another important comparative step would be a systematic evaluation and
integration study with the logic and tools developed for A-HLTL [27].

From the bounded-observation algorithm perspective, we aim to optimize the cur-
rent encoding of the formulae. One direction is to relax the synchronization constraints
on observations: instead of requiring fully aligned observations, we may consider traces
where observations are only a bounded distance apart. This relaxation can significantly

increase the range of interactions captured by the algorithm, even when using a rela-
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tively small bound k. Another direction would be to try to simplify the overall encoding

reducing the size of the generated formula.
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