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Abstract

The main focus of this thesis is applied research targeting industrial applications of Usage
Control ([UCON]) and policy-based governance. Nonetheless, we also tackle an associated
core problem to address the diverse requirements of the targeted application domains.
The core research problem is three-fold. (1) [JCON] enacts usage control in a fixed life-
cycle of three temporal phases: pre, ongoing and post. However, emerging security
paradigms require custom and finer-grained lifecycles with phases and transitions tailored
for the application domain. For example, data hub applications entail data-oriented usage
control throughout the different stages of the data lifecycle (e.g., collection, retention,
processing and destruction). Therefore, policy systems must enable custom lifecycles
to accommodate a wide variety of applications. (2) Although allows attribute val-
ues to change and updates usage decisions accordingly, it does not specify a mechanism
to govern attribute values. This becomes necessary in decentralised environments where
attributes are collected from external parties that are not necessarily trusted. For this rea-
son, policy systems must incorporate a mechanism to govern attributes, prepare them for
policy evaluation and ensure their trustworthiness. (3) Due to its widespread adoption,
[UCONI has been extended and adapted for diverse purposes, leading to a proliferation
of frameworks. While these variations added significant contributions in their respective
fields, they lack comprehensiveness and generality. Therefore, a unified solution is needed
to encompass the existing variations of as well as future applications. By address-
ing these core problems, we aim to leverage policy-based governance in the following four
industrial applications: (1) Industrial /International Data Spaces ([DS)), (2) data hubs,

(3) smart vehicles, and (4) credential transformation.

To address these challenges and fulfil our applied research goals, we present six con-
tributions in this thesis. (1) We propose UCON+: an extensible model that extends
beyond traditional access and usage control providing a comprehensive framework for pol-
icy-based governance. UCON+ builds on the same foundations of [JCON| making it an

attribute-based model that incorporates continuous monitoring and policy re-evaluation.
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However, it only defines general structures and common functions, and outlines exten-
sible behaviour to be implemented by concrete extensions. Specifically, UCON+ allows
concrete extensions to govern attribute values and updates, and to specify custom lifecy-
cles tailored for their respective requirements. (2) We introduce a general-purpose policy
engine that implements the UCON+ model. The engine conserves an Attribute-Based
Access Control (ABAC]) baseline using a standard policy language. The policy engine also
introduces another type of policies used to govern attribute values, and to define and drive
custom lifecycles. Thus, different extensions of UCON+ can be realised within the same
policy engine using policies, eliminating the need for reimplementation. The policy engine
leverages a modular architecture with an optimised implementation. (3) We demonstrate
the use of the policy engine in a cloud service that provides an for contract-based data
exchange. We specifically used the policy engine and designed a custom lifecycle to govern
and drive the contract negotiation between the data provider and data consumer using
policies. We also used the policy engine to govern data usage based on the negotiated data
sharing agreement. (4) We also showcase the policy engine in a data hub setting, where
we leveraged it to track and govern data objects throughout their lifecycles. We designed
a lifecycle that captures the different stages of the data lifecycle based on the General
Data Protection Regulation (GDPRI). We show how data usage is controlled at each stage
of the lifecycle using policies. (5) We present a dynamic identity management and usage
control framework for smart vehicles using the policy engine. We specifically introduce
a policy-based Security Token Service (STS]) that issues contextualised capabilities that
specify what subjects are allowed to do within the vehicle. The also manages the
capabilities throughout their lifecycles and revokes them if the corresponding policies are
violated, while also taking safety measures into consideration. (6) Finally, we describe
an application of the policy engine for policy-based credential transformation. Specifi-
cally, we introduce a policy-based credential bridge that exchanges, aggregates or maps
credentials between different domains or regulatory frameworks. The bridge uses policies
that specify how to transform or issue credentials according to the requirements of each

domain.

Keywords
[Policy-Based Governance, Usage Control, Industrial Data Spaces, Data Hubs, Smart

Vehicles, Credential Transformation, Self-Sovereign Identity]
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Chapter 1

Introduction

This introductory chapter sets the context of the thesis, describes
the tackled research problems, highlights the corresponding con-
tributions, and outlines the structure of the rest of the thesis.

1.1 Context

The ubiquity of the Internet and digital technologies have pervaded various aspects of
human life including communication, transportation, healthcare, infrastructure and busi-
ness. This resulted in an unprecedented surge and use of digital resources such as data,
software and hardware, creating both opportunities and challenges. On the one hand,
technologies such as the Internet of Things ([QTJ), Artificial Intelligence (All) and big data
analytics have provided automation as well as new knowledge and unique insights that
were previously unattainable. On the other hand, the pervasive nature of such technolo-
gies has sparked significant privacy and security concerns fuelled by several incidents such
as the Mirai botnet [5], Pegasus spyware [20] and Cambridge Analytica scandal [29]. As
digital resources continue to be a valuable commodity, it is crucial to address the ensuing
concerns and ensure the privacy, security and interests of individuals, organisations and
governments.

Access control is one of the security mechanisms that have been traditionally used
to protect digital resources. It specifies the rights that can be exercised by subjects on
objects (i.e., resources), and selectively restricts access to resources accordingly. Access
control evolved from coarse-grained models such as Mandatory Access Control (MAC),
Discretionary Access Control and Role-Based Access Control to finer-
grained models such as Attribute-Based Access Control (ABAC]). Nonetheless, access

1
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control assumes that access rights do not change while resources are being used. This
means that access rights are evaluated only when access is requested, and no further con-
trol is provided once access is granted. As technologies spread over heterogeneous and
dynamic environments where changes are frequent, a more dynamic approach has become
prevalent. For this reason, Park and Sandhu introduced Usage Control (UCON)) [70] as a
generalisation of access control that encompasses preceding models and extends them with
attribute mutability and continuous monitoring. The novelties of enable revoking
access to resources when changes occur and the security policy is no longer satisfied. In
addition, [UCON] goes beyond access control to cover Digital Rights Management (DRM))
and Trust Management (TM]) creating a comprehensive and unified framework for the
three different but closely related areas. [JCONI gained a lot of attention in the research
community and was adapted and adopted to enable dynamic and long-lasting authorisa-
tions in different areas such as cloud, grid computing and [oTl

In this thesis, we argue that despite the advancements and adaptations of [JCON], it
still lacks an approach for handling the recent challenges brought by emerging security
paradigms such as data sovereignty. These paradigms go beyond conventional access and
usage control (i.e., access rights management) to incorporate broader policy-based gover-
nance that specifies how an entity (e.g., subject, object, process, etc.) should be generally
handled in a specific context. We also highlight the lack of a unified framework for the
various variations of [JCON]| that address slightly different requirements. To address these
challenges, we propose an extensible model for policy-based governance that captures the
common behaviours and general structures of policy-based solutions, while allowing fur-
ther extensions and refinement as required by each application domain. This abstract and
extensible nature allows the model to encompass not only conventional access and usage
control but also broader policy-based governance applications. More importantly, we tar-
get several industrial applications of and policy-based governance. We specifically
introduce an optimised general-purpose policy engine that implements the novelties of the
proposed model. We then demonstrate the use of the policy engine in several prototypes

corresponding to the targeted application domains.

1.2 Challenges and Objectives

The main purpose of this thesis is applied research that targets different industrial appli-
cations of [UCON|and policy-based governance. Nonetheless, we also tackle a core problem
to methodically address the diverse requirements of the targeted application domains. In

this section, we outline the research challenges and objectives while categorising them as
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core research problems and applied research goals. We specifically describe the need for
broader policy-based governance that goes beyond conventional access and usage control,
and highlight the limitations of [UCONl in meeting such requirements. We also point out
the need for a unified solution that encompasses and surpasses the various variations of
that address different requirements. Subsequently, we discuss the applications of

[UCONI and policy-based governance in several target domains.

1.2.1 Core Research Problems

Access and usage control are authorisation-oriented approaches concerned with deciding
whether a specific subject is allowed to exercise a specific right on a specific object (i.e.,
resource). Put differently, they can be described as an answer to the following yes/no
question: is subject s allowed to exercise right v on object 0? To effectively address our
applied research objectives, we recognise the need to tackle a core problem, that is to
transcend this conventional definition of access and usage control. This is because emerg-
ing security paradigms (e.g., data sovereignty) require a broader policy-based governance
that answers a more general question of how shall a specific entity (e.qg., subject, resource,

credential, etc.) be handled? In this context, we identify four main challenges as follows.

Custom Evaluation Lifecycles

[UCON] extends [ABAC] with attribute mutability, continuous monitoring as well as the
ability to revoke authorisations. It specifically introduced the concept of a long-lived
authorisation that spans over a period of time, during which policies are re-evaluated
whenever a change occurs, and the authorisation decision is updated accordingly. We
designate such long-lived authorisations as Fuvaluation Sessz’onsﬂ. [UCONI evaluation ses-
sions are enacted through a fixed lifecycle of three temporal phases named pre, ongoing
and post. The pre phase indicates that resource usage was requested but has not been
granted yet. The ongoing phase denotes that usage has been granted and is in progress
The post phase implies that usage has ended or been revoked. A different set of policies
or rules is applied at each of these phases to respectively determine whether usage can
be granted, whether usage can be maintained, and the actions that must be taken after
usage ends.

We argue that this lifecycle lacks enough expressiveness and comprehensiveness for

the following reasons:

IThe term “session” here does not refer to a user or web session as commonly used. Instead, it denotes

a specific long-lived process of policy evaluations in response to a specific request.
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(1) [CONTs lifecycle is fixed, coarse-grained and limited to three temporal phases only.
In addition, transitions between [JCON's phases depend on the evaluation decision
only. In contrast, new security paradigms necessitate finer-grained lifecycles with
phases and transitions based on a variety of contextual information other than the
evaluation decision. For instance, evaluation sessions in a data hub scenario must
be based on the different stages of the data lifecycle and transitions between phases
may depend on contextual information related to the data [55 [86]. The General
Data Protection Regulation (GDPRI]) [78] specifies a data lifecycle that involves
the following four phases: collection, retention, processing and destruction.
Likewise, dynamic identity management applications entail evaluation sessions with
lifecycles based on credential lifecycle stages such as the ones presented in [49)] (i.e.,

issue, use and revoke).

(2) [MCON] revokes and terminates authorisations when the security policy is no longer
satisfied. Consequently, the lifecycle transitions from the ongoing phase to the
post phase. However, some use-cases need to temporarily withhold an authorisation
rather than completely revoking it. For example, changes in user behaviour or trust
level scores may not necessarily entail a termination of authorisation, but rather

withholding it to allow the user to improve their score [35].

(3) [TCONTs lifecycle enacts continuous monitoring in the ongoing phase only (while
usage is in progress), while new paradigms require continuous monitoring before
authorisation and/or after revoking it. For instance, data usage applications require
continuous monitoring before granting authorisations to process data (e.g., while
data is being collected) [85]. Similarly, safety critical systems (e.g., smart vehicles)
require monitoring after revoking authorisations to ensure that safety measures are
taken [44].

Therefore, policy systems need to enable customising and fine tuning the evaluation life-

cycle to overcome these limitations and accommodate a wide variety of applications.

Trusted Context Transformation

[UCON] introduced that concept of attribute mutability allowing the evaluation context
to change throughout the evaluation session. [UCON] reacts to such contextual changes
by re-evaluating the security policy and updating the decision accordingly. However,
existing [UCON] frameworks do not include a mechanism to govern attribute updates and

the evaluation context. They rather rely on trusting attribute sources. Data sovereignty

4
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applications and decentralised deployments, however, entail collecting information from
external parties that are not necessarily trusted [8]. Therefore, the policy engine must be
able to govern attribute values based on predefined rules to ensure the trustworthiness and
the correctness of the evaluation context. We designate this ability as “Trusted Context
Transformation”. It allows the policy engine to govern changes in the evaluation context

and set attribute values before and after policy evaluation.

Unified Solution

has gained a lot of popularity in the last decade and many works have enhanced,
adapted and leveraged it for various purposes and use-cases. Many [UCON] frameworks
have been introduced with different behaviours and slight variations. For instance, sev-
eral researchers proposed different state models of [JCONl evaluation sessions [13}, 52], [106].
Similarly, different policy languages have been proposed and used to express [UCON] poli-
cies [23, 106} [42], 05]. While these works added significant contributions in their respective
fields, they lack comprehensiveness and generality as they are contingent on the targeted
application domains. Consequently, applying any of these solutions in alternative applica-
tion domains requires rebuilding the whole system. Therefore, a unified solution is needed
to encompass the existing variations of as well as future applications.

Model-Policy Decoupling

Existing frameworks do not distinguish between policy authoring and the logic
and behaviour of the underlying model. Consequently, policy authors need to understand
the details of the model such as the lifecycle and how it transitions between phases in
order to write usage policies. This results in a tight coupling between usage policies and
the framework, making policy authoring more error-prone. Therefore, a unified
solution must decouple the logic and behaviour of the policy framework from the use-cases
and usage policies. Such decoupling enables specialists to design models or frameworks
for a class of use-cases having common behaviour (e.g., lifecycle), allowing policy authors
to focus only on writing access control policies without the need to understand the details

of model.

1.2.2 Applied Research Goals

As mentioned above, the purpose of this thesis is the industrial application of [JCONI

and policy-based governance. Our objective is to design and implement an optimised
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and general-purpose policy-engine, and utilize it in different application domains. The
main focus is data sovereignty and security, but other applications are also considered
including identity and credential management as well as smart vehicles. In this regard,

we specifically describe four applications that are targeted as part of this research.

Industrial /International Data Spaces (IDS)

In recent years, the notion of “data sovereignty” has emerged as a new paradigm that
enables legal entities (e.g., individuals, organisations, etc.) to govern the use of their
data [20, 47]. Tt has gained a lot of attention and has been identified as a key objective
in the European Union (EU) digital strategy [25, 63]. In light of the growing focus
on data sovereignty, several technological initiatives have emerged to enable secure and
sovereign data exchange [47, 80, 56]. Among these, the Industrial/International Data
Spaces ([DS)) stands out as an ecosystem for standardised and contract-based data sharing
across organisational boundaries. It allows parties to negotiate a legally binding data
sharing agreement that specifies the rules and conditions for sharing and using data as well
as the obligations of each party. This enables data owners to govern the use of their data,
fostering trust, transparency and sovereignty between data providers and consumers [75)],
79]. The negotiation process involves an exchange of offers and counteroffers until a
mutual agreement is reached [48]. However, the protocol does not specify how to
automate the negotiation process. As part of our applied research goals, we tackle this
problem by leveraging our policy engine to drive the contract negotiation process based
on policies that specify offers and counteroffers. Moreover, the architecture identifies
as a key technology to govern and control data usage based on policies derived
from data sharing agreements [75]. Accordingly, we also aim to use our policy engine to

control and govern data usage and sharing in a data space as a service.

Cloud Data Hubs

With the exponential growth of data volume and complexity, data hubs emerged as cen-
tralised repositories that provide efficient storage, management and processing of large
volumes of data from various sources. Data governance and usage control are imperative
in such ecosystems to safeguard sensitive data, protect the privacy and interests of data
owners, and ensure compliance with regulations. Therefore, data objects must be tracked
and governed within the data hub throughout their lifecycles from collection to retention
to deletion. In addition, data usage policies and rules must be tailored for and enforced

at each stage of the data lifecycle [3, [36]. However, there is no global and comprehensive

6
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data lifecycle model, as this depends on several factors, including data types, use-cases or
regulations, thereby requiring customising the lifecycle for each application [99]. In this
thesis, we aim to address these requirements within a data hub setting using our policy
engine, and demonstrate data usage control throughout the data lifecycle specified by the
[GDPRI

Smart Vehicles

The exponential growth of the Internet of Vehicles ([[oV]) innovations, such as autonomous
driving, driver assistance, vehicle connectivity, infotainment and shared mobility has re-
cently gained a notable attention in the automotive industry. Such services and inno-
vations are supported by the integration of smart sensors as well as the shift from elec-
tromechanical to interconnected software-based systems in modern vehicles. In addition,
the automotive industry has witnessed an increased adoption of Service-Oriented Archi-
tectures ([SOAK) in smart vehicles due to their flexibility [I5], B0]. This, however, comes
at the expense of the simple security of the statically predefined functions of traditional
vehicular architectures. Accordingly, several automotive security and safety challenges
have been identified by researchers. This includes dynamic identity management as well
as continuous monitoring and usage control of resources. These aspects are crucial be-
cause vehicles are transforming into digital systems where applications are provided by
third party providers. Besides, vehicles are real-time mobile systems whose environmental
conditions change continuously as they move [88] 12, [16]. One of our objectives in this
thesis is to address these challenges by introducing a policy-based vehicular Identity and
Access Management (TAM)) that provides dynamic and stateful identity management as

well as continuous usage control.

Credential Transformation

Self-Sovereign Identity (SSI) has emerged as a paradigm that enables entities to con-
trol their digital identities and credentials [68, [104]. Tt eliminates centralised authorities
and leverages decentralised technologies such as Decentralised Identifiers (DID5) [101]
and Verifiable Credentials (VCk) [100]. The [EUl actively promotes as part of its
digital strategy [25] through initiatives such as European Self-Sovereign Identity Frame-
work (ESSIE) and European Union Digital Identity Wallet (EUDIWI) [32] 24] 25]. Sim-
ilarly, digital sovereignty ecosystems such as Gaia-X and incorporate as a core
component in their architectures [31), [75]. This contributes to the inevitable rise of [SSI]

which introduced new challenges as organisations have invested in legacy credentials and
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identity systems. Therefore, needs to coexist with legacy systems and interoperate
with them, which entails credential transformation between different systems. Gaia-X
specifically highlights this as a requirement in their architecture [34]. More importantly,
different systems may be governed by various regulatory frameworks, making creden-
tial transformation imperative for recognition of credentials in different frameworks. In
this regard, credential transformation must be dynamic and context-dependent as differ-
ent domains and countries have different requirements, standards, and regulations. For
instance, a university degree [V must be transformed to be recognised by another univer-
sity in a different country. The transformation must adapt to the specific regulations of
the destination university, which may require additional information such as transcripts
or accreditation credentials of the university that issued the degree. The transformation
must also consider the mapping between the educational systems of both the source and
destination universities including details such as credit hours and grading scales. Another
objective of this thesis is to tackle these challenges using a policy-based credential bridge

that maps, aggregates or transforms credentials based on predefined policy rules.

1.3 Research Contributions

This section provides an overview of the contributions of this thesis, aimed at addressing
the challenges discussed in Section [1.2] Our contributions are two-fold: (1) We propose a
new model for policy-based governance to solve the core research problems discussed in
Section ; (2) We introduce a general-purpose policy engine that implements the nov-
elties of the proposed model and fulfils the applied research goals outlined in Section [1.2.2]
In addition to the contributions, we describe prototypes that leverage the policy engine,
showcasing the industrial impact of this research in the application domains outlined in
Section We also outline the corresponding list of publications.

1.3.1 Extensible Model for Policy-Based Governance

We described in Section the core problems we aim to address in this thesis. We
specifically highlighted the need for custom evaluation lifecycles and trusted context trans-
formation as well as a comprehensive and unified solution that covers existing variations
of [TCON] as well as future applications. To solve these problems, we propose UCON+:
an extensible model that extends beyond traditional access and usage control providing a
comprehensive framework for policy-based governance. UCON+ builds on the same foun-

dations of [JCON], so it is also based on attributes and incorporates session-based moni-
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toring and policy re-evaluation. However, it only defines general structures and common
behaviour, with detailed aspects left to be specified by concrete extensions tailored for
specific requirements. To provide a more intuitive understanding of the extensibility of the
model, we draw an analogy to an abstract class in Object-Oriented Programming (OOP]).
The same way an abstract class defines common properties and abstract function signa-
tures, UCON+ provides a general specification. Also, the same way subclasses extend
the abstract class with concrete implementations, extensions of UCON+ extend it with
further specifications tailored for their requirements.

UCON+ is concerned with modelling the evaluation session and its enactment. It
defines the evaluation session as a series of access control policy evaluations adhering
to a lifecycle during which the context (i.e., attribute values) changes. UCON+ models
the lifecycle as a Deterministic Finite Automaton (DFA]), leaving the specification of its
states and transitions to concrete extensions. This allows different extensions of UCON-+
to customise the lifecycle for their requirements. Moreover, context transformation and
lifecycle transitions in UCON+ are rule-driven such that conditional rules govern attribute
values and specify when to fire lifecycle transitions. Concrete extensions of UCON+ can
then specify different rules resulting in a distinct behaviour tailored for the corresponding
requirements. UCON+ also does not assume a specific enforcement system or policy
language. Instead, it provides an abstract definition of policies, enabling existing policy
systems and languages to be easily used in concrete extensions of the model.

The abstract and rule-driven nature of UCON+ solves the problems described in Sec-
tion [1.2.1] as they enable customising the evaluation lifecycle and governing attribute
updates to provide a trusted context transformation. Therefore, UCON+ can be used
as a unified solution that can be extended and tailored for different use-cases, where ex-
tensions only have to specify the rules that govern the context and drive the lifecycle.
Moreover, the model decouples policy authoring from the specification of concrete exten-
sions. Specifically, specialists can use the model to design concrete extensions that are
tailored for a group or class of use-cases, focusing only on the behaviour of the extension
(e.g., the lifecycle). On the other hand, policy authors can focus only on writing access
control policies for each phase of the lifecycle without the need to know how the concrete
extension works or how transitions between phases occur. The novelties and versatility of
UCON-+ become clearer in Section where we introduce and describe a policy engine
that implements the model.

Clearly, UCON+ introduces a high level of abstraction that may cause confusion and
ambiguity. For this reason, we provide rigorous description of the model along with auxil-

iary notions and annotations to clearly communicate the concepts and avoid unambiguous
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understanding. However, we highlight that we do not provide a formal specification as
this is out of the scope of this thesis, which is focused on applied research. The formal
model will rather be provided in another ongoing and complementary project and parts

of that work have already been published in [94].

1.3.2 Policy Engine

To realise the goals outlined in Section [1.2.2] we introduce a general-purpose policy engine
that implements the novelties of the UCON+ model. The engine integrates an [ABAC]
baseline that uses the Abbreviated Language For Authorisation (ALFA]) policy language.
[ALFAlis a profile of eXtensible Access Control Markup Language (XKACMTI) that preserves
the same semantics with a significantly simpler and more human readable syntax [72]. Tt
is currently in the process of standardisation by the Organization for the Advancement of
Structured Information Standards (OASIS]) [89]. The engine also introduces another type
of policies, designated as extension policies, used to govern contextual changes and drive
the evaluation lifecycle based on conditional rules as specified by the model. Therefore, the
engine implements the common behaviour and general structures of the UCON+ model,
and leaves the extensible behaviour to be specified in extension policies. This allows
different concrete extensions of UCON+ to be realised and enacted using the same policy
engine without the need for reimplementation. The policy engine also leverages [ALFAl to
specify extension policies by exploiting [ALFAlobligations as demonstrated Chapter[d The
policy engine leverages a modular architecture based on the architecture [73].
It consists of a core implemented in C++ and optimised for device environments, in
addition to a wrapper implemented in Go and optimised for cloud applications. As we
show in Chapter [5] the policy engine was integrated in several prototypes, showcasing its

general-purpose nature as well as the extensible nature of the UCON+ model.

1.3.3 Industrial Impact

We demonstrate the value and impact of the UCON+ model and policy engine in four

industrial applications.

Industrial/International Data Spaces (IDS)

We demonstrate the UCON+ policy engine in Boot-X: a cloud-based implementation of
ID5Slenabling contract-based data exchange. This is highlighted in the Boot-X open-source
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architecture, which shows the UCON+ policy engine as part of its stack E| We specifically
used the policy engine to govern contract negotiation between the data provider and
consumer using policies. We designed a lifecycle that captures the different stages of
the negotiation process. Policies were used to decide whether to accept or reject offers,
or to propose counter offers throughout the negotiation process. Moreover, the policy
engine was used to govern data usage and enforce policies according to the negotiated
data sharing agreement. We discuss the designed lifecycle as well as the policies used to
govern data usage and contract negotiation. We also describe how the policy engine is
integrated in the cloud service, and how it is used on both the data provider and data

consumer sides.

Cloud Data Hubs

We showcase the use of the UCON+ policy engine to provide data-oriented usage control in
a cloud data hub used to store and process personal data. This addresses the challenges
and objectives in Section as the engine is used to track and govern data objects
throughout their lifecycles. We specifically constructed a concrete extension of UCON-+
with an evaluation lifecycle that captures the different stages of the data lifecycle. The
lifecycle was inspired by the and consists of four data-related phases: collection,
retention, processing and destruction. We describe how the engine governs data
access and usage at each phase of the lifecycle using policies. We also show how policies
take data subject rights into consideration such as the right to be forgotten or to restrict
processing. In addition, we present the architecture of the data hub and describe how the

policy engine is integrated in the architecture and how policies are enforced.

Smart Vehicles

To address the challenges and objectives described in Section [1.2.2] we introduce a vehic-
ular system that provides dynamic and stateful credential management as well as
continuous monitoring and usage control. It incorporates a policy-based Security Token
Service (STS)) that issues and manages contextualised capabilities in the form of VCk.
Specifically, the collects and verifies external identity [VCk (e.g., driving license) is-
sued by Identity Providers ([dPk) and exchanges them with internal [VCk that determine
the capabilities of the corresponding subjects within the vehicle (e.g., driving capabil-
ity). The policy-based nature of the allows it to dynamically specify capabilities of

a subject in a particular context based on the subject’s VCk as well as environmental

’https://boot-x.eu/open-source-architecture/
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conditions. Moreover, session-based monitoring and policy re-evaluation enable the
to manage capabilities throughout their lifecycle and to revoke them if necessary when
the conditions of the vehicle change. We leveraged the extensibility of UCON+ to specify
the lifecycle of capabilities from their issuance to their revocation or expiry. We also
show how policies can specify safety measures to be taken upon or before revoking
capabilities to ensure graceful revocation. In addition to the [STS] the TAM] consists of
several instances of the policy engine used to protect resources within the vehicle and en-
force access and usage control. The capabilities issued by the are used in the access
and usage control policies of these instances to make authorisation decisions. Finally, we

describe three use-cases that demonstrate the introduced [AMIL

Credential Transformation

We present a policy-based credential bridge that tackles the challenges and goals discussed
in Section The credential bridge leverages the UCON+ policy engine to transform
credentials across different domains or regulatory frameworks according to policies that
specify the requirements of each domain. The bridge uses policy-based decision making
to determine how to transform credentials, what claims to include, and whether it needs
to fetch additional credentials in the process. For instance, to equate a university degree
credential in another country, bridge policies may specify that the accreditation credential
of the foreign university must be fetched and verified. The policy-based decision making
of the bridge enables adaptive and seamless interoperability between different frameworks,
and facilitates the transition towards [SSI We describe in this thesis how UCON+ was
leveraged to design and implement the credential bridge. We present two use-cases of
the credential bridge one involving equating university credentials and one involves trans-
forming credentials to in Boot-X as illustrated in its open-source architecturé?. We

also discuss the evaluation lifecycle as well as the policies used by the bridge.

1.3.4 List of Publications

First-Authored Publications

1. Ali Hariri, Subhajit Bandopadhyay, Athanasios Rizos, Theo Dimitrakos, Bruno
Crispo, and Muttukrishnan Rajarajan. SIUV: A Smart Car Identity Management
and Usage Control System Based on Verifiable Credentials. In IFIP International
Conference on ICT Systems Security and Privacy Protection, pages 36-50. Springer,
2021. Published. URL: https://doi.org/10.1007/978-3-030-78120-0_3

12


https://doi.org/10.1007/978-3-030-78120-0_3

CHAPTER 1. INTRODUCTION 1.4. THESIS STRUCTURE

2. Ali Hariri, Amjad Ibrahim, Theo Dimitrakos, and Bruno Crispo. WiP: Metamodel
for Continuous Authorisation and Usage Control. In Proceedings of the 27th ACM
on Symposium on Access Control Models and Technologies, pages 43—48, 2022. Pub-
lished. URL: https://doi.org/10.1145/3532105.3535039

Co-Authored Publications

1. Ali Hariri, Amjad Ibrahim, Bithin Alangot, Subhajit Bandopadhyay, Alessandro
Rosetti, Antonio La Marra, Hussein Joumaa, and Theo Dimitrakos. UCON+: Com-
prehensive Model, Architecture and Implementation for Usage Control and Continu-
ous Authorization. In Collaborative Approaches for Cyber Security in Cyber-Physical
Systems, pages 209-226. Springer, 2023. Published. URL: https://doi.org/10.
1007/978-3-031-16088-2_10

2. Subhajit Bandopadhyay, Theo Dimitrakos, Yair Diaz, Ali Hariri, Tezcan Dilshener,
Antonio La Marra, and Alessandro Rosetti. DataPAL: Data Protection and Autho-
rization Lifecycle framework. In 2021 6th South-Fast Furope Design Automation,
Computer Engineering, Computer Networks and Social Media Conference (SEEDA-
CECNSM), pages 1-8. IEEE, 2021. Published. URL: https://ieeexplore.ieee.
org/abstract/document/9566212

1.4 Thesis Structure

The rest of this thesis is organised as follows: Chapter [2| describes the state of the art
literature as well as an analysis of the identified research gaps; In Chapter [3, we propose
a new model for policy-based governance that addresses the core research problems; We
introduce a general-purpose and optimised policy engine that implements the novelties
of the proposed model in Chapter [d, where we also describe the architecture and imple-
mentation of the engine; Chapter [5| discusses industrial applications of the policy engine
and elaborates on prototypes that target different application domains. Finally, we draw

conclusions and identify future directions in Chapter [0
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Chapter 2

State of the Art

This chapter describes the state of the art and outlines related
work.

2.1 Introduction

In this chapter, we provide a comprehensive overview of the current state of the art
covering both the historical developments as well as the latest advancements. Given that
the objectives of this thesis involve addressing challenges and applications of Usage Control
(UCON)) and policy-based governance, we begin by describing the evolution of access and
usage control models. Specifically, we briefly outline traditional access control models then
discuss the model highlighting its novelties and advancements. Subsequently, we
present an overview of the different policy languages used to express usage control policies.

Finally, we provide an overview of related work in the field and identify the corresponding

gaps.

2.2 Access Control Models

This section provides a brief overview of traditional access control models that preceded

[UCONI

2.2.1 Discretionary Access Control (DAC)

Discretionary Access Control is an access control model that allows owners to

manage access rights to their files (e.g., file, directory or object). Thus, resource owners
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have the discretion to issue policies that determine which users or groups are granted
access to the resource and what level of access they are given (i.e., read, write, execute).
The simplicity of [DAC| makes it ideal for small-scale systems such as personal computers
and operating systems. Different variations of [DAC| were proposed to address different
subjects like administrative delegation or access revocation. Nonetheless, [DAC| cannot

cope with the complex requirements of larger systems and organisations [111, 9T, [74].

2.2.2 Mandatory Access Control (MAC)

[MAC] manages access rights and determines access decisions based on security labels that
are assigned to subjects and resources. Security labels refer to the sensitivity of resources
and the security clearances of the subjects. Access is granted only if the label of the
subject (i.e., clearance) is equivalent to or higher than the label of the resource (i.e.,
sensitivity). For instance, a subject with a confidential clearance is allowed to access
resources with public sensitivity, but denied to access resources with label top secret.
This allows the dynamic creation and destruction of entities (i.e. subjects and objects)
since the control is based on the levels not on the explicit identities of entities. In contrast,
security levels cannot be created or destroyed dynamically but rather need administrative
actions. Therefore, [MAC access rights are managed by a central administration in contrast
to [DAC], where access decisions are largely at the discretion of the resource owner. [MAC]
is particularly effective in organisations with complex hierarchy of security clearances and

a need to enforce strict separation of duties [111, 02, [74].

2.2.3 Role-Based Access Control (RBACQ)

Role-Based Access Control (RBAC]) was introduced to address the administration com-
plexity of the aforementioned models by decoupling subjects and access rights and asso-
ciating permissions with roles. Thus, roles can be considered as the core building blocks
of RBAC access policies as they connect subjects to access permissions. Roles represent
job functions, authorities or responsibilities and are assigned to subjects. For instance,
role “manager” has read access to file “sensitive.txt”, thus all users that are assigned
the role of manager will have a read right on this file. This makes access control more
efficient because roles are typically more stable and do not change frequently, unlike sub-
jects that may change often. For example, the permissions granted to a manager role in
an organisation are preserved for extended time spans, while managers may frequently
join and leave. Therefore, RBAC| can be considered as a set of relationships between

roles and subjects, and between roles and permissions. Additionally, some variations may
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also establish relationships between roles themselves, which would support concepts like

inheritance, separation of duty and delegation of authority [28, [93].

2.2.4 Attribute-Based Access Control (ABAC)

Attribute-Based Access Control (ABAC]) enables finer-grained access control by making
authorisation decisions based on attributes rather than roles or levels. Attributes refer to
different characteristics of the subject requesting access (e.g., name, role), the object to
be accessed (e.g., file type, data type) and the access environment (e.g., time, location).
This adds more flexibility and agility over preceding models as attribute values can change
frequently and authorisation decisions can be made based on a variety of conditions and
situations. This is useful for highly dynamic environments such as cloud-based systems
or distributed networks where other access control models may be too rigid or limited.
Some [ABA( specifications also introduce obligations and advice, where obligations are
actions that must be fulfilled while advice are recommended actions to be taken with the

authorisation decision [21].

2.3 The Usage Control (UCON) Model

The[TCONImodel [76] was proposed as a convergence of access control, Trust Management
(TM)) and Digital Rights Management (DRM) as shown in Figure 2.1} [TCONlis based
on attributes and integrates Authorisations (A), oBligations (B) and Conditions (C),
which compose security policies. Authorisations are functional predicates over subject and
object attributes, and must be satisfied to grant access rights; Obligations are mandatory
actions that must be fulfilled to permit access; and Conditions are environmental or
situational requirements that must be met to grant access rights. Unlike preceding models,
[UCON] assumes that attribute values may change during usage of resources, and specifies
that policies must be re-evaluated whenever attribute values change. This adds continuity
of control as monitors attribute values and revokes authorisations if the security
policy is no longer satisfied [76], 60].

[UCON] adds a temporal aspect to authorisations as they span over a period of time
during which resource usage is continuously monitored and regulated. We designate the
lifetime of a single authorisation, from its creation to termination, as the Fvaluation Ses-
sion. The temporal state of authorisations is captured in three main phases desig-
nated as pre, ongoing and post as shown in Figure 2.2] decision predicates (i.e.,

policy rules) are classified by these phases such that: pre predicates are evaluated when
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Figure 2.1: [UCON] coverage

resource is requested but has not been granted yet; ongoing predicates are re-evaluated
whenever an attribute value changes while usage is in progress; and post predicates are

evaluated upon the end or revocation of usage 76, 60].

Access Access Access
requested started revoked/ended

|
—| pre ongoing post I—

Figure 2.2: [UCON] evaluation session

The novelties of make it an excellent baseline for long-lived authorisations and
dynamic environments where continuous monitoring and future controls are required. For
this reason, has been identified as a key technology for data sovereignty ecosys-
tems [31},[75]. For example, [TCONIl can revoke data usage when the data owner withdraws
their consent or changes the allowed usage purposes. Similarly, can specify and
enforce obligations such as anonymise data before usage or delete data after three months
of retention. may also define compensating actions to be taken upon violating

regulations and data sharing agreements.

18



CHAPTER 2. STATE OF THE ART 2.3. THE UCON MODEL

The [UCONl model has gained a lot of popularity in the last decade and many works
have enhanced, adapted and leveraged it for various purposes and use-cases. For instance,
Park et al. [77] defined a taxonomy for attribute management in the model. They
classified attributes as immutable and mutable, where immutable attributes require ad-
ministrative actions to be changed while mutable attributes change as result of usage itself.
Their taxonomy also defines subcategories under immutable and mutable attributes, but
this is out of the scope of this thesis. Park et al. assume that environmental attributes
do not change during usage, and that subject and object attribute updates occur only
as a side-effect of usage (i.e., as part of the enforcement of the security policy or due to

actions performed by subjects).

Zhang et al. [I06] provided a logical specification and formalised the [JCON| model
using an extension of Lamport’s Temporal Logic for Actions (TLA). They define [UCONI
policies as temporal logic formulas that are built from predicates about subject, object
and environment attributes, as well as actions performed by the system or by subjects.
They also defined the state model of [JCONIl such that a single usage process transitions
among the following six states: initial, requesting, denied, accessing, revoked and end,
as shown in Figure 2.3 The initial state indicates that the usage request has not been
generated yet. The requesting state means that the request has been generated and is
waiting for the decision. The process transitions to the denied state if the system denies
the request as per the security policy. Although the denied state may include attribute
updates, it is considered a terminal state that terminates the usage process. If the system
permits access, then the usage process transits into the accessing state, which implies that
the subject is accessing the object. The revoked state is reached when the system revokes
access due to a change in attribute values while subject is still accessing the resource.

Finally, the usage process goes to the end state when the subject finishes usage.

Katt et al. [52] argued that this state model does not show the decision recheck state
that occurs due to changes while usage is in progress. For this reason, they extended
the state model by introducing the ongoing check state such that the system moves to
this state when a change occurs while usage is in progress. Decision predicates are then
re-evaluated and the system goes back to the accessing state if the access is still granted.
Otherwise, the system transitions to the revoked state if access is revoked. The extended
state model is shown in Figure [2.4] They also extended obligations to cover actions to be
taken by the policy engine itself in contrast to the original [JCON| model, which assumes
that obligations must be fulfilled by the requesting subject. For example, the security
policy may define that a notification must be sent or a file must be deleted after the end

of the usage session. In addition, their extended model distinguishes between trusted and
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Figure 2.3: [UCONI state model proposed by Zhang et al. [T00]

untrusted obligations, such that trusted obligations are system actions that do not need

fulfilment check, while untrusted obligations must be checked to ensure their fulfilment.
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Figure 2.4: [UCON] extended state model proposed by Katt et al .[52]
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Blower and Kotonya [13] adapted the model to provide continuous authorisa-
tion decisions in real-time for [[0T] devices. Their model creates an authorisation session
when a request is created, and the session transition between three main states: ini-
tializing, accessing and advising. [CON enacts post rules only if access was originally
granted and then denied later. In contrast, Blower and Kotonya’s model always enacts
the advising state before terminating an evaluation session, even if access was denied in
the initialising state. Their model is optimised for IoT devices with limited computing
resources.

Baldi et al. [9] integrated the model with the Apache Hadoop software to

20



CHAPTER 2. STATE OF THE ART 2.3. THE UCON MODEL

provide an effective and efficient framework for safeguarding datasets in big data environ-
ments. Their framework enables continuous monitoring of usage of datasets and revokes
the corresponding authorisation if the policy is violated. More importantly, the main
novelty of their work is organising authorisation sessions in a tree hierarchy that captures
dependencies between them. For instance, if an authorisation to access an API results
in another authorisation to access a database, then the database authorisation is depen-
dent on the API one. Accordingly, if one authorisation associated with a specific node
in the hierarchy becomes invalid due to attribute updates, all authorisation within the
corresponding subtree are also revoked. This allows the context of one authorisation to
be propagated to all authorisations that depend on it.

Lazouski et al. [61, 23] introduced an enforcement framework for the [DCON| model
while preserving a full ABAC baseline. They specified a policy language that captures
[UCONTs three temporal states (i.e., pre, ongoing and post). They also devised an archi-
tecture that enables session-based monitoring of attributes as well as policy re-evaluation.
Their framework was then leveraged in many use-cases in various application domains.

For instance, Carniani et al. [19] introduced an advanced authorisation service that
utilises the aforementioned [UCON] framework to regulate the usage of Cloud resources,
with a specific focus on Infrastructure as a Service (IaaS) offerings. Their proposed autho-
risation service tackles the challenge of prolonged resource usage by enabling the definition
and continuous enforcement of usage control policies throughout the duration of resource
access. Accordingly, the service can halt resource usage if the corresponding policy is no
longer satisfied. To demonstrate their solution, they integrated the authorisation service
with OpenNebula, a widely used software for running Cloud services.

Similarly, Lazouski et al. [62] leveraged the aforementioned framework to reg-
ulate the usage of data once it has been downloaded onto mobile devices, specifically
when it has been copied outside the original domain of the data producer. Their solution
focuses on enforcing a usage control policy that is embedded within the data by the data
producer. As a result, their solution surpasses traditional access control capabilities by
having the ability to interrupt ongoing data access in Android devices if the policy is no
longer met.

Likewise, La Marra et al. [58] leveraged the framework to implement usage
control functionalities in [[QT] systems. Their work focuses on a Smart Home environment
and introduces two policies for energy saving and physical safety. Their solution also
utilizes the CHORD-based Apache Cassandra Distributed Hash Table for distributed
communication and data storage.

La Marra et al. [57, [65] integrated with Open-Source MANagement and Or-

21



2.4. POLICY LANGUAGES CHAPTER 2. STATE OF THE ART

chestration (MANO) component of the ETSI Network Function Virtualisation (NFV)
framework. MANO is used for orchestration and lifecycle management of physical and/or
software resources that support infrastructure virtualization such as computing, network-
ing and storage. The integration of [JCONl enables MANO to revoke resources in case a
security-relevant change occurs (e.g., the integrity status of the virtual machines or the
reputation of the user). This allows MANO to use policies to define and enforce coun-
termeasures and to react to changes such as lifecycle events. However, cannot
capture the context of MANO lifecycle, nor can it participate in the management of the
lifecycle. Moreover, the MANO lifecycle is reduced to [JCONI's ongoing phase only, thus
[UCONI cannot apply fine-grained control at each stage of the MANO lifecycle.

Rizos et al. [84] also leveraged to manage usage in Message Queuing Teleme-
try Transport (MQTT)) and Constrained Application Protocol ([CoAPl) messages. They
proposed a security enhancement of both and [MQTT] protocols by adding strong
authorisation capabilities provided by [CONl The authors implemented on top
of and [MQTT] protocols to provide dynamic access control to the data shared using
these protocols. By enforcing [UCON] policies, the system can ensure that only authorised
entities have access to the data. Their integration enhances interoperability between the
protocols by allowing attribute values to be shared via [JCON|l This enables seamless
communication and attribute sharing among different protocols, improving the overall
efficiency and effectiveness of Internet of Things ([oT]) systems. The integration does not
impact how the protocols work, allowing any and/or MQTT]application to support
it.

These works show that many various adaptations of the model have been pro-
posed for different purposes and to address a variety of requirements. This proves the need
for a generalised model for policy-based governance to cover these various requirements

as well as future ones.

2.4 Policy Languages

In this section, we outline the prominent policy languages that are typically used to
express usage control rules and conditions. We specifically examine five relevant policy

languages and describe their functionalities, syntax, semantics and expressive power.
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2.4.1 Open Digital Rights Language (ODRII)

The Open Digital Rights Language (ODRIL) [46l [45] is a World Wide Web Consor-
tium (W3C)) standard policy language designed to express rights and conditions for using
digital content. It can be expressed either in XML or JSON, making it easily machine-
readable and interoperable across different systems. consists of a complex and
extensible structure, which allows the definition of a wide variety of semantics and pro-
files to suit specific requirements including usage control. To this end, we provide a brief
and incomplete overview of [ODRIJ focusing only on the constructs that are relevant to
the scope of this thesis.

rules consists of three main constructs: permissions, prohibitions and duties.
Permissions specify the actions that are allowed to be exercised on digital assets (e.g.,
read, write, modify, delete, copy, distribute, etc.). Prohibitions express limitations on
the exercise of permissions such as limiting the number of times a specific action can
be exercised or the type of devices on which assets can be used. Prohibitions may also
be used to specify actions that are not allowed to be performed on the assets. Duties
are obligations that must be fulfilled by subjects upon using the corresponding digital
assets. This includes conditions that must be met or actions that must be executed
before or after using the digital asset. For instance, a duty may specify that the subject
must inform the data owner upon using their data. [ODRI] also incorporates the notion
of constraints, which specify conditions for refining the applicability of rules, providing
additional granularity.

Due to its expressive power and flexibility, has been used in several frame-
works as baseline language for expressing usage control policies [53]. For instance, the
Industrial /International Data Spaces ([DS)) reference architecture [75] also leverages[ODRII
as policy a language for expressing data usage control rules in data spaces and data space
connectors. Likewise, Munoz-Arcentales et al. [70] used for defining data usage
control policies in industrial data spaces. They showed how data usage policies can be
specified using permissions, prohibitions and duties. They also demonstrate how
to specify consequences or compensating actions for violating obligations. Similarly, Es-
teves et al. [33] extended the access control language of the Solid protoco]ﬂ with the
functionalities of [QDRI] Their extension aims to address the need for legal compliance,
auditing personal data processing, specifying rights and obligations, as well as evaluating
the fulfilment of obligations. By leveraging [ODRI] their extension enables a seamless

integration with existing RDF-based systems within the Solid architecture, offering en-

Thttps://solid.github.io/web-access-control-spec/

23



2.4. POLICY LANGUAGES CHAPTER 2. STATE OF THE ART

hanced functionality for expressing consent and data handling policies while ensuring legal
compliance with the General Data Protection Regulation (GDPR]) and other regulations.

2.4.2 Open Policy Agent (OPA]) Rego

Rego [1] is a declarative policy language specifically designed for writing policies
in the policy engine, which provides a unified policy enforcement mechanism that
can be integrated into different systems and services. It was originally designed for Ku-
bernetes, but its flexibility makes it effective in diverse applications beyond container
orchestration. Rego follows a declarative syntax, allowing policy authors to express their
own semantics rather than being limited to predefined ones. Rego policies are expressed
as a collection of rules, each rule defining a condition and a corresponding action. Con-
ditions are logical expressions that refine the applicability of rules and determine when
they must be enforced, while actions specify the measures to be taken when the corre-
sponding conditions are satisfied. Rego has been gaining popularity recently and has been
adopted in various use-cases including access and usage control as well as compliance and

governance [102] [71], R2].

2.4.3 eXtensible Access Control Markup Language (XACML

The eXtensible Access Control Markup Language (XACMI)) [73] is the OASIS standard
policy language to express [ABAC policies. XACMII is widely used in the field of ac-
cess control due to its flexibility, expressiveness and rich semantics. It allows expressing
complex policies using a wide variety of logical operators, functions and data types. It
also supports obligations, which specify actions or conditions to be fulfilled as part of the
access control decision.

syntax is XMI-based and consists of policy sets, policies and rules, which
are defined in a hierarchical tree structure enabling more flexible and modular policy
management. A policy set is a container for multiple policies used to group related policies
together, while a policy is a collection of rules that specify access control conditions
and decisions. Each rule defines a condition that needs to be satisfied for the rule to
apply, and an effect (i.e., permit, deny) that indicates the access control decision that
should be made if the rule matches. Rule conditions are complex logical expressions
over attributes allowing for more complex conditions to be defined by combining multiple
attribute comparisons and logical operators. Policies and rules may include obligation

expressions that specify additional actions to be taken upon the access control decision.
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XACMI] relies on target expressions and combining algorithms to resolve conflicts in
policies and rules, and to select the applicable ones for making access control decisions.
Target expressions consist of attribute-based match expressions, and define the conditions
under which a policy or rule is applicable. Thus, when an access request is received, the
target expressions are evaluated to determine which policies or rules should be considered
for evaluation. In cases where multiple policies or rules are applicable, combining algo-
rithms come into play. Combining algorithms are defined at different levels, such as policy
sets and policies, and they determine how the results of individual rules or policies are
combined to make an overall access control decision. XKACMI] provides several combining
algorithms such firstApplicable, denyQuverrides or denyUnlessPermit. These algorithms
define the precedence and rules for combining the results and handling conflicts when
multiple policies or rules are applicable. For instance, the denyUnlessPermit combining
algorithm specifies that a permit decision must have priority over a deny decision when

multiple policies or rules apply.

Administration and Delegation Profile (ADP))

The Administration and Delegation Profile (ADP]) [83] is an extension to the
standard that defines a set of guidelines and mechanisms for managing access control
policies. It addresses the administrative aspects of policy creation, modification and dis-
tribution, as well as the delegation of authority to different entities within an organisation.
[ADDP specifically enables administrators and resources owners to specify who is allowed
to write access control policies about their resources. It also allows them to delegate the
authority of managing certain resources in specific circumstances. For instance, an ad-
ministrator may delegate the authority of policy management to another employee during

a vacation.

[ADD]is realised by allowing administrators or resources owner to express policies about
access control policies. These policies are designated as administrative policies and they
specify the rules and conditions for issuing access control policies for specific resources
and in specific contexts. This forms a tree of policies with leaf nodes being the access
control policies while the rest of nodes are administrative policies. Top level policies in
the tree are designated as roots of trust and they enable defining trust anchors for policy
evaluation. Therefore, an access control policy will be enforced only if is authorised by a

branch of administrative policies that resolves to a root of a trust.
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U-XACML

Colombo et al. introduced ULXACMI] [23, 61]: an extension of KXACMIJ that incorpo-
rates [UCONs temporal state (i.e., pre, ongoing and post). They specifically extended
XACMI] rules to include three condition expressions instead of one, each referring to one
of [TCONTs three temporal states. Likewise, they added a temporal state to obligation ex-
pressions to specify when each obligations must be enforced throughout the usage control
session. They also added an expression for attribute updates allowing policies to change
attribute values throughout the usage session as specified by the model.
Although U-XACML realises the novelties of the [JCONl model, it deviates from the
[XACMI] standard making it incompatible with existing policy engines. In addi-
tion, U-XACML restricts the principles of [JCON] to the condition expression level only,
preventing the upper elements of XACMII (e.g., policy sets, policies) from being classified
by [UCONs temporal states. Conversely, we argue that the XACMI]standard can be used
to express policies without any extensions or modifications. This can be achieved
by expressing [JCONI's temporal state as an attribute, and using it in the target expres-
sions of rules, policies and policy set to refine their applicability to the corresponding

temporal state.

2.4.4 Abbreviated Language For Authorisation (ALFA])

The Abbreviated Language For Authorisation (ALFA)) [72] is a[KACMTI] profile, currently
in the standardisation process by OASIS, designed to offer a syntactic alternative for
writing KACMTI policies. It maps directly to KACMI] without adding any new semantics
while providing a simplified and more user-friendly syntax. [ALFAls syntax makes it
much less verbose than [XACMI more human readable, and shorter in size allowing
faster parsing and evaluation.

[ALFAl incorporates the same concepts and elements as XACMI] and conforms with
the same hierarchical structure of policy sets, policies and rules. Like XACMI] [ATFAI
relies on combining algorithms to resolve conflicts between sibling rules or policies. It also
allows the use of functions, such as regular expression, string concatenation and others,
which helps to further refine applicability of policies and rules. A non-inclusive example
of [ALFAl syntax, structure and elements is shown in Listing [2.1]

[ALFAl has gained popularity due to its simplicity and ease of use. For this reason, we
use [ALFAl as a baseline language for our policy engine presented in Chapter @ We also
show examples of using [ALFA| to express policies in the policy-based solutions introduced

in this thesis.
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Listing 2.1: An example [ALFA] policy

1 policyset example-policyset {

2 target clause Attributes.department == "sales"

3 apply denyUnlessPermit

4 policy example-policy{

5 target clause Attributes.resource == "file.pdf"

6 apply firstApplicable

7 rule manager {

8 target clause Attributes.action == "write"

9 condition Attributes.subject.role == "manager"
10 permit

11 }

12 rule employee{

13 target clause Attributes.action == "read"

14 condition Attributes.subject.role == "employee"
15 permit

16 on permit { obligation notify { email = "manager@email.com" } }
17 }

18 rule default { deny }

sl P

2.5 Related Work

In this section, we provide an overview of related work, shedding light on the recent

advancements that address similar challenges, and highlighting limitations of these works.

2.5.1 Trusted Context Transformation

Salim et al. [90] presented an administrative model for managing attributes in [JCONI
Their model considers all attributes to be mutable and defines authorities that manage
attributes. In addition, it enables attribute authorities to delegate their rights of attribute
administration to other actors. However, their model relies on trusting the attribute
authorities and does not provide a rule-based resolution of attribute values. Moreover, it
does not address the issues of customisable authorisation lifecycle.

A risk-aware data usage control model was proposed by Martinelli et al. [64]. They
exploited the Analytic Hierarchy Process (AHP) to aggregate multiple attributes in a
single aggregated value. Specifically, they associate each attribute value with a level of

risk in a relation to a specific operation (i.e., performing an action on a protected resource).
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If multiple attributes are involved, they use the AHP to calculate the overall risk of the
requested operation and make the usage decision accordingly. Therefore, usage policies
can be simplified to use a single risk-level attribute that aggregates all other attributes.
By associating attributes with risk levels, their model provides a solution for the policy
engine to dynamically manage attributes. However, dynamic obligation management
and assignment remains overlooked. In addition, their model adheres to [UCONP's fixed

lifecycle, which restricts customisation.

2.5.2 Industrial/International Data Spaces (IDS)

In [I07], Zrenner et al. analysed the requirements of data sovereignty and usage control
policies in automotive data spaces. Accordingly, they proposed several different archi-
tectures for implementing usage control for data sovereignty. The architectures differ in
the advantages and disadvantages they provide to data consumers and data providers.
Zenner et al. address the challenges of leveraging usage control for data sovereignty at an
architectural level. In contrast, we address such challenges at a model level, and we en-
able applications other than data sovereignty. Therefore, the two works can be considered

complementary.

Similarly, Munoz-Arcentales et al. [69] designed an architecture for data usage control
in shared data spaces. The proposed architecture is based on the XACMI] [73] reference
architecture and the [75] reference architecture. Their architecture enables data
owners and data providers to define policies and monitor the use of their data by data
consumers, which ensure data sovereignty. Their work also addresses the challenges of data
usage control for data sovereignty at architectural level, and as such it can be considered

complementary to our work.

Jung et al. [50] proposed a solution for addressing data sovereignty challenges through
the use of data usage control and data provenance. They introduced relevant concepts
and technologies for realising usage control within the Their solution allows the for-
mulation of data usage restrictions as policies and converting them into machine-readable
policies that can be enforced by systems. They also presented a general architecture for
enforcing data usage control data space connectors. However, their solution does not
consider the data lifecycle and preserves [UCONT's fixed lifecycle. In addition, it does not

provide a mechanism to dynamically resolve attribute values and manage obligations.
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2.5.3 Cloud Data Hubs

Simonet et al. [98] designed a programming model for data lifecycle management. Their
model enables expressing the different events to be monitored and the operations to be
executed at each stage of the data lifecycle. The model is then used to develop data
lifecycle management applications. Although the main objective of their work is not
data usage control, their model can be used for data sovereignty and data usage control
by expressing usage policies as events and operations. Nonetheless, a dedicated policy
engine offers a more robust and flexible solution for supporting complex data usage control

requirements as well as compliance with regulations.

Cirillo et al. [22] introduced and intent-oriented data usage control system for federated
data analytics. The system enables data consumers and data provider to specify data
usage intents and data usage policies, respectively. The system then manages and controls
the data processing flows according to the defined intents and policies. Therefore, policy
enforcement is combined with service orchestration to make proactive data usage control
decisions. Their framework addresses the challenges of data usage control in shared data
spaces based on usage purpose. However, it does not address the challenges we describe in
this thesis as it does not provide lifecycle management or trusted context transformation

for data usage sessions.

In [10], we leveraged to handle data privacy and data subject rights throughout
the data lifecycle. The proposed framework allows data subjects to intervene and revoke
the consent for using their data. The framework also ensures compliance with regulations
by enabling policy administration and delegation. Nonetheless, the framework does not
address the session management issues described in this thesis. For instance, it uses
[UCONTs traditional lifecycle (i.e., pre, ongoing and post), which limits the expressibility
of the framework and its ability to capture specific contexts related to the data lifecycle

stages.

A policy-based data usage control for smart cities was proposed by Cao et al. [I8].
The model is designed to address the diversity of obligations and data usage requirements
that data owners impose on the use of their data. It provides a framework for defining
usage perspectives, usage restrictions, and data usage obligations. It also allows for the
specification and enforcement of policies that govern the usage of shared data. The
model is designed to enhance transparency and traceability of data usage, allowing data
providers to exercise control over the usage of their data by other actors. Nonetheless,
it does not enact usage control throughout the data lifecycle and does not address the

issues of dynamic attribute resolution and obligation management.
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Appenzeller et al. [6] introduced a set of tools and workflow that allow patients to
maintain control over the usage of their data. They also present an implementation of
a continuous digital consent enforcement workflow, where patients can define a detailed
declaration of consent for their medical data. Researchers can then request data through
a dedicated interface that enforces the patient’s consent. Their solution allows combining
data from different doctors to improve medical diagnosis and care-giving as data becomes
more valuable when multiple doctors contribute, while addressing the consequent privacy
concerns and potential legal issues. Although their work does not consider policy-based
systems, it can be considered complementary to our contributions as they provide solutions
for enforcing data subject rights.

Pretschner et al. [81] extended the TCON|I model to support the tracking of data flow
between different representations. Their extended model explicitly distinguishes between
data and the representation of data. It recognises that data can exist in multiple repre-
sentations, such as multiple copies of a file or multiple clones of an object. For example,
an image can exist as a network packet, a Java object, a window pixmap, a database
record, or a file. The data flow model is designed to capture and track these different
representations of data across system layers, including the operating system, runtime sys-
tem, window manager, and database management system. By incorporating the data flow
model into the usage control model, usage control policies can address not just one single
representation of data, but all representations. Their extended model does not enact data
usage control throughout the data lifecycle and does not provide trusted context trans-
formation. However, it can be considered as complementary work to our contributions as

we only focus on the usage control of single data items.

2.5.4 Smart Vehicles

Hamad et al. [3§] introduced a policy-based authentication and authorisation framework
for vehicular communications. They used a trust management model as the core of their
framework. When an application needs to connect to a remote entity, it makes a request to
the trust management system. The system evaluates relevant policies and makes a decision
based on the context. The framework introduces a performance overhead over network
connections, but this only affects new connections as the policies are only evaluated during
the setup phase. This means that the framework does not enforce continuous control and
does not take contextual changes into consideration once a connection is established.
Their work also does not consider managing contextualised credentials and capabilities

within the vehicle.
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Kim et al. [54] developed a decentralised access control framework by integrating an
[ABAC module in AUTOSAR [7] platform. They focused on protecting Electronic Con-
trol Unit (ECU) diagnostic interfaces from unauthorised access. Accordingly, diagnostic
Controller Area Network (CAN) messages are considered as subjects and their proper-
ties are used as subject attributes, while ECU properties as environmental attributes.
Their framework lacks context awareness and continuity of control as it only works with
a predefined set of attributes and enforces atomic access control.

Likewise, Gupta and Sandhu [37] proposed an extended and layered access-control-
oriented architecture for smart vehicles. They also provided an authorisation framework
that secures the dynamic intra- and inter-communications between vehicles and vehicle
components. They discussed and described how different access control models can be
enforced at the different layers of the architecture. Their framework, however, lacks
continuity of control as well as contextualised capability management.

Ammar et al. [4] developed an end-to-end [RBAC| mechanism that protects vulnerable
On-Board Diagnostics-II (OBD-II) ports. These ports impose a serious security risk as
they can be used to install software on ECUs and to access the internal vehicle network.
Thus, access to vehicle’s resources through the vulnerable OBD-II ports is regulated by
the proposed mechanism according to [RBAC policies. The mechanism is AUTOSAR-
compliant and can be installed on existing vehicles without any modifications. Nonethe-
less, their work overlooks the need for continuous monitoring as well as context-aware
credential management.

Rumez et al. [87] introduced a distributed [ABAC] tailored for Service-Oriented Ar-
chitecture (SOA]) automotive architectures. Their framework enforces access control for
domain controllers and their associated ECUs. The distributed nature of their approach
enables controlling individual access privileges based on authenticated subjects and dy-
namic attribute values associated with subjects and environmental conditions, such as
vehicle state or current location. While their approach enables contextualised capabilities,
it still lacks continuous monitoring and policy re-evaluation that updates the capabilities

when the vehicle’s situation changes.

2.5.5 Credential Transformation

MATTR [66], a Self-Sovereign Identity (SSI)) solutions provider, have introduced an ex-
tension to integrate OpenID Connect ([OIDC) with their platform. The extension
enables developers that are familiar with legacy identity systems to easily incorporate
in their existing systems. Although their extension bridges with [SSI| it remains
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limited to the MATTR platform only, and it does not consider other standards (e.g.,
Security Assertion Markup Language (SAML)).

The standard introduced the Self-Issued OpenlD Provider model [105], which
enables end-users to control and release their own identity information without direct
involvement of claims issuers. This model is based on the protocol and provides a
secure and user-centric approach to identity management. It gives users more control over
their identity information and enhances their privacy. This model enables the principles of
[SST, but it does not provide a solution to integrate and operate different identity systems
and credential technologies.

Similarly, the standard also introduce an extension for Verifiable Presentations
(VPk) J103]. The extension allows end-users to present [VPk containing one or more of
their credentials to verifiers using a digital wallet. Verifiers specify their requirements
and constraints for the VP such as the types of credentials needed and any specific
attributes or claims required. On the other hand, the wallet ensures that the VPl meets the
requirements specified by the verifier. This extension provides a standardised protocol for
requesting and presenting [VDPE, enabling interoperability and compatibility with existing
systems. This extension is limited to providing [VPk only, so it does not enable credential
transformation between different technologies and formats.

Siddiqui et al. [97] argued that the adoption of is low because the needs of service
providers and credential issuers have been overlooked. To address this problem, they
proposed a Credentials as a Service (CaaS) solution that enables service providers to run
their credential issuers on public cloud, and issue credentials accordingly. They lever-
age Trusted Execution Environments (TEESs) to protect user privacy and confidentiality
as well as the issuer functionality. While this solution facilitates the adoption of [SSI] it
does not provide a credential transformation and interoperability mechanisms.

Hong and Kim [43] presented a blockchain-based solution that complies with
OAuth 2.0. The solution combines with OAuth 2.0 by designing novel authentication
and authorisation processes based on OAuth, while also ensuring the decentralisation and
integrity of user and client information through the use of blockchain technology. This
provides user-centric authentication and authorisation controlled through the user’s own
device, giving users control over their own digital identities and personal data, while also
ensuring ease of integration with existing systems. Their solution allows to be ported
with OAuth-based systems. However, it does not address the challenges described in
this thesis as it does not dynamically transform credentials between different formats and
technologies.

Likewise, Lagutin et al. [59] introduced a solution for enabling the integration of
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Decentralised Identifiers (DIDk) and Verifiable Credentials (VCk) with the OAuth frame-
work for constrained [oT] devices. By extending the ACE-OAuth flow, the authors in-
troduced a method for delegating the processing of and [VCk to the OAuth Au-
thorisation Server. This extension significantly expands the number of devices capable
of utilising and [VCk, thereby enhancing the privacy, security, and usability of [oT]
devices. In addition, the authors address the challenge of local authentication, which is
not covered by ACE-OAuth, by proposing a solution for it. Their solution integrates
the principles with OAuth enabling easy and deployment and adoption of across
various organisations, especially for [oT] devices. However, their solution does not provide
dynamic credential transformation that allows organisations with different legacy identity
systems to operate.

Jung et al. [51] also proposed an OID-Based Identifier Framework to address the inter-
operability of heterogeneous identifiers in the context of the [QTl The framework utilises
the concept of meta-resolution and metadata repository to enable a unified identification
service. It allows devices belonging to different identifier infrastructures to transparently
interact with each other, even if they use different credential formats. The framework sup-
ports the interoperability of different credential formats by providing a metadata repos-
itory that stores the metadata of different credential formats. This metadata can be
used to resolve the credential format and retrieve the identification and communication
information of the target peer device. Their framework, however, does not provide a
dynamic solution for transforming and interoperating identifiers as applications using the
framework must understand the format and contents of the resolved metadata.

A credential conversion service for SAMI] credentials was introduced by Cénovas et
al. [I7). Tt converts external nondSAMI] credentials into [SAMII assertions according to
a predefined conversion policy. The proposed service can issue different types of
assertions based on the presented user credentials. To express the syntax and semantics
of the credential conversion service, the authors introduced extensions to SAMIl Their
solution is similar to the credential transformation bridge we propose in this thesis as it
converts credentials dynamically based on a predefined policy. However, their credential
conversion service is focused on [SAMT] only, while our credential bridge is generalised and

considers several credential formats and technologies.

2.5.6 Summary

Although these works provide valuable contributions in their respective fields, they still

overlook the challenges tackled in this thesis. To this end, we outline a summary of the
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overlooked gaps in Table

Table 2.1: Summary of overlooked gaps by related work

Scope

Gap

IDS

IDS is a relatively new field that identifies [JCON] and policy-
based governance as key technologies. Several works have
tackled the integration of and IDS. However, they only
address architectural challenges and use [JCONl's traditional
lifecycle. None of the discussed works considers contract nego-
tiation or custom lifecycles to govern data sharing and enforce

agreements.

Data Hubs

The discussed works in this scope fall in two categories. Some
address problems that are complementary to our work while
overlooking the challenges we tackle in this thesis. Others ad-
dress similar challenges to our work, but only partially. For
example, several solutions for data lifecycle management were
proposed, but they did not address data usage control. In con-
trast, other solutions leveraged usage control to govern data,

but did not consider the data lifecycle.

Smart Vehicles

Fine-grained access control has been considered by many re-
searchers in the automotive field. However, none of the dis-
cussed works consider usage control with continuous monitor-
ing and policy re-evaluation. More importantly, they do not
consider managing the lifecycle of contextualised capabilities

within the vehicle.

Credential Transformation

There are various solutions to interoperate different creden-
tial technologies and formats between different jurisdictions.
However, dynamic credential transformations that can tailor
the decision making for individual cases remain absent. This
is important as credential transformations may require col-
lecting additional credentials and information to complement

the process.
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Trusted Context Transfor-

mation

Among the discussed related work, there are solutions pro-
posed to govern attribute values. However, these solutions
depend on their respective applications, so they cannot be
applied on other use-cases. Therefore, a general solution is
needed as identified by this thesis.

Custom Lifecycles

Most of the discussed works use [UCON| with its traditional
temporal lifecycle, even though their respective application
domains require a more fine-grained lifecycle. Some ap-
proaches have modified the [JCON] lifecycle or proposed the
use of external lifecycle management tools. However, they
only focus on fixed lifecycles specific to their respective re-
quirements, and do not provide a general solution that allows

tailoring the lifecycle for different application domains.

Unified Solution

Evidently, many adaptations of and policy systems
have been proposed to address various requirements. While
their contributions are valuable, they lack comprehensiveness.
Therefore, a unified solution is required to encompass these
variations as well as future applications. The unified solu-
tion must also decouple the logic and behaviour of the policy
system from its applications and the corresponding policy au-

thoring.
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Chapter 3

UCON+: An Extensible Model for

Policy-Based (Governance

This chapter describes the proposed extensible model for policy-
based governance.

3.1 Introduction

In this chapter, we introduce UCON+: an extensible model for policy-based governance
that goes beyond conventional access and usage control. UCON+ is based on Usage
Control ([UCONI), so it is also an attribute-based model that allows attribute mutabil-
ity, incorporates session-based monitoring, and re-evaluates the security policy. However,
UCON+ specifies an abstract foundation only, allowing the specification of concrete exten-
sions and tailoring them for specific requirements. To illustrate this, we draw an analogy
between UCON+ and an abstract class in Object-Oriented Programming (OOP)), as the
abstract class defines common attributes and method signatures and its subclasses ex-
tend it with concrete implementations. Similarly, UCON+ defines general structures and
common behaviour, and concrete extensions specify the extensible behaviour.

The purpose of UCON+ is to model the components and execution of the evalua-
tion session. It defines the evaluation session as a sequence of policy evaluations during
which the context (i.e., attribute values) changes between evaluations. This sequence of
evaluations adheres to a lifecycle, which is the set of phases that the evaluation session
passes through during its lifetime. UCON+ does not specify a predefined or fixed lifecycle.
It only outlines the overall structure and components of a lifecycle, and leaves the spe-

cific lifecycle definition to concrete extensions. Moreover, UCON+ states that contextual

37



3.2. EVALUATION SESSION COMPONENTS CHAPTER 3. UCON+ MODEL

changes and lifecycle transitions must be governed and driven by conditional rules that are
specified by concrete extensions of the model. Therefore, distinct concrete extensions of
UCON+ are constructed by specifying such rules and defining a specific lifecycle. To this
end, we identify three types of policies used in UCON+: (1) Access Control policies are
Attribute-Based Access Control (ABAC) policies that specify rules over attributes that
evaluate into a decision (e.g., permit, deny) as well as obligations; (2) Context Trans-
formation policies specify rules for governing attribute values and updates, and setting
the context; (3) Lifecycle Transition policies specify rules that drive the lifecycle and fire
transitions between phases based on predefined conditions. UCON+ does not assume a
specific enforcement system or policy language, and only defines general structures for
these policies, enabling existing policy languages to be easily used as long as they adhere
to these structures.

Accordingly, the evaluation session in UCON+ is composed by the following five com-
ponents: (1) an evaluation context (2) a lifecycle; (3) a context transformation policy;
(4) a lifecycle transition policy; (5) access control policies. The execution of the session
consists of recurring executions of the three policies until the session terminates.

The rest of this chapter describes the components of an evaluation session and how
it is executed. It provides a rigorous description along with annotations based on widely
understood notions of set theory to clearly communicate the concepts and avoid unam-
biguous understanding that may be caused by the high level of abstraction introduced by
the model. We highlight that this is not a formal specification of the model as formalisa-
tion is out of the scope of this thesis which is focused on applied research. We also note

that there is a different work-in-progress that is focused on the formal model [94].

3.2 Evaluation Session Components

In this section, we describe the components that form the UCON+ evaluation session.
We start by introducing the following basic notions that will be used to define the key
concepts of UCON+. We specifically consider disjoint, infinitely countable sets Attr, Val,
Dec, Evt of attributes, values, decisions, and events, respectively. Attr and Val are the
sets of all possible attributes and all possible values respectively. Each attribute a € Attr
is associated with a (possibly infinite) set dom(a) C Val, called the domain of a, such
that VYa € Attr, dom(a) = {v € Val | v is a possible value of a}. UCON+ extends the
classical two-valued decisions (i.e., permit or deny) and allows custom defined decisions,
so Dec include all possible access policy decisions. We also identify a distinguished element

of Dec, denoted L, which we call the null decision, representing the initial decision at the
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beginning of the session. Evt includes all possible events that invoke phase transitions
(e.g., from collection to retention) in all possible lifecycles. In the elements described
below, we consider a schema defined as a triple (A, D, E), where A C Attr, D C Dec with
1 € D, and E C Evt are all finite. Intuitively, a schema defines the sets of attributes,

decisions and events that are needed in a particular extension model of UCON+.

3.2.1 Evaluation Context

UCON+ is based on attributes, which are characteristics about the subject, object or
environment, such as a role, data type or time. Accordingly, the context of a UCON-+
evaluation session is the assignment of values to all relevant attributes at a particular
instant during the lifetime of the session as defined in Definition [3.2.1]

Definition 3.2.1 (Context) Considering a schema S = (A, D, E), an evaluation con-
text over the schema S is a function p : A — Val such that for each a € A, p(a) € dom(a).
That is, p associates each attribute in A to one of the possible values in its domain. We

use C[A] to denote the set of all contexts over A.

We identify a special type of attributes designated as internal session attributes, which
describe the session and are solely managed by it. For example, the lifecycle phase, ac-
cess control decision and obligation status (e.g., fulfilled, pending) are internal session
attributes, and are part of the evaluation context. These attributes are part of the eval-
uation context and visible to all policies used in the session, but their values are unique
for each individual session (i.e., each session has its own snapshot of these attributes).
The rest of attributes are designated as external attributes and may be managed by the
policy engine itself (e.g., time attribute) or by external authorities such as an Identity
Provider (IdP]), database, sensors, etc.

All attributes are considered mutable and their values may change. This means that
the evaluation context undergoes continuous transformations throughout the session life-
time triggering policy re-evaluations. Attribute updates may be invoked by external
authorities and third parties, or by the policy engine itself. Nonetheless, the context
transformation policy specifies rules that govern such contextual changes and resolve at-

tribute values, ensuring a trusted context transformation as described in Section (3.2.4]

3.2.2 Evaluation Lifecycle

The lifecycle of an evaluation session is a series of phases that defines a workflow for

enacting the session. Each phase is a particular step in the course of development of
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the evaluation session, describing its state at a specific period of its lifetime. As such, a
phase must be a characteristic of the evaluation session that refines and influences the
selection of policies and rules to be enforced at that stage of the session. This allows
enforcing different rules based on how the session progresses throughout its lifetime. For
example, the ongoing phase in [UCONlindicates that usage has started and is in progress,
so ongoing policies are used to check whether usage should still be maintained.

We argue that the number of phases of the evaluation lifecycle must be finite and
the transitions between them must be deterministic to ensure predictable behaviour and
consistent policy-based governance. Specifically, if two evaluation sessions are subjected
to the exact same policies, conditions and attribute values, then both sessions must fol-
low the exact same path in their lifecycles. For this reason, we model the lifecycle as
a Deterministic Finite Automaton (DFAI) such that [DFA] states represent phases, and
transitions describe how the lifecycle progresses throughout the session lifetime. This
also enables customising the lifecycle in each extension of UCON+ by specifying distinct
[DFAL. Accordingly, we use a common definition of [DFAI [27, [96] to describe the lifecycle
as defined in Definition 3.2.2]

Definition 3.2.2 (Lifecycle) Considering a schema S = (A, D, E), a lifecycle is a [DFAI
W= (Qa F7 E7 init, 6)7 where

Q is the set of states (or phases) of W,

F C Q is the set of final states of W,

E is the set of labels of W,

Ginit € Q \ F' is the initial state of W, and

0 (Q\F)x E — @Q is the transition function of W, and it determines the next

state to transition to given a non-final state in () and a label in E. .

Transitions between phases are conditional based on the evaluation context. For in-
stance, the data usage lifecycle moves from the collection phase to the retention phase
only if all collection obligations are fulfilled and the data collection process is completed.
Similarly, the lifecycle of a [UCONI authorisation transitions from the pre phase to the
ongoing phase if the authorisation decision is permit and resource usage has started.
The lifecycle transition policy specifies such rules and conditions that determine when to
fire events (i.e., the labels of the [DFAl transitions) that change the phase. This allows the
lifecycle transition policy to dynamically drive the lifecycle as the session evolves and the

context changes as described in Section [3.2.5|
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3.2.3 Access Control Policy

A UCON+ access control policy consists of a set of attribute-based rules that evaluate
into a decision and a set of obligations given a specific context. Thus, the access control
policy is a function that takes the context as an input and returns a decision as well as
a set of obligations as illustrated in Figure (3.1} Obligations are considered functions that
set or modify attribute values. For instance, an obligation to delete data is treated as
updating a Boolean attribute named delete to true.

Internal session attributes (e.g., phase) are passed to the access control policy within
the evaluation context, which enables refining policy or rule applicability. However, the
access control policy is agnostic to the evaluation lifecycle as well as the context transfor-
mation and lifecycle transition policies. Namely, the access control policy treats internal
session attributes as normal attributes and uses them, but it is not concerned with how
these attributes are managed or how they change. This decouples the access control logic
from the rest of the session execution logic, enabling existing [ABAC systems to be easily
extended with the novelties of UCON+. Therefore, existing [ABAC] policy languages can
be used in UCON+ as long as they conform with Definition [3.2.3] which describes the

access control policy considering a schema S = (A, D, E).

» Decision (d)
Access Control

Policy (a)

Context (u)

» Obligations (1)

Figure 3.1: The inputs and output of the access control policy

Definition 3.2.3 (Access Policy) Considering a schema S = (A, D, E), an access pol-
icy over S is a pair a = (dec,obl) of functions dec : C[A] — D and obl : C[A] — C[A],

called the decision function and the obligation function of o, respectively. .

Intuitively, an access control policy a = (dec, obl) over S specifies the following: given
some context p : A — Val, the decision function dec should be evaluated over i to obtain
a decision d = dec(u) € D (e.g., permit); moreover, the obligation function should be
evaluated over u, to provide a set of possible actions one has to take, i.e., some new values
w' = obl(u) for the attributes (e.g., delete data).
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3.2.4 Context Transformation Policy

As mentioned before, the access control policy is evaluated against the context. Thus, the
context must be prepared and enriched before evaluating the access control policy in order
to ensure that all required attributes and values are present. Moreover, attribute values
may be updated while the access control policy is being evaluated and enforced. We refer
to such attribute updates as the external context. The external context must be integrated
with the evaluation context before the next evaluation of the access control policy. These
contextual changes and enrichments are governed by the context transformation policy.
The context transformation policy specifies rules for resolving attribute updates (i.e.,
the external context) and preparing the evaluation context for the next access control
policy evaluation. For example, a context transformation rule may specify that if the
data-type attribute is clinical-trials, then the data-category attribute must be
set to public-benef itE|. Therefore, the context transformation policy takes the current
evaluation context as well as the external context as input and produces a resolved context
as illustrated in Figure|3.2l In Definition [3.2.4| we define the context transformation policy

considering a schema S = (A4, D, E).

Current Context () ———»
Context Tr.ansformatlon Resolved Context (i)
Policy (1)

External Context (v) ————»

Figure 3.2: The inputs and output of the context transformation policy

Definition 3.2.4 (Context Transformation Policy) Considering a schema
S = (A, D, E), a context transformation policy over S is a function X : C[A]*> — C[A]. =

Intuitively, a context transformation policy A over S specifies the following: given
some context p : A — Val, and another context v : A — Val representing possible values
from external attribute updates, the context transformation A is in charge of resolving

possible conflicts between p and v, providing a new assignment of values to the attributes

fo=Np,v).

'In GDPR, public benefit data refers to information processed for significant public interests, allowing

for necessary processing exceptions while safeguarding data subjects rights.
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3.2.5 Lifecycle Transition Policy
As described in Section [3.2.2], the evaluation lifecycle is a [DFAl which transitions from

one phase to another based on the event (i.e., [DFAllabel) fed to the transition function.
Figure [3.3] shows an example of a [DFA] that transitions from the retention phase to
destruction phase when the delete-data event is fired. The lifecycle transition policy
drives the lifecycle by specifying which lifecycle events to fire based on predefined rules and
conditions. For instance, the policy may specify that if the current phase is retention
and the decision is deny, then the delete-data event must be fired, causing a transition
to the destruction phase. Therefore, the lifecycle transition policy takes the context and
decision as input, and outputs a [DFA] event as illustrated in Figure [3.4 Definition [3.2.5

describes the lifecycle transition policy considering a schema & = (A, D, F).

) delete-data )
retention destruction

Figure 3.3: Example of a [DFA]

\ 4

Decision (d)
Lifecycle Transition -
Policy () » DFA Event (e)

\ 4

Context (u)

Figure 3.4: The inputs and outputs of the lifecycle transition policy
Definition 3.2.5 (Lifecycle Transition Policy) Considering a schema S = (A, D, E),

a lifecycle transition policy over S is a function v : C[A] x D — E. .

Intuitively, a lifecycle transition policy v over § specifies the following: given some
context p : A — Val, as well as some decision d € D, the lifecycle transition policy

specifies which event e = v(u, d) should take place (e.g., start data transfer).

3.3 Evaluation Session Execution

In this section, we describe how an evaluation session is formed and executed by the
components introduced in Section [3.2l We also provide the corresponding definitions and
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explain the constraints and conditions of a valid execution of the session.

A UCON+ evaluation session is a sequence of steps that adheres to the lifecycle. Each
step is an access control evaluation followed by context transformation then lifecycle
transition evaluations. Different access control rules may apply at each phase of the
lifecycle (e.g., the security rules of data collection are different than the rules of data
retention). For this reason, access control policies are classified by lifecycle phases
(i.e., one policy for each phase) ensuring that the appropriate access control policies are
evaluated when the phase changes within a specific step of the sequence.

The sequence starts with an initial context g as well as a null decision and null
obligations. This means that the very first access control evaluation (i.e., in the init phase
during the initialisation of the session) takes a non-actionable decision and obligations
that do not require enforcement ﬂ For this reason, we introduce the concept of partial
access control policy defined as follows: considering a schema S = (A, D, E), an access
policy o = (dec,obl) over S is partial if there is p € C[A] such that dec(u) = L; that is,

S0 (or simply o

for certain attribute values, the policy provides a null decision. We use «
when § is clear from the context) to denote the (partial) access policy (dec, obl) such that
dec(y) = L and obl(y) = p, for all u € C[A]. That is, a? evaluates into a null decision
and null obligations that do not require enforcement]

Accordingly, a UCON+ session combines the above elements and consists of a lifecycle,
a context transformation policy, a lifecycle transition policy, and a set of access policies,
one for each lifecycle phase with the access policy o of the initial phase being partial, as

defined in Definition B.3.11

Definition 3.3.1 (Session) Consider a schema S = (A, D, E). A UCON+ session over
S is a quadruple T = (W, \,~, A), where:

e W= (Q,F,E, Gn,0) is a lifecycle as defined in Definition[3.2.3;
e )\ is a context transformation policy over S as defined in Definition |3.2.4);
e 7 is a lifecycle transition policy over S as defined in Definition |3.2.5;

o A = {ag}qeq\r is a set of access control policies over S as defined in Defini-
tionm one for each (non-final) phase of W, where ay,,, = a” is the only partial

2Note that the null decision and null obligations are different than the complete absence of decision
and obligations, so the policy still evaluates into a decision and obligations, but their values are null,

which does not require enforcement.
3An alternative specification to this is to check if the session is in the initialisation phase and skip

access control. However, we decided to use the partial policy to keep all steps in the sequence uniform.
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access policy in A. .

At each step of the sequence, the session has a specific configuration that defines the
contents of the attributes as well as the lifecycle phase as defined in Definition [3.3.2]

Definition 3.3.2 (Configuration) Consider a schema S = (A, D, E), and a UCON+
session T = (W, A, v, A) over S, with Q the set of phases of W. A configuration of Z is
a pair (q, ) of a phase q¢ € Q and a context p over the attributes of S. .

A valid step in the sequence is a transition from one configuration (qi, p1) to another
(ga, 12). When transitioning, access control is performed first, followed by context trans-
formation then lifecycle transition as shown in Figure [3.5] Specifically, a valid step starts
with access control evaluation where a new decision d and a new context y’ are obtained.
The decision is taken via the decision function of the access control policy ay, of the cur-
rent phase ¢; over the context i, such that d = dec,, (¢t1). The new context is obtained
according to the obligation function obl, of oy, when evaluated over the context i,
such that p = obly, (p1). Then, according to the new context y/ and the external context
(i.e., external attribute updates) v, the context transformation policy A solves possible
conflicts and provides a final context us = A(y/, v). Finally, the lifecycle transition policy
7 selects the event e = y(ug,d) that brings the lifecycle to the next phase g2 = (g1, €).
Accordingly, a valid step is defined in Definition [3.3.3] as follows.

Definition 3.3.3 (Valid Step) Consider a schema S = (A, D, E), and a UCON+ ses-
sion T = (W, \, v, A) over S, a valid step of Z w.r.t. some (external) context v € C[A] is

an expression of the form
(q1, 1) = (g2, p12),

where (q1, 1) and (qo, u2) are configurations of Z such that:

e first the decision d and obligations ' are taken via the access control policy o, =

(decy,, 0bly,) such that d = decy, (1) and p' = obl,, (p1);

e then a resolved context uo is obtained via the context transformation policy \ such
that po = A/, v);

o subsequently an event e is obtained via the lifecycle transition policy v such that
€= 7(:“27 d) ;

e and finally the next phase gy is obtained via the transition function 0 of the
such that go = 6(qq,€). .
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Current Phase (q,)

Context (u,) l
Decision (d)
Access Control 7| Lifecycle Transition DFA DFA Transition New
Policy () Obligations (i) | Policy (y) Event (e) Function Phase (q)
Context Transformation | Resolved [_’

i Context (11,)
External Context (v) ——»] Policy (2) Ha

Figure 3.5: A valid step in the evaluation session

Therefore, a valid execution of a UCON+ session Z is a sequence of valid steps that

follow the lifecycle, and comply with the policies as depicted in Figure [3.6| and defined in
Definition 3.3.4

Definition 3.3.4 (Valid Execution of a UCON+ Session) Considering a schema
S =(A,D,E), let p be a context over A, and let T = (W, A\,7,A) be a UCON+ session
over S, with W = (Q, F, E, qinit,0). A valid execution p of Z starting from p is a (possibly
infinite) sequence

(90, 10) = (g1, 111) 2N (qo, p12) i S
of valid steps of T such that:

1. (qOHLLO) = (Qinituu); and

2. if p is finite, its last configuration has a phase in F (i.e., a final phase of W) at
which the session terminates. .

Phase 1 ~| Lifecycle |—> Phase 2
K

Access Policy 1 Access Policy 2

Decision Lifecyr.:le Decision Lifecyr.:le ;
Transition Transition
Current 17 _______
Context
Context
Obligation Context. Obligation Transformation
Transformation T

I
External External
Context Context

Figure 3.6: A valid execution of the evaluation session

In conclusion, a valid execution of an evaluation session is a loop of valid steps that

exits when the lifecycle reaches a final phase as illustrated in the activity diagram in

Figure 3.7
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no

Access Control Context Transformation Lifecycle Transition DFA Transition .
— F 3 . . Final phase?
Policy Policy Policy Function

Figure 3.7: An activity diagram illustrating the execution of the session

3.4 Model Coverage

UCON+ is an extensible model for policy-based governance that can be adapted to various
requirements and application domains. In Chapters [, we demonstrate the novelties of
UCON+ in several application domains by constructing extensions tailored for different
requirements including data-oriented usage control as well as credential transformation.
In this section, we further highlight the extensibility of UCON+ by showing how it can
be used to construct [ABAC] and [TCONI

3.4.1 Constructing ABAC Using UCON+

[ABAC does not incorporate session-based monitoring and policy re-evaluation. Thus,
contextual changes are not relevant and do not need to be governed by a context trans-
formation policy. Therefore, only the lifecycle transition policy must be specified to cover
[ABACl Park and Sandhu [76] demonstrated that [ABAC]is a subset of [JCON] and can be
realised by evaluating pre rules only. Accordingly, the ABAC lifecycle consists of a single
phase only, the pre phase, and all access control rules are implicitly classified under it.
The [ABAC lifecycle is illustrated in the [DFAl in Figure [3.8]

i pre completed

Q reguest access ‘/\ evaluation =O

Figure 3.8: [DFAlillustrating the lifecycle of an [ABAC] evaluation

To enact this lifecycle, the lifecycle transition policy must specify two rules. The first
rule specifies that if the evaluation session is in the init phase, then the request access
event must be fired, triggering a transition to the pre phase. The second rule specifies that

if the session is in the pre phase, then the evaluation completed event must be fired,
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triggering a transition to the exit phase and ending the evaluation session. Therefore,

an [ABAC evaluation is enacted in the following steps:

(1) the partial access control policy of the init phase is evaluated providing a null

decision and null obligations;

(2) the context transformation policy is evaluated next, but it does not specify any
rules because contextual changes are irrelevant in [ABAC] so the context remains

unchanged;
(3) the lifecycle transition policy is then evaluated firing a transition to the pre phase;

(4) the evaluation context is then passed to the access control policy of the pre phase,
and the policy is evaluated providing an [ABAC] decision and obligations;

(5) the context transformation policy is evaluated again without changing the context;

(6) finally, the lifecycle transition policy is evaluated again and it fires a transition to

the exit phase terminating the session.

3.4.2 Constructing UCON Using UCON-+

[UCON] does not incorporate rule-based governance of contextual changes, so the context
transformation policy is irrelevant here as well, and only the lifecycle transition policy
needs to be defined. [UCONIs lifecycle consists of three temporal phases called pre,
ongoing and post. As illustrated in the [DFAl in Figure the lifecycle starts with the
pre phase when usage is requested. Then, it either terminates if usage is denied or moves
to the ongoing phase when usage starts. The lifecycle remains in the ongoing phase as
long as usage is in progress, and transitions to the post phase when usage ends or is
revoked. Finally, it terminates after passing through the post phase.

To enact this lifecycle, the lifecycle transition policy of [TCONl must specify the fol-

lowing rules:

e if the current phase is pre and the decision is permit, fire the start usage event

(this leads to a transition to the ongoing phase);

e otherwise if the current phase is pre and the decision is deny, fire the exit event

(this ends the session);

e if the current phase is ongoing and the decision is permit, fire the in progress

event (to stay in the ongoing phase);
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in progress

request usage /\ start usage )
O > pre »( ongoing

p

exit revoke usage

A

A

exit

post

Figure 3.9: [DFAl illustrating the lifecycle of a [UCON] evaluation session

e otherwise if the current phase is ongoing and decision is deny, fire the revoke

usage event (this causes a transition to the post phase);

e finally, if the current phase is post, fire the exit event (to end the session).
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Chapter 4

UCON+ Policy Engine

This chapter introduces a policy engine implemented to realise
the proposed model as well as the applied research objectives of
this thesis. It specifically describes the policy language and the
architecture of the policy engine, and provides an analysis of ex-
perimental evaluation results.

4.1 Introduction

To realise the UCON+ model, we introduce a policy engine that embodies its proposed
concepts. The engine specifically implements the common behaviour and general struc-
tures defined by UCON+-. Moreover, it enables the use of policies to specify the extensible
behaviour of the model, namely the context transformation and lifecycle transition. This
allows the engine to realise different concrete extensions of UCON+ without the need for
reimplementation as extensible behaviour is defined in policies. Therefore, the policy en-
gine can be adapted to address different requirements, and to realise our applied research
objectives. The engine conserves a full Attribute-Based Access Control (ABAC]) baseline,
supports auxiliary evaluators and leverages a modular architecture. It consists of core
implementation optimised for device environments using C++, as well as a wrapper im-
plemented in Go and optimised for cloud and micro-service environments. This chapter
provides an overview of the design and implementation of the policy engine, outlining the
used policy language, describing the architecture and interactions among its components,

and presenting an experimental performance analysis.
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4.2 Policy Language

In this section, we outline the policy language used in the UCON+ policy engine to express
access control policies as well as context transformation and lifecycle transition policies.
We also demonstrate the use of the policy language with example policies. However, we
note that the provided examples are not comprehensive for brevity and are intended solely

for demonstration purposes.

4.2.1 Access Control Policies

The policy engine uses Abbreviated Language For Authorisation (ALFA]) as a baseline
policy language for expressing access control policies. This decision was motivated by the

following considerations:

e Asoutlined in Section [2.4.4] [ALFAlis a profile of eXtensible Access Control Markup
Language (XACMI)) (a standard and widely adopted policy language), sharing iden-
tical semantics and features.

o [ALFATs syntax is significantly simpler and less verbose than XACMIJs syntax, which
makes it more human readable and shorter in size allowing faster parsing and eval-

uation.

e Like XACMTI] [ALFA] is highly expressive and flexible, which enables expressing

various and complex access control policies.

e [ALFAl enables fine-grained decision-making, allowing for more precise control over

resources.

e [ALTFAlconforms with the definition of access control policies provided by the UCON+
model in Section |3.2.3] as it evaluates into a decision and obligations given a specific

context.

As highlighted in Section [3.3] access control policies are classified by the phases of
the evaluation lifecycle such that distinct rules apply at each phase. Instead of mod-
ifying the [ALFAl standard, we express such classification by adding an expression in
the target clause that checks the value of the phase attribute (e.g., target clause
Attributes.session.phase == "retention"). This allows the policy engine to filter

and select policies and rules based on the current value of the phase attribute.
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Listing [4.1] shows an example of an access control policy expressed in [ALFA] and used
to govern the use of patient data at the Red Cross Hospital. The target clause at line 2
specifies that the policy is classified as a collection policy and will be enforced upon
collecting patient Electronic Medical Records (EMRE). The first rule of the policy (lines 4
to 7) specifies that policy engine must discharge an obligation to obtain patient consent if
it has not been obtained yet. The second rule (lines 8 to 13) specifies that data collection
is permitted given the following conditions: (1) the data subject (i.e., patient) consents
the collection of their [EMRE; and (2) the subject collecting data is a staff of the Red
Cross Hospital; and (3) the purpose of collecting data matches the purposes consented by
the patient. Finally, a default deny rule is added to deny any other cases.

Listing 4.1: Non-comprehensive example of data collection policy expressed in [ALFAI

1| policy collection {

2 target clause Attributes.session.phase == '"collection"

3 apply firstApplicable

4 rule obtain-consent {

5 target clause Attributes.dataSubject.consent == "missing"

6 deny on deny { obligation obtainConsent { } }

7 }

8 rule allow-usage {

9 target clause Attributes.dataSubject.consent == "obtained"

10 condition Attributes.subject.institution == "Red Cross Hospital" and
11 Attributes.collectionPurpose in Attributes.dataSubject.consent.purposes
12 permit

13 }

14 rule default { deny }

15 }

Similarly, Listing presents another example of an access control policy classified
under the processing phase as specified in the target clause of the policy (line 2). The
first rule (lines 4 to 7) allows staff of the Red Cross Hospital to process data, but the
data subject (i.e., the patient) must be notified accordingly as specified in obligation
notifyDataSubject at line 6. The second rule (lines 8 to 15) specifies that staff of
other institutions are allowed to process the data given the following conditions: (1) the
subject requesting data processing is a staff of a trusted institution; and (2) the purpose
of processing data matches the purposes consented by the patient. In addition, the rule
includes two obligations specifying that the data must be anonymised before processing

and the patient must be informed about the use of their data. The last rule is default
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rule that denies any other cases.

Listing 4.2: Non-comprehensive example of data processing policy expressed in [ALFA]

1|policy processing {

2 target clause Attributes.session.phase == "processing"

3 apply firstApplicable

4 rule hospital-staff {

5 target clause Attributes.subject.institution == "Red Cross Hospital"
6 permit on permit { obligation notifyDataSubject { } }

|y

8 rule research {

9 target clause Attributes.subject.institution in Attributes.trustedParties
10 condition Attributes.processingPurpose in

1 Attributes.dataSubject.consent.purposes

12 permit on permit {

13 obligation anonymize { }

14 obligation notifyDataSubject { }

s B

16 rule default { deny }

17 }

4.2.2 Context Transformation Policies

Context transformation policies are semantically different than access control policy as
they do not need to evaluate into an authorisation decision (e.g., permit, deny). Instead,
these policies only need to modify attribute values based on predefined rules. Nonetheless,
we use [ALFA] to express context transformation policies by exploiting [ALFA] obligations
to specify attribute values. For demonstration purposes, we provide in Listing a non-
comprehensive example showing how [ALFAlcan be used to express context transformation
policies.

We use the permitUnlessDeny combining algorithm because it combines all obliga-
tions from all applicable rules that evaluate into permit as long as there are no applicable
deny rules. The decision used in all rules is always set to permit, so all applicable rules will
be enforced and attribute values will be modified accordingly. The first rule (lines 4 to 9)
applies if the data.category attribute is required in the evaluation session. The rule
sets the data.category to “public benefit” if the data.type is “clinical trial”
or “genomic” data. This is achieved by enforcing the updateDataCategory obligation
specified at lines 7 and 8.

o4



CHAPTER 4. UCON+ POLICY ENGINE 4.2. POLICY LANGUAGE

Likewise, the second rule (lines 10 to 16) sets the transferPurpose attribute to
“untrusted” if data transfer is requested for “research” purposes by a non-research
institution. Such rules allow the policy engine to govern attributes coming from external

third parties in a decentralised environment.

Listing 4.3: Non-comprehensive example of context transformation policy expressed in

[ALFA]

1| policy context-transformation {

2 target clause Attributes.session.model == "health-data"

3 apply permitUnlessDeny

4 rule data {

5 target clause "Attributes.data.category" in Attributes.session.required
6 condition Attributes.data.type in ["clinical trial", "genomic"]

7 permit on permit{ obligation updateDataCategory {

8 Attributes.data.category = "public benefit"

o

10 rule untrustedPurpose {

11 target clause "Attributes.transferPurpose" in Attributes.session.required
12 condition Attributes.subject.institution.type != "university"

13 and Attributes.transferPurpose == "research"

14 permit on permit { obligation updateTransferPurpose {

15 Attributes.transferPurpose = "untrusted"

sl

17 }

4.2.3 Lifecycle Transition Policies

Lifecycle transition policies are also semantically different than access control policies and
do not need to evaluate into an authorisation decision. However, we also exploit obliga-
tions to express these policies using [ALFAl The UCON+ model specifies that the lifecycle
is a Deterministic Finite Automaton (DFA]) and the lifecycle transition policy fires [DFAI
events (i.e., labels) causing the phase to change according to the [DFAls transition func-
tion. However, in the policy engine we use the lifecycle transition policy to directly modify
the phase. This means that the [DFAl and its transition function are implicitly defined in
the policy. Listing shows a non-comprehensive example of a lifecycle transition policy
that enacts the Usage Control (UCON]) lifecycle illustrated in Figure Further

examples of lifecycle transition policies are provided in Chapter [5
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in progress

O request usage /\ start usage

> pre

ongoing

‘

exit revoke usage

exit

post

O

Figure 4.1: [DFAl illustrating the lifecycle of a [JCON] evaluation session

All sessions in the policy engine start with the init phase. Accordingly, rule init
(lines 4 to 8) sets the phase to pre, implicitly firing the usage requested event in the
[DFA] in Figure Rule usageAllowed at lines 9 to 15 changes the phase from pre to
ongoing if the decision is permit and all obligations are fulfilled. This corresponds to
the start usage transition in the [DFAL In contrast, rule usageDenied specifies that the
session must transition to the exit phase and terminate if the pre decision is deny or
obligations are violated. The last rule sets the phase to post when the session is in the
ongoing phase and the obligations are violated, or usage is denied or ended. Similarly,
the rest of the rules can be specified to completely enact the [JCON]lifecycle. By directly
updating the value of the phase, the policy implicitly defines the [DFA] and its transitions.

4.3 Architecture

The architecture of the UCON+ policy engine is based on the XACMTI] architecture [73].
The policy engine leverages the Publish/Subscribe pattern, which enables
asynchronous communications and loose coupling between components offering flexibility
and scalability. This makes the architecture modular and allows adding, upgrading or
substituting component instances where necessary. In this section, we outline the com-
ponents of the logical architecture and describe how they interact to execute a UCON—+

evaluation session.
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Listing 4.4: Non-comprehensive example of [TCON]s lifecycle transition policy expressed
in [ALFA]

policy ucon {

-

20

21

22

23

24

25

26

27

28

29

30

31

target clause Attributes.session.model == "ucon"
apply firstApplicable
rule init {
target clause Attributes.session.phase == "init"
permit on permit {
obligation requestUsage { Attributes.session.phase = "pre" }

H

rule usageAllowed {

target clause Attributes.session.phase == "pre"
condition Attributes.session.decision == "permit" and
Attributes.session.obligations.status == "fulfilled"

permit on permit {

obligation startUsage { Attributes.session.phase = "ongoing" }

1

rule usageDenied {

target clause Attributes.session.phase == "pre"
condition Attributes.session.decision == '"deny" or
Attributes.session.obligations.status == "violated"

permit on permit {
obligation exit { Attributes.session.phase = "exit" }

H

rule usageRevoked {

target clause Attributes.session.phase == "ongoing"

condition Attributes.session.decision == '"deny" or
Attributes.session.obligations.status == "violated" or
Attributes.session.action == "end-usage"

permit on permit {
obligation endUsage { Attributes.session.phase = "post" }

1
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4.3.1 Components

Figure [4.2]illustrates the architecture of the policy engine consisting of eleven major com-
ponents. We categories the components into the following three categories: (1) fized
components have predefined behaviours and functionalities that cannot be modified or
customised, and they are typically designed to perform specific tasks or provide specific
features regardless of the environment of application domain; (2) configurable components
provide a range predefined functionalities that can be adjusted or configured, allowing
users or administrators to customise their behaviour according to specific requirements;
(3) programmable components provide basic functionalities along with interfaces that
allows them to be extended, modified or integrated with external systems to realise do-

main-specific requirements. The components are described in the following subsections.

Policy Administration Policy Decision

| Feew | Obligation Auxiliary
— PDP
‘ - Update ‘ ; Manager Evaluators '
_ -Delete ! !
; Event Broker UCON+ Policy Engine
Policy Enforcement
N Attribute Session Session Session
Values S OTIIIL PDP Manager PAP

Policy Information Session Management

Attribute
Authorities

Figure 4.2: Architecture of the UCON+ policy engine

Fixed Components

e Event Broker enables event-driven communications between the components using
the pattern. It can be replaced with other brokers such as Kafka or Nats

for cloud deployments.

e Policy Decision Point (PDP) is responsible for evaluating access control policies
and making usage decisions and obligations. It leverages an [ABAC evaluator for
evaluating [ABAC] policies as well as additional auxiliary evaluators for evaluating

additional expressions such as trust level evaluations.
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e Session PDP (SPDP) evaluates context transformation and lifecycle transition poli-

cles.

e Attribute Queue (AQD stores attribute update events in a queue to be processed
by evaluation sessions. This allows each session to have its own snapshot of at-
tribute values, which enables trusted context transformation based on the rules of

the context transformation policy.

Configurable Components

e Policy Administration Point (PAP) stores and manages access control policies.
It provides an administrative Application Programming Interface (API) to retrieve,
create, update and delete policies. The [PAP] can be configured to use a variety of

persistent or in-memory stores such as SQL, NoSql, Redis, etc.

e Session PAP (SPAP) stores and manages context transformation and lifecycle tran-
sition policies. It was split from the [PAP] of access control policies because UCON+
decouples the access control logic from context transformation and lifecycle tran-
sition, so different policy languages may be used. More importantly, the parties
expected to create and manage context transformation and lifecycle transition poli-
cies are not the same parties that issue access control policies. This is because
context transformation and lifecycle transition policies construct specific extensions
of UCON+, so the parties that create such policies are expected to be experts in

designing policy models rather than policy authors.

e Session Manager (SM) is a central component that handles sessions and enacts
different extensions of the UCON+ model in each session according to the corre-
sponding context transformation and lifecycle transition policies. It leverages the
[SPAP] and SPDP] to fetch and evaluate context transformation and lifecycle tran-
sition policies, and execute the session accordingly. It keeps track of all evaluation
sessions running within the policy engine, which enables continuous monitoring and
policy re-evaluation. It maintains the state of each session by storing all relevant
information including its internal session attributes (e.g., phase) as well as a snap-
shot of external attribute values. It can be configured to use different databases for

storing session information.

29



4.3. ARCHITECTURE CHAPTER 4. UCON+ POLICY ENGINE

Programmable Components

e Policy Information Points (PIPk) are responsible for managing and monitoring
attributes used by the policy engine. They interface with the systems that provide
the attribute values (e.g., Active Directory), so their implementations depend on
the specific attributes they manage and the corresponding application domain. For
this reason, they are programmable interfaces that need to be implemented in each

use-case.

e Policy Enforcement Points (PEPk) are the interfaces of the policy engine that
integrate with the target application and enforce policy decisions. They intercept
resource usage and send usage requests to the policy engine accordingly. They may
also incorporate functions that execute obligations specified in policies. For this
reason, [PEPk are programmable interfaces whose implementation depends on each
application domain. The policy engine allows multiple to enforce decisions
and obligations related to the same session. This flexibility is particularly useful for
data usage control in cloud environments or distributed architectures where multiple
policy decisions must be enforced at different physical locations (e.g., databases,

[APIk, applications, caches).

e Obligation Manager handles obligations and determines how and where to
execute them. It may also execute obligations that are internal to the policy engine
(e.g., attribute updates). The monitors obligations and reports whether they
were fulfilled or violated. Its implementation depends on each use-case and the

specified obligations, hence it is a programmable component.

e Auxiliary Evaluators are interfaces to external evaluation engines leveraged by
the [PDP] to evaluate non{ABAC] expressions such as trust level expressions. They
are programmable because their implementations depend on the external engines to
be integrated.

4.3.2 Components Interactions

To provide a clearer understanding of how the architecture realises the UCON+ model, we
outline the interactions between components within the system. We specifically identify
two independent flows that may occur in parallel: the attribute update flow and the

evaluation session flow.
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Attribute Update Flow

The attribute update flow is a simple process that involves changing attribute values
within the policy engine. As illustrated in Figure Attribute Authorities (AAs) send
attribute update events to the [PIPk responsible for the corresponding attributes. The
[PIPk then add the attribute update events to the and report such events to the [SM],
which may trigger policy re-evaluations consequently. Attribute updates are independent

of evaluation sessions and are handled in parallel to policy evaluation.

AAs PIPs .

attribute update _ !
—_———— 3

1
! attribute update
—_—— 3

AAs PIPs

Figure 4.3: Attribute update flow

Evaluation Session Flow

The policy engine enacts an evaluation session through a loop of interactions that ends
when the lifecycle reaches the exit phase. The is the central component that coor-
dinates these interactions throughout the session. Figure 4.4] illustrates the sequence of

interactions within a single step of the loop. The evaluation flow is described as follows.

(1) The evaluation session starts when a [PEP|sends an evaluation request to the policy

engine.

(2) The [SM creates a new session and fetches the relevant context transformation and
lifecycle transition policies from the [SPAPlL These policies may be selected based a
variety of conditions. For example, if the resource type is a data object, then the

policies that construct a data-oriented usage control model would be selected.

(3) Once the context transformation and lifecycle transition policies are selected, the

session enters a loop of evaluations and enforcements.
(4) First, the invokes the [SPDPI to evaluate the lifecycle transition policy.
(5) The [SMl updates the lifecycle phase according to the evaluation result.
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(6) If the lifecycle reaches the exit phase, then the ends the session.

(7) Otherwise, if the phase did not change, the [SMl waits for attribute updates to occur.
Note that in the very first step of the loop, the phase changes from the init phase
to the first phase in the lifecycle (e.g., collection, pre), so the does not wait
for updates in the first step.

(8) If the phase has changed or if attribute updates have occurred, the retrieves
attribute values or attribute update events from the

(9) Thereafter, invokes the SPDPI to evaluate the context transformation policy.
e [SM] transforms the context according to the evaluation result.
10) The [SM] transf th text ding to th luat It

(11) Once the context is prepared, the fetches the access control policies classified
under the current phase from the [PAPL

(12) Subsequently, it invokes the [PDP] to evaluate the access control policies.

(13) At this stage, policy evaluation is completed, so the sends the decision and
obligation to the [PEPk and [OM] respectively.

(14) The [OM] discharges the obligations to the relevant [PEPk or parties responsible for

enforcing them.

(15) Finally, the [PEPk enforce the decision and obligations, and the [OM] reports the
enforcement status back the [SM

The [SMl repeats steps to all over again until the lifecycle reaches the exit phase.

4.4 Experimental Performance Analysis

This section presents the results of an experimental performance analysis of the UCON+
policy engine. The experiments were conducted on a computer running Ubuntu 20.04LTS
Linux OS, equipped with a Core i7-9850H CPU and 16GB RAM. We specifically measured
the time required to evaluate [ABAC] policies expressed in [ALFAl We conducted our
tests with an increasing number of attributes to measure the impact of policy size on
evaluation and parsing times. We also measured the overhead introduced by context
transformation and lifecycle transition policies. It is necessary to note that the time

needed by [PIPk to collect attribute values adds to the overhead of policy evaluation.
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However, attribute collection overhead is influenced by external factors such network
delay or the [PIPl implementation, so we only measured policy evaluation overhead when
all attribute values were already cached in the policy engine. The experimental results

are described below.

4.4.1 Overhead of Access Control Policy Evaluation

According to Open Policy Agent (OPA]) [2], high-performance environments require policy
evaluation times that do not exceed one millisecond (1ms). However, other applications
with lower performance requirements may tolerate longer evaluation times within the
range of tens of milliseconds. The following experimental results show that our policy
engine meets these requirements.

We measured and compared the total time required to parse and evaluate [ALFA] poli-
cies using our UCON+ policy engine to the total time required to parse and evaluate
equivalent XACMTI policies using Balana, an open-source [XACMI] evaluatorE]. We used
four policies consisting of five, ten, fifteen and twenty attributes, expressed both in
and XACMIl The number of attributes in real-world [ABAC policies varies widely de-
pending on the specific use cases, and could be as little as two attributes or as much as
fourteen attributesf] [67]. We ran each test 1000 rounds and calculated the mean time
required for policy parsing and evaluation. We observed a standard deviation of 27.1ps.
The results are presented in Table and Figure [4.5] demonstrating that our policy
engine is lightweight, very efficient and highly optimised.

Table 4.1: Average time to parse and evaluate[ALFAl policies in UCON+ engine compared

to in Balana
Number of attributes 5 10 15 20

UCON+ policy engine (in ms) | 0.707 | 0.837 | 0.989 | 1.119
Balana policy engine (in ms) | 33.249 | 36.327 | 40.003 | 42.966

To distinguish between the overhead of policy parsing and policy evaluation, we mea-
sured the time to evaluate [ALFAl policies after they have been already parsed. The results
are presented in Table[4.2] They show that policy evaluation in the UCON+ policy engine
is highly optimised and efficient when policies are parsed beforehand and cached. They

'https://github.com/wso2/balana
’https://github.com/wso2-attic/carbon-identity/blob/master/features/xacml/org.wso2.

carbon.identity.xacml.server.feature/resources/policies/
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Figure 4.5: Average time to parse and evaluate [ALFA| policies in UCON+ engine com-
pared to XACMI]in Balana

also show that the overhead increases linearly as the number of attributes used in the

policy grows as illustrated in Figure [4.6]

Table 4.2: Average time to evaluate already-parsed [ALFA] policies
Number of attributes 5 10 15 20

Average time to evaluate a policy (in ps) || 109.9 | 197.1 | 288.2 | 375.8

4.4.2 Overhead of Context Transformation and Lifecycle Tran-
sition Policies

UCON+ adds extra overhead to evaluation sessions because each access control policy

evaluation must be preceded by context transformation and lifecycle transition policy

evaluations. Context transformation and lifecycle transition policies are also expressed

in [ATFAl so the overhead of evaluating each of these policies depends on the number of
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Figure 4.6: Average time to evaluate [ALFA| policies in the UCON+ policy engine

attributes as presented above. We note that these policies typically include a small number
of attributes (e.g., no more than 5 attributes) as shown in the examples in Section [4.2]
Nonetheless, context transformation and lifecycle transitions can be hardcoded in the
implementation of the policy engine instead of being specified in policies. This improves
the performance and efficiency of evaluation sessions at the expense of dynamic policy-

based behaviour.

To provide a correct measure of the overhead incurred by context transformation and
lifecycle transition policies, we implemented a hardcoded version of traditional [JCON] in
our policy engine and used it as a frame of reference. We then created context transfor-
mation and lifecycle transition policies to construct traditional and compared the
performance to the hardcoded version. We specifically measured the time required for
evaluating a session, from request to termination, using both the hardcoded and policy-
based [JCONl In both scenarios, the session followed exactly the same conditions and
used the same access control policies. We conducted this test with two access control
policies: a simple one involving two attributes only and a more complex one involving
eight attributes. We repeated each test a 1000 times to accommodate for external factors,

and we calculated the mean value.
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The experimental results are outlined in Table [4.3] and illustrated in Figure .7 The
results show that the overhead of context transformation and lifecycle transition policies
is around 36% in the test involving a simple policy and drops to 19% in the test involving
a complex policy. This means that the overhead incurred by these policies is near constant

and becomes insignificant in complex environments involving complex policies.

Table 4.3: Time to evaluate a hard-coded and a policy-based [TCONI session
Number of attributes 2 8

Time to evaluate a session in hard-coded (in ps) | 966 | 2287

Time to evaluate a session in policy-based [TCON] (in ps) | 1319 | 2739

= hard-coded UCON 1l Policy-based UCON 2739

2500
2287
2000
1500
1319

1000 966

500

2 8

Number of attributes

Average time (us)

Figure 4.7: Time to evaluate a hard-coded and a policy-based [UCON]| session
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Chapter 5

Industrial Applications of the Policy

Engine

This chapter outlines the industrial applications of the UCON+
model and policy engine.

5.1 Introduction

In this chapter we present the industrial applications of UCON-+ that address our ap-
plied research goals. Four application domains stand out: Industrial/International Data
Spaces ([DS), data hubs, smart vehicles as well as Self-Sovereign Identity (SSIl) and cre-
dential transformation. We specifically describe the prototypes that were designed and
developed for each one of the four application domains. We showcase how the policy
engine was adapted to the requirements of each prototype, demonstrating the extensibil-
ity and flexibility of UCON+. We also outline the use-cases that demonstrate the use
of the developed prototypes, and provide examples of policies expressed in Abbreviated
Language For Authorisation (ALFAI).

5.2 Industrial/International Data Spaces (IDS)

have emerged as a new paradigm that aims to facilitate secure, sovereign and stan-
dardised data exchange between data providers and data consumer. It enables the data
provider and consumer to negotiate a data sharing agreement that specifies their condi-
tions and requirements for sharing and using the data. The ecosystem incorporates

several technical components that realise the concepts as illustrated in Figure [5.1]
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The connector is the core component that serves as the gateway to the [DS] ecosystem.
The connectors of the data provider and consumer exchange control message to negotiate
a data sharing agreement. They also exchange metadata with third party entities to
enable trustworthy and verifiable execution of the data sharing agreement. Moreover,
the connector interfaces with data sources and sinks (i.e., databases) of the provider and
consumer to invoke and monitor data exchange.

Clearing houses act as intermediaries that oversee and validate the data exchange
process. They collect logs and proofs from the data producer and consumer and attest
the compliance with the data sharing agreement. The also resolve disputes to address
any issues that may arise during the data sharing process.

Metadata brokers enable publishing and querying information about data providers
and consumers as well as the data and services they provide. For example, data providers
use the metadata broker to publish metadata about the data they provide such as the data
type, size, quality, format, etc. On the other hand, data consumers publish information
about the guarantees they can provide such as compliance with regulations as well as

attestations by third parties.

Metadata <+———» Metadata exchange

_______ » i
Broker Logging and proofs

4§ Connector
Contract Negotiation

|
‘ Consumer !
|

DEiE Data Exchange
Source ) \

Connector

i Provider

Figure 5.1: Technical components of an [DS]

[75] identifies Usage Control (UCON]) as a key technology for governing the data
exchange and usage according to the negotiated data sharing agreement. For this reason,
we demonstrate UCON+ in an to govern the data exchange and usage, as well as
the contract negotiation between the provider and consumer. We particularly leverage
UCON+ in Boot-X, which is a cloud-based implementation of [DS This is shown in the
open-source architecture of Boot—XE[ We only focus on using UCON+ for policy-based
governance on the producer and consumer sides, so we do not discuss interactions with the

clearing houses and metadata brokers. To this end, we describe how the UCON+ policy

https://boot-x.eu/open-source-architecture/
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engine is used to drive the contract negotiation and govern data exchange and usage. We
also discuss the evaluation lifecycle as well as the corresponding lifecycle transition and
access control policies. Moreover, we present the Boot-X architecture highlighting how
UCON-+ is integrated.

5.2.1 Contract Negotiation

Contract negotiation is a key aspect of that enables the data provider and consumer
to negotiate a legally binding data sharing agreement. Both parties agree on the con-
ditions and requirements for the data exchange and enforce them accordingly. The
protocol [48] specifies a negotiation process that involves exchanging offers and counterof-
fers until a mutual agreement is reached or one of the two parties rejects the negotiation.
We leverage UCON+ to automate the negotiation process using policies that specify the
conditions to be included in offers and counteroffers. The policies can also prompt for
human input when necessary. To this end, we present the evaluation lifecycle used to

enable the negotiation process and example policies that specify offers and counteroffers.

Negotiation Lifecycle

We devised a contract negotiation lifecycle consisting of two phases as illustrated in Fig-
ure The same lifecycle is used both on the data provider and consumer sides to
negotiate a contract. The lifecycle starts with the negotiation phase where policies
specify offers and counteroffers. The lifecycle stays in this phase while the two parties
exchange offers and counteroffers. If negotiation is rejected by either one of the two par-
ties, the lifecycle terminates. Otherwise if a mutual agreement is reached, the lifecycle
transitions to the signing phase where policies specify actions that must be taken upon

signing the contract.

in progress
O negotiate Hiati accepted /\ exit

exit

Figure 5.2: illustrating the evaluation lifecycle of contract negotiation

Listing presents the corresponding lifecycle transition policy. The first rule ini-
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tialises the session by setting the phase to negotiation. The second rule keeps the
session in the negotiation phase if the decision is deny and there are obligations to
be enforced. A deny decision here means that the party rejects the offer, but is going
to propose a counteroffer specified by obligations. The phase remains unchanged be-
cause this rule does not specify an obligation that modifies the phase, and because the
firstApplicable combining algorithm is used, so none of the rest of the rules is consid-
ered. The negotiationDenied rule terminates the session if one of the two parties rejects
the offer. This rule checks the response provided by the other party as well as the decision
of the local party. For example, if we consider this lifecycle on the data provider side,
the deny decision check in this rule corresponds to the data provider rejection, while the
response check corresponds to the data consumer rejection. Rule negotiationCompleted
sets the phase to signing if the two parties have reached a mutual agreement. The rule
checks if the decision of the local party is permit and the response of the other party
is accepted. Finally, the last rule terminates the session after signing the agreed upon

contract.

Negotiation Policies

specifies several templates for data usage policies that consider several criteria for
usage conditions. We consider two criteria in this context: the data usage purpose as well
as the number of times of using the dataset. Accordingly, we provide examples of [ALFAI
rules used by the data provider to negotiate these criteria during the contract negotiation.

Listing shows a non-comprehensive example of [ALFA] rules used to negotiate a
contract by the data provider. The first rule specifies that the contract shall be accepted
if the data consumer is requesting data for non-commercial purposes and the intends
to use the data no more than five times. The permit decision of this rule indicates
that the contract is accepted, so the lifecycle transitions to the signing rule as specified
above. The second rule specifies a counteroffer when the consumer requests data sharing
for research purposes with a number of usages greater than ten. The rule rejects the
consumer request but sends a counteroffer with a number of usages acceptable for the
data provider as expressed in the obligation. This demonstrates how policies can drive the
contract negotiation process and decide whether to accept and reject an offer, and when to
propose a counteroffer. The commercialUse rule prompts for human intervention in the
negotiation process when the consumer requests data sharing for commercial purposes.
This shows how policies can involve humans in the loop in specific cases of negotiation.

The last rule applies when a contract has been negotiated and accepted and the lifecycle
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Listing 5.1: Non-comprehensive example of the lifecycle transition policy of contract

negotiation

-

20

21

22

23

24

25

26

27

28

29

30

31

32

policy negotiation-lifecycle {

target clause Attributes.session.model == "contract-negotiation"
apply firstApplicable

rule init {

target clause Attributes.session.phase == "init"
permit on permit {
obligation start { Attributes.session.phase = "negotiation" }
1
rule negotiationInProgress {
target clause Attributes.session.phase == '"negotiation"
condition Attributes.session.decision == "deny"

and Attributes.session.obligations

permit
}
rule negotiationDenied {
target clause Attributes.session.phase == '"negotiation"
condition Attributes.session.decision == "deny"
or Attributes.offer.response == "rejected"
permit on permit { obligation exit { Attributes.session.phase = "exit" }}
}
rule negotiationCompleted {
target clause Attributes.session.phase == '"negotiation"
condition Attributes.session.decision == "permit"
and Attributes.offer.response == "accepted"
permit on permit {
obligation startRetention { Attributes.session.phase = "signing" }
H
rule signed {
target clause Attributes.session.phase == "signing"
permit on permit { obligation exit { Attributes.session.phase = "exit" }}

has transitioned to the signing phase. The rule specifies two obligations to sign the

contract and to notify the legal team accordingly. These examples demonstrate how

UCON+ is used to govern the contract negotiation process. Policies can be specified to

check the contents of offers and accept, reject or propose counteroffers accordingly.
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Listing 5.2: Non-comprehensive example of [[DS] negotiation rules of the data provider

rule acceptContract {

target clause Attributes.session.phase == '"negotiation"
condition Attributes.consumer.offer.purpose != "commercial"

and Attributes.consumer.offer.number0OfUsages < 5

5 permit

o}

7 rule researchUse {

8 target clause Attributes.session.phase == 'negotiation"

9 condition Attributes.consumer.offer.purpose == "research"

10

11

and Attributes.data.usageCounter > 10
deny on deny { obligation counterOffer { numberOfUsages = 10 } }

12 }

13 rule commercialUse {

14 target clause Attributes.session.phase == '"negotiation"

15 condition Attributes.consumer.offer.purpose == "commercial"

16

17

18

19

20

21

22

23

24

25

26

}

deny on deny { obligation prompt {

email = Attributes.provider.legal.email

3

rule sign{

target clause Attributes.session.phase == "signing"
permit on permit {
obligation sign {}

obligation notify { email = Attributes.provider.legal.email }

5.2.2 Contract Enforcement

Once a mutual data sharing agreement has been reached, the data provider transfers

the data to the data consumer, and the enforcement of the agreement begins. In this

context, we consider policy enforcement on the data consumer side only. We describe the

evaluation lifecycle used for enforcing the contract as well as the corresponding lifecycle

transition policy. We also provide examples of policies that govern data usage on the

consumer side.
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Data Usage Lifecycle

The data usage lifecycle of the data consumer consists of two phases as illustrated in Fig-
ure[5.3] It starts with the retention phase where policies specify the conditions for storing
data on the consumer databases. The lifecycle terminates when data retention is denied
as per the data sharing agreement. The lifecycle transitions to the processing phase
when data access is requested, and remains in this phase while data usage is in progress.

Once data usage is completed or denied, the lifecycle moves back to the retention phase.
in progress

init exit
Q retentlon =O

process
data

V

completed

processing

D ——e

in progress

Figure 5.3: [DFAl illustrating the evaluation lifecycle of governing data usage on the con-

sumer side

A non-comprehensive example of the corresponding lifecycle transition policy is pro-
vided in Listing[5.3] The init rule initialises the session by setting the phase to retention.
The second rule keeps the lifecycle in the retention phase as long as data retention is al-
lowed. Rule retentionDenied terminates the session when data retention is denied. The
processingRequested rule changes the phase from retention to processing when data
processing is requested. Finally, the last rule sets the phase back to retention if data

processing is completed or denied.

Data Usage Policies

As mentioned above, [DS] specifies policy templates the consider several criteria for usage
conditions. We presented how these criteria can be negotiated by providing examples

of contract negotiation rules used by the data provider. To show how UCON+ is used
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Listing 5.3: Non-comprehensive example of the lifecycle transition policy of data usage

on the data consumer side

-

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

policy ids-lifecycle {

target clause Attributes.session.model == "ids"
apply firstApplicable

rule init {

target clause Attributes.session.phase == "init"
permit on permit {
obligation init { Attributes.session.phase = "retention"
13
rule retentionInProgress {
target clause Attributes.session.phase == "retention"
condition Attributes.session.decision == "permit"
permit
}
rule retentionDenied {
target clause Attributes.session.phase == "retention"
condition Attributes.session.decision == "deny"
permit on permit { obligation exit { Attributes.session.phase = "exit" }}
}
rule processingRequested{
target clause Attributes.session.phase == "retention"
condition Attributes.session.action == "process-data"

permit on permit {
obligation startProcessing { Attributes.session.phase = "processing" }

13
rule collectionCompleted {

target clause Attributes.session.phase == "processing"

condition Attributes.dataProcessing.completed

or Attributes.session.decision == "deny"
permit on permit {

obligation toRetention { Attributes.session.phase = "retention" }

H

to govern data usage according to the negotiated contract, we provide in Listing a

non-comprehensive example of [ALFAl rules used by the consumer. The rules specify data

usage conditions based on the criteria negotiated in the contract.

The first rules denies data retention when the number of usages of the data exceeds the

number of usages agreed upon in the counter. The rule specifies obligations to delete the
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data and to notify the data provider accordingly. When this rule applies, the correspond-
ing Policy Enforcement Points (PEPK) automatically delete the data form the consumer
databases. This demonstrates how the cloud service provides guarantees of contract en-
forcement. The allowRetention rule allows data retention as long as the number of
usages has not exceeded the agreed upon number. It also specifies an obligation to en-
crypt data before storage. The last rule specifies the condition for data processing. It
allows data processing if the purpose of the application processing data matches the usage
purpose agreed upon in the contract. The rule also specifies an obligation to increment
the data usage counter every time the data is used. This enables enforcing the number
of usages criteria negotiated within the contract. Note that the rules use the criteria
negotiated in the contract in their conditions. This is enabled by parsing these criteria

from the contract and setting them as attributes in the UCON+ policy engine.

Listing 5.4: Non-comprehensive example of [DS| data consumer usage rules

1 rule denyRetention {

2 target clause Attributes.session.phase == "retention"

3 condition Attributes.data.usageCounter >=
Attributes.contract.numberOfUsages

4 deny on deny {

5 obligation delete { id = Attributes.data.id }

6 obligation notify { email = Attributes.contract.producer.email }

B

8 rule allowRetention {

9 target clause Attributes.session.phase == "retention"

10 condition Attributes.data.usageCounter <
Attributes.contract.numberOfUsages

1 permit on permit { obligation encrypt { algorithm = "AES" } }

12 }

13 rule allow {

14 target clause Attributes.session.phase == '"processing"

15 condition Attributes.application.purpose == Attributes.contract.purpose

16 permit on permit {

17 obligation increment { id = "Attributes.data.usageCounter" }

sl P

5.2.3 Architecture

We describe the logical architecture of the integration of UCON+ in Boot-X outlining

its components illustrated in Figure [5.4] We also discuss how these components interact
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during contract negotiation and data usage. Applications are central components to this
architecture. On the data producer side, applications are used to provide Application Pro-
gramming Interfaces (APIk) to share data. In contrast, applications on the data consumer
side are used to collect data from the provider and process it. Applications interface with
the data space connector, to initiate a data exchange and contract negotiation process.
The connector also invokes applications to start sending data once a data sharing agree-
ment has been negotiated. Applications also interface with databases and data storage
systems to access, store and process data. UCON+4 governs contract negotiation and
data usage through [PEPk incorporated in the different components of the architecture.
For instance, the connector [PEP] enforces UCON+ policies that drive the contract nego-
tiation. Similarly, [PEPk in applications and databases enforce data exchange and usage
policies. They restrict data processing in applications to the conditions of data sharing
agreement. They also restrict access to data in databases and delete the data as specified
by the agreement. The architecture shows the identity system and credential bridge com-
ponents, which are used to identify subjects within the data space and issue credentials.
We explain how these components are used in Section below.

Throughout a data exchange process, these components interact as follows. (1) The
data exchange process starts when an application on the data consumer side requests a
dataset from a producer. The application specifically invokes the data consumer connector
to start the negotiation process. (2) The connector then starts the negotiation process
with the connector of the data provider. (3) Once negotiation is completed, the connectors
of both the data consumer and data provider invoke UCON+ to start enforcing the
agreement. (4) Applications are then invoked to start the physical data process. The
data consumer applications access the [APIs provided by the data provider to collect the
data. Then they store the data in the database of the data consumer. (5) The data
consumer application then starts processing the data until UCON+ policies request data
deletion as per the agreement. (6) Finally, UCON+ notifies the data storage [PEPk to
delete the data.

5.3 Cloud Data Hub

Cloud data hubs emerged as efficient solutions for storing and processing large volumes of
complex and various data. For example, the Health-x project [14] aims to build a federated
cloud hub for sharing and accessing health data and utilise its potential for personal,
research and medical purposes. Although this opens many possibilities, opportunities

and insights, it also introduces security and privacy concerns. We address these concerns
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Figure 5.4: Logical architecture of integrating UCON+ in [DS]

by leveraging the UCON+ policy engine in a cloud data hub to provide data governance
and usage control as specified by regulations. The engine is used to devise a data lifecycle

and govern the usage of data objects throughout the stages of the lifecycle.

We consider a single use-case in this prototype, but the concepts are applicable to other
similar use-cases. The data hub in this use-case is used to provide digital services related
to automotive applications and smart vehicles. Accordingly, the data hub collects and
stores personal and vehicular data from users (e.g., car owners), and employs analytics
to generate insights and provide services. To this end, we identify two main actors in
this use-case as illustrated in Figure (1) data subjects provide their data and use the
provided vehicular services; and (2) data scientists (or engineers) process the data and
apply data analytics to provide vehicular services. Both actors use software applications

to interface with the cloud hub, and to store and process data as shown in the figure.
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Figure 5.5: Actors of the cloud data hub use-case

We discuss the details of this use-case and prototype in the rest of this section. We
specifically describe the devised data lifecycle and the corresponding lifecycle transition
policy. We then outline the data governance policies and explain how they protect data,
enable data subject rights, and provide transparency over data usage at each phase of the
data lifecycle. Finally, we present the architecture of the data hub demonstrating how

the policy engine is integrated and how policies are enforced.

5.3.1 Data Lifecycle

To provide data governance in the data hub, we construct an extension of UCON+ that
captures the different stages of the data lifecycle. The data lifecycle is inspired by the
General Data Protection Regulation (GDPRI), which specifies how data must be collected,
stored and processed, and that data must be deleted when it is not needed anymore.
Accordingly, we define a data lifecycle illustrated in the [DFAlin Figure and consisting
of the following four phases: collection, retention, processing and destruction.

in progress completed in progress

completed

Q collect data =/COI/;CUO? exit
\vin/progress

Figure 5.6: [DFA] illustrating the data lifecycle used in the cloud data hub application

delete data

destruction

retention

A

process data

The lifecycle starts with the collection phase where policies specify whether collect-

ing a data object is allowed and what actions must be taken (e.g., obtain data subject
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consent). The lifecycle stays in the collection phase as long as data collection is still in
progress as shown in the in progress label and transition. If data collection is denied, the
lifecycle terminates after firing the exit event. Otherwise, the completed event is fired
once the data collection is completed, and the lifecycle transitions to the retention phase
accordingly. Policies in the retention phase specify the conditions and requirements for
storing data at rest. If data usage is requested, the lifecycle moves from retention to
processing where policies specify the conditions for accessing and processing data. As
illustrated in the figure, the lifecycle stays in the processing phase (i.e., in progress)
until data processing is either completed or denied. The lifecycle then moves back to the
retention phase after firing the completed event. Finally, the lifecycle transitions to
the destruction phase when data retention is denied (e.g., because retention period has
expired). The lifecycle terminates after enforcing destruction policies, which specify

whether data can be archived or must be deleted.

Listing presents a non-comprehensive example of the corresponding lifecycle tran-
sition policy used to enact the data lifecycle. The first rule specifies that if the data
collection decision is deny and there are obligations to be executed (i.e., there are ad-
ditional actions to be taken before collecting data), then the lifecycle must stay in the
collection phase. The phase does not change because the rule does not include an obli-
gation to update the phase. In addition, the firstApplicable combining algorithm is
used, so if this rule is applicable then none of the other rules will be considered and there-
fore the phase remains unmodified. The second rule (lines 10 to 13) terminates the session
if the data collection is denied and there are no more obligations to be enforced. This
is captured by the firstApplicable combining algorithm, because the previous rule in-
cludes a check for the presence of obligations, so if the previous rule is not applicable, then
there are no obligations to be enforced. Rule collectionCompleted updates the phase
to retention when data collection is completed. The retentionDenied rule moves the
lifecycle from retention to destruction if the evaluation decision of retention poli-
cies is deny or if obligations are violated. In contrast, if data processing is requested
during the retention phase, the phase is updated to processing as specified by the
processingRequested rule. The destructionCompleted rules terminates the session af-
ter evaluating and enforcing destruction policies. The default rule is added to keep the
phase unmodified when none of the previous rules are applicable. This is equivalent to
firing the in progress event in the [DFAlleading to local transitions. Other rules related
to the init and processing phases are omitted due to size constraints, but the same

concepts apply nonetheless.

The data lifecycle model depends on several factors, including data types, use-cases
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Listing 5.5: Non-comprehensive example of the lifecycle transition policy used for the

data lifecycle

1|policy data-lifecycle {

2 target clause Attributes.session.model == "data-lifecycle"

3 apply firstApplicable

4 rule collectionInProgress {

5 target clause Attributes.session.phase == "collection"

6 condition Attributes.session.decision == "deny"

7 and Attributes.session.obligations

8 permit

o}

10 rule collectionDenied {

11 target clause Attributes.session.phase == '"collection"

12 condition Attributes.session.decision == "deny"

13 permit on permit { obligation exit { Attributes.session.phase = "exit" }}}
14 rule collectionCompleted {

15 target clause Attributes.session.phase == "collection"

16 condition Attributes.dataCollection.completed

17 permit on permit {

18 obligation startRetention { Attributes.session.phase = "retention"
s P

20 rule retentionDenied {

21 target clause Attributes.session.phase == '"retention"

22 condition Attributes.session.decision == "deny"

23 or Attributes.session.obligations.status == "violated"

2 permit on permit {

25 obligation endRetention { Attributes.session.phase = "destruction" }
SN

27 rule processingRequested{

28 target clause Attributes.session.phase == "retention"

29 condition Attributes.session.action == "process-data"

30 permit on permit {

31 obligation startProcessing { Attributes.session.phase = "processing" }
2}

33 rule destructionCompleted {

34 target clause Attributes.session.phase == "destruction"

35 permit on permit { obligation exit { Attributes.session.phase = "exit" }}}
36 rule default { permit }

a7 | }s
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or regulations, so there is no global and comprehensive lifecycle [99]. As mentioned
above, the data lifecycle presented here is inspired by and based on the due to the
European context of this work. Nonetheless, the lifecycle can be further adapted to meet
other requirements or regulation by modifying the [DFA] as well as the lifecycle transition
policy. For instance, a different lifecycle can be composed based on the Health Insurance
Portability and Accountability Act (HIPAAI), which specifies rules and conditions for
data governance in four stages designated as data creation, data at rest, data in
transit and data disposalﬂ. This demonstrates the extensibility of UCON+ and its

ability to cover and support a wide variety of requirements and applications.

5.3.2 Data Governance Policies

The UCON+ policy engine is used in the data hub to provide data governance throughout
the data lifecycle and enable data subject rights. We particularly focus on three data
subject rights. (1) The Right to be Informed grants data subjects the ability to be aware
of why and how their data is processed and used. This entails providing data subjects
with clear and transparent information about the purpose of processing their data as
well as any events or updates that are related to their data. (2) The Right to Restrict
Processing enables data subjects to limit the processing of their personal data for specific
purposes or circumstances. (3) The Right to be Forgotten allows data subjects to withdraw
their consent or object to the processing of their data. This entails the deletion of their
data when there is no compelling reason for its continued processing. However, the data
hub may be allowed to keep the data in certain circumstances (e.g., data is categorised
as public interest data). Access control policies are used to express these rights and to
specify the conditions for data usage. Policies or rules are classified by the phases of
the data lifecycle allowing different conditions to apply in different phases. Accordingly,
we show non-comprehensive examples of [ALFAl rules that specify data usage conditions
at each phase of the data lifecycle. We assume that the firstApplicable combining
algorithm is used to combine these rules.

Data Collection

Listing [5.6] shows an example of [ALFA] rules that are enforced in the collection phase
upon collecting data from the subject. The first rule (i.e., missingConsent) specifies that

if the data subject consent is not obtained yet, then data collection must be denied, but

2We do not provide a specification of [HIPAA] lifecycle as this is out of the context of this thesis, which
is focused on European applications.
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an obligation to obtain the consent must be executed. The session does not terminate
after this rule, because the lifecycle transition policy leaves the phase unmodified if there
are pending obligations in the collection phase as described above. Therefore, the
session stays in the collection phase and re-evaluates the access control policies when
an attribute is updated. Once the consent is obtained, the consent status attribute is
updated and one of the other two rules applies. If the data subject agrees to the collection
and use of their data, the second rule applies and data collection is consequently allowed.

Otherwise, if the subject declines, the last rule denies data collection and the session

terminates.
Listing 5.6: Non-comprehensive example of data collection rules
1 rule missingConsent {
2 target clause Attributes.session.phase == '"collection"
3 condition !Attributes.subject.consent.status == "missing"
4 deny on deny { obligation obtainConsent{} }
5 }
6 rule collectionAllowed {
7 target clause Attributes.session.phase == "collection"
8 condition Attributes.data.subject.consent.status == "agreed"
9 permit
10 }
1 rule collectionDenied {
12 target clause Attributes.session.phase == '"collection"
13 condition Attributes.data.subject.consent.status == "declined"
14 deny
15 }

Data Retention

A non-comprehensive example of data retention rules is provided in Listing The first
rule denies data retention if the data subject revokes their consent or if the retention
period expires. This moves the session to the destruction phase where data is deleted
as specified by the lifecycle transition policy described above. Hence, the right to be
forgotten is enabled by allowing the data subject to withdraw their consent, which leads
to data deletion. In contrast, the allowRetention rule allows data retention as long as
the data has not been stored for longer than the allowed retention period. This ensure
that data is not kept indefinitely or longer than is needed. The rule also specifies an

obligation to encrypt data before storage.
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Listing 5.7: Non-comprehensive example of data retention rules

1 rule consentRevoked {

2 target clause Attributes.session.phase == "retention"

3 condition !Attributes.data.subject.consent.status == "revoked"
4 or Attributes.data.retentionPeriod.expired

5 deny

o )

7 rule allowRetention {

8 target clause Attributes.session.phase == "retention"

9 condition !Attributes.data.retentionPeriod.expired

10 permit on permit { obligation encrypt { algorithm = "AES" } }
1 }

Data Processing

Listing presents a non-comprehensive example of data processing rules. The first rule
checks the role attribute and denies data processing if the subject processing data is not
a data scientist. The second rule allows data processing if the purpose of the software
application processing data matches the purposes consented by the data subject upon
collecting their consent. The rule also specifies an obligation to notify the data subject
about the use of their data. This demonstrates how the right to restrict processing and the
right to be informed are enabled. Specifically, the right to restrict processing is achieved
by allowing the data subject to specify and update the data processing purposes that
they accept. The right to be informed is achieved using the obligation that ensure that

the data subject is notified when their data is being processed.

Data Destruction

Listing 5.9 shows a non-comprehensive example of [ALFAlrules applied in the destruction
phase. The first rule specifies that data must be archived if it is categorised as public
benefit data as per the [GDPRI Otherwise, the second rule applies and specifies that data
must be deleted. The decision of these rules is irrelevant because there is no action to
be permitted or denied in the destruction phase. Instead, these rules are used only to
specify what actions must be taken when the lifecycle reaches the destruction phase. We
reiterate that the UCON+ model extends the two-value classical decisions (i.e., permit,
deny), and allows other decisions to be defined and used. This becomes relevant in such
situations where there is no action to be denied or permitted, so other decisions can be

defined such as execute obligations to indicate that the decision is to execute obligations
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Listing 5.8: Non-comprehensive example of data processing rules

1 rule denyProcessing {

2 target clause Attributes.session.phase == "processing"

3 condition Attributes.application.subject.role != "data-scientist"

4 deny

5 }

6 rule allowProcessing {

7 target clause Attributes.session.phase == "processing"

8 condition Attributes.application.purpose in
Attributes.data.subject.consent.purposes

9 permit on permit {

10 obligation notify { recipient = Attributes.data.subject.email }

1 }

12 }

only. [ALFAl however, does not support such extension, so we use the permit decision

even though there is no action to be permitted or denied.

Listing 5.9: Non-comprehensive example of data destruction rules

1 rule publicBenefit {

2 target clause Attributes.session.phase == "destruction"
3 condition Attributes.data.category == "public-benefit"
4 permit on permit { obligation archive {} }

sl )

6 rule deleteData {

7 target clause Attributes.session.phase == "destruction"
8 permit on permit { obligation delete {} }

o}

5.3.3 Architecture

In this section, we describe the logical architecture of the integration of the UCON+
policy engine in the data hub, showcasing how the policies outlined above are enforced. We
identify three layers in the logical architecture as illustrated in Figure[5.7] The governance
layer incorporates the services and systems that orchestrate the data hub and ensure
compliance with regulations and organisational guidelines. This includes administrative
and auditing tools as well as policy systems. We only focus on policy-based governance
in this work, so we only show the UCON+ policy engine in the figure. The data layer
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refers to all data storage systems such as databases, storage buckets and file systems,
where collected user data is stored. The application layer includes software applications
that collect and process data, and interface with the actors of the targeted use-case.
Applications used to process data are deployed within the cloud data hub as shown in the
Figure. In contrast, applications used to collect data and interface with the data subject

are deployed remotely with respect to the data hub (e.g., mobile applications, smart car

applications).
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Figure 5.7: Logical architecture of the integration of UCON+ policy engine in the data
hub

UCON+ interfaces with the data and application layers through [PEPk and Policy
Information Points (PIPk). Multiple [PEPk are used to enforce data governance decisions
and obligations in different components of the data and application layers. Similarly, [PIPk
retrieve attributes about applications, subjects and data objects from different compo-
nents in the data and application layers. To demonstrate how this architecture enforces
data governance in the data hub, we describe how its components interact at each phase

of the data lifecycle based on the access control rules presented in Section [5.3.2]

Data Collection

Data collection starts when the user installs and uses one of vehicular applications pro-
vided by the data hub and its corresponding services. The application includes a[PEP|that
invokes UCON+ to initiate a data governance evaluation session and determine whether
data collection is allowed. The [PEP| passes the data object ID as well as the data subject
ID upon invoking UCON+. UCON+ evaluates data collection policies and responds to
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the [PEP| with an obligation to obtain data subject consent as specified by the policy
rules described in Section The [PEP] then invokes the consent manager, which is a
submodule introduced to be integrated in applications and interface with users to manage
their consent. Accordingly, the consent manager prompts the user to decline or consent
the use of their data, and to specify the acceptable purposes of data processing. Once
the user provides their consent, the consent manager pushes consent-related attributes to
the [PIP] responsible for retrieving consent attributes in UCON+. The consent manager
specifically passes the data subject ID along with the consent attribute values, enabling
the [PIP] to resolve consent attributes to their corresponding data subjects. If the user has
declined the consent, UCON+ notifies the [PEP] to deny to data collection as specified by
the policy. Otherwise, UCON+ policy re-evaluation allows the data collection, and the
[PED)| allows the application to start uploading data to the data layer. The [PEP] also no-
tifies UCON+ that data collection policy enforcement is completed allowing the lifecycle

to transition to the retention phase.

Data Retention

After transitioning to the retention phase, UCON+ starts monitoring attribute values
and notifying [PEPS in the data layer to enforce retention decisions. For instance, it may
notify the PEPk to encrypt the corresponding data object as specified by the policy. The
components of the data layer also interface with [PIPk in UCON+ to set attribute values
related to data objects. This includes metadata such as data creation date, allowing the
corresponding [PIP] to calculate how long data has been store and whether the retention
period has expired. Similarly, the consent manager in the user application allows the user
to revoke or modify their consent and updates the corresponding [PIP| accordingly. This
enables UCON+ to monitor relevant attribute values and update governance decisions
accordingly. Therefore, if the user revokes their consent or if the data retention period
expires, UCON+ denies data retention and the lifecycle transitions to the destruction

phase to delete the corresponding data object.

Data Processing

Software applications that process data also involve [PEPk that interface with UCON+
and enforce policies. The applications also interface with [PIPk to set attribute values
related to the application and to data processing. For instance, the application sends the
intended purpose of data processing to the corresponding [PIP] in UCON+. Likewise, it
passes the ID of the subject using the application to the corresponding [PIP] which enables
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the [PIP] to retrieve the role of the subject from relevant sources (e.g., Active Directory).
This enables UCON+ to make data processing decisions based on the attributes provided
through [PIPk. For example, if the processing purpose set by the application is included in
the purposes consented by the data subject, UCON+ allows data processing. The [PEPI
included in the application enforces such decisions and allows or denies data processing

accordingly.

Data Destruction

When the lifecycle reaches the destruction phase, UCON+ evaluates data destruction
policies to determine the actions that must be taken. The examples of destruction rules
provided above specify that data must be archived if it falls in the public benefit category
or deleted otherwise. The data category attribute is provided by the data layer to UCON—+
through [PIPk. Alternatively, UCON+ may use a context transformation policy to set the
category attribute based on other metadata such as the data type. To delete or archive
data, UCON+ notifies relevant [PEPk on the data layer to enforce these actions as specified
by the policy.

5.4 Smart Vehicles

Automotive systems are transforming into digital systems and increasingly adopting
Service-Oriented Architectures ([SQAk) due to their flexibility [I5, B0]. This introduces
new security challenges as typical security measures are not completely sufficient
due to the safety-critical nature of vehicles [88]. Dynamic identity management and us-
age control are among the identified challenges, because vehicles are real-time mobile
systems whose environmental conditions change continuously as they move. In addition,
automotive digital systems may run software applications provided by third parties, and
the behaviour of such applications is dynamic and cannot be known in advance, so they
cannot be trusted unconditionally [88] [12], [16]. Therefore, access to vehicular resources
must be continuously monitored and controlled to ensure correct, safe and secure us-
age as circumstances change. More importantly, credentials and capabilities of subjects
(i.e. drivers, passengers, applications) need to be continuously managed, monitored and
updated according to contextual changes.

We address these challenges by utilising the UCON+ policy engine. We specifically
introduce SIUV: a Smart-car Identity management and Usage control system based on
Verifiable credentials. SIUV is a vehicular Identity and Access Management ([AM]) system

89



5.4. SMART VEHICLES CHAPTER 5. INDUSTRIAL APPLICATIONS

prototype that provides dynamic and stateful credential management as well as continuous
monitoring and usage control. It incorporates a policy-based Security Token Service (STS)
that manages, authenticates and verifies credentials, and issues capabilities in exchange
using Verifiable Credentials (VCk). The exchanges external [VCk that hold identity
claims about subjects with internal [VCk that specify subject capabilities. The [STS uses
policy-based decision making to specify how to exchange credentials taking environmental
conditions into account. It also uses continuous monitoring and policy re-evaluation to
manage the lifecycle of capabilities and adapt to changing situations. In addition to the
[STS, we also use the policy engine as a Usage Control System ([UCS]) to protect resources
within the vehicle and enforce usage control. Following the trend of adopting [SOAk in
vehicles, we leverage an [SOAlbased architecture that integrates the in addition to

several [UCY| instances to protect different resources within the vehicle.

5.4.1 SIUV Security Token Service (STS)

In a traditional STS] a particular set of capabilities may be bound to specific attributes.
Thus, all subjects that have these attributes will always have the same capabilities re-
gardless of the context. In addition, issued capabilities do not change even if attributes
change. This usually results in subjects being either over-privileged or underprivileged.
In contrast, STUV introduced in this work issues contextualised capabilities based on
the current circumstances.

The specifically collects and verifies external identity [VCk issued by Identity
Provider (IdP)) and exchanges them with internal [VCk that determine the capabilities of
the corresponding subjects within the vehicle. It employs policy-based decision making
to specify the capabilities to be issued based on the identity [VCk of the subject as well
as environmental attributes. The also uses session-based monitoring and manage
the lifecycle of credentials starting from their issuance and lasting until their revocation
or expiry. The reacts to changes in identity [VCk or environmental conditions by
re-evaluating its policies and revoking the issued capabilities if necessary. policies
can also ensure graceful revocation of capabilities by specifying safety measures that must
be taken upon or before revoking a credential.

SIUV leverages the UCON+ policy-engine with a specialised [PEP] that verifies
and issues credentials as shown in Figure[5.8] The [PEP]interfaces with subjects or digital
wallets, verifies identity [VCk using the Verifier subcomponent, then sends a request to
the policy engine. The policy engine collects the required attributes through [PIPs, and

evaluates relevant policies to determine what capabilities to issue and how to manage
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them. The evaluation decision is then returned the [PEPI to issue internal capabilities

using the Issuer subcomponent.

Issuer

e

Subject

i . Attribute Session Session Session
! Queue PDP Manager PAP

Figure 5.8: SIUV K15

Credential Lifecycle

The manages the lifecycle of a credential in a UCON+ evaluation session. It defines
a [DFAI that reflects the lifecycle of a credential and specifies lifecycle transition policies
to drive the lifecycle and fire events. The credential lifecycle is illustrated in the [DFA] in
Figure [5.9 The credential lifecycle starts with the issuance phase when the credential
is requested. Access control policies classified under the issuance specify whether the
credential issuance is allowed or not. They also specify obligations that determine the
content (i.e., claims) of the credential. If the credential issuance is denied or the obligations
are violated, the lifecycle moves to the exit phase and the session ends. Otherwise, the
issues the credential and the lifecycle transitions to the usage phase where policies
specify whether the credential is still valid. The lifecycle remains in the usage phase
as long as the credential is still valid, and moves to the revocation phase otherwise.
revocation policies may specify safety measures that must be taken before revoking the
credential, so the lifecycle stays in this phase until all measures are enforced. Finally, the
lifecycle exits when safety measures are taken and the credential is revoked. The lifecycle
may seem similar to[JCONTs tradition pre-ongoing-post lifecycle, but note that the last
phase (i.e., the revocation phase) is continuous. This means that continuous monitoring
is applied in this phase too, and the policy may be re-evaluated several times. In contrast,
the post phase in does not include continuous monitoring, and post policies are

evaluated and enforced only once.
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Figure 5.9: [DEA] illustrating the lifecycle of an [STS evaluation session

Lifecycle Transition Policy

The uses a lifecycle transition policy to enact and implicitly define the credential
lifecycle describe above. The lifecycle transition policy is presented in Listing [5.10]
The first rule (lines 4 to 8) sets the phase to issuance when the session starts. The
credentialAllowed rule sets the phase to usage if the decision is permit and all obli-
gations are enforced (i.e., the credential has been issued). Rule credentialDenied at
lines 16 to 21 sets the phase to exit and terminates the session if credential issuance is
denied. Rule usageRevoked specifies that if the usage of the issued credential is denied,
then the lifecycle must move from the usage phase to the revocation phase. Finally,
the credentialRevoked rule sets the phase to exit and ends the session if the decision
is permit and all obligations are fulfilled. A permit decision in the revocation phase
denotes that the revocation of the credential is allowed, and obligation fulfilment indicate
that the credential has been revoked. If the lifecycle is in the usage phase and the decision
is permit, the default rule (last rule) will apply and the phase will remain unchanged.
This means that the lifecycle stays in the usage phase as long as the credential usage is
allowed. Similarly, if the lifecycle is in the revocation phase and the decision is deny
(i.e., credential revocation is denied), the default rule applies and the phase remains

unchanged.

5.4.2 SIUV Architecture

In this section, we describe the SIUV architecture and how its components together en-
able dynamic identity management and usage control. The architecture is illustrated in
Figure [5.10}
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Listing 5.10: SIUV lifecycle transition policy for managing credentials lifecycle

1|policy siuv-lifecycle {

2 target clause Attributes.session.model == "siuv"

3 apply firstApplicable

4 rule init {

5 target clause Attributes.session.phase == "init"

6 permit on permit {

7 obligation requestUsage { Attributes.session.phase = "issuance" }
o

9 rule credentialAllowed {

10 target clause Attributes.session.phase == "issuance"

11 condition Attributes.session.decision == "permit"

12 and Attributes.session.obligations.status == "fulfilled"
13 permit on permit {

14 obligation startUsage { Attributes.session.phase = "usage" }
sl

16 rule credentialDenied {

17 target clause Attributes.session.phase == "issuance"

18 condition Attributes.session.decision == "deny"

19 or Attributes.session.obligations.status == "violated"
20 permit on permit {

21 obligation exit { Attributes.session.phase = "exit" }

= P

23 rule usageRevoked {

24 target clause Attributes.session.phase == "usage"

25 condition Attributes.session.decision == "deny"

2 permit on permit {

27 obligation endUsage { Attributes.session.phase = "revocation" }
sl P

29 rule credentialRevoked {

30 target clause Attributes.session.phase == '"revocation"

31 condition Attributes.session.decision == "permit"

32 and Attributes.session.obligations.status == "fulfilled"
33 permit on permit {

34 obligation endUsage { Attributes.session.phase = "exit" }
!

36 rule default { permit }

7| };
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Figure 5.10: SIUV architecture

Components

IdPk are authorities that issue identity [VCk about subjects that access resources within
the vehicle drivers, passengers or software applications. An example of an issuer is the
department of motor vehicles that issues driving licenses, or a service provider that asserts
claims about a software application.

A subject may be a driver, a passenger or a software application that needs to access
resources, and is represented by a digital wallet that holds the subject’s VCk. The digital
wallet interacts with the issuers and the to present/obtain [VCk, and with
instances to request access to resources.

The Verifiable Data Registry (VDR)) is a Distributed Ledger Technology (DLT))
that holds revocation lists and issuers’ public keys. The [VDR]l may also be used to store
other relevant information like metadata about proofs or schemas and structures of [VCk.

The is the core component that provides dynamic identity and capability man-
agement of subjects. It exchanges external identity [VCk with internal capability [VCk.
The combination of VCk and the protects against identity theft as capabilities issued
by the are cryptographically verifiable and cannot be manipulated. This also allows
unlinkability and maximizes privacy of subjects because they do not need to share identity
information with the provider of the vehicle’s applications and components.

instances are used to protect resources within the vehicle. However, they do not
control the low-level behaviour of the vehicle as this imposes a safety risk. Rather, they
only control the usage of high-level APIs, services and functions exposed by the vehicle.
[UCSlinstances make usage decisions according to resource and environmental attributes as
well as capabilities issued by the The [PEPS of instances verify the capability
[VCk issued by the [STS, and parse their claims, which are used as attributes in the
policies. Therefore, the handles the global context of the whole vehicle, while [UCS]
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instances manage localised authorisation contexts of individual resources. instances
use traditional Attribute-Based Access Control (ABAC) or models depending
on the type of protected resources and the corresponding requirements, so they use the
lifecycle transition policies that enact [ABAC] and [TCON lifecycles.

Revocation of [VCk

When an [dP] revokes an external [VC|, such as a driving license, the [[dP] updates the
revocation list in the VDRI The update then gets communicated to all participating
entities through the VDRI If the is using the updated V(] in an active session, then
a policy re-evaluation will be triggered in that session. Based on the policy re-evaluation,
the may revoke all internal capabilities that depend on the revoked external VCl
When the revokes internal [VCk (i.e., capabilities), it also updates the VDRI thus the
update gets communicated to all instances. This triggers a re-evaluation in the
sessions that are using the revoked internal [VC| and the corresponding usage decisions
are updated accordingly. As explained above, policies specify safety measures that
must be taken before revoking capabilities, so internal [VCk are not revoked unless such
measures are enforced. Nonetheless, policies must also specify safety procedures
so that revocation of usage does not cause safety threats. For instance, a policy may
specify obligations that safely stop the vehicle before completely revoking access or delay

revocation of access until the vehicle stops.

5.4.3 Use-cases

To demonstrate SIUV, we describe three use-cases and present the corresponding policies.

Telemetry Data Collection Application

One relevant use-case of SIUV is the use of software applications that collect telemetry
data. Suppose that the car owner installs an application that provides services based
on telemetry data. The application requests a capability V(O from the to allow it
to collect telemetry data from the vehicle’s sensors and resources. The evaluates
relevant policies and decides whether to issue or deny the capability accordingly. The
also monitors the capability and revokes it if the policies are not valid anymore.
instances on the other hand use the capability credential to decide whether to allow
data collection from the resources they protect. They may also specify that data must be

anonymised before collection.
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A non-comprehensive example of the policy is provided in Listing [5.11} The
first rule allows the issuance of the telemetry data collection capability, but specifies an
obligation to obtain the consent of the car owner. If the owner consent is not obtained
(i.e., obligation violated), the evaluation session terminates and the capability would not
be issued as specified by the lifecycle described above. The second rule specifies that if
the consent is revoked, then the usage of the capability must be denied. Finally, the last
rule requests data deletion of already collected telemetry data and revokes the capability.
Similarly, a non-comprehensive example of a policy is provided in Listing The
policy allows the collection of location data if the subject has the telemetry data collection
capability. It also specifies that the data must be anonymised before collection. Note that

this is an [ABAC policy, so it only consists of a pre rule.

Listing 5.11: Non-comprehensive example of a STUV policy for the telemetry data

collection use-case

1|policy telemetry {

2 target clause Attributes.request.capability == "telemetry-collection"
3 apply firstApplicable

4 rule issueVC {

5 target clause Attributes.session.phase == "issuance"

6 permit on permit {

7 obligation obtainConsent { type = "telemetry-collection" }
8 obligation issueVC {

9 capability = "telemetry-collection"

10 id = Attributes.request.id

1 3

12 }

13 rule useVC {

14 target clause Attributes.session.phase == "usage"

15 condition !'Attributes.owner.consent.telemetry-collection
16 deny

17 }

18 rule revokeVC {

19 target clause Attributes.session.phase == "revocation"
20 permit on permit {

21 obligation deleteData {}

2 obligation revokeVC { id = Attributes.request.id }
S

24 }
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Listing 5.12: Non-comprehensive example of a SIUV [UCH policy for the telemetry data

collection use-case

1| policy ucs {

2 target clause Attributes.request.action == "collect-data"
3 and Attributes.data.type == "location"

4 apply firstApplicable

5 rule pre {

6 target clause Attributes.session.phase == "pre"

7 condition Attributes.subject.capability == "telemetry-collection"
8 permit on permit { obligation anonymise {}}

o}

10 rule default { deny }

11 }

Border Crossing

Another relevant use-case of SIUV is travelling between the borders of two countries
where driving rules are different. For instance, the minimum age to drive in Denmark is
seventeen, whereas it is eighteen in Sweden. Accordingly, consider a seventeen-year-old
driver with a valid driving license in Denmark. The collects the driving license V(|
from the driver as well as any other required VCk (e.g., ID), verifies them then issues a
capability allowing the subject to drive car. The capability is then used by
instances to grant access to the necessary components that allow the driver to drive the
car (e.g., start the engine). If the car crosses the borders to Sweden, the location attribute
changes, and the re-evaluates its policies consequently. In this case, the finds
that the driving capability [Vl is not valid anymore, and it revokes it when the car safely

stops. Policies may also specify obligations to notify the driver of the revocation.

This example is demonstrated in the following non-comprehensive policies. Listing[5.13]
presents the policy. The first rule (lines 4 to 12) specifies that issuing a driving
capability V(] is allowed if the license is not expired and the driver’s age is equal or
greater than the minimum driving age. The minimumDrivingAge attribute is managed
by the context transformation policy described below. The obligation of the first rule
specifies the claims of the VCl The second rule (useVC) specifies that the use of the
driving capability must be denied if the driver’s age is less than the minimum driving age.
Thus, when the car crosses the border, the minimumDrivingAge attribute changes and
the driving capability will either be maintained or revoked accordingly. Rule wait denies

the revocation of the driving capability if the car is not safely parked. It also specifies
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an obligation to notify the driver that they do not meet the regulations. Finally, the last

rule revokes the driving capability when the car is safely parked. The obligation specifies

the

ID of the credential to be revoked.

Listing 5.13: Non-comprehensive example of a SIUV [STH policy for the border crossing

use-case

-

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

policy driver {
target clause Attributes.request.capability == "drive"
apply firstApplicable
rule issueVC {
target clause Attributes.session.phase == "issuance"
condition !Attributes.subject.license.expired
and Attributes.subject.age >= Attributes.minimumDrivingAge
permit on permit { obligation issueVC {
capability = "drive"
id = Attributes.request.id
i3
}

rule useVC {
target clause Attributes.session.phase == "usage"
condition Attributes.subject.age < Attributes.minimumDrivingAge
deny
}
rule wait {
target clause Attributes.session.phase == '"revocation"
condition !Attributes.isCarParked
deny on deny { obligation notifyDriver {
message = "You do not meet the minimum age for driving here. Either

park the car or return back."

H
}

rule safeRevoke {
target clause Attributes.session.phase == "revocation"
condition Attributes.isCarParked

permit on permit { obligation revokeVC { id = Attributes.request.id }}

Listing shows an example of a context transformation policy used in SIUV. The

first rule sets the minimumDrivingAge attribute to seventeen if the location is in Denmark.

In contrast, the second rule sets the attribute to eighteen if the location is in Sweden.
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Listing 5.14: Non-comprehensive example of a SIUV context transformation policy for

the border crossing use-case

1| policy siuv {

2 target clause Attributes.session.model == "siuv

3 apply permitUnlessDeny

4 rule denmark {

5 target clause Attributes.location == "Denmark"

6 permit on permit {

7 obligation updateAttribute { Attributes.minimumDrivingAge = 17 }
SIS

9 rule sweden {

10 target clause Attributes.location == "Sweden"

11 permit on permit {

12 obligation updateAttribute { Attributes.minimumDrivingAge = 18 }
sl B

14 }

Car Rental Service

A car rental service is also another relevant use-case of SIUV as car owners can restrict the
use of their cars according to rental agreements. For instance, a car owner can restrict the
mobility of their rented car to a specific city or area. Thus, if the driver goes beyond the
restricted area, SIUV can warn the driver and revoke their driving capability credential,
and notify the car owner of the breach. Moreover, the car owner can define a specific time
period during which the car can be used by the driver according to the rental agreement.
Owners can also define policies that deny access to resources that are not needed by

drivers who rent the car (e.g. diagnostic interfaces).

Listing provides a non-comprehensive example of the policy of car rental
service. The first rule issues a driving capability [VCl if the driver is the renter in the
agreement. The agreementBreach rule is enforced when the driver goes beyond the
agreed upon location. The rule still allows the use of the driving capability, but it notifies
the driver and the owner that the rental agreement has been breached. The third rule
(lines 19 to 23) denies the use of the driving capability when the agreement expires.
Rule wait denies the revocation of the driving capability if the car is not safely parked
and notifies the driver that the agreement has ended. The last rule revokes the driving

capability when the car is safely parked.
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Listing 5.15: Non-comprehensive example of a SIUV policy for the car rental service

use-case

-

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

policy rental {
target clause Attributes.request.capability == "drive"
apply firstApplicable
rule issueVC {
target clause Attributes.session.phase == "issuance"
condition Attributes.subject.id == Attributes.agreement.renter
permit on permit { obligation issueVC {
capability = "drive"
id = Attributes.request.id
1
}

rule agreementBreach {

target clause Attributes.session.phase == "usage"

condition Attributes.location != Attributes.agreement.location

permit on permit {

obligation notifyDriver { message = "You have breached the rental
agreement. Additional fees will be incurred" }
obligation notifyOwner { agreementId = Attributes.agreement.id" }

1
rule useVC {

target clause Attributes.session.phase == "usage"

condition Attributes.agreement.endDate < Attributes.currentDate

deny
}
rule wait {

target clause Attributes.session.phase == "revocation"

condition !Attributes.isCarParked

deny on deny {

obligation notifyDriver { message = "You rental agreement has ended." }
1
rule safeRevoke {

target clause Attributes.session.phase == "revocation"

condition Attributes.isCarParked

permit on permit { obligation revokeVC { id = Attributes.request.id }}
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5.5 Credential Bridge

and [VCk emerged as new paradigms that empower individuals to own and control their
credentials, and enable sharing credentials across different organisations and jurisdictions.
and [VCk are not limited to digital identities (e.g., user accounts), but rather they are
set to facilitate the digitalisation of other types of credentials such as university degrees,
driving licenses and professional certifications. However, needs to coexist with legacy
identity and credential systems as organisations have heavily invested in them. Moreover,
different jurisdictions have different requirements and regulations, and alone cannot
enable their interoperability.

To address these challenges, we extend the policy-based described in Section
into a general-purpose credential bridge that transforms credentials across various do-
mains. Like the SIUV [STS] the bridge leverages the UCON+ policy engine and uses
policy-based decision making to transform credentials. However, the bridge is not limited
to transforming identity credentials to capabilities, but rather enables several types of
transformations. To this end, we outline in this section the different types of credential
transformations enabled by the bridge. We also discuss the evaluation lifecycle of the
transformation process and present the corresponding lifecycle transition policy. Finally,
we describe the architecture as well as the considered use-cases with the corresponding

transformation policies.

5.5.1 Types of Credential Transformation

As the credential bridge transforms credentials from one domain to another, we outline
the types of transformations below. However, it is important to note that the credential
transformation is not restricted to solely one of these types but can instead include a

combination of them.

Credential Format Conversion

Format conversion is the simplest type of credential transformation. It entails reissuing
the same claims of the original credential but in a different format. This transformation
ensures that the content and meaning of the claims remain unchanged, but the structure
and representation of the credential are adjusted to align with the target domain or
framework. For example, if a credential is originally in the OpenID Connect (OIDC])
format and needs to be used in a different domain that requires a [VC| format, the bridge

verifies the [OIDC credential and parses its claims, then issues a [V containing the same
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claims. The bridge relies on transformation policies that specify the format based on the
target system as well as other contextual information. Format conversion can be achieved
using model transformation languages (e.g., ATLAS). However, the credential bridge adds
a dynamic aspect as the transformation is based on conditions and policies. Besides, the
rest of the transformation types cannot be achieved by model transformation languages

as they require policy-based decision making.

Credential Claims Mapping

Another type of credential transformation is credential mapping, which involves exchang-
ing the original claims with other values that are relevant to the target domain. For
example, it may replace the courses and modules in a university transcript [VC with their
equivalent courses and modules in another university. Similarly, it may replace a birth
date claim with an age claim based on the birth date in order to enhance privacy. Trans-
formation policies specify how to map the claims and determine their values, ensuring
accurate and meaningful transformations between different frameworks. This type of

transformation does not necessarily require changing the format of the credential.

Credential Aggregation

The third type of credential transformation involves the aggregation of multiple credentials
or claims into a single credential. In certain scenarios, the target domain may require
a credential with a specific set of claims that are not originally provided by a single
credential or identity provider. To address this requirement, the credential bridge collects
and verifies all relevant credentials, aggregating them or their claims into a consolidated
credential that meets the specified requirements. This process is similar to the concept
of Verifiable Presentations (VPk), but the bridge goes beyond simple presentation and
utilises transformation policies to determine the necessary claims, which credentials should

be collected, and how to effectively aggregate them.

Credential Complementation

This is the most relevant type that demonstrates the value of the credential bridge. It
involves fetching and verifying additional credentials to complement and supplement the
credential to be transformed. For instance, to equate a university degree[VClin a different
country, the credential bridge may request additional credentials to complement the degree
[VCsuch as transcripts or accreditation credentials of the source university. This allows the

bridge to enforce extra verifications and collect missing information ensuring a trustworthy
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transformation. The policy-based decision making enables the bridge to determine the
additional credentials to be fetched according to the requirements of each transformation
case. For instance, policies can specify different information to be collected based on the

university or country of origin of the degree VCl

5.5.2 Transformation Lifecycle

The credential bridge is not concerned with managing the lifecycle of credentials, but
rather with transforming them from one domain or framework to another. Accordingly,
the evaluation lifecycle outlines the stages of transforming a credential. The lifecycle
specifically consists of two phases designated as collection and issuance as shown in
the [DFAlin Figure [5.11] The lifecycle starts with the collection phase where the bridge
verifies the input credentials to be verified and policies specify whether a transformation
is possible and if additional information or credentials are required. The lifecycle remains
in the collection phase while required credentials are being collected if applicable (i.e.,
in progress label is fired). If the transformation is denied, the exit label is fired and
the lifecycle terminates. Otherwise, if the transformation is allowed and all required
information and credentials are collected, then the lifecycle transitions to the issuance
phase (i.e., verified label is fired). Transformation policies of the issuance phase specify
the format of the issued credential as well as the claims to be included. Finally, the exit

label is fired and the lifecycle terminates after enforcing the policies and issuing the

credential.
in progress
O transform lecti verified /\ exit

exit
Figure 5.11: [DFAl illustrating the evaluation lifecycle of credential transformation

The corresponding lifecycle transition policy is presented in Listing [5.16] The init
rule sets the phase to collection upon the initialisation of the evaluation session. The
second rule (i.e., collectionInProgress) keeps the lifecycle in the collection phase
when the decision is deny and there are obligations to be enforced (i.e., there are addi-
tional actions to be taken such as collecting additional credentials before transforming the

credential). This is achieved by using the firstApplicable combining algorithm and the
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absence of an obligation that changes the phase in this rule. Thus, when this rule applies,
the firstApplicable combining algorithm discards the rest of the rules, so the phase
remains unchanged. The collectionDenied rule terminates the session if the credential
transformation is denied and there are no more obligations to be enforced. This is cap-
tured by the firstApplicable combining algorithm, because the previous rule includes
a check for the presence of obligations, so if the previous rule is not applicable, then there
are no obligations to be enforced. Rule collectionCompleted fires a transition from
collection to issuance once credential transformation is permitted. Finally, the last

rule terminates the session upon evaluating and enforcing credential issuance policies.

5.5.3 Architecture

The architecture of the credential bridge is similar to that of the SITUV with a minor
modification as illustrated in Figure [5.12] It leverages the UCON+ policy-engine with a
specialised [PEP] for verifying and issuing credentials. Thus, the [PEP] interfaces with the
credential subject or their digital wallet, collects credentials from them and provides a
transformed credential. The [PED] also interfaces with [PIPk and acts an attribute source
providing claims parsed from credentials in the form of attributes. Moreover, the [PED]
interface with external [[dPk or authorities to collect credentials from sources other than
the subject and verify them using the verifier subcomponent. For example, upon equating
a university degree credential, [PIPk can collect credentials about the university that issued

the degree from the university itself or other relevant sources.

Accordingly, the flow of a transformation process in this architecture is as follows:
(1) the subject submits a credential to the [PEP] and requests a transformation; (2) the
[PEP] verifies the submitted credential, parses it and invokes the policy engine by passing
the credential claims as attributes; (3) the policy engine evaluates relevant policies (i.e.,
policies of the collection phase) and passes the corresponding obligations to the [PEPI to
collect additional credentials if required; (4) the [PEP| prompts the subject for additional
credentials or requests them from relevant authorities, then verifies and parses them,
and passes the corresponding attributes to [PIPk; (5) the policy engine then transitions
to the issuance phase and evaluates policies that specify how to issue a transformed
credential; (6) finally, the engine invokes the [PEPI to issue the transformed credential
using the issuer subcomponent as specified by policy obligations; the [PEP] then sends the

transformed credential to the subject.
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Listing 5.16: Non-comprehensive example of the lifecycle transition policy of credentional

transformation

-

20

21

22

23

24

25

26

27

28

29

30

policy bridge-lifecycle {

target clause Attributes.session.model == "bridge"

apply firstApplicable

rule init {

1

target clause Attributes.session.phase == "init"
permit on permit {

obligation start { Attributes.session.phase = "collection" }

rule collectionInProgress {

}

target clause Attributes.session.phase == '"collection"
condition Attributes.session.decision == "deny"
and Attributes.session.obligations

permit

rule collectionDenied {

}

target clause Attributes.session.phase == "collection"
condition Attributes.session.decision == "deny"
permit on permit { obligation exit { Attributes.session.phase = "exit" }}

rule collectionCompleted {

1

target clause Attributes.session.phase == "collection"
condition Attributes.session.decision == "permit"
permit on permit {

obligation startIssuance { Attributes.session.phase = "issuance" }

rule issued {

target clause Attributes.session.phase == "issuance"

permit on permit { obligation exit { Attributes.session.phase = "exit" }}

5.5.4 Use-cases

We demonstrate the credential bridge in two use-cases and describe the corresponding

policies.
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Credential Bridge

|
PEP UCON+ Policy Engine |
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I i Attribute
i Sources

Session Session Session
PDP Manager PAP

Figure 5.12: Architecture of the Credential Bridge

Equating University Degree

The first use-case considers equating a university degree [VC| in another university and
country. The credential bridge is used by the target university to automate the recognition
and equivalence process. Transformation policies are used to specify the conditions and
requirements for equating the degree, as well as the claims to be included in the degree
equivalence credentials. We consider equating a degree issued by a university that uses the
Grade Point Average (GPA) grading system in a university that uses percentage grading.
To this end, we provide two non-comprehensive examples of transformation policies, one

for each phase of the transformation lifecycle described in Section [5.5.2

The transformation policy of the collection phase is provided in Listing [5.17 The
target clause of the policy (i.e., line 2) restricts the applicability of this policy to the
collection phase only. The first rule in the policy specifies an obligation to collect the
transcript [VCl from the subject if it was not provided already. When this rule applies,
the [PEP] enforces this obligation by requesting the transcript from the subject wallet,
which in turn prompts the subject to disclose the transcript. Similarly, the second rule
specifies an obligation to collect the accreditation credential of the university that issued
the degree. The [PEDP] enforces this obligation by requesting the accreditation credential
from the relevant authority such as the ministry of education in the country of origin.
We assume that authorities that accredit universities are digitalised and provide [APIk to
obtain accreditation credentials in the form of VCk. The last rule of the policy specifies
the requirements and conditions for equating the degree. It specifically checks if the
accreditation of the source university is valid and if the courses listed in the transcript
include the “Research Methodology” course. Moreover, the rule calculates the percentage
grade of the student and checks if its equal to or greater than sixty (i.e., the passing

grade). If these conditions are met, the policy allows the transformation process and

106



CHAPTER 5. INDUSTRIAL APPLICATIONS 5.5. CREDENTIAL BRIDGE

the session transitions to the issuance phase of the lifecycle. The denyUnlessPermit
combining algorithm is used to enable the enforcement of all obligations that correspond
to the deny decision at the same time. This combining algorithm combines and enforces
all applicable deny rules together when there are no applicable permit rules. Otherwise,

it enforces the first permit rule that applies.

Listing 5.17: Non-comprehensive example of a transformation policy used to for equating

a university degree in the collection phase

1|policy collection {

2 target clause Attributes.session.phase == '"collection"

3 apply denyUnlessPermit

4 rule transcriptMissing {

5 target clause !Attributes.subject.transcript

6 deny on deny { obligation obtainTranscript {} }

)

8 rule accreditationMissing {

9 target clause Attributes.subject.university.accreditation == "missing"
10 deny on deny { obligation obtainAccreditation {} }

1 }

12 rule allowTransfromation {

13 target clause Attributes.subject.university.accreditation == "valid"
14 condition Attributes.subject.degree.grading == "GPA"

15 and Attributes.subject.degree.grade * 25 >= 60

16 and "Research Methodology" in Attributes.subject.transcript.courses
17 permit

18 }

9]}

Once all requirements are verified and complementary credentials are collected, the
session transitions to the issuance phase where policies specify the claims of the credential
to be issued. Listing shows a non-comprehensive example of a policy that sets two
claims in the degree equivalence credential to be issued. The first rule converts the grade
to percentage form if the grading system of the source university is GPA. The rule sets the
grade claim accordingly. The second rule checks if the percentage grade is above eighty,
and sets the classification of the degree as distinction as per the rules and regulations
of the target university. The permitUnlessDeny combining algorithm is used to combine
all applicable permit rules and enforce their obligations at the same time. After setting
all claims as specified by the policy, the issues and signs the degree equivalence
credential, and passes it to the subject wallet.
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Listing 5.18: Non-comprehensive example of a transformation policy used to for equating

a university degree in the issuance phase

1|policy issuance {
2 target clause Attributes.session.phase == "issuance"
3 apply permitUnlessDeny
4 rule grade {
5 target clause Attributes.subject.degree.grading == "GPA"
6 permit on permit {
7 obligation setClaim { grade = Attributes.subject.degree.grade * 25 }
. }
o}
10 rule classification {
11 target clause Attributes.subject.degree.grading == "GPA"
12 condition Attributes.subject.degree.grade * 25 >= 80
13 permit on permit { obligation setClaim { classification = "Distinction" }}
14 }
5]}
IDS

uses credentials to identify and authenticate parties exchanging data in the data
space. Accordingly, data provider and consumer must be able to present [SSIIVCE to each
other upon starting a contract negotiation process. The [VCk must include details about
the subjects sharing and consuming data within each side. We leverage the credential
bridge in Boot-X[| to transform credentials from the internal identity systems of the data
provider and consumer to [SSII[VCk.

The logical architecture illustrated in Figure |5.4) shows how the credential bridge is
used in this context. When a user logs in, the identity system sends a request to the
credential bridge to issue an [SSII[VC for the user and store in the identity hub of the
data space. The identity hub is a component specified by that holds VCk of
the corresponding participant of the data space. It is used by the connector during
the contract negotiation process and passed to the other party in the data space for
identification and authentication.

The credential transformation in is simpler than the university degree use-case. It
only involves exchanging an internal credential issued by the legacy identity system with
an [SSIIVCL Thus, transformation policies specify the format of the credential as well as
the claims to be included in the [SSIVCl To this end, we show in Listing a simple

3https://boot-x.eu/open-source-architecture/
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non-comprehensive example of an [ALFAl policy used to issue an SSI[VC in Boot-X. The
setFormat rule sets the format of the credential to be issued to SSI[VCl Similarly, the
setClaim obligation specifies which claims to copy from the original credential to the
[SSIIVCL The last obligation instructs the [PEP| to push the [Vl to the identity hub after

issuing it.

Listing 5.19: Non-comprehensive example of an [ALFAI rule that issues an SSINVC in a

data space

rule issueSsiVc {
target clause Attributes.session.phase == "issuance"
permit on permit {
obligation setFormat { format = "SSI VC" }
obligation setClaim {
role = Attributes.subject.credential.role
organisation = Attributes.credential.organisation

}

obligation pushToIdHub {}
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Chapter 6

Conclusion

This chapter concludes the thesis by summarising the challenges
and contributions, and outlining future directions.

6.1 Summary

As digital technologies continue to pervade various aspects of human life, addressing the
ensuing privacy and security concerns becomes imperative. Access and usage control as
well as policy-based governance are among the security mechanisms that are typically used
to protect digital resources. In this thesis, we focused on several industrial applications of
Usage Control (UCON]) and policy-based governance. To address the diverse requirements
of the targeted application domains, we also tackled a core research problem in existing
[UCONI frameworks and proposed a new model accordingly. In this section we summarise

the challenges, objectives and contributions of this thesis.

6.1.1 Challenges and Objectives

[UCONIis an authorisation-oriented mechanism concerned with managing the access rights
that subjects can exercise on resources. In contrast, emerging security paradigms require
a broader policy-based governance that transcends traditional access and usage control,
and specifies how an entity (e.g., subject, object, process, etc.) should be generally
handled in a specific context. For instance, data ecosystems (e.g., data hubs, data spaces)
entail policy-based governance throughout the different stages of the data lifecycle from
data collection to destruction. Other applications require different lifecycles based on their
specific requirements. In contrast, enacts a fixed lifecycle of three temporal phases
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(i.e., pre, ongoing and post). Therefore, policy systems must enable the customisation of
the lifecycle through which policy-based governance is applied. In addition, [JCONl allows
attribute mutability, but does not incorporate a mechanism to govern attribute values and
attribute updates. For this reason, policy systems must enable governing attributes using
policies.

Besides solving the above-mentioned challenges, our main objective in this thesis was
to leverage policy-based governance in the following four application domains: (1) in
Industrial /International Data Spaces ([DS)) to drive contract negotiation and govern data
usage according to data sharing agreements; (2) in data hubs to govern data usage
throughout the data lifecycle; (3) in smart vehicles to dynamically issue contextualised
capabilities within the vehicle and manage their lifecycles; and (4) in a credential bridge

that transforms credential between different domains or regulatory frameworks.

6.1.2 Contributions

We presented six contributions in this thesis that address the challenges and objectives
mentioned above. (1) We proposed an extensible model for policy-based governance that
concerns evaluation sessions in policy systems. The model defines general structures and
common functions, and outlines extensible behaviour that can be refined and implemented
by concrete extensions. Specifically, the model specifies the properties of the evaluation
lifecycle, allowing extensions to define different and custom lifecycles. The model also
specifies a rule-based mechanism to govern attribute values and drive the lifecycle ac-
cording to conditional rules. Therefore, the model can be extended into various concrete
extensions by specifying different rules resulting in a distinct behaviour tailored for spe-
cific requirements. (2) We introduced a policy engine that implements the model using
a standard Attribute-Based Access Control (ABAC) policy language. The policy engine
enables the use of policies to specify the extensible behaviour of the model. It specifically
uses policies to drive the evaluation lifecycle and govern attribute values. Therefore, the
policy engine can realise different extensions of the model without reimplementation as
extensible behaviour is defined in policies. The policy engine leverages a modular archi-
tecture that allows adding, upgrading or substituting component easily when necessary.
(3) We leveraged the policy engine in an that is provided as a cloud serviceﬂ We
specifically used the policy engine to drive the contract negotiation in the based on

!The UCON+ policy engine and the credential bridge have been integrated in Boot-X as shown in
the open-source architecture. Boot-X is a cloud-based data space service. https://boot-x.eu/open-

source—-architecture/
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rules that specify whether to accept or reject offers, or to propose counteroffers. The
engine was also used to enforce the negotiated data sharing agreement and govern data
usage accordingly. (4) We also demonstrated the use of the policy engine in a data hub
application. We used the engine to govern data objects throughout the different stages of
their lifecycles. We provided examples of policies used to govern data usage and to define
the data lifecycle. (5) We presented a dynamic identity management and usage control
framework for smart vehicles using the policy engine. The framework includes a poli-
cy-based Security Token Service (STS)) that issues contextualised capabilities for subjects
within the vehicle, and manages the capabilities throughout their lifecycles. The [STS| can
also revoke capabilities when changes occur and the corresponding policies are no longer
valid. The framework takes safety measures in consideration. (6) Finally, we introduced a
policy-based credential bridge using the policy engine. The bridge transforms credentials
between different domains or regulatory frameworks according to policies that specify
the requirements of each domain. The bridge enables seamless interoperability between
different frameworks, and facilitates the transition towards Self-Sovereign Identity (SSI)).
We described two use-cases of the bridge including its use in an [DI.

6.2 Future Directions

The contributions presented in this thesis pave the way for future research that improves
the expressiveness and adaptability of the proposed model, and complements the solutions
we introduced for the targeted industrial applications.

In the context of [DS] future directions must aim at addressing end-to-end data sharing
instead of one-to-one exchange. Current solutions only consider data sharing agreements
between two parties, a data provider and consumer. However, data may be shared among
many parties in a chain where each consumer becomes a provider for another party.
Therefore, contract negotiation and data sharing agreements must consider the whole
end-to-end path that data may traverse. Furthermore, verifiable proofs and evidence
collection solutions must be developed to prove that the different parties of a data space
have complied with the negotiated contract and enforced their obligations. For example,
if the data sharing agreement specifies that the consumer must delete the data after a
specific period, then the consumer must be able to provide a verifiable proof of the data
deletion to ensure the fulfilment of the agreement.

The data hub solution provided in this thesis applies policy-based governance per
individual data objects. However, different data objects may be related and their usages

influence each other. For instance, if the policy specifies that a data object must be
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deleted, then derivative data may also need to be deleted. For this reason, future work
must address this challenge and provide a solution to collectively govern related data
objects that may influence each other.

A full formal specification of UCON+ must also be provided as part of future research.
As mentioned before, there is a work-in-progress that is already pursuing this goal [94].
Moreover, future work must aim at facilitating policy authoring and engineering using

static and dynamic analysis methods based on the formal specification.
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