
1932-4537 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TNSM.2021.3059752, IEEE
Transactions on Network and Service Management

1

Multi-Agent Based Autonomic Network
Management Architecture

Sisay Tadesse Arzo, Member, IEEE,, Riccardo Bassoli, Member, IEEE, Fabrizio Granelli, Senior Member, IEEE,
and Frank H.P. Fitzek Senior Member, IEEE

Abstract—The advent of network softwarization is enabling
multiple innovative solutions through software-defined network-
ing (SDN) and network function virtualization (NFV). Specif-
ically, network softwarization paves the way for autonomic
and intelligent networking, which has gained popularity in
the research community. Along with the arrival of 5G and
beyond, which interconnects billions of devices, the complexity of
network management is significantly increasing both investments
and operational costs. Autonomic networking is the creation
of self-organizing, self-managing, and self-protecting networks,
to afford the network management complexes and heteroge-
neous networks. To achieve full network automation, various
aspects of networking need to be addressed. So, this article
proposes a novel architecture for the multi-agent-based network
automation of the network management system (MANA-NMS).
The architecture rely on network function atomization, which
defines atomic decision-making units. Such units could represent
virtual network functions. These atomic units are autonomous
and adaptive. First, the article presents a theoretical discussion of
the challenges arisen by automating the decision-making process.
Next, the proposed multi-agent system is presented along with
its mathematical modeling. Finally, MANA-NMS architecture is
mathematically evaluated from functionality, reliability, latency,
and resource consumption performance perspectives.

Index Terms—Autonomic Networking, Multi-Agent System,
Network Management, Network Function Virtualization, Soft-
ware Defined Networking, C-RAN, 5G, Future Networks

I. INTRODUCTION

Autonomic networking is the ability of a communication
network to self-manage without (or with minimal) human
intervention. In other words, it is the process of enabling the
network system to have a self-X property; X can represent
managing, configuring, healing, and protecting capability of
the network. An autonomic management system has to be able
to capture, respond and adapt to the dynamic and evolving
behavior of the network, according to the users’ and services’
demands. In general, the primary aim of autonomic network
management systems is not to completely exclude humans
from the process. Rather it is aimed at shifting the burden of
routine works, such as maintenance, configuration, and man-
agement, from network administrator to technology, alleviating
tedious and repetitive tasks.
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Traditionally, in the networking community, network man-
agement was typically performed either manually or by using
pre-defined scripts to monitor and control software and hard-
ware. Those solutions implement pre-defined strategies that
are triggered by scenarios defined by the network managers.
Recently, with the introduction of the concept of network
softwarization, the capabilities of network management are
enhanced by the programmability and adaptability of the
networking infrastructure. However, while modern networks
provide a high level of programmability, still automation in
network management is supported by limited intelligence in
the network.

Therefore, in the next generation networks, autonomic net-
working is required to scale up the network management
capability to meet the expected big growth in the network
introducing intelligence in the systems. This is because billions
of devices will access and use the network. Thus, it will be
extremely complex and cumbersome to continue managing
future networks with the current practice. Moreover, from
a business perspective, network operators aim at reducing
capital expenditure (CapEx) and operating expense (OpEx),
while increasing their revenues. Managing next-generation
networks would require numerous highly-skilled manpower.
Especially, with the arrival of the Internet of Things (IoT), and
ultra-reliable machine-type communication (uMTC), there is
a dramatic increase in the amount of network information to
actively and proactively process. This requires a completely
novel approach to network management. Therefore, 5G, and
beyond networks [1] are trying to address this issue through
some form of network management automation, alleviating the
need for a huge number of skilled human network adminis-
trators.

Current networking researches mostly focus on network
softwarization relying on SDN and NFV. These two emerging
technologies enable the traditional static network to be flexible
paving the way for network innovation. This opens the door
for rapid network evolution and transition to intelligent net-
working, network automation, and smart networks. Network
softwarization consists of mapping hardware-based network
functions into software.

Moreover, SDN implies the physical separation of the
network control plane from the forwarding data plane [2].
In the SDN architecture, the controller and the forwarding
elements in the network are decoupled. This allows for a range
of considerably more flexible and effective network manage-
ment solutions using network programming. SDN enables the
network to be programmed and dynamically re-configured,
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Fig. 1. Unified SDN-NFV Architectural Framework [4]

using software to outsource computing to external servers.
NFV is a software implementation of network function,

which can run on general-purpose hardware [3]. The archi-
tecture of NFV contains three main components, such as

• Network functions virtualization infrastructure (NFVI)
consists of the hardware and software that hosts different
virtual network functions (VNFs).

• VNFs are the implementation of network functions
such as firewall, network address translation (NAT), and
packet/serving-gateway(P/S-G), and baseband unit (BBU)
in software that could be deployed in an NFVI environ-
ment.

• NFV management and network orchestration (MANO) is
the place where management and orchestration of VNF
are implemented.

SDN and NFV are complementary technologies. Adopting
them together provided myriad of innovative possibilities, such
as dynamic network configurations, network states estimation
and measurement and dynamic network management and
control. They are enablers of network automation through
the softwarization and orchestration of network functions. A
unified architecture for SDN-NFV, which is presented in [4]
is depicted in Figure 1.

Another enabling technology for network automation is
machine learning (ML)/artificial intelligence (AI), which has
recently seen greater advancements. This is expected to play a
significant role in the automation of networks [5]. In fact, ML
has been applied in various areas of networking such as traffic
prediction, resource management, Quality-of-Service (QoS),
and network security. ML provides cognition and reasoning
capability in automated decision making. The goal of ML is
to extract the hidden knowledge from the network, service, and
users’ behavior using historic data for its training and learning.

SDN and NFV enable the possibility of network pro-
gramming, virtualization, and orchestration; however, they
do not actually automate network management. Therefore,
a new framework should be developed to incorporate SDN
(for network control and programmability), NFV (for net-

work function virtualization and orchestration), and ML (for
knowledge management and cognitive ability) in a single
architecture. Moreover, the current architectures typically use
a ’monolithic process’ in their implementations. However, in
the monolithic process, there are strong dependencies between
sub-functions. If one of the function fails, it affects or hinders
the operation of other sub-functions [6], [7]. In addition, a
monolithic SDN controller and an NFV Network Manage-
ment and Orchestration Architecture (MANO) [3] result to
be complex and difficult to scale. This is because a given
sub-function can not be modified or scaled independently.
Moreover, monolithic implementation of network management
is not flexible, reusable, and scalable for complex systems.
This makes it unsuitable for network management automation
[6], [7]. Sub-system based approach has previously been
introduced [6], [7]. However, their discussion is limited to
the sub-system creation and distributed deployment. They are
limited in the introduction of intelligence in the sub-systems.

Given the above open challenges, this article proposes
a MANA-NMS architecture. The core principle behind this
architecture is network function division based on autonomic
agents. The idea is to subdivide the monolithic network man-
agement and control function into sub-functions. It employs
agents to be implemented in a virtualized or containerized
environments [8], [9]. A given sub-function is deployed as
an independent autonomous unit, called agent. Each agent is
autonomous and specialized in performing specific network
sub-functions, such as network slicing, path computation, and
QoS monitoring. Agents are organized to perform the overall
network management functionalities. Next, agents could be
orchestrated with standard orchestration such as Kubernetes.
However, orchestration could also be considered as a sub-
function to be implemented as an atomic agent.

Specifically, the overall system behavior and functions
should be represented, using multiple interacting autonomous
agents. This requires a new architecture that defines the in-
teraction, functionality, communication, and coordination be-
tween the agents in delivering the overall system functionality.
In general, the overall system behavior needs to encompass
different attributes such as agent communication, coordina-
tion strategies, decision making, learning, and cognition, in
standard architecture.

In this article, we follow European Telecommunication
Standards Institution (ETSI) standard’s called Generic Auto-
nomic Network Architecture (GANA) reference model [10].
The main goal of the GANA reference model is to pre-
scribe the design and operational principles for Decision Ele-
ments (DEs) as the drivers for cognitive, self-managing, and
self-adaptive network behaviors. ETSI is performing several
GANA instantiations onto various targeted standardized ref-
erence network architectures, to enable autonomic algorithm
implementation and to design and implement DEs in such
architectures, in a standardized way. Our proposed autonomic
architecture is presented in comparison with the ETSI’s GANA
reference model. The authors had already proposed a general
architecture for autonomic network management (in terms of
the autonomic operator) in [11], [12]. Moreover, they also
described and extensively evaluated the self-management of a
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virtual network based on SDN, via the exploitation of adapted
fuzzy cognitive maps at the SDN controller [13].

The main contributions of this article can be summarized
as follows:
• Discussing the challenges of autonomic decision, consid-

ering decision generation, organization, planning, valida-
tion, and execution in the context of network management
automation.

• Defining and proposing multi-agent-based autonomic net-
work architecture.

• Mathematical modeling of the autonomic network man-
agement system behavior.

• Performance evaluation in terms of functionality and
system behavior analysis.

The rest of the paper is organized as follows. Section II reviews
existing works. Section III discusses the autonomic network
management challenges. The proposed multi-agent-based au-
tonomic management system is presented in Section IV. Next,
the mathematical formulation of this multi-agent system is
discussed in Section V. Section VI presents a performance
evaluation as a proof of concept. Finally, concluding remarks
and future research directions are provided in Section VII.

II. LITERATURE REVIEW

Automation is not a new subject since it was applied in
several fields such as industrial automation, business process
automation, and vehicular-driving automation. For clarity, we
mainly divide the literature into two main categories: network
automation and architecture, and the application of multi-
agents in networking.

A. Autonomic Networking

Autonomics in communication networks can be reviewed
considering state-of-the-art before and after softwarization. In
fact, SDN and NVF along with cloud computing created a
seismic change in the way we design, implement, operate and
manage networks.

1) Autonomic Networking before the Introduction of SDN
and NFV: Autonomic computing and networking were first
envisioned by IBM in 2001 [14]. Inspired by autonomic com-
puting, numerous research works had been done in autonomic
networking since 2004 [15]–[19]. Some works also specifically
focused on network management [18], [20]. In [18], the author
proposed a system for autonomic network control and manage-
ment. In [20], the authors presented an interesting approach to
enable the self-X capability for network management. An early
study of autonomic network architecture is discussed in [21]–
[23]. In particular, Ghazi B. et.al. [22] aimed at designing a
generic architecture by introducing the concept of abstraction.
The main idea behind abstraction is to provide a platform
for the coexistence of heterogeneous networking styles and
protocols. In [23], the authors introduced an architecture called
AutoXL. It adopts a knowledge plane (responsible for the
management of knowledge) and a Policy plane, (responsible
for managing policies). The study in [21] focuses on de-
veloping autonomic network monitoring for decision-making
through information gathering, using a random number of

monitoring devices. The work in [24] developed a specific
network architecture for cognitive radio nodes.

There are also other specific network-based autonomic
architectures and conceptual models. The works in [25],
[26] mainly targeted transport networks. The authors in [25]
presented a discussion on an attempt to enable self-optimizing
and self-protecting optical burst-switched networks. Similarly,
in [26] a model was developed using self-configuration, self-
optimization, self-healing, and self-protection for service pro-
visioning in automatically switched transport networks. The
developed architecture aimed at enabling autonomic capability
through self-governing systems.

Autonomic networking models for wireless networks are
also a relatively well-studied subject [27]–[32]. A specific
work that focuses on wireless access networks, is presented
in [33]. Specifically, it developed a distributed generic and
autonomic management paradigm for decentralized manage-
ment of wireless access networks. Considering the peculiar and
inherent challenges of wireless networking, the authors in [27]
provided an analysis of autonomic networking. In particular,
they aimed at providing autonomic support in the wireless
network design process.

In [29], the idea of function atomization was presented.
Moreover, a consideration of composing autonomic elements
was the scope in [30]. This composition aimed at providing
a self-governing management system for overlay networks
and a self-organizing composition towards autonomic overlay
networks.

As per the authors’ knowledge, the work in [31] showed the
first use of agent-based modeling for automated elements. The
authors argued the use of network management automation
for wireless sensor networks as a self-recovery model. An
interesting conceptual contribution could be extracted from
the above works, which is network element atomization. This
provides the possibility of sub-dividing monolithic network
management systems into sub-units. The monolithic network
management design has drawbacks such as reusability, scal-
ability, tight coupling between components. Similarly, with a
focus on a particular network type, few works attempted to
incorporate autonomic in the network operation and manage-
ment [32], [34]–[36].

Apart from an application on particular network scenarios,
there are also works focusing on automating specific func-
tionalities such as QoS monitoring, fault-management, traffic
management, and security [37]–[43]. For instance, in [37],
a discussion on a model-based approach is presented. The
model-based method is to equip the fault-management system
with autonomic capabilities. Article [38] studied automation of
network operations for fault-management and resilience, while
the article in [41] analyzed a memory-enabled autonomic
resilient networking.

2) Autonomic networking after the widespread adoption of
SDN and NFV: SDN and NFV introduced a dramatic change
in the legacy static network, paving the way for network
software-based evaluation. From an architecture point of view,
SDN provides centralized network provisioning and manage-
ment capability, considering a global view of the network.
Now, we focus on the most recent literature on autonomic
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networks that have been done since the widespread acceptance
of SDN and NFV.

Ironically, after the introduction of SDN and NFV, there are
relatively few organized efforts in the research community for
network automation [10], [44]–[47]. In [48], an experimental
study on dynamic network reconfiguration in a virtualized net-
work environment, using autonomic management, is discussed.
An autonomic management system for a software-enabled
network is also presented in [45]. The article in [49] presented
a novel management architecture and elaborated the ongoing
standardization efforts. Most of the concepts in the reference
model, autonomic networking integrated model and approach
(ANIMA) are heavily inspired by GANA architecture [10].
This architecture for IPv6 based radio access network (RAN)
management. More recently, in [50], the authors presented
a demonstration of an open-source MANO framework, an
extension within the scope of the 5GTANGO H2020 project.
They discussed automated service deployment, considering
policy-based service level agreement (SLA) provisioning and
monitoring. Aaron Richard et al. [51] discussed a data and
knowledge-driven intelligent network for future network trans-
formation. In [52], a first attempt to integrate SDN and
autonomic network management was presented. This white
paper shows the challenges and opportunities along with the
autonomous network framework. An SDN-based autonomic
architecture was envisioned in [53]. This architecture aims at
enabling the coexistence of heterogeneous virtual networks,
supporting hierarchical autonomic management. In [54], the
authors introduced an architectural framework to be integrated
with the network device operating system. It can work either
independently on the device or can be aggregated across
multiple devices in a network deployment.

Inspired by the cognition process of human beings, a cogni-
tive network implements intelligent and adoptive procedures
in responding to network dynamic behavior. The authors in
[55] presented an evolutionary road-map of communication
protocols towards the cognitive internet. They discussed the
introduction of self-aware adaptive techniques combined with
reasoning and learning mechanisms. The goal of these tech-
niques is to tackle inefficiency and guarantee satisfactory
performance in complex and dynamic scenarios. In [13],
the author proposes a cognitive SDN architecture based on
fuzzy cognitive maps. A specific design modications of fuzzy
cognitive maps are proposed to overcome some well-known
issues of this learning paradigm. The authors also discussed
the efficient integration with an SDN architecture.

Significant standardization efforts are also taking place
by prominent standardization organizations such as ETSI
and Internet Research Task Force (IRTF). The first project
launched to develop a network automation model is Auto-
nomic Network Architecture (ANA) [22]. The project aimed
at designing an autonomic architecture to mitigate network
complexity enabling protocols and algorithms to operate in
an autonomic manner. Recently, ETSI has taken a prominent
role in autonomic architecture standardization and adaptation.
An Industry Specification Group (ISG) on Autonomic network
engineering for the self-managing Future Internet (AFI) has
been established under ETSI [56]. Various versions of this

model were presented since its inception [10], [57], [58].
More recently, ETSI developed an autonomic network standard
reference architecture [10], which is called GANA. In [59],
SDN enablers in the ETSI AFI GANA Reference Model for
Autonomic Management Control (emerging standard), and
Virtualization impact.

In [60], an implementation guide for the ETSI AFI GANA
model is presented considering a standardized reference model
for autonomic networking, cognitive networking, and self-
management. The document in [61] provides standardization
of resilience survivability and autonomic fault-management,
in future networks: this is an ongoing initiative recently
launched in ETSI. As per the authors’ knowledge, despite
the tremendous effort to introduce an autonomic architecture
and software model, none of the works have given enough
emphasis on the concept of function atomization. Network
function atomization and multi-agent-based representation of
atomized functions are the core contribution of our work. Net-
work function atomization is the sub-division of the monolithic
process into smaller functions with cognitive and adaptive
capability. With this added autonomic capability, sub-functions
are represented as autonomic agents. Autonomic agents are
atomic units that will be used as building blocks for au-
tonomous network management systems.

Finally, the dawn of IoT and machine-type communications
has dramatically increased the network size and complexity
[62]. 5G and Beyond networks are evolving towards auto-
nomic.

B. Multi-Agent Systems for Autonomic Networking

Now, we present a brief overview of the part of the literature
emphasizing the application of multi-agent-based systems in
networking. Multi-agent systems have been used in many areas
[63]–[65]. A multi-agent-based configuration in a ubiquitous
wireless network is presented in [66]. Where agents are
used in the Radio Access Network (RAN). The information
is loaded and fed back through agent communication. The
Q–learning paradigm is used for the agent’s cognitive ability
to identifying whenever to make load balancing. In [65], the
authors proposed the use of multi-agent systems within AuRA-
NMS. They presented the use of multi-agent system (MAS)
technology for distributed system automation and network
control, considering the issues associated with robustness of
distributed MAS platforms, the arbitration of different con-
trol functions, and the relationship between the ontological
requirements.

Other works focused on more specific applications such as
security, service discovery, and service migration. The article
in [67] proposed an approach for dynamic service discovery
in service-oriented architectures. The approach is based on a
multi-agent system using the matchmaking technique. Patri et
al. [68] developed a generic migration algorithm. This algo-
rithm is derived from a search-based rational agent decision
process. Such an algorithm can deal with uncertainties to
provide the migration path. This migration is computed by
using a maximized utility function. For military networks of
computing and communication, the author in [69] presented
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an initial reference architecture. The reference architecture is a
cyber defense application of intelligent software agents. Sev-
eral works also exist showing the use of intelligent autonomic
agents for security application such as risk assessment [70],
and network intrusion detection [71]. The authors in [72]
presented mobility management over the satellite networks
based on virtual agent clustering.

None of the previews works considered an organized man-
agement architecture, like in [73]–[75], for the overall network
system management. These works are closer to our approach
towards utilizing agents, hierarchically organized them into
specialized autonomous-atomic units. The work in [73] pre-
sented an attempt to organize a multi-agent hierarchical system
for a self-adaptive network service. They discussed a hierarchi-
cal division of agents, effectively providing an abstract model,
in which multi-agents are divided and organized into principal
agents and sub-agents, according to different layers. Each prin-
cipal agent is responsible for the management and coordination
of sub-agents. Similarly, Guo-zhu et al. [73] presented a multi-
agent-based management system designed for distributed net-
work. They developed an intelligent management architectural
framework. This architecture organizes agents into three types:
center layer-agent, region-layer agent, and access-layer agent.
An interesting work about control systems is presented in [76]
from the control research community. Several existing works
related to steady-states of the closed-loop systems studied
state analysis of multi-agent-based system [77], [78]. Finally,
an article developed a mathematical graph representation of
agents’ coordination [79].

Despite all the effort to develop a specific or general
architecture and several applications of multi-agents, there is
no work considering multi-agents for network management
system automation, combining the concept of SDN, NFV, and
ML in the context of the ETSI GANA reference model.

III. NETWORK MANAGEMENT AUTOMATION
CHALLENGES

Future generation networks are very complex systems with
numerous heterogeneous devices, users and services involved.
However, they will be very dynamic and consistently advanc-
ing. Thus, managing such a dynamic environment involves
handling heterogeneous real-time events in a sophisticated
manner. This also means dealing with complex events, which
require complex event processing. The problem is mainly
complicated because of the huge amount of data generated
by users, services, and network devices. Managing such an
amount of data in such a complex environment, within a
short period of time, requires a very tedious, enormous, and
sophisticated processing. However, data also contains valuable
information about users/services and network states even if it
is cumbersome to manage them. Data could systematically be
managed and analyzed to extract and use the information for
self-management of the network. Extracted information could
be used to facilitate services provisioning.

To automate a network management system, a comprehen-
sive understanding of the complete cycle of the automation
process is required. This includes measuring and understand-

ing the environment, decision-making process, planning strat-
egy, verification of the action plan, execution of actions, and/or
finally monitoring the system behavior [11], as depicted in
Figure 2.
• Measuring and understanding the environment determines

a network behavior in a reactive or proactive manner,
based on continuous observation of the constituent net-
work elements. This enables the accumulation of network
knowledge in the knowledge domain. For example, self-
monitoring means having the ability to observe own
internal state. Observation of this internal state can be a
continuous measurement of QoS metrics such as latency,
reliability, congestion, and throughput.

• A decision-making process is used to learn, understand
and decide what action to take to respond to network
events. For example, in a decision-making process, a
machine learning model could be used to predict the
incoming traffic, which is trained based on the previously
accumulated data. Based on the prediction, a decision
could be made on the type and quantity of resources
required to satisfy the service’s demand.

• Planning action strategy means executing the decision,
such as what kind of actions or configurations should be
performed on an element to have the required network be-
havior. For example, once the decision is made to allocate
resources, a configuration file needs to be prepared to be
executed in network elements or devices. This allocates
the required network resources, which are decided in the
decision-making process.

• Verification of action plan is the validation of the plan
before executing it on the target network elements or
devices. This could be a configuration file, which has
to be verified and checked for accuracy and consistency.

• Executing action and/or output is implementing the ver-
ified or validated action plan. It could be a path config-
uration for the requested service or reservation of end-
to-end network resources for service isolation, as part of
QoS provisioning and guaranteeing.

• Monitoring the system’s behavior completes the cycle.
It continues to analyze the effect of the executed action
on the overall system behavior while monitoring the
environment for new events and changes. This could be
through a loop-back control.

A. Decision Theory from Network Automation Perspectives

Decision-making means selecting one or more courses of
action among the available alternatives. Humans make de-
cisions every day. Humans have characteristics of weighing
alternatives and deciding based on criteria such as good
or bad (i.e quality). Decisions are generally characterized
by gathering knowledge, learning, reasoning, and deciding
distinctly. Gathering knowledge is the first step in the decision
process. Based on the collected knowledge and experience,
humans learn and reason. Humans also learn how to respond
without an identifiable reasoning basis, just following instinct.
For instance, a child may touch fire just to fulfill his/her
curiosity. However, a reasonable decision is based on previous
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Fig. 2. Network Management Cycle

experience through pattern-matching. The human decision-
making process is a long-studied subject in research and it is
out of the scope of this article. Here, the aim is to get inspired
by the human decision process to delegate intelligent decisions
in network automation. In general, a decision is the key part
of network management in the automation of processes. We
aim to emulate and replace human involvement in the network
management process [80].

In a similar analogy with the human decision process,
intelligent-decision systems could have a knowledge accumu-
lation step to observe and experience the network environ-
ment through parametric measurements. Besides, intelligent-
decision systems could overcome human cognitive limitations
and biases by providing a rational basis for comparison of
alternatives [80]. The observation and experience are accu-
mulated in a knowledge domain or metaspace. A cognitive
process may modify the metaspace and the elements of its
instances or models [80]. This could be through a learning
process, by adding new rules, principles, and concepts to
the metaspace, or manipulating and modifying the existing
instances or models of the metapace. This goes with the
assumption that the existing instances are already known. They
could already be in the knowledge base or they could be added
via new instances or models. The metaspace and instances
constitute a knowledge base of the cognitive process.

A domain expert could be considered to provide knowl-
edge to the knowledge acquisition module. That knowledge
is encoded in the knowledge base, usually as part of the
development process. The user or decision maker enters the
system through an interface. Next, the user may directly access
the knowledge such as a reference for past cases, or the
inference engine to infer from past cases to a new case. The
user may drill down for an explanation of the inference from
the explanation module. The intelligent system could have a
mechanism to capture, collect and infer knowledge from a
domain expert, and pass that expertise to a decision-maker.

Generally, decision making is limited by available informa-
tion and time to make the decision, together with cognitive
ability and resources. Input to a decision-maker includes a
knowledge database and model base. The database contains
data relevant to the decision problem, while the knowledge
base may include, for example, guidance in selecting alterna-

tives. The model base holds formal models, algorithms, and
methodologies for developing outcomes. Processing involves
using decision models to simulate or examine different states
and find the best solution under the constraints. Feedback
from processing can provide additional inputs that may be
updated in real-time to improve problem-solving. The output
may generate forecasts and explanations to justify recommen-
dations and offer advice. Results are provided to the decision-
maker, who may interact with the system to provide additional
information or query the results.

Decisions could be categorized as structured, semi-
structured or unstructured. An example of a structured de-
cision is the shortest path between two nodes that could be
computed as a closed-form solution. However, if we are to
provide a routing path for a packet or flow, then the shortest
path may not be the best decision. It may not consider the
current state of the network that could affect the routing such
as congestion and available resources. The current state of
the network could be so dynamic that we may not have the
complete and exact network state information. This leads to a
sub-optimal decision, which is considered semi-structured. In
the unstructured decision, the problems have no agreed-upon
criteria or solution and rely on the preferences of the decision
making elements.

Depending on the time it takes to reach the final decision,
decisions can also be categorized as instant decisions and
long-term decisions. Examples of instant decisions are routing
packets or flows from source to destination. Whereas, an
example of long-term decision is the scheduling of system
or re-configuring decisions for periodic updates.

In general, taking care of the network without administra-
tors’ conscious knowledge requires making an intelligent de-
cision through decision generation, organization, verification,
applying, and cheeking system behavior through loop-back
control.

1) Data Analytics and Cognition: Managing the network is
the ability of the network administrator or autonomic system
to maintain the network within the desirable behavior. This
is a very complex problem. It requires handling multiple and
complex real-time events such as monitoring the network and
computing resources which could be a physical channel (wired
and wireless channels), encoding techniques, computing re-
sources, stored network, and user data, users, service, and
network devices (ports, links, configuration files) so on.

Reasoning and cognition are the key pillars in a decision-
making process. Cognition is learning, analyzing, and rea-
soning to generate decisions. Useful information could be
generated about users, services, and networks by analyzing the
data. And then, this information could be used for reasoning
out and generating management decisions, such as allocating
resources, monitoring and guaranteeing QoS, authenticating
users, and protecting the network from intruders.

There are various methods to extract information for given
data. AI tools provide powerful aids in solving difficult applied
problems that are often real-time, involving large amounts of
distributed data, and benefiting from complex reasoning. AI
tools could be fuzzy logic, case-based reasoning, evolutionary
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computing, artificial neural networks, and intelligent agents
[74], [80].

Currently, machine learning is the most adopted means
of extracting valuable information about users, services, and
networks. With the interconnection of machine type devices,
there is a colossal amount of data to learn from. The goal of
machine learning is to extract the hidden knowledge about the
network and users through training, using a network data set.

2) Generating Cumulative Decision: Communication net-
works will be very dynamic and complex. Handling events
appropriately to maintain the desired behavior of the network
requires making various intelligent and adaptive decisions.
Autonomic generation of various decisions through data gath-
ering, analysis, and intelligent reasoning are critical steps.
These decisions are dependent on various internal and/or
external factors. Events could be triggered by external fac-
tors such as service requests, device discovery, new service
discovery, topology change discovery, traffic classification,
traffic prediction (amount of traffic on each link may be
for congestion control), traffic scheduling, fault or anomaly
behavior detection, and security breach. Internal decisions
could be the network update, scheduled re-configuration for
network optimization, available resource monitoring, handling
network device failure or misbehavior. All types involve com-
plex correlations. For instance, network re-configuration for
optimization of decisions may affect the QoS as it may involve
a configuration that may limit the availability of allocated
resources at a given time. The QoS for one service may affect
the decision for another service, in case of limited network
resources.

Therefore, in the network automation process, decisions
have to be made considering other interrelated decisions to
see the cumulative effect on the overall network behavior. Au-
tonomous decision-making requires the generation of various
decisions such as automatic event handling through scheduling
of events and tasks. Moreover, the crucial part of autonomous
decision-making is intelligent reasoning and cognition that
as discussed previously above. That could be supported by
AI/ML techniques.

3) Decision Organization: Networks systems consist of
heterogeneous devices, which involve cross-layer complex-
events such as signal transmission, processing, coding, decod-
ing, routing, load balancing, slicing, QoS monitoring, resource
management. Decisions at various layers have to be made and
each decision has its peculiarities but also dependencies on
one another. For example, the decision made to provide end-
to-end QoS for a certain type of traffic involves decisions
on protocols, the physical layer, the data-link layer, and the
network layer. Moreover, a decision made at the physical layer
could impact the once’s at the data-link layer or network
layer. Hence, abstraction is necessary to isolate and focus
on particular aspects. Various approaches could be followed.
One approach could be using a standard seven-layer OSI
or four-layer TCP/IP model. Another one could be using a
new customized version of these layers as followed in the
ETSI GANA model. In our proposed architecture, we followed
ETSI’s GANA model for decision abstraction and organization
[10], [74]

4) Overall Autonomic Decision Assessment and Verifica-
tion: The outcome of an autonomic decision should be
assessed according to both the process to and outcome of,
decision making. The process of decision making is very
critical. And it should be assessed since it has a big implication
on the time it takes to decide and the additional computation
and communication overhead. The quality of a final decision is
also very important that should be assessed based on a defined
criterion, which could be specific for a given management
demand. Assessing a decision requires defining measurement
matrices.

In the network management automation process, we need to
have a mechanism to validate the final decision for consistency,
accuracy, and optimality. The final decision’s measurement
and verification mechanisms should consider consistency in
collective system behavior. That is because, in a cumulative de-
cision, individual decisions may not be the best or optimal one,
since multiple factors should be taken into considerations. It is
important to model desired network behavior pattern for proper
evaluation of the performance of the automation techniques.
Typically, healthy network behavior initially is decided by a
network service provider or network administrator, through a
set of behavior constraints.

Verification mechanisms could be a mathematical procedure
to verify and validate intelligent decisions for autonomic
networking. It could be choosing the best solution from a set
of, sometimes infinite, possible solutions. This may involve
making sense out of ambiguity or contradiction in selecting
the alternatives. A possible simple example of contradicting or
conflicting decisions in autonomic network management could
be a security alert with credible threats, such as a DDoS attack
on the network that may require network reconfiguration for
self-protection and attack mitigation. However, at the same
time, the network may be serving critical users or verticals
such as remote surgery or an automated car. An early act on
the intruder could prevent or reduce the damage. However, the
response may require some possible configuration scenarios,
which could impact the critical services. Therefore, how to
solve such conflicting situations has to be defined or acquired
and developed through training, to be embedded in the network
automation process. Finally, the generated re-configuration
files have to be verified for the impact that it would have on the
network (the accuracy of the intended outcome of the actions
to be taken). In general, we need to verify and validate the final
solution before applying it. And it is beyond the scope of this
article to exhaustively discuss the validation and verification
mechanisms to each type of decision.

5) Decision Execution: In network management automa-
tion; action or decision execution is needed to fulfill network
management demands. An action could be re-configuration,
database updating, path re-computing, authentication, autho-
rization, and monitoring [11]. The outcome of decision gener-
ation needs to be applied to the system to change the part of
the (overall) network system to fulfill service or management
demands. The network’s behavior change comes by applying
the final verified decision to change the network environment
so that it behaves as per the network management demands.
The response to the change has to be done appropriately and
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timely. This is very critical. A simple example could be when
we make a decision to route a flow based on the currently
available path. The path status or available resource changes
very quickly, which may invalidate or outdated the decision.
This is mostly because, in network automation, the aim is to
develop a context-aware response to the demands. Decision
execution as apart of the automated process is also a vast and
challenging area that needs to be explored.

6) Monitoring System Behavior: After implementing the
final decisions, the network behavior has to be monitored
to observe how the action affects the system behavior [11].
This is to evaluate the applied solution, which could be
for consistency, correctness, and appropriateness. A typical
mechanism that is applied in most automation comes from
control theory, such as loop-back or feedback control. This
also requires data gathering and data processing discipline,
which correlates data from multiple sources to identify patterns
of events that the network is expected to behave. Exploring this
from an autonomic network management perspective is also a
critical research area that needs to be investigated.

IV. MULTI-AGENT BASED AUTONOMIC NETWORK
MANAGEMENT SYSTEM

MANA-NMS architecture divides the monolithic manage-
ment system into sub-functions to be performed by autonomic
multi-agents. It can be considered as a way to organize
parallel computing or task execution, as it includes the division
of a complicated task into several more simple ones. The
tasks are performed by the group of agents autonomously.
In other words, we aim to provide a systems architecture
called MANA-NMS which partitions a complex network
management system into autonomic units or modules. These
autonomic units are atomic units capable of performing tasks
autonomously while interacting with the environment as well
as with other agents. Modularity also helps in reducing
network management complexity through the independent
implementation of sub-units and components. These units are
reusable.

As previously mentioned, we focus mostly on proposing
general principles and directions to follow for automated
network management. Moreover, the proposed MANA-NMS
architecture requires to deal with a vast area and numerous
challenging topics. Therefore, studying all potential areas and
topics including implementation technologies are beyond the
scope of this paper. Nevertheless, our article attempts to
investigate the feasibility of the proposed architecture through
mathematical analysis of a preliminary representative system.

A. Multi-Agent Systems

A network management system is a complex system having
multiple events such as multiple-input, multiple-processing,
and multiple-output or action. We identify that multi-agent
systems are the best candidate in developing such complex,
distributed, large-scale heterogeneous systems [64]. In addi-
tion to automation, the proposed MANA-NMS architecture
provides modularity, re-usability, scalability, robustness, and
re-configurable.

As a set of autonomous entities, agents are capable of per-
forming a given task autonomously. Agents have the capability
to replicate a single or multiple collaborative decision-makers.
In a multi-agent system, agents are the smallest building
blocks. The blocks are specialized in performing specific
functions. Using the appropriate set of autonomic agents, it
is possible to build a complete multi-agent system to replace
the complex and distributed monolithic systems like network
management systems. The constituting autonomic agents can
communicate, collaborate, cooperate, and coordinate to ac-
complish complex tasks. In building a multi-agent system,
several challenging aspects, such as autonomy, collaboration,
activity, reactivity, communicativeness, and goal setting, have
to be addressed.

Agents could be distributed to perform distributed tasks
or assigned to handle different functions in a localized and
specialized rule. Or they could be centrally located to perform
the tasks arriving into the central computing or task per-
forming multi-agents. Agents could also be homogeneous or
heterogeneous. Homogeneous agents are agents with identical
characteristics. They could be designed or instantiated to
perform workload sharing. They could collaboratively perform
large tasks that could be sub-divided into sub-tasks to be
assigned to different agents. Moreover, agents could also be
organized hierarchically [73], [74]. They could be organized
to handle different functionalities.

An example of a multi-agent based system for network
automation could be to perform network management func-
tions. For example, some agents could be designed to monitor
and analyze the network parameters that are required to
provide given services or tasks. Other types of agents could
be designed and dedicated for QoS monitoring for a given
type of service. Some other types of agents could be decision
aid or classifier or RAN slicer. Each of them is specialized
in performing a specific task as per the demand. Finally,
the overall system could represent an automated network
management system.

A multi-agent system has been applied in implementing
complex software systems [64]. They are capable of automat-
ing heterogeneous and complex real-time systems. A network
management system is a heterogeneous complex system with
real-time and complex environments. Therefore, we propose
that a multi agent system is an effective approach for the net-
work automation process. However, several challenges need to
be addressed to exploit the solutions offered by this approach.
This includes decision generation which involves environment
monitoring, data analytic, cognition, complex event processing
(CEP), and context-awareness.

B. Multi-agents and Microservices

The industry is heading in the direction of highly decen-
tralized and loosely-coupled softwarized systems such as dis-
tributed NFV and mobile edge computing (MEC). Currently,
large-scale software development is based on microservices.
A microservice is a model, in which systems are built from
small and loosely-coupled services. They have the potential to
be a tool for building systems such as network management
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Design Principles Microservice Multi-Agent System
Autonomy Require no human

intervention
Require no human
intervention

Interaction Interact with other
microservices using
RESTful APIs and
HTTP

Interact with other
agents using ACL

Re-activity Response Respond to HTTP
requests in a timely
manner

Measure, understand
and perceive the
environment to
respond in a timely
manner

Pro-activity Response Unable to take the
initiative

Respond and take the
initiative

Loose Coupling Monolithic systems
are decomposed into
loosely coupled sets
of highly cohesive
co-located services

Autonomous and
loosely-coupled
solution providers

TABLE I
MICROSERVICE AND MULTI-AGENT COMPARISON

systems. They adhere to the Isolated state, Distribution, Elas-
ticity, Automated management, and Loose (IDEAL) coupling
design principles. Multi-agent systems have many similarities
with microservices [8], [9]. Their core similarity is related to
independence and loose-coupling.

Despite their similarity, agents have an advantage over mi-
croservices for dynamic network management system’s design.
Agents have the autonomic capability to provide multi-agents
the advantage in building automated systems. Recent work
presented in Collier et. al. showed the possibility of combining
microservices and multi-agent systems [9]. Table I presents a
comparison between microservices and multi-agent systems.

C. Proposed Architecture

Currently, there is no universally accepted definition for
what is an agent. We define every component in the network
management system as agents, in our context. We propose
agents to be implemented with full autonomic capability,
which is derived from agent-design principles. The overall
network management becomes a multi-agent system. In prin-
ciple, agents are assumed to have multiple algorithms such
as cognitive and intelligent algorithms, which could be based
on ML or Deep Learning (DL), computational intelligence,
and other intelligent algorithms. This provides a cognitive
ability for agents in their autonomic operations. In general,
the internal components and specification of agents vary
depending on the functionality and type of tasks or services
they are designed to perform. A specification of a standard
agent is discussed later in Section V.

1) Network Functions Atomization: To subdivide and or-
ganize functions into agents, let us first elaborate the concept
of network function atomization. Network function atomiza-
tion (atomic agent in our context) is the idea of organizing
autonomic functions at different abstraction level. This with
the obvious reason of separately dealing with each layer.
Functional unit representation is based on autonomic agents.
The abstraction is based on the GANA model. Network
management functions could be physical-layer, device-level,
and network layer functionality. Physical-layer functionality

(low-level atomic actions) could be network resource block
(channel) allocation or physical transmission and reception
of frames, error correction, data framing, etc. Device-level
functionality could be packet/flow forwarding etc. Network-
level functionality (high-level atomic actions) could be end-to-
end QoS provisioning and monitoring etc. All those functions
could be provided by autonomic agents with suitable internal
components. Since agents represent various functionalities,
they need to be modeled and categorized accordingly.

In a general category, the types of agents could be service-
type or device-type agents. Alternatively, to align with ETSI
GANA model definition of decision units [10], agents could
be categorized into four types: protocol-level agents, repre-
senting protocol-level DE, function-level agents representing,
function-level DE, device-level agents, representing device-
level DE, and network-level agents, representing network-level
DE. Each function in each layer could be represented as agents
in the proposed architecture. All agents are specialized and
dedicated to performing tasks autonomously while coordi-
nating and communicating with other agents. However, we
will limit the description to only network-level functions. The
following are the most typical network-layer functions, that
could be defined as agents:

• Topology Management Agents (TM-AG)
• Routing Management Agents (RM- AG)
• Network Slicing Agents (NS-AG)
• Service Function Chaining Agents(SFC-AG)
• Forwarding Management Agents (FM-AG)
• QoS Management Agents (QoS-AG)
• Mobility Management Agents (MM-AG)
• Security Management Agents (SM-AG)
• Fault Management Agents (FM-AG)
• Resilience and Survivability Agents (RS-AG)
• Service and Application Management Agents (SAM-AG)
• Monitoring Management Agents (MM-AG)
• Generalized Control Plane Management Agents (GCPM-

AG)

Now we focus on building the multi-agent-based autonomic
network management system. Therefore, by using the above
atomic units as a building block, we should be able to realize
an autonomic network management system, replacing the
existing monolithic management system. Figure 3 shows an
example of a multi-agent autonomic network management
system. The figure also shows functions’ abstraction into
four layers/levels/ protocol-level agents, function-level agents,
node-level agents, and network-level agent.

In the process of building the autonomic management
system, there could be a complex relationship between
functions/sub-units that should clearly be defined.Each func-
tion performs specific service processing. In doing so, there
could be an interaction of functions or units to accomplish the
overall goal of service processing in the network management
system. For example, when a given service arrives at the input
of the system, it has a set of service constraints that have to be
satisfied by the system for successful processing of the service.
To perform that the functions or units collaborate or cooperate
or compete to satisfy and perform the required service process-
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Fig. 3. Multi-agent Based Representation of MANA-NMS for Cloud RAN

Fig. 4. Simple Example for Network Level Agent Relationship

ing. This relationship could be complex in that in satisfying the
service constraints, there could be contradictory requirements.
This means that for instance to satisfy the reliability constraints
of a given service while maintaining latency and resource
constraints could be a complex optimization if we consider
the overall system state. An example of the units composition
relationship is presented in Figure 4. The overlapping of agents
shows the close physical and/or logical proximity.

2) Proposed MANA-NMS Architecture in Comparison with
GANA Architecture: As indicated above, agents are used
as building blocks, replacing the network function to au-
tonomously perform network management functions. Agents
communicate by passing ACL messages to coordinate and
they could share information with each other. Moreover, there
are also different types of agents that should be organized
in layers/levels. Figure 5 shows agents’ layers organization
in the proposed multi-agent-based architecture. The picture
also depicts a comparison between the proposed MANA-
NMS architecture and ETSI GANA architecture. Each agent
represents an atomized network function such as QoS manage-
ment function. Agents are expected to perform the intended

Fig. 5. Multi-Agent Based Representation of GANA Architecture.

original functionality of the network components or functional
units. Multi-agents should represent all softwarized network
components and functions as a system. Using the MANA-
NMS architecture, agents are categorized as protocol level,
function level, node/device level, and network-level agents as
depicted in Figure 5.

3) Proposed MANA-NMS Architecture in Comparison with
SDN-NFV Architecture: As discussed previously, SDN and
NFV are the enabling technologies for network automation.
The joint architecture is presented in Figure 1. Here, we
present our proposed architecture in comparison with SDN-
NFV architecture. Figure 6 shows a mapping of the proposed
architecture in an SDN-NFV based architecture. As it can
be seen from Figure 6, the management units are built using
autonomic units. These autonomic atomic units are organized
to cooperate and collaborate, and perform the overall network
management functions. Moreover, as indicated in the above
sections, the function of SDN and NFV could themselves be
built using agents as the building blocks. Each component or
modules of the SDN controller could be designed as autonomic
agents. And the overall controller as a multi-agent system.
However, a detailed discussion of this topic is beyond the
scope of this article and left as future work.

V. MATHEMATICAL REPRESENTATION OF MULTI-AGENT
AUTONOMIC NETWORK MANAGEMENT SYSTEM

We proposed a multi-agent system for network automation.
In the system, several agents are organized and coordinated
to perform the network management autonomously, based
on underlying control rules, laws, or policies. Developing
multi-agent systems with a certain desired behavior requires
analyzing the effect of each constituent agents to understand
the collective system dynamics. There are few simulation tools
available in the research, which could be used to analyze
our MANA-NMS architecture. This is due to the complexity
and dynamic nature of the network management environment.
Therefore, we use mathematical modeling and analysis for the
proposed multi-agent-based automated network management
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Fig. 6. Multi-Agent-Based Network Management Automation on Unified
SDN-NFV Architectural Framework.

system to understand the collective multi-agent-based system
behavior.

Let us start with characteristic description and specification
of agents, which are considered as the atomic units of MANA-
NMS. For the sake of simplicity and readability, here we
characterize an agent with a very general specification. As
depicted in Figure 7: an agent has an ID, for its identification; a
TYPE describes agent category; an INPUT, is a service-request
accepting and/or environment measuring points; FACTS, are
knowledge database of the agent; COGNITION (REASON-
ING) UNIT gives agents the reasoning capability; PLANNING
STRATEGY organizes the steps or procedures for the action
to be taken to satisfy the requested service; VALIDATION is
the unit that verifies the action plan for consistency; and an
OUTPUT/ACTION is the final decision (result or action) to be
taken by the agent. An agent also has a mechanism to commu-
nicate with other agents through agent communication units.
Following the definition of Genesereth, in [81], an agent is
defined as a software component that is capable of exchanging
knowledge and information. We consider the standard agent
communication language called ACL messaging [82]. ACL
provides a complex knowledge exchange mechanism such as
facts, agent’s goal, strategy, and plans.

First, we denote an agent Ag with a characteristic spec-
ification: Ag = (AID, Atype, F,R, PS, V ), where ID is the
agent’s identification number, Atype is its type which could be
one of the following Avh|Aprtcl|Afun|Anod|Antk. Avh stands
for virtualized or containerized agent type, which represents a
hardware device such as switches or routers. Aprtcl stands for
protocol-level agents. Afun stands for function-level agents.
Anod stands for node-level agents. Antk stands for network-
level agents. F stands for facts or lists of characteristics
parameters that describe agents’ knowledge base, which is
extendable. The F list includes information such as the type
of provided services and the desired delivery time. R is a
reasoning mechanism such as machine learning techniques
to generate decisions. PS is the action planning strategy

Fig. 7. Fundamental Components of Autonomic Agent

such as configuration values and procedures to be performed.
Finally, V is the validation technique along with the evaluation
criteria to be used to verify the action plan for consistency and
correctness.

We employ a stochastic approach for the analysis and
mathematical formulation of the multi-agent system behaviour
[83]. First, let us define a simplified agent states assuming
agents with zero probability of failure. Le us assume an agent
having four states: start/input, internal execution, action and
waiting as depicted in Figure 8. This is a very general agent’s
state definition. In actual scenarios, each of these states may
consist of a single state (action or behavior), or a set of states
(behaviors). For instance, when an agent is in the internal
execution state, it could be performing reasoning, strategy
planning, validation or even communicating with other agent
and waiting for responses. To find the collective system
behavior of a multi-agent system such as system stability,
steady-state, and network equilibrium, we assume the system
as Markov process. Agents cannot meet Markov’s property
directly since they could use the memory of previous actions in
decision making. It is commonly right to assume to include the
contents of an agent’s memory as part of its state to maintain
the Markov property. Even if this may increase the number of
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Fig. 8. Agent States

states, many types of software agents and sensors do satisfy
the Markov property with a reasonable number of states.

Before delving into the description, let us restate the Markov
property; the configuration of a given system at time (t+ ∆t)
depends only on the configuration of the system at time t. Let
p(n, t) be the probability of an agent be in state n at time
t. With this assumption, the change in probability density is
written as [83]:

∆p(n, t) = p(n, t+ ∆t)− p(n, t) (1)

The configuration of the system, which is defined by the the
occupation vector is given by

Nk =

M∑
j=1

nkũ (2)

where k is a discrete state with value k = 1, 2, 3..M. Nk is
the number of agents in state k. The probability distribution
P (Nk, t) is the probability of the system being in the configu-
ration Nk at time t. ũ is the associated unit vector to each state.
The transition rates for a Markov process, which is defined by
the conditional probabilities, is given by [83]:

W (Nk|ñ, t) = lim
∆t→0

P (Nk, t+ ∆t|ñ, t)
∆t

(3)

The above equation describes the transitions to and from states
in the configuration of the system, and it is known as the
Master Equation.

Let wij be the transition rate from state j to state i then
the Rate Equation is given by:

∂nk
∂t

=
∑
j=1

wjk(〈Nk〉)nj − 〈nk〉
∑
j=1

wkj(〈Nk〉) (4)

The first term describes an increase in the occupation
number nk due to a transition to state k from other states,
while the second term describes the loss due to the transitions
from the state k to other states. This equation could be used
as a tool to analyze the collective dynamics of an agent-based
system. In simple terms, the rate equation is useful to study
the system configuration and evolution in time.

A more useful system equation could be found if we
consider agents as queue to model the overall system as
M/M/1. Let us assume the service arriving at the system has
a service arrival rate (λtot) and a mean serving rate (µtot).
Therefore, in formulating the overall system dynamics, we
use the overall system as an input-output system to analyze
the resource and reliability constraint, serving capability, and
processing latency.

A. Service Arrival, Scheduling, and Admission

Before presenting the formulation, let us define the incom-
ing services to be scheduled for processing in the system.
For the purpose of prioritizing service scheduling, we char-
acteristically define services. Each characteristic and prefer-
ence is represented Di to be the demand set, which defines
the requirements in terms of latency, reliability, processing
demand (workload), and service class (priority indicator) for
that specific application. If the commodity is elastic Di =
{[T̃ hmax], [τ̃min, τ̃max], [ρ̃min, ρ̃max], Lij , β}. The first two
requirements (latency and reliability) are ranges that represent
services’ Type 2 and service Type 3, otherwise inelastic cases
which represents service Type 1. The set becomes Di =
{c̃, τ̃ , ρ̃, β}, with constant first three members. The priority
β is a value in the range [0, 1], which is used to classify the
serving priority of the commodity; the sum of all the priorities
is 1.

Based on the priority, services are categorized into three
type of services: service Type 1 (inelastic), service Type 2
(elastic), and service Type 3 (with relaxed latency demand).
In general, service traffic consists of all the three types of
services. The total service workload composition and propor-
tionality equation at a given time is given by

Srvtot =

Nt1∑
i=1

Srvt1 +

Nt2∑
i=1

Srvt2 +

Nt3∑
i=1

Srvt3

= α1Srvtot + α2Srvtot + α3Srvtot

(5)

where α1Srvtot, α2Srvtot and α3Srvtot refers to Type 1,
Type 2 and Type 3 services’ workload in GOPS, respectively,
Nt1, Nt2 and Nt3 refer to the number services of each type.

The overall service admission probability of C-RAN system
is defined as the ratio between total admitted services and total
requested services

ApEDC =

∑Nsrv−Adm

i=1 Srvi∑Nsrv−adm

i=1 Sri +
∑Nsrv−rej

j=1 Srvj
(6)

where ApEDC is the total service admission probability of a
given system (Edge Data Center in our case), Nsrv−Adm is the
total admitted service workload, Nsrv−rej is the total rejected
service workload.

Let us assume service arrival rate to be Poisson distribute.
Using Poisson addition property, the total service arrival rate
(λtot) at a given time is given by:

λtot =
Nt1∑
i=1

λi +
Nt2∑
j=1

λj +
Nt3∑
k=1

λk (7)
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where Nt(1−3) service generating sources. We assume the
critical determining factor for the system processing capacity
is only dependent on the service processing agents, which are
directly involved in service processing. The total serving rate
of the system is given by

µtot =
N∑
i=1

M∑
j=1

µij = NAgUsrv (8)

where N is the types of agents, M is the number of
instantiated agents of a given type, NAg represents the total
number of service processing agents that are required for a
given service to complete its service cycle. We can calculate
the mean number of services in the system using

ρtot =
λtot
µtot

(9)

The agents have finite resources to perform the required
service processing. Hence, we need to consider this in the
constraint equations. A constraint equation is developed con-
sidering the overall system to have multiple agents, working
together performing the tasks. Following the M/M/1 queueing
modeling, we can apply Little’s Law, which states that the
incoming rate of services has to be equal to the service rate
to have a stable system with no rejected services. The overall
load of the system must be equal to or less than the processing
speed of the overall system. That is given by

µtot ≥ λtot (10)

B. Service Latency in Edge Data Center

The overall delay in the system is the sum of mean delay in
the serving agents and mean delay in the queues. In the model,
the dependence of service processing and service transmission
between cascaded agents is eliminated by approximating the
arrival process of each ow at the subsequent agents as a Pois-
son process. This enables us to employ an M/M/1 queueing
model to calculate the average processing latency. Therefore,
the total delay is given by

Dtot =
K∑
i=1

QuD +
K∑
i=1

AgD (11)

where QuD and AgD are mean delay in the agent and
mean delay in the service scheduling queue, respectively. The
above equation assumes all the required ordering sequences
of agents. However, the real application varies from service to
service, because of the possibility of splitting services between
multiple agents for a faster process of a long single process.

Moreover, to calculate the total delay in passing through
the required sequence of service agents, we sum all the delays
incurred by the given service in the service function chain
(SFC), assuming a queue at each stage of the Agent sequence.
This is given by

τ̃queue =
N∑
i=1

1

MsfcUAg − λ
(12)

where Msfc is the processing capacity of an agent sequence
(the number of agent types that a service require (N) multiplied

by each Agents’ capacity UAg), ignoring agents’ CPU (over-
head) requirements. That means all the allocated capacity of
service processing agents in the data center would be used for
service processing (without any other processing overhead),
given by

Msfc =
CPUtot−srv

NAg
= UAg ×NAg (13)

Therefore, to meet the end-to-end delay for a service that
is constrained to pass through a given sequence of agents,
the data center delay is the sum of SFC decision delay
(overhead), queuing delay, processing delay at each agent, and
interconnecting links delay (virtual links) between hosts, so
that

τ̃Edc =

Klink∑
i=1

δi +

NAg∑
i=1

Lij

UAg
+

NAg∑
i=1

1

MsfcUAg − λ
(14)

where Klink is the number of links interconnecting different
sequence of agents in the SFC. The above equation shows the
total delay at edge data center.

C. Data Center Based Multi-Agent System Reliability

Finally, we provide reliability formulation for server and
agents. The overall reliability is calculated by considering the
reliability of server and agents to be mutually independent
events [84]. A given physical server’s reliability is given by
[85], [86]

ρ̃phs =
MTBFphs

MTBFphs +MTTRphs
(15)

where MTBFphy is mean time between failure, and
MTTRphy is mean time to repair. Similarly, a given Agent’s
reliability is given by [85], [86]

ρ̃Ag =
MTBFAg

MTBFAg +MTTRAg
(16)

where MTBFAg is mean time between failure and MTTRAg

is mean time to repair. Therefore, the overall reliability of edge
data center (EDC) is given by

ρ̃Edc = [(ΠN
i=1ρ̃vlink)(ΠK

i=1ρ̃phs)(Π
N
i=1ρ̃Ag)] (17)

To improve agents reliability, we may need to apply backup
and overprovisioning of agents. If we apply backup for agents,
the reliability increases. Therefore, the reliability of SFC
incorporating backup Agents is defined as [87], which is given
by

ρ̃Ag−with−backup = ΠN
i=1(1−ΠN

i=1[1− ρ̃Ag)] (18)

The reliability of edge data center considering the data center
links becomes

ρ̃Edc = [(ΠN
i=1Prlink)(ΠK

i=1Prphs)(Π
N
i=1ρ̃Ag−with−backup]

(19)
Using these techniques, maximizing reliability increases the
total number of idle agents. Idle agents could be backup
agents, which are waiting to replace working agents in case
of failure or waiting to be scheduled in case of sudden and
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unexpected workload spikes. However, this requires additional
physical servers to be activated. This increases the total cost
due to power consumption and computing resource utilization.
Therefore, we propose to use backup agents for those services
that requires ultra reliability. In other words, we only use this
technique for Type 1 services. We reserve some number of
agents considering the required SFC for Type 1 services.

VI. PERFORMANCE EVALUATION

This section provides a proof-of-concept for the perfor-
mance evaluation of the proposed multi-agent autonomic net-
work management system, using Matlab simulation. We rely
on the mathematical formulation presented in Section V.

A. System Description and Simulation Environment Specifica-
tion

The simulation environment is aimed at emulating a
MANA-NMS hosted in a cloud-based edge data center that
autonomically manages a backhaul network and 5G service
processing. A depiction of the simulation environment is
presented in Figure 3. As it can be seen from the figure, there
are three types of 5G services arriving at the edge data center.
These services are ultra-reliable low-latency services (uMTC),
machine-type communication (mMTC), and enhanced mobile
broadband service (xMBB). The figure also shows an edge
data center network that interconnects servers, which contain
memory, CPU, and storage. In the edge data center, multiple
types of agents could be instantiated to provide different
functions. These functions could be service-traffic workload
prediction, network-state database management, and synchro-
nization, service authentication and admission, resource slicing
and service scheduling, path computation and routing, service
QoS monitoring, and security/firewall.

The evaluation is performed for a simple case of multiple
types of agents, performing service processing and network
management. For the evaluation purpose, we limit our consid-
eration to only the following type of agents. All of them are
network-level agents Antk.
• Service workload arrival prediction agents
• Event handler and service scheduling agents
• Service-processing agents, performing service processing

such as authentication and admission, routing, QoS mon-
itoring, and path computation for the arriving services

• Network state database updates, synchronization and
management agents

• Service function chaining and orchestration agents
We categorized agents into two main types with the specifica-
tion shown in Table II. These two types of agents are system
background service agents and user-traffic processing agents.
Background service agents provide necessary preliminary
functions such as service traffic workload prediction, agents
instantiation, and resource allocation, network monitoring, and
service-agents orchestration. Such types of agents are assumed
to have no direct impact on the service processing (eg. de-
lay). User/traffic/service workload processing agents perform
functions that are directly related to handling the incoming

Fig. 9. Cyclic Step of Service Scheduling, Processing and Monitoring

services. These could be path computing, authenticating, ad-
mitting, and schedule while monitoring a given service’s QoS
requirements for processing in the edge data center. Figure 9
shows a complete cyclic step of the overall multi-agent-based
autonomic service management and processing system. The
figure shows the steps needed to accomplish the scheduling,
processing, and monitoring tasks for a given service. Note that
the simulation system is built based on the proposed principles
that the atomic agents are used as building blocks for the
automated network management system.

As discussed above, one of the agents is an event handler
that responds to incoming services or any network-related
events. Based on the events, it reacts and dispatches the
events (i.e arrival of tasks, services, packets, network changes,
etc) to appropriate agents for event handling and processing.
There are also traffic prediction agents, which predict the
incoming service workload. Based on the predicted amount of
workload, the required number of service processing agents
are instantiated, and service function chains (a sequence of
service processing agents) are created. In the simulation, this
is performed proactively, every hour. Based on the predicted
workload, additional agents are instantiated if an increase in
workload is predicted in the next hour compared to the current
period. Or some agents are destroyed to reduce and free
edge data center resources if a decrease in incoming service
workload is predicted.

Depending on the service requirements, the service agents
are sequenced as a service function chain for a given service
to pass through as a part of service processing. We considered
four service agents as a control plane and data plane functions
[88]. Since the data plane service function chain normally
would not span more than a few service agents, the evalu-
ation considers chains that are limited in size (four agents).
An example of agent sequencing is depicted in Figure 10.
The service function chain that we assumed is two serially
connected agents working in parallel with another two serially
connected agents, see Figure 10 for agents sequencing (SFC).

Based on agents’ general specification guidelines presented
in Section V, let us provide the specification of agents to be
used in the evaluation. Agents have a unique identifier number,
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Fig. 10. Agent Sequencing and Scheduling for Arrival Service Processing

Fig. 11. Considered Network Topology For Path Computation

service capacity, service state (information or facts), adaptive
serving methods (mostly a machine learning model), strategy
(how to perform service processing), validation/verification
techniques (optional), execution(output), which are provided at
the agent instantiation stage. The simulation only considered
ID, capacity, type, and status (busy, idle, or fail). In the agent
specification Table II, the agent IDs are given as Agsrvmx

and Agbpx. Where srvm indicates service processing type of
agents, bp indicates background processing type of agents and
X, which could take 1, 2, 3...N, indicates number used to
identify a specific agent instance from a given category. Table
III presents all type of agents used in developing the overall
simulation system, with detailed parameters. The table also
shows different type of agents are instantiated for each type of
services. These agents are use in creating SFC. Using the type
of agents indicated in Table III, a simulation of an autonomic
network management system is developed.

The network topology considered in the simulation is rep-
resented in Figure 11. The figure shows a California Research
and Education Network (CalREN), to be used as a backhaul
or metro network in the evaluation which aggregate traffics to
an edge data center. The nodes in the topology are forwarding
SDN switches. Aggregate traffic containing multiple types of
services such as uMTC, mMTC, and xMBB. The weights on
the links and nodes are snapshot values indicating the cost of
each element.

In the evaluation, the fraction of service composition is
assumed to be 10:20:70 for uMTC, mMTC, and xMBB
respectively. This is because there is no representative data to

infer the 5G traffic composition. Table IV shows the service
ratio and measurement values used in the evaluation. The
overall simulation parametric values are presented in Table
V.

It should be noted that there are important assumptions
made in the evaluation. We assumed equal computational
overheads for all service processing types of agents, which
may not always be true. It is because agents could perform
different computations for each service type. The internal com-
ponents are designed for the intended function specialization
of that agents. Agents could have event monitoring, cognition,
planning, verification, and action performing components to
make autonomic decisions and dynamic responses. These com-
ponents require CPU processing and processing delay, which
can be added to the virtualization overheads (assuming agents
are normally instantiated in a given container or virtualized
environment).

Other agents’ computational overhead is considered vari-
able, depending on the type of agents. For instance, traffic pre-
diction agents are expected to have different internal compo-
nents than database management agents service orchestration
agents. Therefore, in the evaluation, a given CPU computing
overhead is assumed to be added as a computational pro-
cessing workload. The detailed study of agent computational
overhead is left as future work.

In general, the evaluation is based on service workload pre-
diction, path computation, resource allocation, service work-
load scheduling, service processing, and network and resource
state updates. Service arrivals are considered as input to the
system and handling agents. The even handling agents may
request the orchestration agent to instantiate and create a chain
of agents for the services to be processed. The chain of agents
represents a service function chain required by the services.
This in fact is set proactively every hour by predicting the
incoming service type and amount of service workload.

Given service progress through the sequence of service
processing agents getting the necessary service treatments;
it could be service authentication and authorization to use a
given set of resources, SFC path, and service management. A
snapshot of agents sequencing from a different type of service
agents is provided in Figure 10. In a given type of agents,
service agents are scheduled in a round-robin fashion. That
means the first arrived service is scheduled to be served by the
first agent from a given set of agents of that type, the second
arriving services by the second agent if the first agent is still
busy, and so on. The evaluation is considered to show agents’
interaction to perform a given service, service schedule, and
processing.

Arriving services are classified into three categories. And
each service is scheduled and stored into three separate
queues depending on its service categories. These are uMTC,
mMTC, and xMBB queues. The scheduler allocates separate
resources and SFCs depending on each queue state. This way
services are scheduled maintaining service separation, priority,
and service differentiation. The evaluation is considered to
show agents’ interaction to perform a given service, service
schedule, and processing.

Generally, based on the above evaluation specifications
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Agent specification Service Processing Agents Background Processing Agents

Agent ID Agsrvmx AgBPx

Input Arrived services Change in resource/network states
Facts Service specifications and processing demands Resources specification and service agents states

etc
Cognition Service identification, and classification Service workload prediction and monitoring

status change etc
Plan Mechanism of authentication, admission, path

computing, routing and monitoring etc
Adaptive resource (de)allocation, seating up of
SFC etc

Verification and validation Check the computed path for consistence,
optimality and validity in time and state

Verify resource state before update

Output/Action authenticating, admitting, and routing of service
in a given path or the service chain

(de)allocate resources and resource state
database

TABLE II
INTERNAL-FUNCTIONAL SPECIFICATION OF AGENTS

Agent type Number of Agents Required Capacity(Gbps) Processing Latency (ms)

uMTC Service Agents depends on the incoming service workload amount 100 Service-workload/Agent-Capacity
mMTC Service Agents depends on the incoming service workload amount 100 Service-Workload/Agent-Capacity
xMBB Service Agents depends on the incoming service workload amount 100 Service-workload/Agent-Capacity

Traffic Prediction Agents 3 (fixed at the start of the simulation) 100 20
Even distribution Agents 3 (fixed at the start of the simulation) 100 0.03

Orchestration Agents 3 (fixed at the start of the simulation) 100 0.03
Database management agents 3 Agents (fixed at the start of the simulation) 100 0.03

TABLE III
DETAILED AGENTS PARAMETRIC-SPECIFICATIONS USED IN DEVELOPING THE OVERALL SIMULATION SYSTEM

Services type Service workload proportion Expected delay in the edge data center

uMTC (Type 1) 10% 0-2ms
mMTC (Type 3) 20% 2-4ms
xMBB (Type 2) 70% 4-10ms

TABLE IV
SERVICE SPECIFICATION

System Specification System value

Queue one service queue for each service type
CPU 10,000,000Tbps

Simulation time 120 hours (5 days of a week)
Service arrival process Random poisson arrival

Service arrival 3 database agents (db agents)
TABLE V

SIMULATION PARAMETERS

and developed simulation environment (emulation of MANA-
NMS), the simulation evaluation is performed for: service
admission and processing, agent utilization and service pro-
cessing, resource consumption, processing and queuing delay,
agent and server (agent host) failure analysis, and building a
resilience system and its impact on resource consumption and
processing delay. We performed the simulation for 120hrs, rep-
resenting a five days traffic pattern. The results are discussed
in the following subsections.

B. Service Arrival and Processing Evaluation

Arriving services are allocated a network resource after
the best available path is computed. The service schedule is
based on service priority. It is in the order of URLLC (high
priority)–> mMTC –> xMBB (least priority) in a given service
scheduling period. Based on the amount of arriving service
workload, resources are allocated to agents before they are

instantiated. Based on the total serving capability of agents,
a service is injected using the workload percentage shown
in Figure 12. The evaluation also considers three types of
services with a different workload demand to the autonomic
network management functions. The arrival is assumed to be
Poisson distributed with a workload distribution, shown in
Figure 12. The arriving service patter is plotted in Figure
showing the total average service workload for each type of
service and the overall services workload arriving to the edge
data center. Based on the availability of service agents, services
are scheduled until all active agents are fully loaded. Figure
13 shows average arriving service workload over a 120hrs
evaluation period. Figure 14 shows rejection of services due
to agents overload. The overall service admission probability
of the multi-agent system is calculated as the ratio of service
admitted to service requested. The result is presented in Figure
15. As it can be seen from the Figure, service admission is
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Fig. 12. Workload Distribution

Fig. 13. Average Arriving Service Workload

approximately one during non-peak hours and whereas there
is some probability of services rejected at peak hours.

C. Agent Utilization and Edge Data Center Resource Con-
sumption

Agents require CPU resources to process services. The
instantiating of multiple agents consumes data center resources
such as memory, storage, CPU, and network bandwidth. In
our simulation, we considered only CPU, assuming equiva-
lent requirements would be scaled for memory, storage, and
bandwidth. As indicated in Table III, there is a fixed number
of background processing agents. They are instantiated at
the beginning of the simulation. These agents are even han-
dling agents, service workload prediction agents, orchestration
agents, and network and resource state database management
agents. There are also service agents that are scaled according

Fig. 14. Service Rejection

Fig. 15. Service Admission Probability

Fig. 16. Average Number of Required Service Agents

to the incoming service workload demands. In our simulation,
we considered only the number of agents that are scaling with
the workload. However, it is also possible that a given agent
could scale its processing capability according to the service
demands. This could be possible by dynamically adding the
necessary resource to the agent. Such kind of agent’s capacity
scaling is called "horizontal scaling". However, the discussion
of such a scenario is out of the scope of this work.

The number of active agents instantiated at a given time
is directly related to the service prediction. Service workload
is predicted by the service workload predicting agents. On
the other hand, the CPU consumption in the edge data center
is directly related to the number of active agents instantiated
at a given time. Since active agents consume resources, it is
necessary to reduce the number of active (but idle) agents
to have efficient resource utilization. Figure 16 depicts the
average number of required agents in a given hour. This is
calculated based on the predicted arriving service workload.

Agents are assigned to provide service scheduling and
monitoring functions. Once agents are assigned to accomplish
the given task, they will be locked into a busy (internal
execution) state before becoming the idle state. The average
number of busy agents and idle agent during the 120hrs
simulation period are depicted in Figure 18 and Figure 17.
The Figures indicate the average number of agents that are
actively performing service processing and waiting for service
scheduling, respectively. The idle number of agents is a total
average over the whole period which is approximately 4000
agents. This number indicates idle agents that are actively
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Fig. 17. Average Number of Idle Agents

Fig. 18. Average Number of Busy Agents

consuming resources without providing services. This shows
the inefficiency of resource consumption which is the con-
sequence of the prediction model accuracy. However, if we
reduce these idle agents, we may increase the service rejection
and service latency in the edge data center. This is because
the service arrival is a random process and an exact prediction
is dependent on the prediction model used in the prediction
agents. Moreover, given the model used in the prediction
agent, the prediction is the optimal value to avoid further
service rejection and service delay in the data center. The
overall service-processing-agents utilization by each type of
services is depicted in Figure 19.

Figure 20 shows the average amount of resource consump-
tion in the edge data center in terms of the consumed CPU. The
maximum available CPU resource in GOPS is given in Table

Fig. 19. Agents Utilization

Fig. 20. Edge Data Center Resource Utilization

Fig. 21. Agent Busy Period

V. As can be seen from the Figure, the resource consumption
is directly related to the number of total active agents which
is also directly related to the service workload arrival pattern.
As indicated the arrival pattern is predicted by the service
workload prediction agents.

Moreover, we have evaluated agents’ load ratio over 120hrs
period for each service type agent. This is an average busy
period for a given type of agent. The evaluation shows, on
average, how much a given agent is utilized over the 120hrs
period. This parameter indicates the efficiency of agents in
processing and delivering the given service while the agents
are in an active state.

One capability of an autonomic multi-agents network man-
agement system is the ability to communicate between agents
to accomplish a given task. In our evaluation scenario, we
considered agent communication between scheduling and
monitoring agents and resource database management agents.
Accordingly, the evaluation indicated the communication fre-
quency needed to accomplish the given arriving service work-
load. Figure 22 shows the average communication frequency
over a 120hr period.

D. Service Queuing and Processing Latency Evaluation

The simulation has two main stages of queuing for each type
of service. These are service a arrival queue and a service
processing queue. As the services arrive at the edge data
center, they are first stored in the service arrival queue of
the corresponding service queue before they are scheduled
for processing in the service agents. Service is processed
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Fig. 22. Agents Average Communication Frequency for Database Update due
to Service Arrival

Fig. 23. Arrival Service Queuing Delay

sequentially through the service function chain. Since we
considered a maximum of two agents connected serially, there
is a service processing queue between the two serial connected
service agents. In this scenario, the service is scheduled and
processed in the service function chain which is connecting
service agents. The simulation result depicted in Figure 23
presents the average delay in the queues for each type of
service. Figure 24 depicts the average processing delay in
service agents passing through the service function chain.
The total delay in the edge data center is assumed to be the
sum of the two delays as formulated in the above section.
Figure 25 shows the total end-to-end latency in the edge data
center which ignores the communication link delay between
subsequent service agent delay in the SFC.

Fig. 24. Service Processing Delay in the Service Processing Agents

Fig. 25. End-to-End Service Latency in Edge Data Center

E. System Evaluation for Fail-over Scenarios

In the above evaluation scenarios, agents are assumed to be
100% reliable and available. However, this may not be true as
agents are software components with a non-zero probability
of failure. The agents are an event handler, orchestration,
prediction agent, and database management. These agents are
very critical for system resilience. Therefore, such agents
are redundant with a well-synchronized backup system. Such
types of agents are fixed in our simulation, and a few are
compared to service processing types of agents. And assumed
to be 100% reliable. However, service processing agents are
assumed to be less reliable and their number is scaled accord-
ing to the arrival service workload. In the simulated system,
such types of agents are not protected by a backup system.
However, overpraising of 1% is considered to accommodate
the imperfection of the service workload prediction, which is
dependent on the machine learning model incorporated in the
service workload prediction agents.

Different failure scenarios could be analyzed using the
developed simulation environment. It could be a backhaul
network node failure that affects the link utilization and service
admission or server/agent failure which affects the edge data
center service admission probability and service latency. A
network node failure is handled by recomputing new available
paths until the node is back into operation. This is a classical
scenario thoroughly considered in the literature. We consider
limited scenarios for the multi-agent-based autonomic network
management system failure. In simulation two fail-over scenar-
ios are considered; a single or a very few numbers of agents
failure and single server failure. A single agent failure has
an insignificant impact on the overall service admission and
service delay in the edge data center. This is because agents
are lightweight service units that can be instantiated easily
and in a few more for overprovisioning, with little increase
in resource consumption. They can also be easily and quickly
instantiated to compensate for the reduction in the number of
service agents due to service agent failure.

However, the failure of a server, hosting several agents,
could significantly affect the edge data center processing
capacity. The extent of the impacts depends on how the SFC
is created. That means if a single type of agent is hosted in
a single server, and if that server fails, the impact will be the
highest. It is because a given service may need to get service
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Fig. 26. Impact of Server (Hosting Service Processing Agents) Failure on
Service Rejection

Fig. 27. Impact of Server Failure on End-to-End Latency in the Edge Data
Center

treatment from all types of service processing agents in the
SFC. The failure of such server would significantly reduce
the number of agents of a given type, creating a shortage
of such agents for SFC creation. The least impact could be
achieved by rightly balancing and distributing the agent type
to different servers. With such considerations, the simulation
is performed for maximum impact of hosting a single type of
agent in a single server. Moreover, a single server failure at a
random time within the 120hrs simulation period is introduced.
And the impact on service admission probability and service
processing latency is evaluated.

As it can be seen from Figure 26, the impact of a server
failure is significant in that it increased the service rejection.
However, the impact does not last long because the agent
monitoring and orchestrating other agents immediately detects
the reduction in the number of service processing, agents and
next instantiate additional agents of such type. The instantiated
agents are updated with the service state and information
to take over the service processing. After instantiating the
required service processing agents, as a replacement to the
failed agents, the orchestrating agents also create the necessary
SFC. Figure 27 depicts the overall service latency in the
edge data center. As can be seen from the Figure, there
is a significant latency on each type of service processing,
depending on the time of failure of the server hosting a given
type of service processing agents. Figure 28 shows the impact
of server failure on the service admission probability. As it can
be observer from the Figure, there are significant reduction in

Fig. 28. Impact of Server Failure on Service Admission Probability

Fig. 29. Service Rejection with Backup Service Processing Agents

the admission probability for all type of services,depending on
the time of failure of server hosting a given type of service
processing agents.

F. System Reliability Evaluation and Service Differentiation
for Resource Efficiency

Reliability of network management system is very impor-
tant. In Section V, we discussed and presented a reliability
improvement technique based on a backup system. We eval-
uate the system performance by introducing backup service
processing agents. Figure 30 shows the admission probability
using backup system. Compared to the result obtained without
backup, which is depicted in Figure 15, the admission proba-
bility has increased. Moreover, Figure 29 shows the reduction
of service rejection compared to the system without back
service processing agents, see Figure 29 and Figure 14.

The spike (seen in the figure) in-service rejection is due to
the introduced server failure impacting the available service
processing agents. This shows that even if we have a backup
system, the impact is significant for a small duration. This is
because, after the active serving agents’ unexpected sudden
failure, it needs time until new service agents are instantiated
and taking over the service processing abandoned by the
failed agents. Figure 30 shows the admission probability
improvement by using backup system.

Figure 31 shows the increase in resource consumption
compared to Figure 20, which is plotted for the system without
backup service processing agents. Since there is a large
number of service processing agents, having a backup for all
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Fig. 30. Service Admission Probability

Fig. 31. CPU Resource Consumption with Backup System

of them approximately doubles the resource consumption. This
indicated that a backup system has a huge cost of resources
and energy consumption. To reduce such consumption, we
propose service differentiation in providing a backup system
by providing backup agents for only critical services or by
providing flexibility to provide such options to use by the
network operator to decide. This makes the system more effi-
cient in resource utilization and resilient compared to a system
without any backup mechanism. A more detailed analysis is
left for future work. Figure 32 shows the reduction in CPU
consumption compared to a backup system without service
differentiation. However, more critical services are admitted
with a few increase in resource consumption compared to the
system without service backup.

Fig. 32. CPU Consumption with Backup System for uMTC Service Process-
ing Agents

VII. CONCLUSION AND FUTURE WORKS

Network softwarization enables myriad innovative possibili-
ties. The most important innovations of network softwarization
are design flexibility and programmability. SDN and NFV
architecture miss network automation. The advancement and
explosion of machine learning would further enable the re-
alization of full network automation. Autonomic networking
is becoming the necessity for future networks, that are aim-
ing at interconnecting billions of heterogeneous device, with
stringent services’ requirements. In this article, we presented
a review of autonomic networking since 2004, categorizing
literature into before and after the introduction of SDN and
NFV. We then discussed the challenges of network automa-
tion. Multi-agent based network automation architecture is
presented along with the Markovian mathematical model of
the system. Finally, we presented the performance of the
system for a simplified case. The performance analysis showed
the possibility of utilizing a multi-agent system for network
management system automation. What we can guess from
the preliminary analysis is that the use of multi-agent in
automating network management provides a scalable, flexible,
dynamic, and resource-efficient system. However, due to the
distributed nature of the system, the effect of virtualization
and communication overhead has to be evaluated as future
work. Testbed implementation of MANA-NMS and the exact
implementation of agents for specific network functions are
also left as future works.

Moreover, we also aimed at performing a detailed multi-
agent study focusing on designing agents and their internal
components.
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