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All these operations are depicted by steps 1–3 in Figure 7. To
enable these operations, we modified the compiler back-end
to insert the required stack availability check and argument
copying operations—the size of a stack segment is deter-
mined at compile time and its minimum size depends on the
minimal stack requirements of the functions in the source.
Memory Consistency Management. To implement undo
logging so that the changes in non-volatile memory locations
(other than the working stack) can be undone, global variable
and pointer manipulations are instrumented. Since pointers
can point not only to global data but also to the working
stack or segment checkpoint in non-volatile memory, the
instrumentation is done by checking if the physical address
is in the working stack or not. If so, the memory manager
logs the contents of the memory cell in the undo log3.
Automatic Checkpoints. To keep consistency of check-
pointed data—as the system can die while performing a
checkpoint—the checkpoint data is double buffered in non-
volatile memory. A flag is used to provide an exact barrier af-
ter which the checkpoint is ready to be used as a restore point.
These enable checkpoint operations to be atomic. Checkpoint
restoration happens when the system reboots due to a power
failure. Current implementation supports: (i) timer-driven
checkpointing; where the runtime interrupts program ex-
ecution and checkpoints the system state periodically at a
given frequency; (ii) hardware-assisted checkpointing, e.g. [5]
where a voltage level based interrupt triggered upon a low-
energy state to perform a checkpoint; and (iii) manual check-
points. It is worth mentioning that TICS disables (automatic)
checkpoints before interrupt service routines and places an
implicit checkpoint right after return-from-interrupt (ISRs) in-
struction. This is sufficient to prevent memory inconsistency
while servicing interrupts—if a power failure prevents the
completion of an ISR, the system will continue as if interrupt
did not occur (the corresponding ISR will not be executed
again) right after the recovery from the power failure.
TimeAnnotations. Eachwrite to a time-annotated variable
is instrumented so that the timestamp value associated with
the variable is updated. To implement exception-based time
annotations, we instrumented @expires/catch block so
that a timer is set considering the data expiration constraints.
Moreover, we instrumented necessary instructions for undo-
logging the memory modifications and changing the control
flow upon data expiration. TICS with time-sensitive pro-
grams requires the ability to measure time across power
outages using a remanence-based timer [21, 37] or a Real-
Time Clock with a small capacitor [18]—persistent timekeep-
ing is mandatory to update timestamps and to handle time
annotated source files.

3Memory management is implemented fully in software as microcontrollers,
e.g. MSP430FR59* [44], do not have a memory management unit.

‘Greenhouse monitoring’ routines
Sense Sense

Intermitt. Moisture Temp. Compute Send Consist.

4%
plain C 9 9 9 0 ✗

plain C + TICS 0 0 0 0 ✓
TinyOS 0 0 0 0 ✓

TinyOS + TICS 0 0 0 0 ✓

48%
plain C 29 29 29 20 ✗

plain C + TICS 20 20 20 20 ✓
TinyOS 29 29 29 20 ✗

TinyOS + TICS 20 20 20 20 ✓

100%
plain C 47 47 47 47 ✓

plain C + TICS 45 45 45 45 ✓
TinyOS 47 47 47 47 ✓

TinyOS + TICS 44 44 44 44 ✓

Table 1. Real-world program with TICS on intermit-
tent power (4%, 48% and 100% intermittency rate). We
ran four applications implementing greenhouse monitor-
ing (GHM): in C and in TinyOS (with and without TICS
instrumentation). We measured how many times each GHM
routine executed. Only these programs that consistently exe-
cuted the same number of routines were considered correct.

5 Evaluation
We investigate the execution overhead of TICS for various

applications, comparing to the state-of-the-art intermittent
runtimes. We demonstrate how TICS enables porting of arbi-
trary C programs as well as TinyOS code—for the first time
we demonstrate successful execution of legacy code for sensor
networks into intermittently-powered domain. We also show
results from a user study we conducted comparing TICS to
task-based programming. We found that TICS has compa-
rable overhead to state-of-the-art runtimes while providing
a complete set of features available to the regular C
programmer.
5.1 Porting Legacy Code: TinyOS to Intermittent

World
To prove the claim that TICS enables automatic porting

of existing/legacy C code for non-intermittently powered
systems, we instrument an unmodified TinyOS program for
Greenhouse Monitoring (GHM). GHM executes in an infi-
nite loop sense moisture of soil, sense temperature of ambient,
Compute measurement averages and Send over a wireless
interface. We compare Plain C and TinyOS [25] versions
of GHM with and without TICS instrumented checkpoints.
Both apps were executed on the same microcontroller as be-
fore (MSP430FR5969 [44] evaluation board) with artificially
generated power intermittency traces, i.e. MCU was brought
to hardware reset following a pre-programmed pattern. We
compare the results of executing the Plain C and TinyOS ver-
sions of GHM in Table 1 for varying levels of intermittency.
We measured how many times each GHM routine executed
successfully. Only these programs that consistently executed
the same number of all routines were considered correct.
Results. We observe that TICS allows to work at any inter-
mittency conditions and it executes legacy code correctly.
This shows that TICS can run semi-sophisticated legacy
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Figure 8. Timely execution of the sample AR applica-
tion: TICS catches data expiration, discards stale data and
ensures timely branches by following the programmer an-
notations.

TinyOS programswithout anymanual program porting need.
It is worth mentioning that TinyOS is an event-based op-
erating system and porting event-based legacy code might
require some manual modifications for the sake of the se-
mantically correct execution of the application—in partic-
ular, timely-sensitive handling of the events should be im-
plemented by the time annotations provided by the TICS
in order to guarantee semantically correct results. However,
if the programmer omits such manual modifications, TICS
still guarantees forward progress of the computation as well
as the memory consistency of the event-based applications.
In Section 5.3, we also demonstrate the porting of existing
computation-based benchmarking applications. Apart from
injecting time annotations (if required), all porting is han-
dled by TICS automatically without anymanual intervention.
Therefore, the evaluation results later on support and com-
plement this result.
5.2 Time-sensitive Intermittent Computation

For the evaluation of time-sensitive execution of intermit-
tent programs, we considered an existing activity recognition
(AR) application used in prior work [9, 28, 31] (this appli-
cation is also used for benchmarking in Section 5.3). The
AR application obtains a window of three-axis accelerom-
eter sensor readings and determines whether the device is
moving or stationary. In the training phase, the mean and
standard deviation features of a window of samples are ex-
tracted. Then, in the recognition phase, the activity is deter-
mined by performing a nearest neighbor classification. In
order to observe the time consistency violations described
in Section 2.1.3, we provided two versions of the AR applica-
tion: (i) manual management of time (and using MementOS-
like checkpoints); and (ii) TICS annotated application. We
run these applications by powering our MSP430FR5969 [44]
wirelessly with 915MHz Powercast TX91501-3W transmit-
ter [36]. The microcontroller was connected to a Powercast
P2110-EVB receiver (with on-bard 10 𝜇F storage capacitor).
We tested the execution of these applications at the same
distances resulting in almost the same (i) power failure rates,

Time Consistency Potential Count Observed Violations
Violation (during experiment) w/o TICS w/ TICS

Timely Branch 256 32 ✗ 0 ✓
Time Misalignment 870 78 ✗ 0 ✓

Data Expiration 870 173 ✗ 0 ✓

Table 2. Time consistency violation statistics for the
AR application running intermittently. Our results in-
dicate that TICS eliminates these violations by demanding
little modifications on the legacy software.

(ii) charging and (iii) off-time. We observed the number of
time consistency violations.
The lines of code where the accelerometer is sampled

and the corresponding timestamp is assigned are the po-
tential points for time misalignment violation. Specifically,
a timestamp can be assigned to the sensed data relatively
long time after the sensor sampling, due to a power failure
and long charging time—in both applications there were 870
accelerometer sampling where time misalignment violations
could potentially occur. The obtained samples are also sub-
ject to data expiration violation while they are consumed
for training and classification. In these applications, we con-
sidered data to be fresh and useful if it is consumed within
200ms time window—it is considered to be stale otherwise
(see Fig. 8). In order to keep track of the duration of the
recognized activities, both applications maintain timestamp.
A timely branch that uses this timestamp is required to alert
about activity changes; e.g. if the duration of the activity is
less than 200ms this indicates an activity switch. There were
256 points in the execution where a potential timely branch
violation could occur.
Results. Table 2 summarizes our results. We observed that
TICS prevents all time consistency violations, thanks to eas-
ily injected time annotations, where the other application
led to 32 timely branch violations, 78 time misalignment
violations and 173 data expiration violations. Our results
indicate that TICS ensures timely intermittent execution by
providing little modifications on the legacy software via its
time annotations.
5.3 TICS System Efficiency

TICS supports all C language features—including pointers
and recursion— thanks to its memory consistency manager.
This implementation eliminates system starvation by allow-
ing porting any kind of legacy software to the intermittent
computing world—breaking the limitations of the prior work.
Here we provide a performance comparison of TICS with
the prior work to explore its execution overhead.
We have compared TICS against three state-of-the-art

task-based systems: InK [46], MayFly [20] and Alpaca [31].
In addition, we compared TICS against naïve checkpoint-
based system that logs the complete stack and all global
variables (which closely resembles what MementOS [39]
does) and Chinchilla [32]—state-of-the-art checkpoint-based
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system that promotes all variables to global data and stati-
cally logs these. Chinchilla was re-compiled from its GitHub
source [32] with LLVM version 3.8 (the strict requirement
for Chinchilla). InK, MayFly, and Alpaca were compiled with
the standard GCC compiler (msp430-gcc version 6.2.1.16).
Finally, for completeness, we compare all systems to plain C.
Application Benchmarks.We chose three representative
applications, used earlier by most studies on systems for
intermittently-powered devices: (i) bitcount (BC), (ii) Cuckoo
filter (Cuckoo) and (iii) Activity Recognition (AR) (as indi-
cated in Section 5.2) [16]. BC implements bit counting in
a random string with seven different methods (including
recursion), later cross-verifying for correctness; Cuckoo im-
plements cuckoo filter over a set of pseudo-random num-
bers, then performing sequence recovery using the same
filter; AR implements physical activity recognition based
on machine learning with locally stored accelerometer data.
For a fair comparison, the experiments were conducted us-
ing a continuously-powered TI MSP-EXPFR5969 evaluation
board [44]. Each application was verified for correctness at
the end of each execution. Cuckoo cannot be implemented in
MayFly since loops are not allowed in a MayFly task graph.
Also, BC used for the evaluation of Chinchilla, see e.g. [32,
Fig. 8–10], was not the original one, as the authors have
manually removed the recursion to make it work with their
system.
5.3.1 TICS against Chinchilla. Chinchilla converts each
local variable of a function to a corresponding global vari-
able in non-volatile memory at compile time. This conver-
sion prevents stack manipulation via pointers and in turn
checkpointing the whole stack due to pointer manipulations.
Chinchilla must know in advance the local variables in order
to allocate corresponding global variables in non-volatile
memory—recursive function calls and in turn, existing ap-
plications that exploit recursive implementations cannot be
supported. Moreover, due to the local-to-global conversion
via bypassing stack allocation of local variables, there is an
explosion in the number of global variables—decreasing the
scalability of memory requirements. Inline functions further
complicate this issue: the corresponding global variables are
needed to be allocated per every line where the function is
inlined. As an example, if an inline function of one local vari-
able is called 100 times, then 100 different global variables
need to be created. These issues are the major limitations
of Chinchilla, making it an incomplete system. Inspecting
our results presented in Figure 9, TICS is able to execute all
benchmarks, while Chinchilla cannot run recursion-based
code, i.e. BC. Due to the dynamic memory logging employed
by TICS, the execution time overhead will vary per bench-
mark. Additionally, the compiler optimization level has a
significant effect because the runtime code is also affected
by the lack of optimization.

InK Chinchilla TICS
.text .data .text .data .text .data

AR 3442 4459 12870 8986 6878 1364
BC 2922 4433 10902 8658 5944 1488
CF 2648 4693 12128 9050 7178 1948

Table 3. The memory consumption (in B) for three ap-
plications written in InK, Chinchilla and TICS.

5.3.2 Micro-benchmarking TICS. The execution time
overhead of TICS with the number of checkpoints for dif-
ferent working stack sizes is given in Figure 9 (center row).
As working stack size gets bigger, the number of working
stack change driven checkpoints decreases since on-demand
stack requirement of the applications are fulfilled—S2 config-
uration did not lead to a working stack changes and in turn
checkpoints and S1 led to considerable number of working
stack changes and therefore also more checkpoints. On the
other hand, increasing the working stack size also increases
the overhead of a single checkpoint since the logged data
is bigger—there will be always a trade-off. Among bench-
marking applications, AR led to a considerable amount of
working stack change driven checkpoints with configura-
tion S1 due to its varying stack size requirements. We also
enabled timer-driven checkpoints with a frequency of 10ms
that ensure the forward progress—configurations S1* and
S2* indicate the configurations S1 and S2 with timer-driven
checkpoints enabled. TICS checkpoints do not introduce sig-
nificant overhead since only the working stack and registers
are logged.
5.3.3 TICS Against Task-based Systems.We selected
configurations S1* and S2* to asses the execution time perfor-
mance of TICS considering the task-based runtimes—right
column of Figure 9. For the fairness of comparison against
task-based systems, apart from timer-driven checkpoints
in S1* and S2*, we placed checkpoints to configuration S2
at task-boundaries for TICS (shown as ST) and our naïve
MementOS-like [39] implementations. We observed that se-
lecting a reasonable working stack size, TICS reaches almost
the performance of existing task-based systems.
5.3.4 TICS Memory Overhead. Table 3 presents a com-
parison of memory overhead of the benchmarking applica-
tions implemented in InK (task-based system), Chinchilla
(checkpoint-based system) and TICS. The .data section over-
head of TICS depends on the size of the configurable stack
segment array (which was 2048 B) and undo log (which was
2048 B) both are excluded from the .data section. The code
size in selected applications is dependent on not only the
application source but also on the stack segmentation and
memory consistency management implementations in TICS.
Overall, we see that for all benchmarks TICS has significantly
lower memory overhead than Chinchilla—more than twice
.text and more than six times for .data. Comparing to InK,
TICS.data is also significantly lower, except for .text.
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Figure 9. Benchmark performance. Left column: TICS to Chinchilla comparison; Center column: micro-benchmarking of
TICS; Right column: TICS to task-based systems comparison. T, CH, Alp,MF: TICS, Chinchilla, Alpaca, MayFly; LO0, LO2:
LLVM-compiled code with –O0, and –O2 optimization. L*: all compilations options of GCC and all of LLVM except –O0. GO2:
GCC-complied code with –O2 optimization. S1, S2: configurations with different working stack sizes imposing a different
checkpoint frequency and checkpoint time—S1=50 B, S2=256 B; S1∗, S2∗: the same stack configurations as S1, S2 but with
an additional timer checkpointing every 10ms if there was no checkpoint due to the working stack. ST denotes S2 with
checkpoints at the task boundaries. Red cross (✗) denotes the code did not compile with the chosen compiler/optimization.

Operation Configuration Variables Duration (𝜇s)

Stack grow/shrink max 345
Checkpoint logic 0 B seg. | 64 B seg. | 256 B seg. 264 | 464 | 656

Restore logic 0 B seg. | 64 B seg. | 256 B seg. 273 | 475 | 664
Pointer access no log | log 4 B (64 B) 13 | 308 (371)

Roll back from undo log 4 B | 64 B 234 | 294

Table 4. TICS overhead, split per runtime operation.
Results obtained with GCC (optimization –O2) at 1MHz.

5.3.5 TICS Point-to-point Overheads. Table 4 presents
the detailed overhead of TICS runtime operations. The check-
point and restore operations include saving registers and
working stack in non-volatile memory using a two-phase
commit operation—theworking stack size has a direct impact
on the checkpoint overhead. The constant checkpoint over-
head without saving the working stack segment is depicted
as 0 B size in the table. The stack grow/shrink operations
update the working stack to point another segment in the
segment array. During pointer manipulation, TICS checks
the pointer address to see if the working stack is targeted.
If this is the case, there is no need for the undo logging and
the working is stack directly manipulated. Otherwise, TICS
logs the original value in undo log—the overhead of different
variable sizes are depicted in the table. The time it takes to
recover the original value of a variable from the undo log
depends on the variable sizes.
5.4 User Study and Developer Effort

We have designed a large online user study. The goal was
to objectively assess the time to design a TICS application.

Methodology. At the beginning of an online survey each
participant was given an introduction to intermittent exe-
cution and to TICS and InK [46]. Then, we have then asked
participants to find bugs in three simple programs: (i) swap of
two variables (with no use of a temporary variable), (ii) bubble
sort, and (iii) program that considers variable expiration based
on time. Each program was written separately in TICS and
in InK and had exactly the same type of bug, at exactly one
line of the program. Users were asked to point to a line that
contained that bug and specify the correct statement.
Each program with a bug was presented to a user on a

separate page. Additionally, time spent on finding a bug in
each of the programs was measured. No corrections of the
given answers were possible once the answer was submitted.
We randomized the order in which each program appeared
at the respondent’s screen in order to remove presentation
bias against one language and objectify bug finding time.
User Pool. At the time of writing this paper, a total of 90
responses were collected. 78% of all respondents had at least
two years of programming experience. Almost 83% of respon-
dents had average or below average knowledge of embedded
systems powered by energy harvesting technologies.
Result. Results are shown in Figure 10. We observe that in
all cases it was (i) harder to find a bug and (ii) users were
more prone to error when exposed to a task-based language.
Statistically, Wilcoxon T Test on all programs’ bug search
time rejected the hypothesis that TICS/InK results were the
samewith p-value below 0.001. In other words, TICS is amore
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Figure 10. TICS user study results. For all three test pro-
grams, Swap, Bubble and Timekeeping, users found that it is
easier with TICS to identify a bug and were more accurate in
correcting the TICS program than that of InK [46]. Whiskers
in the right-hand side figure denote standard deviation.

Runtime Pointer
Support

Recursion
Support Scalability

Timely
Execution

Porting
Effort

Mayfly [20] No ✗ No ✗ Poor ✗ Yes ✓ High ✗
Alpaca [31] No ✗ No ✗ Poor ✗ No ✗ High ✗
Ratchet [45] Yes ✓ No ✗ Poor ✗ No ✗ High ✗
Chinchilla [32] Yes ✓ No ✗ Poor ✗ No ✗ None ✓
Ink [46] No ✗ No ✗ Poor ✗ Yes ✓ High ✗
TICS (this work) Yes ✓ Yes ✓ High ✓ Yes ✓ None ✓

Table 5. State of the art programming models.

user-friendly system than a task-based one. As the complexity
of a program increased users had difficulty finding a bug in
an InK program (for Bubble Sort in half of the cases users
were wrong). Regarding the subjective evaluation of TICS
against InK, participants considered TICS to bemore intuitive,
easier and conciser than InK.

6 Related Work
In Table 5 key characteristics of TICS are compared to

those ofMayfly [20], Alpaca [31], Ratchet [45], Chinchilla [32]
and InK [46]. In this section we compare some of these char-
acteristics from the state of the art to TICS.
Checkpointing Systems. Systems that automatically de-
termine checkpoint placement at compile-time like [6, 32, 45]
are most closely related to this work. HarvOS parses the con-
trol flow graph of a program and instruments with energy-
aware checkpoints, requiring a small amount of programmer
intervention to place effectively. Ratchet functions by plac-
ing checkpoints at the boundaries of idempotent sequences
of instructions. Chinchilla over-instruments programs with
checkpoints by storing some variables in non-volatile mem-
ory, and disabling/enabling checkpoints heuristically. Apart
from the aforementioned studies, Mementos [39] was the
first checkpointing scheme, using intermittent voltage checks
to decide when to save state. QuickRecall [23] and Hiber-
nus [5] extended this work with newer non-volatile mem-
ories. DINO [28] laid out the memory consistency prob-
lems that will arise with intermittent computing for mixed-
volatility processors. TICS builds on these early techniques,
however, these systems do not consider timely execution of
the applications.
Task-based Programming Models. Alpaca [31] and re-
lated works [9] focus on providing control flow and data

flow mechanisms while reducing the memory footprint from
multi-versioning. Mayfly [20] provides explicit semantics
for specifying timing constraints on sensor data in a task-
based language. InK [46] provides a way to handle events
and interrupts from clock sources, sensors, and energy in
the environment, despite power failures. Task-based systems
require a custom programming model, which leads to added
programmer intervention and complexity. Task decomposi-
tion is a manual process that is error-prone and not resilient
to changes in the availability of energy in the environment.
Non-volatile Processors. Integration of non-volatile com-
ponents, e.g. non-volatile registers, to the processor architec-
ture provides automatic management of forward progress
and memory consistency [29, 30]. This eliminates the need
for handling these properties explicitly by the programmer.
However, non-volatile architectures consume more power,
they have increased area and decreased frequency as com-
pared to general-purpose volatile processors with SRAM-
based flip-flops [22]. TICS targets off-the-shelf processors
with hybrid volatile and non-volatile memory in the market.

7 Conclusion and Future Work
TICS is a runtime for intermittently powered systems that

enables full use of C features like pointers and recursion
through a memory consistency management scheme (data
versioning and stack segmentation) and provides semantics
for easily porting time-sensitive programs to the intermittent
domain while maintaining correctness. Guarantees on worst
case checkpointing time are provided, ensuring TICS scales
as applications become more complex. We evaluated TICS
against the state of the art, showing reasonable overhead
nearly matching the performance of task-based systems. We
conducted a user study, where participants found TICS more
intuitive than the task-based approach. In the future, we
anticipate exploring ways to automatically import or infer
timing semantics and rules from legacy code in TinyOS or
other systems. Virtualizing the I/O interface across power
failures could also lead to better ported applications.
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A Artifact Appendix
A.1 Abstract
TICS is a framework that allows for C programs to be

executed on intermittent power harvested from the environ-
ment. TICS consists of multiple components that together
make sure that the program that is being executed contin-
ues where it left off after a power failure. Additionally, TICS
does this in a way that leads to checkpoint times that can
be bounded to a reasonable upper limit, making reasoning
about checkpoint placement dynamically possible (although
this is not explored in the current version).

TICS is intended to be used with the MSP430FR5969 micro-
controller but can be adapted to work with any MSP-based
microcontroller that consists of non-volatile main memory.

The main components of TICS are:
• TICS runtime for memory logging and checkpoint
management;

• TICS compiler backend (GCC and LLVM) for stack
segmentation management;

• TICS source instrumentation for variable instrumenta-
tion.

A.2 Artifact Check-list (Meta-information)
• Program: msp430-gcc, llvm, memlog, benchmarks
• Compilation:

## Building GCC
# Required packages:
build-essential flex bison texinfo
ncurses-dev zlib1g-dev bash curl

## Build commands:
$ cd msp430-gcc-tics
$ ./build.sh

## Building LLVM
# Required packages:
make gcc cmake python zlib1g-dev

# Build commands:
$ cd llvm-tics
$ ./build.sh

## Building Source Instrumentation Tool
# Build commands:
$ cd tics/source-instrumentation/\

memory-log-instrumentation
$ mkdir build
$ cd build
$ cmake ../
$ make

• Transformations:

memlog <benchmark>.c

• Binary:

ftest_cuckoo, ftest_ar, ftest_bitcount, greenh_temp_tinyos

• Hardware: Texas Instruments MSP430FR5969 launchpad
development kit

• Experiments: Hardware breakpoints and cycle counter
• Howmuchdisk space required (approximately)?: 30GB
(compilers)

• How much time is needed to prepare workflow (ap-
proximately)?: one day

• How much time is needed to complete experiments
(approximately)?: 2 hours

• Publicly available?: yes
• Code licenses (if publicly available)?: MIT
• Archived (provide DOI)?: Yes
10.5281/zenodo.3563082 (https://doi.org/10.5281/zenodo.3563082).

A.3 Description
A.3.1 Hardware Dependencies

Texas Instruments MSP430FR5969 launchpad development kit.
A.3.2 Software Dependencies

Download and extract the MSP430 GCC support files from Texas
Instruments website.

Further instructions described in README.md in archive (DOI):
10.5281/zenodo.3563082 (https://doi.org/10.5281/zenodo.3563082).
A.3.3 Data Sets

A.4 Installation
Described in README.md in archive (DOI): 10.5281/zenodo.3563082

(https://doi.org/10.5281/zenodo.3563082).
A.5 Experiment Workflow

Described in README.md in archive (DOI): 10.5281/zenodo.3563082
(https://doi.org/10.5281/zenodo.3563082).
A.6 Evaluation and Expected Result

Described in README.md in archive (DOI): 10.5281/zenodo.3563082
(https://doi.org/10.5281/zenodo.3563082).
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