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Abstract—Anomaly detection is a key factor in the process-
ing of large amounts of sensor data from Wireless Sensor
Networks (WSN). Efficient anomaly detection algorithms can
be devised performing online node-local computations and
reducing communication overhead, thus improving the use
of the limited hardware resources. This work introduces a
fixed-point embedded implementation of Online Sequential
Extreme Learning Machine (OS-ELM), an online learning
algorithm for Single Layer Feedforward Neural Networks
(SLFN). To overcome the stability issues introduced by the fixed
precision, we apply correction mechanisms previously proposed
for Recursive Least Squares (RLS).

The proposed implementation is tested extensively with
generated and real-world datasets, and compared with RLS,
Linear Least Squares Estimation, and a rule-based method
as benchmarks. The methods are evaluated on the prediction
accuracy and on the detection of anomalies. The experimental
results demonstrate that fixed-point OS-ELM can be success-
fully implemented on resource-limited embedded systems, with
guarantees of numerical stability. Furthermore, the detection
accuracy of fixed-point OS-ELM shows better generalization
properties in comparison with, for instance, fixed-point RLS.

Keywords-Anomaly detection; Embedded Systems; Single
Layer Feedforward Neural Networks; Extreme Learning Ma-
chine;

I. INTRODUCTION

Technological advances of the past decades have enabled

the abundant and ubiquitous presence of electronic systems

embedded in our daily lives. Researchers are driven by the

vision of the Internet of Things, a world-wide network of

such systems. The advances provide more capable embedded

devices that allow some online processing, but resources,

such as energy, are still limited.

Example of such systems are Wireless Sensor Networks

(WSN) and Body Sensor Networks (BSN) [1]. These are

embedded devices with limited resources that are tightly

coupled to the environment. In the last decade, the WSN

community has shifted its focus from systems to applications

and deployments. The resulting long-lived deployments and

increasing possibilities of sensors have made it possible

to generate, log and analyze large amounts of data, as

demonstrated in, e.g., GreenOrbs [2]. Online (distributed)

processing of this data promises to reduce resource usage,

for instance by reducing communication only to the most

interesting or necessary data.

One such way of information selection is anomaly detec-

tion, i.e., the detection of unexpected behavior, or patterns,

in data. Incoming data are compared to models of the

environment, created with either formal methods or from

data. There is an increasing interest to detect anomalies

[3]. A common example of which is fault detection, where

a part of the system displays unexpected behavior. Also,

environmental data may only be of interest to domain experts

when it deviates from normal behavior.

In recent years, Extreme Learning Machine (ELM), a

learning algorithm for Single-Layer Feedforward Neural

Networks (SLFN), has emerged as a powerful nonlinear

mapping method used in classification and regression [4].

A sequential modification based on Recursive Least Squares

(RLS), called Online Sequential ELM (OS-ELM), provides

the possibility for online processing with little memory

usage and only slight computational overhead [5]. Imple-

mentation of this method on embedded systems provides

a powerful online processing tool, for instance for anomaly

detection. However, we find that due to its limited precision,

the fixed-point arithmetic introduces stability issues, such as

divergence.

In this work, we introduce and evaluate a fixed-point

version of the original OS-ELM learning method for SLFN,

showing its viability for embedded systems. We apply

correction mechanisms, previously proposed for RLS, to

overcome these stability issues. Furthermore, we assess

the usage of OS-ELM for online anomaly detection in

WSN with an extensive evaluation campaign. To keep our

algorithm generic and application agnostic we use a common

categorization of anomalies, as identified in literature [6]–

[8], as types spike, constant, noise and drift (Fig. 1). Spikes

(a) Spike (b) Noise (c) Constant (d) Drift

Figure 1. Injected anomalies in noisy linear data



are short-duration peaks in the measurement, for instance

caused by buffer overruns. Noise is an unexpected change

in variance which may, for example, be caused by electro-

magnetic interference. When changes and noise in the origi-

nal signal do not lead to any changes in the measured signal,

the anomaly is called Constant. This can, for instance, occur

when a sensor is physically stuck. Finally, drift occurs when

a measurement has a static or changing offset, relative to the

original signal, e.g. by degradation of the sensor.

The following section reviews related work, after which

Section III explains the proposed OS-ELM stabilization

mechanisms and anomaly detection. Section IV shows that

fixed-point OS-ELM estimation is similar in performance to

the benchmark methods in terms of average prediction error

and detecting anomalies. We elaborate this conclusion and

projections of future possibilities in section V.

II. RELATED WORK

Anomaly detection, also known as fault detection or

outlier detection, is of increasing interest to researchers

and developers of a wide range of applications, from fraud

detection for credit cards [9], intrusion detection in se-

curity [10] or military applications [11], to (sensor) fault

detection in safety critical systems [12]. Traditionally, such

anomaly detection systems process the data at a centralized

processing facility, where all current and historical data

are available. Even the anomaly detection techniques for

distributed sensor systems, as surveyed in [3], [13], [14],

are mostly centralized, or trained offline. Due to increasing

computational power and larger volumes of sensor data,

there is an increasing interest in anomaly detection on

distributed embedded systems, such as WSN.

Such embedded systems have severe resource limitations,

and thus online learning of models is difficult. However,

online embedded machine learning online is still feasible.

One of the most used techniques is Reinforcement Learning,

for instance suitable for routing [15]. Another category of

techniques are the biologically inspired algorithms called

Swarm Intelligence. An example of which is ants that leave

a trail of pheromones, strengthening edges in a graph [16].

There are also techniques based on statistics, such as a

piecewise linear regression technique by Yao et al. [8]. The

authors model a time series in linear segments and compare

them to the segments of the previous day cycle. But, most

anomaly detection systems have a training phase before

deployment, such that data driven models can be trained.

For instance, one can train and tune the parameters of an

ensemble of classifiers, e.g., Neural Networks, offline [17].

Another example of offline training and online detection is

given by Chang et al. [18], who train Echo State Networks

to detect anomalies in time-series.

A Neural Network is most commonly trained using the

backpropagation method, a gradient descent method [19].

The major drawback of backpropagation is that the training

set must be processed multiple times, thus resulting in slow

learning. Furthermore, learning parameters have to be tuned

iteratively for a specific dataset.

In 2004, Huang et al. proposed a new learning algorithm

specific for SLFN, which randomly sets input weights and

determines the output weights analytically. The authors

called this algorithm Extreme Learning Machine (ELM),

because “it makes learning extremely fast” [20]. Their

research showed that ELM is efficient for continuous, non-

differentiable and piecewise continuous activation functions

[21]. Furthermore, it produces good generalization perfor-

mance in artificial and real-world problems, without user

tuning [22].

Liang et al. have proposed a version of ELM learning

that processes the data online and sequentially, called Online

Sequential ELM (OS-ELM) [5]. Where the original ELM

method uses Ordinary Least Squares Estimation techniques

to learn the output weights, the OS-ELM method uses Recur-

sive Least Squares, as further described in Section III. OS-

ELM permits online updating of the SLFN weights when,

for instance, not all data are available offline. Both ELM

learning methods, however, assume floating point precision

for their algorithms to work, but floating point precision

commonly cannot be used on lightweight embedded sys-

tems. Our work addresses this shortcoming.

III. METHOD

A. OS-ELM foundation

Let us consider a SLFN. A SLFN has the following

structure, depicted graphically in Fig. 2:

y = fÑ (x) =

Ñ
∑

i=1

βiG(ai, bi,x), x,ai ∈ R
d, bi ∈ R (1)

where ai and bi are the input node weights and bias of the

ith hidden node, G(ai, bi,x) is the output of that hidden

node, and N̂ is the number of hidden nodes. Furthermore,

x ∈ R
d is a vector of input values of dimension d and βi

is the weight connecting the ith hidden node to the output

node.

One can use several activation functions g(x) : R → R

to determine the output of a hidden node. For example, for

sigmoid functions (such as tanh(x)) the hidden-node output

is determined by:

G(ai, bi,x) = g(ai · x+ bi) (2)

On the other hand, for radial basis functions (e.g. the

Gaussian function), the hidden-node output is determined

by:

G(ai, bi,x) = g(bi||x− ai||), bi ∈ R
+ (3)

Now, when we set the input weights and biases randomly

and consider N training samples for equation 1, we can

aggregate all hidden node outputs per training example in a



hidden-layer output matrix H of size N × Ñ . We can then

rewrite the formula

yj = fÑ (xj) =

Ñ
∑

i=1

βiG(ai, bi,xj), j = 1, . . . , N (4)

as

Y = βH (5)

Huang et. al showed that this can be considered a linear

system [20]. One can find the hidden node weights βi using

the Moore-Penrose generalized inverse of the hidden-layer

output matrix H:

β̂ = H
†
Y

which is the least squares solution of equation 5. When

rank(H) = Ñ , H† is given by:

H
† =

(

H
T
H
)−1

H
T (6)

Liang et al. showed that the least squares solution to

β̂, using equation 6, can also be obtained sequentially,

using RLS [5]. The authors showed that the hidden node

weights βk+1 can be recursively calculated according to the

following formula:

Pk+1 = Pk −PkH
T
k+1

(

I+Hk+1PkH
T
k+1

)−1
Hk+1Pk

βk+1 = βk +Pk+1H
T
k+1

(

Yk+1 −Hk+1β
k
)

(7)

Where Pk is the inverse auto-correlation matrix between the

hidden nodes and the output node.

y

1 i Ñ

x1 xd

output layer

hidden layer

input layer

β1 βi βÑ

a1,1 ai,1 a
N̂,d

Figure 2. Structure of a Single Layer Feedforward Neural Network.

The above outlined method for learning output weights βi

is called Online Sequential Extreme Learning Machine (OS-

ELM) and is described in [5]. In short, it has two phases:

Initialization phase:

1) Choose random input weights ai and bias bi (or center

ai and impact factor bi in the case of RBF) for hidden

nodes i = 1, . . . , Ñ ,

2) Estimate initial output weights β from a small initial

number of training data, not less than the number of

hidden nodes N̂ .

Sequential Learning Phase:

1) Calculate Hk+1, the partial hidden-layer output ma-

trix,

2) Determine the desired output Yk+1,

3) Compute the output weight βk+1 using equation 7.

B. Stability correction mechanism

Due to its low memory requirements, OS-ELM is a

viable candidate learning method to be implemented on

embedded systems. Most embedded systems, however, deal

only with limited precision, fixed-point variables, and thus,

some quantization error is introduced. This quantization

error, in turn, can lead to the overflow or underflow of

a variable, which may cause the RLS method to become

unstable and display, for example, explosive divergence.

We present a stability correction mechanism based on

the work of Bottomley [23], who has analyzed the impli-

cations of quantizing the computations of RLS, which has

been further evaluated by, e.g., Bosman et al. [24] in the

context of anomaly detection. By adapting a subset of the

correction methods suggested in [23], we obtained stable

filters. Specifically, we do not round the results of fixed-

point calculations, and we apply the following correction

C(X) = αX+ δI (8)

to the update of the covariance matrix Pk+1 in equation

7. Here, I is the identity matrix and δ is the smallest value

the fixed-point implementation can represent. By adding this

small number to the diagonals we bias the inverse auto-

correlation matrix Pk+1 to be positive definite. Contrary to

[23], where only non-zero diagonal elements of Pk+1 are

biased, we bias both zero and nonzero diagonal elements,

thus preventing them from underflow and allowing for a

correct weight update. Finally, the variable α is a forgetting

factor, which reduces explosive divergence.

C. Anomaly detection

With the online learning SLFN we predict sensor mea-

surements, and we use the error of the predictions to detect

anomalies. Anomalies are unexpected behavior, or patterns,

in data. Using OS-ELM we create a SLFN predicting model

for the measurements, and we assume that when an anomaly

occurs, the output of a sensor will deviate significantly from

its prediction. Furthermore, we assume the prediction error

is Gaussian distributed, based around zero. We evaluate two

methods to analyze these prediction errors ǫ, namely a static

thresholding method, and an adaptive threshold method.

The static threshold is determined from an initial set of

measurements, based on the maximum absolute prediction

error ǫmax = max(|ǫ|) of this set. The remaining data

are classified anomalous when they exceed the threshold

by a certain factor. This factor is chosen to be 3.29, such

that 99.9% of the prediction error is within the confidence

interval (i.e. normal), if we assume ǫmax to be the standard

deviation.

The other method is an adaptive threshold based on the av-

erage of the prediction error ǫ, using Exponentially Weighted

Moving Average (EWMA) filters [25]. What follows is a

concise description of this method, as proposed by Bosman

et al. [24]. First, we determine the running mean of the



prediction error µ̂ǫ = EWMA(ǫ) and running absolute

deviation δǫ = EWMA(|ǫ − µ̂ǫ|) from the running mean.

We then define the adaptive threshold as fδǫ, i.e., running

absolute deviation times a factor f , which is determined in

an initialization period. The absolute deviation of the mean

prediction error, |ǫ − µ̂ǫ|, of any new measurement is then

compared to the threshold. When this threshold is crossed,

then we have detected an anomaly and flag the measurement

as such, otherwise, we update µ̂ǫ and δǫ.

IV. EVALUATION

We evaluate fixed-point OS-ELM on the basis of resource

usage, average prediction error, and its accuracy in detecting

anomalies, using the datasets described below. For prediction

error and anomaly detection performance we use 3 synthetic

datasets and traces of a real-world WSN setup as described

in the following sections. Furthermore, we compare the

algorithm to fixed-point RLS and Linear Least Squares

Estimation (LLSE) in the aforementioned respects.

A. Algorithm Complexity

Because we are investigating online learning methods, we

analyze the method complexity per new training instance.

That is, every time a measurement is taken, we analyze the

complexity of updating the model with this new measure-

ment. In contrast, given a fixed dataset of N samples, the

overall complexity, in terms of CPU, can be given by multi-

plying by N . The resulting overall computational complexity

is higher compared to an offline non-sequential approach,

where all the data is readily available. Nevertheless, the

online sequential learning requires only a fixed amount of

memory (that of the model), thus allowing for an online

embedded approach. The analysis is based upon the pseudo-

code of the algorithms, and can be seen in Tab. I.

For RLS the complexity per update mostly stems from a

number of covariance matrix operations, where the matrices

are of size d × d. For ELM, we see the RLS complexity

return in terms of the number of hidden nodes N̂ from

the update, as per equation 7. Furthermore, the update of

the H matrix is in the order of the number of inputs d
times the number of hidden nodes N̂ . Thus, the quadratic

complexity together with the resource limitations of the

embedded system do not allow for a very complex SLFN.

However, the analysis in section IV-C and Fig. 4 show that

the number of hidden nodes does not have to be much bigger

than the number of inputs to achieve a small prediction error.

The following paragraphs describe an analysis of energy

usage, to let application designers decide on a trade-off

between communicating to a central processing facility or

local computation.

We have used MSPSim [26], a simulator for the MSP430

Method OS-ELM RLS LLSE

CPU O(Ñd+ Ñ2) O(d2) O(Nhistd
2)

Memory O(Ñd+ Ñ2) O(d2) O(N2

hist
)

Table I
COMPARISON OF ORDER OF COMPLEXITY DERIVED FROM

ALGORITHMS. N̂ IS THE NUMBER OF HIDDEN NODES, d THE NUMBER

OF INPUTS, Nhist THE MEASUREMENT HISTORY LENGTH.

MCU found on the TelosB sensor node platform1 [27], to

determine values of a real implementation, as seen in Fig.

3. Our implementation is based on TinyOS, and compiled

for the TelosB platform, with compiler flags set to optimize

for code size. The plot of Fig. 3a shows that the number of

hidden nodes N̂ has the most impact on the CPU time used,

as it scales exponential, in agreement with the complexity

derived in Tab. I. Moreover, the fixed-point calculations are

implemented in software and thus, contribute significantly to

the overall computational time. The effect of the number of

input nodes d on the CPU time is, however, not obvious.

This may be due to the random weight initialization, or

the iterative algorithm used to solve the inverse of a matrix

needed in the update of Pk+1 in equation 7.

The CPU time can be translated to energy usage, ex-

pressed in millijoule (mJ), by determining the power con-

sumption of the CPU used in milliwatts (mW) from the

datasheet [28]. In the case of the MSP430, found on the

TelosB sensor node, this is 14.4mW per second (s) when

the CPU runs at 8MHz. The formula is then mJ = mW ∗ s.

When we take, for example, from Fig. 3a a CPU-time of

10ms for 2 hidden nodes, this results in 0.144mJ. And, if

we take the CPU-time for 8 hidden nodes, being around

120ms, this would result in around 1.728mJ. In comparison,

the radio chip on the TelosB, a TI CC2420, uses 52.2mW in

transmit mode. Transmitting for 5ms would take 0.261mJ,

but a message may require multiple nodes to forward the

message to reach a central storage/processing facility, de-

pending on the application and factors such as network size.

The memory usage mostly depends on the size of the

matrices in memory. Due to implementation details, mainly

matrix related [29], [30], this size does not grow proportional

to the number of inputs or to the number of hidden nodes, as

seen in Fig. 3b. Instead, in some cases a larger matrix size

had to be chosen for the matrix algorithms to function. We

do see, however, that the number of hidden nodes influences

mainly the memory usage, which is largely consistent with

Tab. I. But, we only see a difference in memory usage for

different inputs when using 2 or 3 hidden nodes.

B. Datasets

To evaluate the modeling and prediction capabilities, we

use synthetic and real-world datasets. Similar to the work of

1TelosB, an 8bit MSP430 based platform with 10KB ROM, 48KB RAM
and peripherals such as wireless 2.4GHz radio (TI CC2420), temperature,
humidity (SHT11) and light sensors (Hamamatsu S1087 series).
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Figure 3. CPU time and RAM usage of OS-ELM in a TinyOS program
running on an MSP430 (determined with MSPSim).

Bosman et al., we use 3 synthetic datasets containing 28800

data points for 50 nodes, where each node has 3 sensors

[24]. We assume that all sensors of a node have some linear

correlation with each other. These sets are synthesized in

different manners. The first set is composed of lines with

different slope and bias, coupled with Gaussian noise with

mean 0 and variance 0.1. The second set is similar to the first

but also has an added sine-wave component with different

amplitude per sensor. The last set is meant to resemble real-

world temperature data and is created using several random

walks, for e.g. trend, and a sine-wave component.

Furthermore, we use traces of a real-world indoor WSN

setup. For this setup, 19 TelosB nodes were distributed inside

our office building for 5 months. This dataset contains 42113

data points relating to the 19 nodes, each including 3 sensors:

temperature, humidity and light. In this case we try to detect

temperature anomalies using the humidity and light as inputs

for the SLFN.

C. Prediction residuals

To determine the OS-ELM learning precision we analyze

the root-mean-square (RMS) prediction error with different

numbers of hidden nodes, and compare these results to RLS

and LLSE. For the RLS stabilization parameters we have

used forgetting factor α = 10, as suggested by Bosman

et al. [24]. However, our implementation of RLS for the

ELM is different, thus for stabilization we have chosen α
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Figure 4. The average RMS error for different numbers of hidden nodes,
with number of inputs d = 3

from one of 0.999985, 0.999878, 0.999023, to 0.992188,

which are factors of power of 2 near a decimal, e.g.

1 − 1/216 = 0.999985 ≈ 0.99999. We have computed

the RMS prediction error four times over all 3 synthetic

datasets per parameter, obtaining the result shown in Fig.

4. Because the OS-ELM and RLS algorithms need some

time to converge, we have taken the second half from the

synthesized data without injected anomalies. From Fig. 4 we

see that the RLS algorithm has a lower RMS prediction error

than LLSE, which might mean that it is slightly over fitting,

as suggested by Bosman et al. [24]. Furthermore, we see

that the RMS prediction error of ELM can converge to the

prediction error of LLSE on the same datasets. However,

this is not guaranteed, due to the random initialization of

the hidden node weights and bias. This shows, for instance,

in α = 0.999878, where the RMS prediction error does

not seem to converge to the LLSE prediction error, and

for α = 0.992188 we see a larger prediction error over

the whole range of hidden nodes. The latter may be due

to over-correcting OS-ELM, causing the algorithm to favor

local data instead of generalizing the data.

D. Anomaly detection performance

To evaluate the performance of OS-ELM for anomaly

detection, we compare it to RLS, LLSE and a rule-based

baseline method. From the evaluation in sections IV-A and

IV-C we determine that using an SLFN with N̂ = 4 hidden

nodes should provide a good trade-off between accuracy and

speed. For the RLS stabilization we have used parameters

suggested by Bosman et al. [24], in particular the RLS

forgetting factor α = 10. The baseline rules are empirically

determined and act on the first-order difference of the

incoming data, as described in [24]. Specifically, when the

difference between 3 or more consecutive measurements

is zero, these data are flagged as constant anomaly. Fur-

thermore, when the difference is larger than a determined

threshold, they are flagged as spike anomaly.

From the results on the synthetic datasets, seen in Fig.

5a to 5d, we observe that the baseline indeed performs well
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Figure 5. True Positives (TP), False Negatives (FN) and False Positives (FP) as the ratio of number of anomalies in dataset. The adaptive threshold is
denoted EWMA and the static threshold is denoted Rule.

on constant anomalies, with 98.5% True Positives (TP), and

also has reasonable performance for spike anomalies. All the

regression methods, however, have lower performance on the

constant anomalies, around 20% TP if we use the adaptive

threshold. This is because the last known measurement may

be relevant for a short time period. Moreover, the online

learning will slowly adapt to the constant value, and thus the

prediction error will go down over time. Nevertheless, we

see that LLSE, RLS and ELM are detecting similar amounts

of constant anomalies when using the adaptive threshold. On

the other hand, this does not hold for the static threshold

method, where ELM performs less.

Detecting spike anomalies results in a high False Positive

(FP) ratio for all methods, including the baseline method, but

we see that LLSE and RLS have higher TP ratios (around

50%) compared to the baseline method (39.2%), when using

the adaptive threshold. The ELM with adaptive thresholding

detection, however, does not surpass the baseline method

with a little less than 40% TP. Again, the static threshold

performs less well than its adaptive counterpart in all cases.

We see that the other anomalies have much lower FP

ratios, commonly in the order of 3%. Noise anomalies, in

particular, have FP ratios lower than 2.5%. The TP ratios for

noise detection are similar to the TP ratio for the baseline

when using the static threshold detection with all prediction

methods. When using the adaptive threshold, the TP ratio

increases to around 22% for all prediction methods. But, we

see a decrease in TP ratio when the ELM forgetting factor

α decreases, using the adaptive threshold. This decrease is

caused by ELM learning more local data with lower α, such

that the prediction error increases, and thus the threshold.

Drift anomalies are not detected very well by any method,

because we have chosen to model this anomaly with a

slow onset and offset, similar to, e.g., a degrading sensor

calibration. When the forgetting rate is faster than the drift

rate, this anomaly is likely to go undetected. Otherwise, only

the onset or offset of the drift are likely to be detected,

before the model adapts through the online learning. This

shows in the 20% TP ratio for the LLSE predictions with

a static threshold, both of which do not adapt to the drift.

Moreover, the FP ratio for all methods is very low with less

than 3% overall, and in most cases less than 1.5%.

The online learning methods do adapt to drift, but, in

this case ELM combined with adaptive thresholding has a

higher TP rate (around 5%) compared to RLS (less than

1%), regardless of the learning rate α. This may indicate

that the chosen forgetting factors for ELM are slower than

the drift rate, whereas an earlier study showed a clear effect

of the forgetting factor for RLS on the detection of drift

[24]. For the anomalies that have a longer stable effect, the

drift and constant anomalies, ELM displays more robustness

to changes in the parameters of the correction method than

RLS, which shows in more stable results.

The real-world dataset contains largely constant anoma-

lies and some spike anomalies. The constant anomalies

are mainly due to the unreliability of wireless connections.

Furthermore, the spike anomalies in the real-world dataset

are caused by direct sunlight hitting the temperature sensors.

The large amount of constant anomalies shows in around

50% TP ratio for the baseline, but also results in a high FP

ratio. From the other methods, the prediction model based

on LLSE has the best performance of the learned models,

with a 21.8% TP rate, using the adaptive threshold. RLS

performs better with a static threshold for the real-world

dataset, with 9.3% TP, while ELM performs better with

an adaptive threshold. With α = 0.992188 the TP ratio

of ELM is 12.8%, but, with α approaching one the TP

ratio goes down to 7.2%. However, the higher TP ration

for α = 0.992188 also has a somewhat higher FP ratio

compared to the static threshold method for RLS.

Overall, the OS-ELM forgetting factor α has a pro-

nounced effect on the detection rate on the synthetic datasets,



for instance seen with spike and noise anomalies, this effect

is not present in the real-world data. Furthermore, this effect

is most noticeable when using adaptive thresholding. Due to

this, we suggest to set α to values close to 1.

V. CONCLUSION

We have evaluated the performance of a fixed-point, OS-

ELM trained, SLFN combined with static and adaptive

thresholding for anomaly detection. For the used datasets

RLS slightly outperforms ELM for the detection of spikes

and noise anomalies, but ELM performs comparably on

constant anomalies and outperforms RLS for drift anoma-

lies. Overall, all ELM results are similar and, moreover,

ELM can form a non-linear model with good generalization

performance, without user tuning [22].

In all cases, ELM combined with a static threshold detects

fewer anomalies, with higher false positives, than using other

prediction methods. The static threshold method assumes

that the average prediction error is zero. Investigating the

predictions results for our datasets reveals, however, that

ELM seems to have a slight bias. This leads us to conclude

that other methods to analyze the prediction error may be

more suitable for anomaly detection, which also shows in

the higher performance of the adaptive thresholding method.

This work opens several areas of research to be in-

vestigated further. For one, data preprocessing could be

applied, such that relevant features for anomaly detection are

extracted. Another aspect to investigate, related to prepro-

cessing, is the use of measurement history features, because

environmental sensor data are usually time-series. Finally,

this work has only investigated the results of node-local

processing. Future work should investigate the incorporation

of information available from neighboring devices, making

use of the distributed nature of most embedded systems,

such as WSN.

To conclude, we have demonstrated that fixed-point OS-

ELM is a suitable online SLFN learning algorithm for em-

bedded systems, when the correction mechanism described

in Section III-B is applied to resolve the fixed-point stability

issues. ELM allows for more complex, non-linear, online

modeling of sensor data on embedded systems. Future work

can further improve the anomaly detection results.
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